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Abstract

Due to the limited mobility and technical
knowledge, senior and disabled citizens of the
society face difficulties during emergencies. Most
hardware/software emergency assistance/response
systems available in the market have a complex user
interface even for the general public. Requesting help
using these systems requires sharing information such
as type and location of the event, which wastes precious
time to respond to the event. Often, citizens end up
handling the event themselves instead of waiting for
someone to arrive at the event location. Hence, it
is necessary to design a simple but incredibly robust
system which bypasses the challenges of traditional
emergency response systems. In this paper, we propose
an Internet of Things (IoT) based mesh-enabled
emergency response system called MeshSOS, which
enables senior and disabled citizens to get assistance
by simply pressing a button. Use of mesh networking
along with WiFi made our system robust to network
failures. We have also developed a central monitoring
application for healthcare and security agencies to
handle emergency events proactively. Initial field
experiments and simulations show that our system has
the potential to improve the robustness and response
time in an energy and cost-efficient manner.

1. Introduction

Building a community with basic knowledge
of delivering first-aid is important for immediate
emergency response. Unfortunately, the know-how and
the experience of delivering first-aid is not common,
and the chances of having such a person around when
needed are fairly low. A report in The Guardian1 states
that the lack of first-aid skills endangers up to 150, 000
lives annually. In such scenarios, timely assistance
from trained personnel takes paramount importance. In

1First aid skills deaths. https://www.theguardian.com/
society/2010/apr/12/first-aid-skills-deaths

most countries, the primary public safety and assistance
system includes a unique phone number such as 911
(USA) and 100 (India) where citizens can call to
request for assistance. Even though calling a fixed
number is the simplest solution, it is certainly not the
most efficient one. A citizen in distress has to share
details related to his/her location and type of emergency
(security, medical, fire, etc.) before an appropriate
emergency response team can be dispatched. This delay
in response time could mean the difference between life
and death in case of critical emergencies2. The problem
becomes even worse in developing countries where
the emergency response services (such as ambulance
and police) are inherently inefficient by design. A
report of the Comptroller and Auditor General (CAG)
of India shows that the ambulance service failed to
respond in more than 40% (113, 632 out of 275, 243
calls) of the cases within a stipulated time. Furthermore,
these calls are not only unattended but cancelled and
declined as well. As per CAG’s reports [1, 2], in the
state of Kerala (India), out of 1, 867, 508 received calls,
17, 627 calls were cancelled while 28, 102 calls were
declined. The delay in the service cannot be solely
attributed to traffic delays, but also communication
and management delays. A study by the National
Health Systems Resource Centre (NHSRC) [3] shows
that the percentage of calls for which ambulances were
dispatched were as low as 1.21% of the calls received.

The need for medical and security assistance
increases manifold for senior and disabled citizens
of society. The response time for emergency events
is even more critical when it comes to senior and
disabled citizens with limited technical knowledge
and/or mobility. Modern smartphone-based emergency
response systems can be too complicated or intimidating
for the elderly and disabled. In such systems, multiple
steps are required before relevant assistance can be
dispatched. Also, some systems require a lot of

2Government of India data shows that more
than 50% of heart attack cases reach hospitals
late. https://www.hindustantimes.com/
story-penFdsewgGwpIwiQnRDoLJ.html



specific configuration before they can actually work
on the devices. Available hardware systems on the
market are not affordable by masses and also require
regular maintenance [4]. These hardware systems
and applications are proprietary and hence, cannot
be maintained or repaired by a third party or an
end-user. Additionally, most of the existing systems
rely entirely on the wide-area networking capabilities
of a smartphone (or a smart device) for Internet
connection via WiFi or cellular network. This makes
the system unreliable since an event of a network failure
will completely fail the system without any fail-safe.
Therefore, it is need of the hour to develop a system
that can bypass the above-mentioned challenges and
minimize the points of failures while providing prompt
and hassle-free emergency services.

In this paper, we introduce MeshSOS, a robust
IoT-based mesh-enabled emergency response system.
We have designed a simple and intuitive end-user
device which allow citizens to request for Medical and
Security related assistance by simply pressing a button
on the device. Our system is extremely convenient
for seniors and disabled citizens who prefer ”a single
button press to get the job done” vision due to limited
technical knowledge and mobility. Additionally, We
have developed a central monitoring application which
allows emergency service authorities to monitor the
end-user devices and to keep track of the emergency
events (location, route, status, etc.). Finally, to
improve the robustness, MeshSOS uses multi-hop
mesh communication which eliminates the requirement
of direct connectivity to WiFi/4G networks. Field
experiments and simulations show that the performance
of our proposed system is better in terms of delay,
message delivery ratio, robustness, energy, and cost.

2. Related Works and Motivation

Advancement in hardware and wireless
communication technologies has accelerated the
development of low-cost and reliable emergency
response systems for home/office/business security,
medical and road emergencies. There exist many
software, hardware, and IoT based products in the
market which use wireless technologies (such as WiFi,
Bluetooth, and 4G) to provide emergency services.
Inbuilt SOS feature in mobiles and third-party apps
such as SirenGPS, Kitestring, Red Panic Button,
etc. allow users to send an alert for assistance in
unfavourable situations. The primary feature in
all these apps is to provide an easily accessible
switch/button to inform a pre-selected list of contacts
or first responders about your whereabouts. Some

apps, such as Kitestring take one step further to alert
your friends and family if you don’t respond to a
potential emergency message sent to your phone. There
also exists apps and hardware devices specifically
designed to tackle medical emergencies. Dedicated
battery-powered lightweight hardware systems such as
medical bracelets/necklaces/watches are available in the
market. By pushing a switch on these wearables, the
central monitoring stations can be informed about the
location of a person in distress. In [5], the authors have
introduced iHelp, an emergency assistance smartphone
app for helping the deaf-mute and elderly citizens.
This app can report an emergency using 3G/4G/WiFi
Internet, which enables medics to be rushed to the scene
quickly. All the above-mentioned devices and apps
provide useful features but do not tackle the situations
where proper WiFi or cellular networks are unavailable.

In order to deal with unreliable network connectivity,
emergency response systems must use multiple wireless
technologies in an efficient manner. The system must
switch among these technologies without asking extra
input from the end-users. In this direction, the use of
wireless mesh networking (WMN) is another interesting
solution which eliminates the need for ubiquitous
connectivity from an access point [6]. WMNs have been
receiving a great deal of attention as a broadband access
alternative for a wide range of applications including
transport, emergency, public-safety, carrier-access, and
smart homes [7, 8]. Mesh architecture has the
potential to provide easy configuration and high
robustness by choosing alternative routes in case
of failure/unavailability of a wireless link or access
point. It also offers an economical solution to extend
network coverage by eliminating the need for a large
number of access points. In [9], the authors have
proposed an emergency response system based on
wireless mesh networks for public safety using an
ARM kernel control unit system. The authors suggest
that wired/wireless systems with a base station are
vulnerable to destruction by natural or human agents,
resulting in system collapse. Their proposed wireless
mesh system performs better under the circumstances
where ordinary communication technologies are unable
to the Internet. In [10], the authors have explored
the feasibility of using distributed wireless mesh
networks for medical emergency response. The
authors proposed a wireless information system for
medical response in disasters situations. They
presented the traffic behavioural observations made by
the client-server medical emergency application tested
during a large-scale homeland security drill. The authors
evaluated the system on some essential requirements
for an emergency response system such as geographical



position, dependable and redundant backhaul links,
utilization of off-the-shelf technology-based products,
and robust operation in high interference situations.
The results of this study have motivated us to create a
system that can be deployed on a larger scale. In [11],
authors have described the capabilities and architecture
of a portable, interoperable, tactical operations centre
communication system, which was funded by the
U.S. Department of Homeland Security. The work
evaluates wireless mesh network as the key solution
for emergency and rural applications. The authors
suggest that despite its unique challenges, the wireless
mesh network is a technically suitable yet affordable
approach with significant payoffs. In [12], authors have
proposed a ballooned WMN to ensure communication
in the disaster area promptly. The WMN devices are
attached to physical balloons capable of hovering at an
altitude but anchored to the ground. It is suggested that
by combining multiple ballooned wireless networks, an
ad-hoc network can be organized in the sky to provide
urgent communication means in disaster areas.

The above-mentioned systems [9, 10, 11, 12] are
interesting examples of WMN; however, they are
complex, inefficient, and uneconomical for large scale
deployments. For example, the WMN system in [9] uses
dedicated nodes (called mesh routers) in the network for
data collection, routing, and monitoring. Additionally,
end-user devices collect and send audio, visual, and
infrared data to the control centre via mesh networking
only. On the other hand, our proposed system has a
simple design where dedicated pushbuttons are used to
send extremely small size emergency messages either
through WiFi or mesh. This reduces the cost of
each device and saves precious network bandwidth
while improving connectivity. Each end-device in our
system is capable of working as a router, thereby
forwarding emergency messages through multi-hop
communication. Another example is [12], where the
system provides connectivity to devices such as mobile
phones and laptops via a mesh network. Their setup
requires additional equipments which are vulnerable
to damage by bad weather and hence, needs periodic
maintenance by emergency response authorities. Such
an arrangement would work well for short deployments
(during natural disasters) but won’t be cost-effective
for large-scale long-period deployments. On the other
hand, our proposed system can be protected by simple
IP67 weatherproof enclosures and does not require
constant maintenance. Considering the limitations of
above-mentioned systems, it is essential to develop a
simple, efficient, and robust emergency response system
which can minimize deployment and maintenance costs
for large scale deployments.

3. Problem Formulation and Solution
Description

Our problem focuses on the design of an efficient
”Emergency Response System” which can provide a
simple IoT-based end-device to elderly and disabled
citizens for requesting emergency assistance. The
system should also provide a centralized monitoring
platform/application for medical and security personals
to keep track of end-devices and emergency
events. Finally, the system should provide reliable
communication between end-device and monitoring
platform in case of network failure. The contributions
of our work are as follows.

• We have designed an intuitive IoT hardware
prototype which allows citizens to request for
Medical and Security assistance by simply
pressing a button.

• We have developed a central monitoring
application which allows authorities to monitor
hardware prototype units and keep track of the
emergency events’ data (location, route, status,
etc.).

• We have developed a robust mechanism for
emergency message transmission from hardware
prototype units to central monitoring application
using multi-hop mesh and WiFi communication.

• We have analyzed the performance of our
proposed system in terms of delay, message
delivery ratio, robustness, energy, and cost via
simulations and field experiments.

4. Design Science Research Framework

Before introducing the MeshSOS system, we briefly
discuss the research methodology adapted behind its
development using the Design Science Research (DSR)
framework [13, 14]. Figure 1 shows six main
steps in our framework viz., Problem Motivation and
Identification, Objectives, Design and Development,
Experimental Setup, Performance Evaluation, and
Communication. As shown in Figure 1, these steps can
be further represented as five possible research phases.
In the first phase, we identify the research problem,
its motivation, and challenges. In the second phase,
we define the objective as the design and development
of a simple and robust emergency response system
for elderly and disabled citizens. We have already
discussed the first two phases in Sections 1 and 2.
In the third phase, we design and develop the IoT



Figure 1: Design Science Research Framework

hardware prototype (discussed in Section 5.1 and 5.2)
and a central monitoring application (Section 5.5). In
the fourth phase, we perform field experiments (refer to
Section 5.4) based on ready-to-use system and research
framework acquired from the previous state. In the fifth
phase, we evaluate the performance of our proposed
system in terms of delay and message delivery ratio
(discussed in Section 6). Finally, based on the domain
knowledge acquired from experimental results, we aim
for the scholarly publications and technology incubation
at our organization.

Our DSR framework follows an iterative process
where we iteratively update the objective, design and
development of our proposed system to improve its
performance further. We are finished with the first
iteration, and the first version of hardware prototype
and central monitoring application is finalized. We
have evaluated the performance of our system via
simulations and field experiments. Currently, we are
in the final step (Communication) with the review
process of this research article. Based on the results
of our simulations and field experiment, we are now
planning to make changes in the design of the prototype
unit and monitoring application for future large-scale
deployments.

5. Emergency Response System

Our proposed emergency response system has
four major components: 1) IoT Hardware Prototype
2) Software and Services 3) Networking and Data
Collection and 4) Central Monitoring Application. In
this section, we discuss these components in detail.

5.1. IoT Hardware Prototype

We have designed an IoT based hardware prototype
which allows its user to request for emergency
assistance by merely pushing a button. The prototype is
designed using an Arduino compatible microprocessor
board called Argon from Particle Inc [15]. Argon
boards support multiple wireless technologies such as
Bluetooth 5.0 and 802.11 b/g/n WiFi. Additionally,
these boards have out-of-the-box 802.15.4 mesh
networking capabilities which can be configured using
Google OpenThread3; an open-source implementation
of the Thread networking protocol. Due to these
integrated wireless technologies, an Argon board in a
mesh network can act as an end-node (thereby collecting
end-user input/data) or a relay (thereby forwarding
traffic to other boards using 802.15.4 mesh) or a
gateway (thereby connected to the Internet using WiFi).
The schematic of our hardware prototype is shown
in the Figure 2 which includes two momentary push
buttons, an 8 dBm external antenna, USB power supply,
on-board RGB status LED, and an external Li-Po 3.7V
battery. Two push buttons are configured to request
for two different types of emergencies viz., Medical
and Security. An external antenna is added to provide
long-range transmission capabilities for direct WiFi and
mesh communication. The prototype can be powered
using a USB power supply or using an external battery
in case of a power outage. Note that, an equivalent
IoT prototype can also be designed using much cheaper
ESP-32 microprocessor boards with additional hardware
modules for the external antenna, RGB LED, Li-Po

3OpenThread. https://openthread.io/


