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Abstract
 The  internationalization  of  cybersecurity  raises

fundamental questions around culture, nations’ digital
sovereignty,  politics,  society,  jurisdiction  and  other
non-technical  areas. Countries  are  adopting  new
technologies with different existing cybersecurity and
technological maturity levels, which may increase the
digital  divide.  The  mini-track  chairs  represent  an
international  constellation  of  researchers  developing
and  applying  the  Cybersecurity  Capacity  Maturity
Model for Nations (CMM) with more than 87 nations
to  examine:  Cybersecurity  Policy  and  Strategy;
Cybersecurity  Culture  and  Society;  Building
Cybersecurity Knowledge and Capabilities; Legal and
Regulatory  Frameworks;  and  Standards  and
Technologies.  This mini-track explores  research into
international  aspects  of  cybersecurity  across  these
dimensions.  We  select  three  submissions  that  cover:
(1)  Cybersecurity  Maturity  in  the  Pacific  Islands  –
Informing  a  Regional  CERT  Framework;  (2)
Simplifying Cyber  Security  Maturity  Models  through
National  Culture:  A Fuzzy Logic Approach; and (3)
Cyber  risk  to  Australian  democracy:  cyber  security
from an election law perspective.

1. Introduction

The  international  collaboration  in  cybersecurity
shifts  more  and  more  from  information  exchange,
training  and  sharing  of  threat  intelligence  to  also
include  the  implementation  of  international
cybersecurity functions and operations. However, this
internationalization  raises  fundamental  questions

around  culture,  nations’  digital  sovereignty,  politics,
society,  jurisdiction  and  other  non-technical  areas.
Further,  diverging  approaches  to  the  governance  of
cybersecurity might have serious repercussions on the
open, secure, and interoperable Internet.

The ongoing and accelerating industrial adoption
of  the  IoT  also  affects  cybersecurity  capacity  and
changes the requirements of international cybersecurity
functions.  Countries are adopting these technologies
with different existing cybersecurity and technological
maturity levels, which has the potential to increase the
digital  divide.   It  creates  additional  challenges  to
cybersecurity  internationally,  if  some countries adopt
these  safety-critical  technologies  without  necessary
security maturity.

This mini-track explores research into very topical
and  pressing  issues  of  international  aspects  of
cybersecurity across all relevant dimensions, including
law, education, standards, defense, culture and society,
technical  functions,  policies  and  international
agreements.    

2. From a comprehensive 
national approach to 
international perspectives

The  motivation  to  establish  a  platform  for
exchanging research on international  perspectives  for
cybersecurity was born from a worldwide program on
national cybersecurity maturity. The mini-track chairs
represent the partners of an international constellation
of cybersecurity  researchers  developing and applying
the  Cybersecurity  Capacity  Maturity  Model  for
Nations (CMM) [1]. This model takes a comprehensive
view  of  national  cybersecurity,  by  covering  five
dimensions:   Cybersecurity  Policy  and  Strategy;
Cybersecurity  Culture  and  Society;  Building
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Cybersecurity Knowledge and Capabilities; Legal and
Regulatory  Frameworks;  and  Standards  and
Technologies.  Applying  the  CMM  is  a  truly
international  activity  including  researchers,  non-
government  organizations  and  governments  [2].
Working  with  over  87  nations  across  the  world  has
shown  that  in  addition  to  the  national  perspective,
international aspects become more and more important.

3. Topics of Interest

International  perspectives  of  cybersecurity  go  far
beyond  the  exchange  of  relevant  intelligence  or
international  education  programs.  Topics  of  interest
include:

 Challenges  for  international  cybersecurity
agreements

 Technical  cybersecurity  functions  on
international and regional level

 Culture and society of cybersecurity
 International computer emergency response
 Contextualisation of cybersecurity solutions 
 Cultural adaption of cybersecurity education
 National  and  international  cybersecurity

capacity maturity
 Role of international agreements and political

forums
 Critical  issues  around  regional  digital

development  
 Cybercrime
 Cybersecurity  consequences  of  digital

transformation
 Cyber  stability  and  responsible  state

behaviour in cyberspace
 Challenges  arising  from  the  adoption  of

emerging technologies
 International  trends  in  aspects  of

cybersecurity capacity
 Equitable access to cybersecurity technologies

and services

4. Program of the 2020 mini-
track 

From   the   received   submissions,   we   have
selected  the  3  best  papers for  presentation. They
cover three distinct aspects. 

Cybersecurity  Maturity  in  the  Pacific  Islands  –
Informing  a  Regional  CERT  Framework  explores
through  qualitative  research  in  the  Pacific  region
whether computer emergency functions can be realized
on  an  international  level  and  provides  important
insights  into  national  perspectives  on  international
computer emergency response. 

Simplifying  Cyber  Security  Maturity  Models
through  National  Culture:  A  Fuzzy  Logic  Approach
presents an approach to reduce the data required for a
security  maturity  evaluation.  The  identified  cultural
aspects  can  help  to  develop  maturity  models  for  the
international perspective. 

Cyber  risk  to  Australian  democracy:  cyber
security  from  an  election  law  perspective  uses  the
example  of  Australia  to  analyze  larger-scale  societal
risks  from  potential  cybersecurity  issues.  While  this
work is focused  on one particular  nation, the results
show the  effects  cybersecurity  can  have  on  societal
stability  and  therefore,  these  aspects  need  to  be
considered on an international level.

4. Conclusion 

The mini-track chairs thank the track chair Murray
Jennex  for  welcoming  the  new  mini-track  to  the
established community of  the Knowledge Innovation
and Entrepreneurial Systems track and for his support
in  establishing  this  mini-track.  Further,  we  thank
authors of all submitted papers. We hope that we can
establish  a  research  community  on  international
perspectives  of  cybersecurity  at  HICSS  and  look
forward  to  being  able  to  physical  meet  at  future
HICSS. 
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