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Abstract

This  paper explores the issues, ethical
considerations and challenges social media platforms
must navigate when using Al (Artificial Intelligence) as
a filter for online healthcare advertisements. We
examine the emergence of healthcare misinformation on
social media platforms, which pose significant public
health risks. We discuss the severe consequences of
healthcare misinformation, including undermined
public trust in the healthcare system, strained
healthcare resources, and compromised individual
health. Drawing on theoretical and applied ethical
frameworks, the paper discusses the nuances of each
ethical framework and the moral responsibilities of
social media companies in regulating misinformation.

Keywords: Social Media, Artificial Intelligence,
Ethics, Healthcare Misinformation.

1. Introduction

This is a conceptual paper discussing the ethical
considerations and challenges social media platforms
must consider when approving policies on online
healthcare marketing. However, the talks on tackling
them are still in their infancy (Brendel et al., 2021;
Resseguier & Ufert, 2024). This discussion was
prompted by the emergence of deceptive healthcare
advertising on social media platforms. Specifically, the
article was motivated by the observation of multiple
fraudulent ad campaigns for health services, which were
designed to appear as though they came from reputable
healthcare providers (Werner, 2024). The ads in
question are well-made, featuring an authentic-looking
logo with the name of a health service provider and
individuals dressed as physicians presenting
information. However, these ads promote false medical
information, and fraudsters create misleading ads that
pose severe public health risks. For example, one such
ad suggests a natural lung cleansing spray that allegedly
allows people to smoke without health risks. While
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domain experts might recognize the ads as fake, many
people are convinced by them. Some people even
consider smoking due to the supposed health benefits of
the spray. The AI that moderates these ads fails to
effectively filter them or call for human review.

Ethical considerations arise from human
consciousness and our moral interpretation of our
surroundings (Stahl. B., 2021). The discussion of ethics
is inherently complex due to its dependence on
individual perspectives. A key challenge in this
discourse is determining where to allocate the
responsibility for ethical decision-making. This raises
the question: should we strive to create Al systems with
an inherent sense of morality, or is it more appropriate
to reserve ethical judgments exclusively for human
beings? Berente (2021) and Dorfler & Cuthbert (2024)
argue that ethical issues must be left with humans as Al
that cannot question itself, is fundamentally incapable
of morality. We extend this idea further by asking which
human? Is it the responsibility of the consumer to be
fully aware of their environment? Some would argue
this is the case; however, false marketing (now using
Al) is improving rapidly and blurring the boundaries
between fact and fiction. Fraudsters use Al-generated
images and speech that are rather compelling. Is it
reasonable for a non-expert to have sufficient domain
knowledge to spot irregularities that even an expert
might overlook? Another perspective suggests that the
onus of ethical responsibility may lie with the social
media platforms themselves. These platforms, which
employ Al algorithms to select and filter
advertisements, effectively provide a venue for the
dissemination of misinformation. As such, they might
be held accountable for ensuring their technologies and
services are not exploited for unethical purposes or
financial gain through deception. Perhaps the Al
developer or researcher must consider the ethical
underpinnings before advancing technology. The
objective of this paper is not to fully describe this
complex issue of moral responsibility involving Al and
misleading healthcare ads on social media from all
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human perspectives or to prescribe a one-stop solution
to the problem. We hope to expand Berente (2021) and
Dorfler & Cuthbert (2024) and explore some ideas from
the perspective of the social media platform, using an
interpretivist paradigm (Rallis & Rossman., 2012) so
that the problem is better understood and open to study.

Our focus is on social media platforms rather than
fraudsters, wusers, or developers. Platforms like
Facebook, Twitter, and Instagram are primary
information sources for billions, facilitating both
productive communication and the rapid spread of
misinformation, especially in healthcare. This
misinformation can cause public health crises, erode
trust in medical institutions, and harm individuals. So,
social media companies have a legal, moral, and ethical
responsibility to regulate healthcare misinformation
(Reisach. U., 2021; Kington et al., 2021; Morley et al.,
2020). We argue that discussions should begin with
these entities because they can implement actionable
outcomes. The US Department of Health and Human
Services defines health misinformation as “information
that is false, inaccurate, or misleading according to the
best available evidence at the time” (Murthy, 2024). Dr
Vivek H. Murthy (Surgeon General of the United States)
states, "Health misinformation is a serious threat to
public health. It can cause confusion, sow mistrust, harm
people’s health, and undermine public health efforts”.
The US Food and Drug Administration (FDA, 2024)
claims, “Health fraud scams refer to products that claim
to prevent, treat, or cure diseases or other health
conditions, but are not proven safe and effective for
those uses. Fraudulent health schemes not only deplete
patients' financial resources but can also result in critical
delays in receiving accurate diagnoses and appropriate
medical care.” We point out that some literature
differentiates health misinformation and disinformation.
Both concern the spread of false information; the latter
is intended to deceive the user, while the former is
unintentional (Jennex et al., 2022). However, regardless
of intention, social media companies’ ethical and moral
responsibility to their users to adopt countermeasures
remains essentially the same. Therefore, for simplicity,
we refer to the spreading of wrongful healthcare
information as misinformation for the remainder of this
paper. Our discussion is timely and impactful as we
usher in the new age of Al in healthcare.

Al in social media primarily focuses on content
curation and fact-checking. Some argue that while
content curation algorithms need human moral
oversight, fact-checking algorithms could operate
autonomously. However, this assumes the existence of
absolute or universal truths. Facts often align with
current scientific consensus, which can change.
Scientific findings may sometimes contradict due to
observational and measurement limitations. It's thus

premature to conclude that Al-driven "fact-checking"
can make fully automated decisions satisfying all
content regulation stakeholders without human
intervention. The complex and evolving nature of
factual information suggests that human oversight
remains crucial in this process, highlighting the need for
human judgment alongside Al systems.

Al filtering programs depend on their training data
to identify potentially offensive, politically or racially
charged language. However, it does not filter out
misinformation even though the consequences can be
severe. To make matters worse, the Al algorithm
promotes ads that generate user engagement if it passes
the filtering system. Controversial health ads often do
not use offensive language and remain undetected.
Since they generate large user engagement, they are
promoted by the Al to reach even more users. Fraudsters
in effect have the Al algorithm that is supposed to filter
them working in their favor. The foundation of human
moral frameworks largely rests on our capacity for self-
reflection, our ability to rationalize our perspectives, and
our aptitude for empathizing with others. Artificial
Intelligence, in its current state, lacks the ability to
elucidate its decision-making processes, experience
authentic empathy, or engage in self-doubt.
Consequently, Al falls short of fully embodying or
achieving the human concepts of ethics and morality
(Berente, 2021; Dorfler & Cuthbert, 2024; Sinnott &
Conitzer., 2021; Coeckelbergh., 2023). So, if we leave
moral considerations in human hands, when does a
human step in? For example, Korteling et al. (2021)
define Al as machines that can do tasks that a human
achieves with thought and planning. In essence, Al is a
technology that seeks to imitate human intelligence.
However, we have yet to develop Al that accomplishes
tasks resembling human thinking and reasoning
(Lebovitz et al., 2021). Therefore, how does an Al know
when to ask for human help? The processing behind Al
in Deep Learning (DL) models is hidden behind layers,
which makes it impossible to understand why and how
Al makes its decisions. Given the black-box nature of
Al, how are humans supposed to actively moderate or
intervene in an Al decision-making process? Currently,
certain rule-based systems flag specific situations that a
human moderator manually reviews. However, such a
system does not circumvent Al limitations but only
serves to account for the contexts described by the rules.

To formulate our argument, we begin with a
systematic overview of the relevant concepts and
models in the domain of ethics. We aim to discuss
relevant ethical frameworks in the context of healthcare
in social media and highlight their advantages and
challenges. We then present the impact of health
misinformation, its moral underpinnings, and the
challenges in combating it. We then explore the ethical
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responsibilities from the organizations and Al’s
perspectives,  focusing on  transparency and
understanding. We highlight the differences between
theoretical and applied ethics and discuss strategies to
implement organizational ethics in practice. Finally, we
conclude with a brief commentary summarizing this
discussion.

2. Ethical Theories and its Uses and
Challenges

Ethics is a branch of philosophy that aims to study
morality scientifically (Rallis & Rossman., 2012).
Similarly, morality refers to the issues concerning right
and wrong, good and evil, and obligations and
responsibilities. The normative schools of thought are a
prescription approach that aims to reveal potential
actions, such as what is and is not to be done (Rallis &
Rossman., 2012). However, behavioral schools seek to
describe what people do. Dorfler & Cuthbert, (2024)
summarize several ethical viewpoints on the topic of
ethics in AI. We shortlist three based on its application
to a large number of users for our discussion. Since
social media is used by billions worldwide, such ethical
paradigms (for the masses) fit our discussion.

2.1. The Utilitarian Perspective

Utilitarianism is a consequentialist ethical theory
that evaluates the morality of actions based on their
outcomes, aiming to maximize overall happiness and
minimize suffering for the majority of individuals
(Sollner et al., 2024; Wu & Lu, 2013). When applied to
healthcare misinformation on social media, the negative
consequences, such as increased public health risks,
strained healthcare resources, economic costs,
psychological distress, and eroded trust in health
authorities, far outweigh any potential positive effects
like increased engagement on the website (Lopes et al.,
2023; Murthy, 2024; Nutter & Saunders, 2023; Peng et
al., 2023; Wang & Togher, 2024). From a utilitarian
standpoint, combating healthcare misinformation is
ethically justified and a moral necessity. Social media
platforms can implement robust moderation
mechanisms to identify and remove misinformation,
thus reducing public health risks and economic burdens.

Providing accurate, accessible health information
and promoting credible health sources can improve
health literacy and public trust. However, utilitarianism
faces challenges, including objectively measuring and
calculating utility, as happiness and suffering are
subjective. It may also lead to outcomes that violate
justice or individual rights, as it could justify sacrificing
minority interests for the greater good. Nevertheless,

allowing unchecked healthcare  misinformation
contradicts utilitarian principles because the harm it
causes outweighs any benefits of unrestricted free
speech.

2.2. Deontological Perspective

The deontological perspective is an ethical theory
that emphasizes the importance of duty, rules, and
principles in determining the morality of actions rather
than their consequences (Alexander & Moore, 2007).
Deontological ethics, often associated with philosophers
such as Kant, focuses on actions' inherent rightness or
wrongness, irrespective of their outcomes (Dorfler &
Cuthbert, 2024). Deontological ethics posits that
individuals have specific moral duties and obligations
that they are bound to fulfill, regardless of the
consequences. These duties derive from rational
principles or rules that govern moral behavior and are
considered inherently right or wrong. Kant introduced
the categorical imperative concept, a fundamental
deontological ethics tenet. According to Kant, the
categorical imperative commands certain morally
obligatory actions without reference to specific goals or
outcomes. The ontological school of ethics would seem
to support (Dorfler & Cuthbert, 2024; Galiana et al.,
2024) suggestion that morality is best left with humans,
given the inability of Al to doubt its decision-making.
Therefore, in line with such reasoning, social media
companies are morally obligated to regulate harmful ads
and health information on their platforms. Challenges
include its perceived inflexibility and absolutism,
potentially leading to conflicts between duties or
morally undesirable outcomes if consequences are
ignored. This approach often conflicts with
utilitarianism, which focuses on outcomes. In social
media, deontological ethics demands that platforms
uphold truth and prevent harm by ensuring a safe and
reliable information-sharing environment.

2.3. Virtue Ethics

Virtue ethics emphasizes the importance of moral
character and virtues like honesty, integrity, and
responsibility (Crisp et al., 1997; Van Hooft, 2014). As
influential entities, social media platforms should
embody these virtues by actively combating healthcare
misinformation, enhancing credibility, and contributing
to a more informed and ethical online community.
Virtues are habitual dispositions to do good, leading to
a fulfilling life (Rallis & Rossman., 2012). They are
known as eudaimonia, which Aristotle described as the
highest human good (Kraut. R., 2021). In virtue ethics,
moral decision-making involves practical wisdom and
considering what a virtuous person would do in different
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situations. This approach values truthfulness, making
misinformation morally problematic because it
undermines  virtues like  honesty, integrity,
responsibility, and compassion. Social media platforms
are morally obligated to ensure the accuracy of shared
information, promote trustworthy content, and foster a
culture of virtuous behavior. Challenges include the lack
of clear guidance for specific actions and the potential
for cultural relativism, where different cultures have
varying conceptions of virtue.

3. Impact of Healthcare Misinformation

Healthcare misinformation can have severe public
health consequences (Murthy, 2024). Misinformation
about vaccines has led to the resurgence of preventable
diseases like measles and mumps (Marks & Califf,
2024). During the COVID-19 pandemic, false
information about the virus, treatments, and vaccines
hindered public health efforts, confused the public,
promoted non-compliance with guidelines, and
increased mortality rates (Shahbazi & Bunker, 2024;
Jennex et al., 2022). Misinformation undermines trust in
healthcare professionals, institutions, and science,
making it difficult for people to discern credible sources
and leading them to reject professional advice in favor
of unverified claims (Freiling et al., 2023; Goldwire et
al., 2023). This can result in harmful behaviors:
reluctance to seek medical care and reliance on
ineffective treatments (Khullar, 2022; Nan et al., 2022;
Roozenbeek & Van Der Linden, 2022).

Regulating  healthcare = misinformation  is
challenging. Detection and mitigation require advanced
technologies and human moderators, but both are
resource-intensive and not foolproof. Platforms must
invest in these resources to combat misinformation
effectively, although this is not a trend, as seen with
Google dissolving its ethics team for Al integration
(Wakefield, 2019). Ethical questions about autonomy
and paternalism arise in regulating misinformation.
Platforms must protect users from harm while
respecting their freedom to access and interpret
information. As powerful private entities, social media
platforms contribute to the public good by preventing
harm and promoting accurate information.

4. Organizational Ethics on Managing
Misinformation

Organizations play a pivotal role in shaping the
discourse and dissemination of information in society.
Organizational ethics are integral to building trust,
integrity, and accountability. By adhering to
foundational principles such as integrity, respect for

stakeholders, accountability, and compliance with laws,
organizations can foster a culture of ethics that promotes
positive relationships, sustainable practices, and long-
term success (Sarma. G et al., 2024; Bhutto. N et al.,
2024; Malik.A., 2024; Tziner.A & Persoff., 2024).

Maintaining ethical standards within organizations
is complicated by the frequent emergence of ethical
dilemmas where competing priorities and principles
collide (Smith, 2020). For example, the organizational
pursuit of profit and success can create tension with
ethical concerns, as financial pressures may
compromise moral principles (Jones, 2018). Effectively
addressing misinformation requires a steadfast
commitment to truth, transparency, accountability, and
stakeholder trust (Anderson & Chen, 2022; Peters,
2021). To cultivate an ethical organizational culture,
clear ethical codes, training programs, and
whistleblowing mechanisms are essential, as they raise
awareness, enhance ethical reasoning, and allow for the
uncovering of violations (Becker, 2019; Johnson, 2017,
Williams, 2020).

5. Theoretical Ethics vs Applied Ethics

Theories provide abstract, consistent guidelines for
right and wrong (Constantinides et al., 2012). Ethical
practice involves applying these principles in complex,
ambiguous, real-world contexts with conflicting
interests (Cram et al., 2024). Practitioners must navigate
practical constraints, cultural norms, and unforeseen
consequences, often requiring compromises and
judgment calls. While theories strive for objectivity and
predictability, practice is influenced by personal biases
and situational factors. This disparity highlights the
challenge of adhering to ideal ethical standards amid
real-world practicalities, where ethical decision-making
involves  subjective  judgment and emotional
engagement.

Additionally, while ethical theories provide
prescriptive norms on how people ought to behave,
ethical behavior in practice often involves descriptive
accounts of how people behave (Van Hooft, 2014). This
gap between prescription and practice highlights the
challenges of implementing ethical standards in real-
world settings, Table 1 details some of the common
differences in ethical theory and practice (Baird &
Maruping, 2021; LaFollette, 2020; WHO, 2022), when
considering utilitarian, deontological, and ethical
perspectives.

Table 1: Ethical Concepts in Theory and Practice

Concepts Theory Practice
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Abstraction | Abstract principles | Applied to specific
Vvs. and philosophical | complex and nuanced
Application | concepts that situations which often
define right and require balancing
wrong, (Haj- competing ethical
Bolouri et al., considerations (Cram
2024; Williams & | etal., 2024; Palmer &
Lear, 2011). Schwan, 2024).
Consistency | Provides Accounts for
Vvs. consistent contextual factors
Contextualit | guidelines for all (Adams, 2002; Prem,
y situations (Baggini | 2023).

& Fosl, 2024;
Cram et al., 2024).

Idealism vs.

Present idealized

Navigates practical

Pragmatism | behavior visions, constraints
focusing on what complicates ethical
should be done in | decision-making (Gill
a perfect world & Bhattacherjee,
(Davis, 1983; 2009; Hurst et al.,
Tessman, 2010). 2005).

Clarity vs. Provide clear, Situations are

Ambiguity rational principles | ambiguous requiring

t0 guide behavior
(Harsanyi, 1977,
Mingers &
Walsham, 2010).

judgment with
incomplete info
(Berente et al., 2011;
Berente, 2021).

Principle vs.

Emphasize

Uses compromise and

Compromis | adherence to moral | negotiation, differing
e principles without | ethical principles and
compromise practical concerns to
(Murphy, 2003). drive viable solution
(Mingers &
Walsham, 2010).
Predictabilit | Offer predictable Decisions are
y Vs. guidelines that can | uncertain, and
Uncertainty | be systematically unpredictable,
applied (Huang et | (Drnevich & Croson,
al., 2022; Sunstein | 2013; Kendall &
etal., 2001) Kendall, 1993;
Markus & Rowe,
2018).
Objective Org issues are Understanding
Vvs. often objective and | complex org issues is
Subjective frequently have subjective. There is
unique solutions to | seldom a unique
complex problems | solution (Strong &
(Chae et al., 2005). | Volkoff, 2010).
Academic Are often Occurs in operational
Vvs. discussed in settings, decisions
Operational | academic settings, | and have real-world

focusing on

consequences (Nash,

intellectual 2002; Sarioguz &
analysis (Nash, Miser, 2024).
2002).
Detachment | Hypothetical Are emotionally and
Vs. issues analyzed personally engaged in
Engagement | without emotional | their situations, which
involvement affects their ethical
(Gilligan, 1995; judgment (Ekman,
Mertz et al., 2023). | 2022).
Prescription | Ethical theories Uses how people
vs. prescribe how actually behave,
Description | people ought to shows gaps between
behave based on ideal ethics and actual
moral principles actions (DeTienne et
(Hare, 2014; Tsou | al., 2021; Koocher &
& Walsh, 2023). Keith-Spiegel, 2008).

6. Strategies to Apply Ethics in
Organizational Practice

Theories provide detailed insights into ethical
frameworks, but they are often loosely interpreted in
practice. Scientific research examines issues through a
specific ethical lens, which defines problems and
consistent, logical solutions. A study on organizational
ethics might use a utilitarian framework to explore
issues/solutions, but organizations seldom strictly
adhere to a single ethical framework for defining
guidelines. For example, the International Information
System Security Certification Consortium (ISC2), a
leading IT security organization, has well-defined
ethical guidelines emphasizing protecting society,
acting honorably, and advancing the profession, with
strict consequences for non-compliance. In contrast,
non-certified organizations often follow loosely defined
ethical codes, focusing on general standards like
integrity, responsible behavior, and fairness, with
guidelines that encourage legal adherence and avoid
conflicts of interest.

Ethical frameworks in organizations are put into
practice through various strategies and mechanisms
designed to ensure that ethical principles guide decision-
making, behavior, and culture. For example, to define
and implement a Code of Ethics and Conduct, a written
document that outlines employees’ values, principles,
and expected behaviors is distributed to all employees
and requires them to acknowledge and agree to it. Table
2 details different organizational ethical strategies from
a utilitarian, deontological and virtue ethics standpoint,
along with their definitions and implementation
strategies (Martin et al., 2020; Matook et al., 2021;
Mingers & Walsham, 2010).
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Table 2: Organizational Ethical Strategies, Definition and

Implementations

Strategy

Definition

Implementation

Ethics Training
and Education

Programs to
educate about
ethical stds and
decision-making

Conduct regular
ethics training. Case
studies, role-
playing, and

(Alizadeh et al., | discussions about
2021). real-world scenarios
are often used.
Ethical Structured Integrate ethical
Decision- decision-making | considerations into
Making using ethics decision-making
Processes (Rodgers et al., processes.
2023).
Whistleblowing | Employees can | Set up hotlines,
Mechanisms report unethical | online reporting, or
behavior third-party services
confidentially to receive reports.
and without fear | policies protect
of retaliation whistleblowers and
(Hennequin, ensure a thorough
2020). investigation of
reported issues.
Ethics Dedicated Establish ethics
Committees groups or committees or
and Officers individuals appoint ethics

oversee ethical
practices (Cox,
2020).

officers to monitor
compliance, provide
guidance, and
address ethical
concerns.

Performance Evaluate and Consider ethical

Management reward behavior a criterion

Systems employee in performance
behavior appraisals,
(Manzoor et al., | promotions, and
2021). rewards.

Communication | Initiatives to Use newsletters,

and Awareness | promote and emails, posters, and

Campaigns maintain other media to
awareness of communicate
ethical ethical guidelines
standards and highlight the
(Guttman & importance of
Salmon, 2004). ethics.

Policy Create and Policies that address

Development regularly update | specific ethical

and Review policies to issues. Policies are
reflect ethical reviewed and
standards updated regularly
(Windsor, (Organization,
2006). 2022).

Cultural Embedding Foster a culture

Integration ethical values where ethical
into the behavior is valued
organizational and expected. Uses
culture consistent
(Schaubroeck et | messaging from
al., 2012). leadership,

recognition of
ethical behavior,
and integration of
ethics into core
values and mission.

Ethical
Leadership

Ethical Leaders
demonstrate ethical
behavior, set the
tone at the top, and
ensure that their
actions are aligned

Employing
leaders who
model ethical
behavior and
decision-making
(Steinbauer et

al., 2014). with the
organization's
values.
7. Al and Ethics
Ethical considerations in computer science,

particularly within Al are of paramount importance. The
literature on digital ethics broadly applies normative
ethical models, seeking to adapt them for the digital age.
However, the field of Al ethics faces significant
conceptual challenges. While scholars explore various
normative ethics models in digital environments, they
often encounter complexities and contradictions,
suggesting a need for new ethical frameworks. Key
issues include management, emotional roles, relativism,
rationality, and moral decision-making in Al systems
(Abbasi et al., 2024; Berente et al., 202 1; Gattiker, 1999;
Rhim et al., 2021). Despite Al vendors seeking guidance
from scholars, they struggle with ethical aspects,
especially in reconciling conflicting opinions from
potential users. For example, Deep neural networks
(DNN), a popular Al form, present promise and
limitations. While DNNs are highly successful in
specific applications, their reliance on vast amounts of
data raises ethical concerns, particularly regarding
biases in training data. However, developers may favor
some algorithms like DNN to meet customer
expectations while ignoring its limitations and resulting
ethical consequences, highlighting the inadequacy of
existing design approaches (Greene, 2023).

Therefore, the complexity of ethical decision-
making in Al systems highlights the inadequacy of
existing approaches (Greene, 2023). Ultimately,
addressing Al ethics requires a fundamental shift in
perspective.  Rather than viewing it as an
implementation problem, it should be recognized as a
basic design challenge.

8. Al Ethics and Transparency
The rapid advancement of Al technologies has
sparked significant ethical concerns, notably regarding

transparency. Transparency ensures accountability,
fairness, and trustworthiness in Al systems as they
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integrate into society. It enables stakeholders to hold Al
systems and developers accountable, identify biases or
errors, and build trust. However, achieving transparency
in Al poses challenges, especially with complex and
opaque deep learning models. There is a trade-off
between transparency and performance, where
increasing transparency may sacrifice accuracy or
efficiency (Alam et al., 2023). Developers,
organizations, regulators, and policymakers all have
roles in promoting transparency through practices like
disclosing algorithms, providing data access, and
establishing regulatory frameworks. Overall, promoting
transparency and ethical behavior in Al development
and deployment is crucial for responsibly navigating the
moral implications of Al technologies.

Explainable Al (XAI) techniques aim to make Al
systems more transparent and interpretable by
explaining their decisions (Tan, J., 2024). XAI methods
include model-agnostic approaches, feature importance
analysis, and rule-based systems that enhance
understanding and trust in Al systems (Reddy et al.,
2024). Regulatory frameworks and ethical guidelines
can mandate transparency requirements for Al
developers and users. Governments, industry
associations, and international organizations can
establish standards and best practices for transparency,
accountability, and ethical use of AI technologies.
Stakeholders can promote ethical AI practices and
reduce potential harm by understanding how Al systems
make decisions and mitigating biases and errors. While
system complexity, trade-offs with performance, and
intellectual property concerns persist, strategies such as
explainable Al techniques, data documentation,
regulatory frameworks, and stakeholder engagement
can facilitate transparency efforts.

9. Developing Al that can Doubt

Dorfler &  Cuthbert (2024) adopt a
phenomenological approach framed within the
paradigm of Critical Interpretivism. They utilize
phenomenon-driven theorizing, approaching Al ethics
with an open mind and problematizing issues rather than
seeking immediate solutions. Abductive reasoning
explains observations through everyday phenomena,
emphasizing the importance of understanding in ethical
decision-making and referencing consequentialism,
deontology, and virtue ethics. Tacit knowledge is
considered foundational for understanding the
implications of moral decisions.

The debate on whether Al possesses understanding
persists. Events, such as Al-related accidents and
failures, raise doubts about Al's understanding. While
Al can mimic thinking outcomes, its performance does
not necessarily demonstrate understanding or an ability

to question itself (Hasan et al., 2023). The discussion on
Al understanding has implications for Al ethics, as
moral judgments presuppose understanding (Dorfler &
Cuthbert, 2024). The researchers reinterpret Descartes'
dictum "Cogito ergo sum" as "Dubito ergo sum,"
emphasizing doubt's centrality in human existence and
moral decision-making. Doubt is seen as crucial for
navigating uncertainty and finding certainty. Doubt is
framed as a complex cognitive process that helps
individuals navigate uncertainty, with consequences for
moral judgments. The absence of doubt in Al raises
questions about its implications for ethical decision-
making.

10. Conclusion

This paper makes significant contributions to
understanding and managing ethics in health
misinformation and artificial intelligence (AI). By
providing a comprehensive definition of health
misinformation,  disinformation and  analyzing
applicable ethical frameworks, we've established a
foundation for addressing ethical implications and
combating misinformation in healthcare. Our research
explores critical issues including theoretical ethical
considerations of health misinformation on social
media, moral responsibilities in information
dissemination, and practical challenges in implementing
ethical standards. Key contributions are Tables 1 and 2,
which bridges theory and practice by differentiating and
demonstrating how ethical concepts can be
operationalized in real-world scenarios.

The ethical challenges surrounding healthcare
misinformation on social media demand comprehensive
solutions rooted in moral philosophy. Current Al
systems' limitations in moral reasoning underscore the
need for human oversight and accountability. Strategies
like ethical codes, training programs, and
whistleblowing channels can foster integrity and
responsible information-sharing. As shapers of public
discourse, social media platforms have a moral
imperative to combat healthcare misinformation. Our
research highlights promising avenues for future
investigation, including integrating Al into ethical
organizational frameworks, examining alternative
theoretical  lenses  for  understanding  health
misinformation,  investigating  ethics in Al
implementation through various methods, and further
exploring responsibility in Al ethics.

In the evolving landscape of health information and
Al, collaboration between researchers, policymakers,
and tech developers is vital. While Al can identify
misinformation trends, it lacks moral decision-making
abilities. Human oversight remains crucial, as Al alone
cannot eliminate misinformation but serves as a
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powerful tool for developing advanced filtering
systems. This human-Al collaboration offers a
promising approach to combat false information spread.
By implementing the guidelines in Table 2 and building
on discussed theoretical foundations, we can potentially
foster a more responsible and trustworthy information
ecosystem prioritizing public health. This paper
enhances our understanding of ethics in health
misinformation and Al, highlighting ethical decision-
making complexities and the importance of ethical Al
development, particularly regarding transparency,
accountability, and algorithmic bias. Our research aims
to illuminate ethical challenges in the new Al landscape,
not to take a moral stance on Al, but to promote its safe
use. We hope current and future generations can benefit
from the opportunities this technology presents while
navigating its complexities responsibly.
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