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Abstract

As the proliferation of Internet of Things (IoT)
devices increases across critical infrastructure sectors,
the threat likewise increases as attack vectors become
proportionally more serious. It is necessary to balance
protection complexity and operational disruption while
providing resilient and effective security solutions.
Distinct Native Attribute (DNA) fingerprinting using RF
Signal Gabor transform (GTX) features has proven to
be computationally inexpensive and robust in physical
(PHY) layer applications. This work combines GTX
discrimination gains with data dimensional reduction
using GTX-derived images to achieve effective DNA
fingerprinting—this is done using lower-dimensional
images of Radio Frequency (RF) signal Gabor
transform responses to perform Image Domain DNA
(ID-DNA) Fingerprinting. ID-DNA Fingerprinting
performance includes accurate device classification of
%C ≥ 90% and reliable detection of rogue devices at a
Rogue Rejection Rate (RRR) of RRR ≥ 90%.

Keywords: Fingerprinting, Internet of Things,
Cybersecurity, Rogue Device Detection

1. Introduction

The rapid proliferation of Internet of Things
(IoT) devices across industrial, commercial, and
consumer sectors has fundamentally transformed how
organizations operate, automate, and secure their
environments. In smart factories and supply chains,
these Industrial Internet of Things (IIoT) devices enable
real-time monitoring, automation, and data-driven
decision-making. However, this likewise introduces
new vectors for cyber and physical attacks (EdgeNext,
2024; OpsWat, 2025; SentinelOne, 2025). Ensuring the

authenticity and integrity of these devices remains a top
priority, as unauthorized access or tampering can disrupt
operations, compromise sensitive data, and lead to
significant financial and reputational losses (EdgeNext,
2024; OpsWat, 2025).

Modern IoT deployments, ranging from
manufacturing floors to logistics networks, rely on
large numbers of interconnected devices to exchange
sensitive information and control critical infrastructure.
Robust device identity (ID) authentication is essential
to verify that commanded control actions are being
requested by authorized devices, ensuring that only
trusted endpoints participate in network operations
and interact with core system components (EdgeNext,
2024). This is crucial in environments where a single
compromised device can serve as a gateway for broader
attacks, data manipulation, or operational sabotage
(OpsWat, 2025; SentinelOne, 2025).

Supply chain security also remains a focal
point, as organizations deal with threats such as
counterfeit hardware, supply chain interception,
and physical manipulation during transit or storage
(OpsWat, 2025). Tamper detection technologies are
increasingly deployed to provide real-time alerts,
enhance traceability, and safeguard the integrity of
assets as they move through complex global supply
chains (Maliszewski, 2024; OpsWat, 2025).

Despite advances in device authentication and
tamper detection, current solutions face several notable
challenges:

• Invasiveness and Operational Disruption: Many
hardware-based tamper detection methods require
physical access, intrusive modifications to every
device, or unacceptable device downtime, which
can disrupt operations and are often impractical
for large-scale or remote industrial deployments.
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• Noise Sensitivity and Environmental Variability:
Techniques relying on physical or electrical
measurements can be highly sensitive to
environmental noise, temperature fluctuations, or
aging, leading to false positives or negatives and
undermining reliability and usefulness.

• Spoofing and Evasion Risks: Legacy device
fingerprinting methods, particularly those based
on easily manipulated software or configuration
attributes, are vulnerable to spoofing, resets, or
third-party tools that can mask or alter device
identity or credentialing.

• Scalability and Maintenance: Manual
inspection-based tamper detection (e.g.,
barcodes) requires physical access, is
labor-intensive and does not scale well to
large inventories or distributed operations.
Automated solutions like Radio Frequency
Identification (RFID) tamper seals, while
efficient, may still be circumvented or require
additional, specialized infrastructure.

These challenges increase when considering the
need to achieve real-time hardware implementation
within typical edge device Size, Weight, and Power
(SWaP) constraints. The network edge elements would
optimally host all fingerprinting functionality required
to exploit intrinsic physical (PHY) layer characteristics
and provide persistent, hard-to-clone fingerprinting
capability. Among the required functionality is
generation of RF signal Gabor transform features
that have repeatedly demonstrated utility for achieving
reliable Distinct Native Attribute (DNA)-based device
discrimination in various applications (Reising et al.,
2012; Mims et al., 2022; Lukacs et al., 2015; Williams
et al., 2010; Lopez et al., 2016; Rondeau et al., 2019).
As historically the case with GTX-DNA Fingerprinting,
and now the case for Image Domain DNA (ID-DNA),
the challenges are lessened by considering localized
RF air monitor protection residing in near-edge,
higher-level network elements (Reising et al., 2010).

This work expands the historical Gabor
transform-based DNA (GTX-DNA) Fingerprinting
foundation and introduces ID-DNA Fingerprinting for
IoT security and forensic applications. To the best
of the author’s knowledge, this work is the very first
to consider using ID-DNA features extracted from
RF signal Gabor transform images to discriminate
transmitting hardware devices. As the first activity,
a “simpler is better” (minimal complexity, etc.)
approach is taken to the initial Gabor-based ID-DNA
Fingerprinting proof-of-concept demonstration. The

goal is to mitigate limitations of current IoT Identifier
authentication and tamper detection methods while
avoiding unacceptable performance compromises.
This work extends the initial utilization of ID-DNA
Fingerprinting that discriminated human images
(McQuagge et al., 2025) while capitalizing on unique
benefits of RF signal Gabor transform features (Joshi
et al., 2025) to improve IoT security.

The goals of this work include:

• Determining if ID-DNA Fingerprinting using
PHY-based Gabor transform image features can
provide benefit for IoT security applications, and
quantify its utility

• Quantifying classification performance of
ID-DNA Fingerprinting and the exploitability
of PHY-based Gabor transform images
phenomenology compared to non-transformed
Physical Layer (PHY)-based fingerprinting

• Decreasing computational and monetary costs
associated with IoT device authentication

The rest of the paper is organized as follows.
Section 2 provides background on the Gabor transform
feature generation, statistical DNA fingerprinting,
device classification and ID verification, and dataset
signal collection. Section 3 summarizes the research
methodology and metrics used to evaluate performance.
Section 4 presents the results and analysis, followed
by Section 5 which concludes the paper and provides
recommendations for future work.

2. Background

This section provides background on the Gabor
transform as it relates to feature generation from
PHY signals, the process used for both baseline
GTX-DNA

(
FGTX

DNA

)
and new ID-DNA

(
FID

DNA

)
fingerprint generation, device classification and ID
verification, and an overview of the signal dataset used
in this work.

2.1. Gabor Transform for Feature Generation

The Gabor Transform (GTX) is a time-frequency
(T-F) analysis technique that combines a Gaussian
envelope with a complex exponential to extract localized
frequency content from a signal. Originally developed
for signal processing and image analysis, the GTX
has found widespread use in feature extraction tasks
across machine learning domains, including texture
classification, biometric recognition, and image retrieval
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(Daugman, 1985; Jain and Farrokhnia, 1991; Manjunath
and Ma, 1996).

Coefficients of the discrete-time GTX are calculated
using (Mims et al., 2022):

Gm,k =

MTN∆∑
n=1

s(n)W ∗(n−mN∆) e
−j2πkn/MF ,

(1)

where W (n) is the synthesis window, Wτ is the
window width, ∗ denotes complex conjugate, MT is
the number of time index shifts, m = 1, 2, . . . ,MT ,
MF is the total number of frequency index shifts,
k = 0, 1, . . . ,MF − 1, and there are N∆ sample shifts
between transformations. Two parameter constraints
need to be enforced, including:

1. MF ≥ N∆

2. mod(MF ×N∆,MF ) = 0

When applied across various orientations and scales,
the GTX extracts information-rich representations of
image textures and structural edges. The resulting
GTX-based image responses can be analyzed to derive
statistical moments to use as ID-DNA features as
described in the following section. These features
are especially valuable in classification tasks involving
high intra-class variability or subtle visual distinctions
(Reising et al., 2012).

2.2. Statistical DNA Fingerprinting

Statistical DNA Fingerprinting, including its
first adaptation to image classification in ID-DNA
Fingerprinting, (McQuagge et al., 2025) identifies and
exploits PHY features to characterize or verify a source.
Traditionally used in Radio Frequency (RF) domains,
this technique has supported device discrimination,
physical network security, and authentication tasks
(Klein et al., 2009; Lukacs et al., 2015; Williams et al.,
2010; Reising et al., 2010; Mims et al., 2022). This
work applies the core principles to the same RF domain
while utilizing the ID-DNA classification paradigm.

The fingerprinting process begins with selecting
samples within a Region of Interest (ROI) to be
fingerprinted —commonly a repeated region such as an
RF signal preamble, or a windowed region in image
data. From the ROI samples three common statistics
of variance (σ2), skewness (γ), and kurtosis (κ), are
computed to form the base statistic vector:

FStat =
[
σ2

... γ
... κ

]
(1×3)

, (2)

where NF = 3 is the total number of statistical features.
As first introduced (McQuagge et al., 2025),

ID-DNA Fingerprinting expanded the number of
statistical measures by including L-moments which
are robust linear combinations of order statistics.
L-moments are included to due to their resilience to
outliers and to broaden the statistical generalization in
image applications (Hosking, 1990). These include λ1

through λ6 and their normalized forms τ3 and τ4, which
provide alternatives to skewness and kurtosis (Guttman,
1993; Vargo et al., 2010).

The L-moments are calculated by letting the
probability-weighted moment for the rth component be
defined as,

βr =

∫ ∞

−∞
x(P (x))rp(x)dx, (3)

where P (x) and p(x) are the cumulative distribution
function and probability density function, respectively,
of the random variable X . The L-moments are defined
in terms of Equation 3 and calculated as shown in
Table 1 along with normalized forms of τ3 and τ4.

L-Moment Definition
λ1 β0

λ2
1
2 (β0 − 2β1 + β2)

λ3
1
3 (β0 − 3β1 + 3β2 − β3)

λ4
1
4 (β0 − 4β1 + 6β2 − 4β3 + β4)

λ5
1
5 (β0 − 5β1 + 10β2 − 10β3 + 5β4 − β5)

λ6
1
6 (β0 − 6β1 + 15β2 − 20β3 + 15β4 − 6β5 + β6)

τ3 λ3/λ2

τ4 λ4/λ2

Table 1: Description of L-Moments and τ -Ratios.

The τ3 and τ4 ratios in Table 1 are λ2-normalized
forms of the third λ3 and fourth λ4 L-moments,
respectively. These normalized L-moments are less
sensitive to data outliers and extreme values compared
to traditional moments (Vargo et al., 2010).

The measure of image histogram entropy (H)
completes the ID-DNA feature vector. H measures
the randomness or unpredictability in an image’s pixel
histogram data (Vila et al., 2014). Pixel randomness
gives insight into the complexity of an image. To
calculate entropy of an image (I), take the pixel (b) data
ranging in values from 0–255 of the image and divide
the pixels into bins based on the values. The Shannon
entropy of the image, H(I), is computed by,

H(I) = −
∑
b

p(b) ∗ log(p(b)). (4)

The final ID-DNA feature vector
(
FStat
ID

)
is formed by

compiling all selected statistics as
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FStat
ID =

[
σ2

...γ
...κ

...λ1

...λ2

...λ3

...λ4

...λ5

...λ6

...τ3
...τ4

...H
]
(1×12)

,

(5)

where
... denotes concatenation and NF = 12 is the total

number of statistical features.
Traditional DNA fingerprinting subdivided the ROI

into NR subregions to capture local variability. For
each subregion, a FStat

SR vector is computed and all are
concatenated to form a regional fingerprint vector. Both
Gabor-based GTX-DNA Fingerprinting and ID-DNA
Fingerprinting utilize a similar concept.

2.2.1. GTX-DNA Subregion Anatomy To exploit
time-frequency (T-F) signal behavior in GTX
matrices that embody PHY phenomenology, the
GTX-DNA fingerprints are formed using statistical
features. This phenomenology is captured in localized
magnitude-squared responses, |Gmk|2, across the T-F
plane and is manifest as momentary energy fluctuations
(transients) indicative of hardware-level variation.

For each input signal (e.g., image patch or RF burst),
the Gabor surface is formed using M ×KG = 75× 75
coefficients. This T-F surface is divided into NR = 292
equally sized NT ×NF subregions.

Subregion elements are vectorized using the three
statistical measures from Equation 2. These measures
form the subregion vector FStat

Ri
, with the final

composite fingerprint vector constructed as:

FGabor
Total =

[
FStat

R1

... · · ·
... FStat

R292

]
1×876

. (6)

2.2.2. ID-DNA Subregion Anatomy The use
of subregions was adapted to ID-DNA fingerprint
generation, with 15 distinct image ’subregions’ (named
that for traceability to prior works) to construct the
ID-DNA composite fingerprint FID

DNA. Each subregion
undergoes statistical feature extraction using the twelve
statistics defined in FStat (Equation 5), yielding a total
of NF = 180 features per image (Equation 7).

The subregions are grouped based on their derivation
method and include:

• Subregions 1–3: 2D Convolution Filter. A
normalized 5 × 5 kernel is applied to the red,
green, and blue channels individually.

• Subregions 4–6: Laplacian of Gaussian (LoG).
Each RGB channel is convolved with a standard
LoG kernel for edge enhancement and noise
suppression.

• Subregions 7–9: Scharr Filter. Horizontal
and vertical image gradients are computed using

Scharr operators, which provide rotationally
invariant edge detection.

• Subregions 10–12: LoG-Scharr Cascade. RGB
channels are first processed with the LoG filter,
followed by Scharr filtering to further enhance
edge structure.

• Subregion 13: RGB Image. The full
32 × 32 × 3 image is analyzed directly to capture
inter-channel spatial relationships.

• Subregions 14–15: HSV and Value Channel.
The RGB image is converted to HSV space;
one subregion captures statistics on the full HSV
image and another on the Value (brightness)
channel.

Each subregion yields a 12-element statistical vector.
These vectors are concatenated to form the final
fingerprint:

FID
Total =

[
FStat

R1

... FStat
R2

... · · ·
...FStat

R15

]
1×180

. (7)

Regardless of the DNA fingerprinting method, the
FTotal vector serves as the input to the MDA/ML
classifier for both classification and verification tasks.

2.3. MDA/ML Classification

The Multiple Discriminant Analysis/Maximum
Likelihood (MDA/ML) classifier provides a
computationally efficient and interpretable approach
to multi-class classification. Its successful use in
prior DNA fingerprinting applications (Klein et al.,
2009; Lukacs et al., 2015; Williams et al., 2010;
Reising et al., 2010; Lopez et al., 2016; Rondeau et al.,
2019, McQuagge et al., 2025) motivates its continued
application in this work for Gabor-based ID-DNA
Fingerprinting. Furthermore, it provides an adequate
history of performance for benchmarking.

Given input fingerprint FIN ∈ R1×NF and NCls

target classes, MDA constructs a projection matrix
W ∈ RNF×(NCls−1) that maps NF -dimensional input
fingerprint features into a lower-dimensional NCls −1
decision space. The optimization objective is to
maximize between-class separability while minimizing
within-class variability. The projected fingerprints are
given by:

FW = FINW. (8)

Once the model is trained (W selected), the
classification decision is made in the projected “Fisher
space” using maximum likelihood criterion. For test
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fingerprint projection FW
Tst, the classifier selects the

class associated with the highest posterior likelihood:

ŷ = argmax
c∈{1,...,NCls}

P (c | FW
Tst), (9)

under the assumptions of equal class priors and
equal error costs. This is performed for NTst class
fingerprints with class estimation accuracy calculated as
%CCls = [(Number Correct)/NTst]×100.

2.4. Device ID Verification via Trained MDA
Model

Device ID verification uses a Mahalanobis Distance
(MD) test statistic (ZMD) with trained MDA model
components that include projection matrix W, class
training means

(
µW

i

)
, and within-class training

covariance (Σ). For a given test fingerprint FTst, the
projected FW

Tst fingerprint from Equation 8 is once again
used. Assuming the ith-class is the claimed ID, the
ith-class mean µW

i and within-class Σ covariance are
used to calculate the ZMD test statistic using:

ZMD =
√
(FW

Tst − µW
i )TΣ−1(FW

Tst − µW
i ) , (10)

where subscript T denotes transpose.
Device ID verification is used for insider threat RRR

estimation with testing fingerprints for authorized model
device Dj presented for ID verification against the other
authorized modeled Dk devices. These scenarios are
denoted as R(Dj):A(Dk) for k = 1, 2, · · · , NCls = 4
and j ̸= k. Emphasis here on insider threat rogue
detection is due to 1) having a limited number of
NDev = 4 devices for demonstration, and 2) insider
threat conditions are generally more challenging than
outsider threat conditions (the Dj device presented for
ID verification is not a model device).

2.5. Signal Collection and IoT Dataset

This work utilizes a collection of 4 WiFi routers
from the same manufacturer. This presents the most
difficult classification and verification problem – devices
that differ only be serial number vice manufacturer.
Therefore, these data are most useful for exploring
the utility of Gabor ID-DNA fingerprints in this IoT
scenario. Table 2 details the devices used which were
the signals collected and used in Klein et al., 2009.

Signal collections were made using an Agilent
E3238s receiver with the devices operating in an
anechoic chamber. Though generally not representative
of operational conditions, chamber collections are
1) useful for constraining the introduction of

Device D1 D2 D3 D4
Manufacturer Cisco Cisco Cisco Cisco

S/N N4U9 N4UD N4UW N4PX
Model Number: AIR-CB21AG-A-K9

Table 2: Details of Cisco Devices used for Signal
Collections from (Klein et al., 2009).

confounding environmental factors, and 2) they
are easily scalable to achieve desired analysis
Signal-to-Noise Ratio (SNR). As shown in Figure 1,
post-collection processing included the addition of
like-filtered Additive White Gaussian Noise (AWGN)
to establish analysis SNR conditions commensurate
with operational channels. The figure highlights
fingerprint formation that includes GTX transformation,
Gabor RGB image generation, and fingerprint feature
extraction for GTX-DNA

(
FGTX

DNA

)
and ID-DNA

(
F ID

DNA

)
fingerprint formation.

Figure 1: Signal collection process highlighting
GTX-DNA

(
FGTX

DNA

)
and ID-DNA

(
FID

DNA

)
fingerprint

generation (Klein et al., 2009)

The set of images for ID-DNA Fingerprinting
demonstration are derived from RF burst GTX
matrices that are converted in MATLAB to RGB
images. A representative GTX matrix pseudocolor
plot and corresponding RGB image intensity plots for
SNR = 15 dB conditions are provided in Figure 2. The
visual low-high intensity pattern differences across the
colors provided the initial motivation for considering
RGB-based images.
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(a) GTX Pseudocolor Image (b) Red Intensity Image

(c) Green Intensity Image (d) Blue Intensity Image

Figure 2: Visualization of a GTX pseudocolor
image and corresponding RGB intensity images for a
representative burst at SNR = 15 dB.

3. Methodology

This section reviews the problem statement and
motivates the two-phase methodology used in adopting
RF signal Gabor transform images for use in ID-DNA
Fingerprinting. The section concludes with a description
of the evaluation metrics used.

3.1. Problem Description

Given that Gabor transform images possess fewer
features and require less expert knowledge to produce
the fingerprints, their generation is less computationally
expensive and they carry higher potential of scaling
into a fieldable solution. However, it is necessary
to ensure that computational gains do not come at
a significant expense in performance. The results
and analyses presented here were performed using a
two-step methodology:

1. Generate and compare %C classification
accuracies between GTX-DNA and GTX-based
ID-DNA fingerprints

2. Given adequate %C performance, characterize
Device ID Verification performance using
ID-DNA fingerprints

The same GTX matrices were used to generate

GTX-DNA and corresponding GTX RGB images for
ID-DNA. This included the following:

• Size: NBrst = 1,000 bursts from each of the
NDev = 4 WiFi devices

• MDA/ML Training/Testing: NTng = 800 and
NTst = 200 fingerprints per device

• Demonstration SNR: Collected bursts scaled to
SNR = 15 dB

3.2. Evaluation Metrics

The primary metric for comparative assessment was
classification accuracy denoted by %C. Use of the
generally less rigorous %C metric is consistent with
previous DNA works (Reising et al., 2010; Lopez
et al., 2016; Rondeau et al., 2019, McQuagge et al.,
2025) and is motivated by a desire to enhance broader,
cross-discipline appreciation for the work. Furthermore,
an arbitrary %C ≥ 90% benchmark is used to
enable comparison across GTX-DNA and ID-DNA
fingerprinting methods and has been commonly used in
historical DNA fingerprinting works.

The %C assessments are augmented with a generally
more rigorous hypothesis testing approach using True
Positive (TP), False Positive (FP) Type I error, and False
Negative (FN) Type II error metrics. The combined
F1 score metric is also introduced and is useful for
addressing the balance between the hypothesis testing
measures. All metrics are generated from confusion
matrix results and used to calculate the Precision,
Recall, and the F1 measures given in Equations 11, 12,
and 13, respectively (James et al., 2017).

Precision =
TP

TP + FP
(11)

Recall =
TP

TP + FN
(12)

F1 = 2 · Precision · Recall
Precision + Recall

(13)

Of particular note is that the confusion matrix
%C equals the average of all individual per-class
recall measurements. Given that the classification
decisions represent independent Monte Carlo trials,
95% Confidence Interval analysis consistent with Park
and Leemis (2019) is used for comparative assessments.

Similarly, the Rogue Rejection Rate (RRR) metric
is used for analyzing Device ID Verification the
rogue:actual scenarios.
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4. Results and Analysis

This section presents the results in two categories of
device discrimination: classification and verification.

4.1. Device Classification

The first evaluation included a comparison of
image FID

DNA fingerprint classification performance
using three different GTX-based feature types. As
shown in Figure 3 these included 1) GTX direct
(DIR[GTX]), 2) row-by-row derivative (DER1[GTX]),
and 3) column-by-column derivative (DER2[GTX])
features. Results are provided for varying SNR channel
conditions with the %C = 90% benchmark achieved for
all feature types. The DER1[GTX] features perform
best overall and achieve %C = 90% at SNR ≈ 15 dB.
This operating point was used for all subsequent
evaluations.

Figure 3: Comparison of Classification Performance
%C of Gabor DNA and Gabor ID-DNA fingerprints
with 95% Confidence Intervals.

The second evaluation included a comparison of
non-image FGTX

DNA and image-based FID
DNA fingerprinting

at the selected SNR ≈ 15 dB. These results are provided
in Figure 4 and show that the GTX-DNA and ID-DNA
DER1[GTX] results are statistically different. Both
methods achieve the %C ≥ 90% benchmark, with
GTX-DNA being overall best by ∆%C ≈ 5%. These
results are considered promising given that the first-look
evaluation here included no optimization of the FID

DNA
features in Equation 7.

The ID-DNA DER1[GTX] classification confusion
matrix for Figure 4 results is shown in Table 3.
The average %C = 90.1% is calculated as the sum
of diagonal entries divided by the total number of
trials (200×4 = 800). As indicated, a majority of
the error occurs between the D2 and D4 devices.

Figure 4: Comparison of Classification Performance
%C of Gabor DNA and Gabor ID-DNA fingerprints
with 95% Confidence Intervals.

Consideration of the corresponding precision, recall,
and F1 metrics further illuminates this aspect of
ID-DNA Fingerprinting in this application. Using
results from Table 3, the precision, recall, and F1 values
are shown in Table 4.

Device D1 D2 D3 D4
D1 199 0 1 0
D2 0 162 8 30
D3 2 5 193 0
D4 0 33 0 167

Table 3: Confusion Matrix for 200 ID-DNA
DER1[GTX] testing fingerprints per-device under
SNR = 15 dB conditions that yield %C = 90.1%.

Device Precision Recall F1 Score
D1 0.990 0.995 0.992
D2 0.810 0.810 0.810
D3 0.955 0.965 0.960
D4 0.848 0.835 0.841

Table 4: Per-Device Precision, Recall and F1 Values

Table 4 shows that across precision, recall, and the
combined F1 scores, D1 and D3 are well-separated in
the feature space. Conversely, both D2 and D4 present
challenges using the ID-DNA Fingerprints. D2 exhibits
moderate precision and recall as D2 presented the largest
number of false positives. Likewise, D4 has comparable
recall to D2. The resultant F1 score further highlights
the classification inconsistencies.
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Optimal selection of the FID
DNA fingerprint features

in Equation 7 was not a first-look evaluation objective.
However, some preliminary optimization insight is
gained by considering the relevance of the NF = 180
features in Equation 7 on overall classification accuracy.
A cursory look into feature relevance is provided here
using a RndF-based Gini value ranking process (Reising
et al., 2012). More rigorous methods such as MDA
Loading Fusion (MLF) (Bihl et al., 2016) do exist but
were not pursued due to paper length constraints.

The RndF-based Gini values for SNR = 15 dB
in Figure 5 were obtained using the same ID-DNA
DER1[GTX] fingerprints used for MDA/ML results in
Figure 4. Additional values for SNR = 38 dB conditions
(%C ≈ 100% in Figure 4) are provided as well. The
vertical dashed lines encompass 12 features that were
generated for each of the R1–R15 image subregions.

Figure 5 shows the top-ranked 20% (36-of-180)
of Equation 7) features that contribute most to
classification accuracy. While there is variation with
SNR, there are clearly least relevant (R2, R5, R15) and
most relevant (R3, R9–R11, R13) subregion features.

Figure 5: Random Forest (RndF) Gini Feature
Relevance Performance of Gabor ID-DNA fingerprints
at SNR = 15 dB (▲), SNR = 38 dB (▼).

4.2. Device ID Verification

Given a dataset containing fingerprints for
NBrst = 1,000 bursts-per-device, including NTst = 200
held-out testing fingerprints, the device ID verification
RRR metric is calculated using the same SNR = 15 dB
MDA/ML model used for classification results in
Figure 4. A total of 12 Rj:Ak (i = 1, 2, 3, 4; j = 1, 2,
3, 4; and i ̸= j) RRR scenarios are considered. These
include a given rogue device (Rj) falsely presented as
the remaining three actual devices (Ak).

The rogue device ID verification outcomes for a
Mahalanobis distance ZMD test statistic are presented in

Figure 6 and summarized in Table 5. These plots include
blue O and red × symbols to represent desired (rogue
ID correctly rejected) and undesired (rogue ID errantly
accepted) outcomes, respectively. The indicated RRR is
estimated as the (Sum of blue O) divided by NTst = 200.

(a) Rogue R1(D1):Ak(Dk) (b) Rogue R2(D2):Ak(Dk)

(c) Rogue R3(D3):Ak(Dk) (d) Rogue R4(D4):Ak(Dk)

Figure 6: Rogue Device ID Verification scenarios
achieving an average cross-scenario RRR = 92.25%.

A1(D1) A2(D2) A3(D3) A4(D4) Avg RRR
R1(D1) — 100% 99.5% 100% 99.8%
R2(D2) 100% — 93.0% 56.0% 83.0%
R3(D3) 99.0% 93.5% — 100% 97.5%
R4(D4) 100% 66.0% 100% — 88.7%

Table 5: Summary of Rogue Rejection Rates (RRR)
for Rj:Ak Scenarios in Figure 6, with the per-scenario
average RRRs in the right-most column.

Consistent with classification confusion matrix
results in Table 3, the poorest performance once again
involves the D2 and D4 devices; the bold entries
highlight the two lowest RRR ≈ 56.0% (D2 presented
as D4) and RRR ≈ 66.0% (D4 presented as D2),
respectively. For a majority of the R(Dj):A(Dk)
ID verification outcomes (10-of-12) in Figure 6, an
average per-scenario 90% < RRR ≤ 100% is achieved.
The RRR ID verification results here using GTX
image-based ID-DNA fingerprints motivate taking the
next step toward achieving the required resiliency for
IoT network supply chain integrity and rogue detection
applications. This is notable when considering that the
device discrimination paradigm considered here is the
most challenging scenario (identical model devices from
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the same manufacturer).

5. Summary and Conclusions

This work demonstrated the viability of using
ID-DNA Fingerprinting with Gabor-transformed image
features to perform device-level classification and ID
verification. While additional development is required,
the demonstrated method warrants further consideration
for providing a viable solution to IoT security in
a non-invasive and resilient way. Demonstrations
here used a modest fingerprint dataset generated from
NBrst = 1,000 bursts from each of the NDev = 4 WiFi
devices considered. Performance was characterized
using a traditional MDA/ML classifier, with results
revealing both strengths and limitations of ID-DNA
Fingerprinting when using Gabor-based image features
to distinguish between physically similar IoT devices.

For classification, the ID-DNA method achieved
an average accuracy of %C ≈ 90.1%, with some
devices exhibiting near-perfect precision and recall.
This suggests that certain devices are well-separated
in the feature space generated by the ID-DNA
fingerprints. The fact that ID-DNA classification
accuracy was near-statistically equivalent to GTX-DNA
Fingerprinting accuracy under SNR = 15 dB channel
conditions suggests that ID-DNA is promising and
further development is warranted.

The same conclusion is drawn from the insider
rogue ID verification scenarios considered. When
modeled devices were presented as rogue devices (i.e.,
presenting false ID credentials matching credentials of
another modeled device), the ID-DNA ID verification
method maintained high rejection capability with
RRR ≥ 90% achieved for 10-of-12 scenarios. The
poorest performances for the remaining two scenarios,
RRR ≈ 56% and RRR ≈ 66%, involved the D2 and D4
devices presenting IDs matching the other device.

Overall, the results for ID-DNA Fingerprinting
using Gabor transform image features from RF
signals is promising and warrants further consideration.
This includes the potential for providing enhanced
device-level security within typical Size, Weight and
Power (SWaP) constraints of IoT edge elements.
The relatively low complexity and interpretability
of ID-DNA Fingerprinting, paired with respectable
device classification and ID verification performance,
underscore its potential for real-world deployment. This
motivates interest in performing next-step development
and demonstration activity in several areas, including:

• Expanded Dataset: Expand the dataset to include
an increased number of transmitting devices
and/or collected bursts.

• Adaptive or Multi-Resolution Gabor Transform
Images: Additional transforms could be explored
to better exploit localized device-specific traits
and improve %C accuracy, precision and recall.

• Alternate Classifier: Consideration of alternate
classifiers like RndF or Neural Networks for DNA
fingerprinting is an option.

• Real-Time Hardware Implementation: Real-time
implementation and on-device ID-DNA
processing feasibility remains to be investigated.
This will address the growing need for lightweight
edge-security IoT solutions that are constrained
by SWaP requirements of typical edge elements.
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