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This mini-track explores research into pressing
issues surrounding the intersection of cybersecurity
and government spheres of influence. Whether
technical or policy, from information sharing to new
analytical methods of detection of insider threats, this
mini-track casts a wide net to bring cross disciplinary
thinking to problems with far-reaching implications.
This becomes an even greater concern for governments
with many cities declaring their intention to become
“smart cities”. The cybersecurity and privacy aspects
of government and critical infrastructures have become
a hot topic for countries all across the globe.
Information technology (IT) has become pervasive in
all aspects of our lives.

This mini-track examines aspects associated with
the security and privacy of information and
information technology used by governments,
including critical infrastructure, internet of things (1oT)
devices, electronic voting, social media, and social
credit systems. Of special interest are security concerns
of smart cities, and systems such as industrial control
systems, SCADA, and process control networks which
control infrastructures that include electricity (Smart
Grid), pipelines, chemical plants, manufacturing,
traffic control and more.

Governments have also embraced IT, social media,
and in some cases social credit systems to interface
with citizens in a more efficient manner. Security and
privacy issues have risen to the forefront as a result of
data disclosures and identity theft incidents discussed
in mainstream media. Other issues directly targeting
governments include intellectual property theft and
criminal acts involving computers such as ransomware.
Recently, the issue of cybersecurity information
sharing has also risen in importance and much has been
written and debated on this subject.

This year’s submissions cover a broad spectrum of
security topics, illustrating just how wide the area is.
Four papers were chosen from an outstanding selection
of submissions from multiple countries. We express
our sincere appreciation to those authors that took the
time to submit a paper for our consideration and our
congratulations to those that were accepted.
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The first paper, Enhancing Cybersecurity
Capability in  Local Governments  through
Competency-Based Education by Ronald Pike takes on
the challenge of speeding up the process of training
and developing talent to face a wide array of
challenges to local jurisdictions. This paper discusses
and evaluates a variety of methods for achieving these
goals including competency-based education, learning
pathways, and digital badging and e-portfolios.

The next paper by Evelyn Kempe, and Aaron K.
Massey, Regulatory and  Security  Standard
Compliance Throughout the Software Development
Lifecycle conducts a systematic literature review to
answer questions motivated by five areas of concern
throughout the Software Development Lifecycle
(SDLC).

The third paper, COVID-19: Privacy and
Confidentiality Issues with Contact Tracing Apps by
Leslie Shane C. Ramos and Debasis Bhattacharya
discusses how various contract tracing apps work, their
advantages and disadvantages, and the different laws
and technologies used by different countries. This
paper performs a comparative analysis of the different
types contact tracing apps and discusses the privacy
and confidentiality issues.

The final paper by Kira Gedris, Kayla Bowman,
Aatish Neupane, Amanda Lee Hughes, Elizabeth
Bonsignore, Ryan W. West, Jon Balzotti, and Derek L.
Hansen,  Simulating  Municipal  Cybersecurity
Incidents: Recommendations from Expert Interviews
synthesizes the findings from interviews of industry
and academic experts, to present recommendations for
creating simulated cybersecurity incidents and
determine what skills are best needed to respond to
them.

We sincerely hope that the attendees enjoy this
session and will contribute to the discussion we are
certain that will occur following the paper
presentations.
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