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Abstract

Blockchain was projected to revolutionize health
information management and inter-organizational
collaboration. In practice, its transformative impact has
been limited. Using a three-layer theory, this study
adopts critical interpretive synthesis technique and case
analysis to examine the impact of blockchain on the
healthcare value chain, ultimately proposing an
information governance (IG) framework for healthcare
blockchain. Our analysis suggests that blockchain has
introduced a paradigm shift in the healthcare value
chain, such as empowering patients in care and data
monetization, extending the traditional value chain, and
facilitating distributed ~ connections between
stakeholders. Effective IG is crucial to unleashing the
value of information and transforming the healthcare
ecosystem. Healthcare's IG peculiarity necessitates a
mix of individual and institutional accountability and an
extending of reliance on the trusted third party. We
advocate for an IG framework focusing on sustaining
institutional trust anchors, enabling a mix of individual
autonomy and negotiated institutional responsibility,
and ensuring ethical compliance.

Keywords: Keywords: Healthcare, Value chain,
Information governance, Blockchain, Decentralization

1. Introduction

The healthcare sector is characterized by heavy
regulations, high privacy concerns and data sensitivity,
and strictly defined roles. Burns et al. (2002) and Lu
(2022) are among recent researchers who claim that this
highly institutionalized nature has made it challenging
to implement technical or managerial innovations in the
healthcare system. Notably, healthcare is behind other
sectors, such as automobile and agriculture, in adopting
a value chain mindset (Elmuti et al., 2013; Kaplinsky &
Morris, 2000). In addition to conservativeness, there is
little coordination among healthcare-related
stakeholders (Burns et al., 2002). The extant literature
shares the consensus that the main issues in the
healthcare value chain are related to information and
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trust (Chammas et al., 2024; McKone-Sweet et al.,
2005).

As stakeholders in the healthcare value chain
attempt to improve healthcare information issues
through innovative technologies, blockchain has
emerged as a promising transformative technology
(Vigna & Casey, 2018). Healthcare organizations in
different sectors have been keen to experiment with the
new technology, resulting in the burgeoning healthcare
blockchain consortia in the late 2010s (Nguyen-Phan &
Lu, 2023). These healthcare consortia have extended the
boundary of the healthcare value chain. Nonetheless, the
benefits of blockchain in healthcare have not yet
materialized. Several authors have raised concerns
about the challenges of implementing blockchain in
healthcare, including scalability limitations, integration
complexities, data vulnerability, regulatory
uncertainties, and potentially confusing roles and
expectations (Angraal et al., 2017; El-Gazzar & Stendal,
2020; Lemieux et al., 2020).

Drawing upon the conceptual perspective that
perceives blockchain as a socio-informational-technical
system (Lemieux & Feng, 2021), this study asserts that
the root problem of blockchain implementation in
healthcare is the absence of a key implementation
framework: information governance (IG). 1G refers to
the organizations' capabilities to process, regulate, and
monetize information assets (Smallwood, 2019). In
decentralized ecosystems like blockchains, where
multiple parties create, share and rely on data, effective
IG is crucial, especially when blockchain's disruptive
data structure inherently conflicts with traditional IG
principles (Nguyen-Phan, 2023). Strikingly, very little
is known about decentralized IG in a highly regulated
industry like healthcare.

This paper uses ARMA’s (2022) IG principles and
case studies to survey the role of existing blockchain
applications in the healthcare value chain and examine
the IG characteristics of decentralized healthcare
systems. Specifically, it studies three cases of healthcare
blockchain consortia (Embleema Health, ProCredEYX,
MedilLedger) to address three research questions: What
values do blockchains bring to the healthcare value
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chain? What are the unique characteristics of IG in
healthcare? How do we address the IG issues in
implementing blockchain in healthcare?

This research makes two significant contributions.
First, it enhances the theoretical understanding within
the nascent field of the healthcare value chain,
specifically examining the underexplored area of IG at
the intersection of the healthcare value chain and
decentralized technologies. Second, from the IG
perspective, it offers a novel explanation for the
challenges in realizing the transformative potential of
blockchain in the healthcare sector. These insights help
healthcare organizational leaders, policymakers, and
technologists develop effective solutions that leverage
the unique attributes of IG and improve blockchain
applications in decentralized healthcare settings.

The following sections present blockchain’s
conceptualization and IG principles, outline the
methodology, discuss the findings, and conclude with
future research directions and study limitations.

2. Conceptualizing blockchains as socio-
informational-technical systems

This study employs Lemieux and Feng’s (2021)
three-layer theory to conceptualize blockchains as
socio-informational-technical systems. According to
their model, the social layer focuses on social trust
among blockchain ecosystems' diverse and dynamic
stakeholders. The informational layer deals with the
epistemic trust derived from the trustworthiness of the
blockchain ledger. The technical layer emphasizes the
underlying infrastructure that supports blockchain
operations, including protocols, algorithms, and
hardware. Lemieux and Feng (2021) argue that these
three layers interact and influence each other, playing a
crucial role in the decentralized and secure functioning
of blockchain networks. They caution against the
premature labeling of blockchain as "trustless,"
suggesting instead that blockchains, as distributed
ledger technologies, aim to foster a form of social trust
(2021, p. 139).

This framework provides a nuanced perspective on
the multifaceted nature of blockchain. It emphasizes the
importance of information generating, storing, and
sharing in decision-making and of its impact on trust and
governance structures. In other words, it reclaims the
role of information in ledger and governance
architecture rather than viewing it solely as a by-product
of technical design, distinguishing it from most other
blockchain governance frameworks that chiefly focus
on the socio-political and the technical paradigms
(Nguyen-Phan, 2023).

2.1. The social dimension of healthcare
blockchain as value chain

Research in the healthcare value chain has emerged
since the early 2000s, following the widespread value
chain application in automobiles, food, and agriculture
(Elmuti et al., 2013; Kaplinsky & Morris, 2000). Early
authors initiating the dialogue on the healthcare value
chain include Walters and Jones (2001), Burns et al.
(2002), Pitta & Laric (2004), and Burns and Lee (2008).
These authors maintain that a value chain perspective
will help healthcare leaders and policymakers re-
evaluate its processes and identify areas for
improvement, ultimately improving the quality of care.

Burns et al. (2002) depict a traditional healthcare
value chain that focuses on transactional interactions
(Figure 1). The healthcare value chain’s primary
participants include medical service providers
(hospitals, physicians), payers (government, employers,
and individuals), medical supply distributors, and
producers (Burns & Lee, 2008; Elmuti et al., 2013).
Interestingly, despite patients’ critical role in the chain,
they are solely listed in the “payers” group in the value
chain. As Davis (2019, p. 18) put it, “/H]istorically,
patients played little role in their own care other than to
devise ways to pay for it.”

The role of patients is
invisible in this value chain
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Figure 1. Healthcare value chain as an extension of
Burns et al. (2002)

Healthcare blockchain attempts to empower
patients by giving them greater control over their own
health information and enhancing collaboration and
trust among healthcare parties. Holbl et al.’s (2018)
systematic literature review identified three areas where
blockchain is applied in healthcare: data sharing,
managing health records, and access control.
Subsequent studies add other potential blockchain
applications, including drug supply chain, health
insurance claim management, genomics, and public
health monitoring (El-Gazzar & Stendal, 2020; Gul et
al., 2021; Velmovitsky et al., 2021). At the height of the
blockchain experiment during 2017-2019, Nguyen-
Phan and Lu (2023) found the emergence of 19
healthcare consortia, with more than one hundred health
organizations joining at least one healthcare blockchain
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consortium. These consortia focus on the potential use
cases of blockchain, including pharmaceutical supply
chain, data governance, payer management, and public
health. In addition to fostering social trust, they aim to
address challenges within the three social dimensions of
healthcare blockchain: institutional frameworks (laws,
rules, and regulations), networks (multi-stakeholder
collaboration), and markets (valuation and financing).

2.2. The informational dimension of healthcare
blockchain

The traditional outline of the healthcare value chain
(Burns et al., 2002) reveals its information management
culture. As minimal attention is paid to the relationship
and multitude of exchanges among partners, parties
prioritize managing their own information pool,
guarding data closely rather than sharing. This is
unsurprising since healthcare has a highly regulated
nature and stringent organizational structure (Burns et
al., 2002). In terms of IG, healthcare organizations
pursue the model of singular organizations’ compliance,
protection, and accountability of information. However,
the sharing-resistant culture of information practice
becomes problematic in the value chain paradigm since
it impedes transparency, verifiability, and availability of
information. Moreover, it prevents effective application
of novel technologies, such as artificial intelligence, that
can help identify the precursors to disease and develop
novel treatments (Ibrahim Tariq & Lemieux, 2024).
Several authors (Chammas et al., 2024; McKone-Sweet
et al, 2005) corroborate this observation by
acknowledging that there is little coordination among
healthcare stakeholders, knowledge sharing, and inter-
organizational trust, ultimately impacting operational
efficiency, comprehensive patient care, and innovation.

The core of blockchain technology is a
decentralized, distributed ledger that facilitate peer-to-
peer transactions without needing a trusted third party
or interpersonal trust. The inherent transparency,
security, and decentralization of recorded data make
blockchain technology ideal for addressing the
information challenges in healthcare (Vigna & Casey,
2018). The most significant impact is reducing
information asymmetry by increasing patients’
involvement in the information flow within the
healthcare value chain, alongside improving traceability
of products such as drugs and medical supplies. Figure
2 illustrates this desired change using two-way arrows,
though the representation is somewhat oversimplified.

Aspired information tracing and verifiable
flow throughout healthcare value chain
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Figure 2. The missing information collaboration in
healthcare value chain

Nonetheless, while blockchain solutions hold
promise for addressing information issues in healthcare,
they also introduce new challenges. Firstly, several
authors have expressed concerns regarding the security
and compliance risks associated with blockchain
technology, highlighting potential vulnerabilities that
could expose sensitive healthcare data (Angraal et al.,
2017; El-Gazzar & Stendal, 2020). Second, people are
unwilling to take full control of their medical records
using blockchain due to the risks of losing access in case
they forget their private keys or need to request medical
assistance in critical conditions (Lu et al., 2020).
Ironically, the original design of blockchain, which
circumvents trusted third parties (e.g., banks) in the
financial system, shows less appreciation in the
healthcare sector. People expressed the need for a
trusted third party, such as universities or research
institutions, to host their blockchain health wallet and
manage their private keys (Lu et al., 2020). The
contradiction between conceptual designs and practical
perceptions suggests that healthcare has some
distinguishable IG characteristics that neither traditional
nor blockchain IG can address.

2.3. The technical dimension of healthcare
blockchain

Surveying the list of 19 healthcare blockchain
consortia (Nguyen-Phan & Lu, 2023) reveals that a
healthcare blockchain consortium typically includes the
following technical elements:

e Permissioned Blockchain: Restricted access
ensures only specific members, like healthcare
providers, can update and view the blockchain.

e Smart Contracts: Automate healthcare processes
such as claims and compliance checks.

e Consensus Mechanism: Uses secure, efficient
algorithms like Practical Byzantine Fault
Tolerance (pBFT) to verify transactions promptly
without high computational costs.

e Data Encryption: Protects sensitive health
information ~ with  advanced cryptographic
methods, including public key infrastructure and
zero-knowledge proofs.

Page 3555



e Interoperability Mechanisms: Ensures seamless
data exchange by integrating with existing
healthcare IT systems and adhering to data
standards (e.g., HL7).

e Identity Management: Employs decentralized
solutions for secure user access control.

e Data Privacy Tools: Includes private channels
and anonymization techniques to safeguard patient
privacy while allowing data analytics.

e Audit Trails: Provide immutable logs for
transparent auditing and compliance.

e APIs for Integration: Dedicated API’s facilitate
effective communication with other healthcare
applications, enhancing workflow and data
updates.

These technicalities contribute to the trustworthiness of

the distributed ledger, ultimately achieving social trust.

3. Information governance principles in the
transition to decentralized governance

The turn of the twenty-first century marks not only
the adoption of a value chain mindset in the healthcare
sector and the launch of the first blockchain (Bitcoin)
but also the emergence of IG as a distinct research field.
IG originates from the professional field of records and
information management as an effort to enhance its
relevance and visibility in the digital age (Hagmann,
2013). There is an interesting historical connection
between the term IG and the healthcare sector. The term
IG originated from Donaldson and Walker’s (2004)
study proposing a new approach to information
management in the UK's National Health Service.

IG think tanks (Information Governance Initiative)
and professional associations (ARMA — Association of
Records Managers and Administrators) contribute a
considerable proportion to IG research. ARMA is
particularly active and influential in the IG sphere, as is
exemplified by its widely referenced IG principles
(ARMA.org, 2022b). The eight IG principles are
grounded in the Generally Accepted Recordkeeping
Principles (GARP) developed in 2009 and updated in
2017(ARMA.org, 2022b):

e Accountability: There is a senior executive to
oversee the organization's information
management.

e Transparency: The processes and activities of the
organization’s IG program shall be documented in
an open and verifiable manner, and the document
shall be available to all personnel and appropriate,
interested parties.

e Integrity: The information assets generated by or
managed for their organization have a reasonable
guarantee of authenticity and reliability.

e Protection: The IG program shall ensure an
appropriate  level of protection for the
informational assets that are private, confidential,
privileged, secret, classified, essential to business
continuity, or that otherwise require protection.

e Compliance: The IG program shall comply with
applicable laws, other binding authorities, and the
organization’s policies.

e Availability: The information assets shall be
maintained in a way that ensures their timely,
efficient, and accurate retrieval.

e Retention: The information assets shall be
maintained for an appropriate time, taking into
account the legal, regulatory, fiscal, operational,
and historical requirements.

e Disposition: The information assets shall be
disposed of securely and appropriately if they are
no longer required to maintain compliance with
applicable laws and organizational policies.
These principles are particularly relevant to

conventional governance models. As technological
advancements transform organizational and societal
management paradigms and practices (Beniger, 1986),
traditional IG principles are constantly challenged.
Numerous studies have highlighted concerns regarding
information breaching organizational boundaries due to
the widespread adoption of cloud computing. These
concerns raise critical questions about the availability
and control of information assets, as organizations
increasingly rely on external cloud services for data
storage and management (Duranti & Rogers, 2012;
Lemieux et al., 2020; Lomas, 2020). The IG principles
also do not accommodate the value chain mindset,
which emphasizes the interconnectedness of various
parties and the information exchange between them.
Nguyen-Phan (2023) highlights that IG's traditional
principles contradict the disruptive architecture of
decentralized governance enabled by blockchain
technologies.

In particular, blockchain information architecture
challenges the principles of compliance, accountability,
and disposition (Nguyen-Phan, 2023). Blockchain’s
first application, Bitcoin, aims to challenge the
centralized power structure (De Filippi & Wright, 2018;
Nakamoto, 2008). Consequently, the technology is
inherently nonconforming to traditional regulation
(Hofman et al., 2019; Tatar et al, 2020). The
decentralized principle requires data stewardship and
decision-making distributed across nodes, challenging
the traditional accountability model that centralizes
responsibility and accountability in a singular
organization. Disposition mandates timely and secure
disposal of wunneeded records. Even though
immutability is not always guaranteed by but dependent
on design and governance, blockchain's permanent data
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storage can generally prevent the deletion of outdated or
irrelevant information, conflicting with this principle.
Disposition can be considered part of the compliance
mandate.

4. An exploratory analysis of three
healthcare blockchain consortia

Given the emergent research characteristics of
healthcare value chain and blockchain technology, we
adopt a qualitative, exploratory approach (Berg, 1989;
Eisenhardt et al.,, 2016). Specifically, this study
examines three case studies of healthcare blockchain
consortia to delve into the applications of blockchain in
the healthcare value chain. The analysis employs the
critical interpretive synthesis (CIS) technique, which
requires research question framing and interactive and
inductive analysis to offer a reflexive account of
multiple forms of evidence to generate a theory (Dixon-
Woods et al., 2006).

For this study, we examined 19 healthcare
blockchain consortia identified by Nguyen-Phan and Lu
(2023), then we studied three cases in detail: Embleema
Health, ProCredEx, and MediLedger. These cases were
selected based on their network participants (more than
5), their vitality (all three exceed five years in
operation), the availability of public information, and
their value added to the healthcare value chain. They
also represent the key applications of blockchain in
healthcare. Case data was collected through document
analysis of public resources and presented in Table 1.
The comparison criteria are (1) consistent availability of
information across cases; (2) general information (when
and where the project was established), and (3) basic
contours of the three-layer framework, namely socio
(goal, value-added, relevant regulations, key actors),
technical (protocol), and informational (currently less
visible as the extant blockchain governance frameworks
have chiefly focused on the socio-political and the
technical paradigms as cited from Nguyen-Phan (2023),
but it consists of elements from regulations, protocols,
and key actors).

Table 1. Use case comparison.

regulations

Accountability Act of 1996 (the
“HIPAA” Privacy Regulations)
The General Data Protection
Regulation (GDPR)

The U.S. Children’s Online Privacy
Protection Act (“COPPA”)

website mentions all
relevant laws, regulations,
guidelines, by-laws,
requirements, and
preferences that govern the
organization’s
credentialing practices.

Embleema Health ProCredEx MediLedger
https://www.embleema.com/ https://procredex.com/ https://www.mediledger.com/

Launch 2017 2018 2019

Base The US (New Jersey) and France The US (Tampa, Florida) The US (San Francisco, California)

country

Goal To restore data ownership to patients | To create a new business To bring together leading Pharmaceutical
and securely interconnect key model for accelerated Manufacturers and Distributors using an
stakeholders in the healthcare credentialing using advanced and customizable decentralized
sector—biopharmaceutical blockchain technology. supply chain management system based
companies, hospitals, physicians, on the principles of blockchain.
and patients—using blockchain.

Protocol HIVE — comprehensive bioinfor- ProCredEx combines MediLedger uses Chronicled blockchain
matics and regulatory analytics distributed ledger framework.
platform for all genomic and technology with R3’s
biomarker data. HIVE aligns with Corda Protocol.
FDA bioinformatics standards and
protocols

Relevant The Health Insurance Portability and | Unspecified, but the US Drug Supply Chain Security Act

(DSCSA)

Value
added

Creates a virtual research platform
that connects patients directly with
researchers. Patients are paid for
their contributing data and hold
stewardship and ownership of their
health data. Researchers have a
streamlined research procedure on
the Embleema platform.

Enables the security,
efficiency, and industrial
scalability necessary to
power healthcare’s
credentialing transactions

Automatically settle trading partner
transactions in the Life Sciences industry
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Key actors | Patients — Researchers interaction

Health professionals —
Healthcare providers —
Payer’s network

Pharmaceutical & healthcare product
manufacturers — distributors — Group
purchasing organizations

4.1. Blockchain applications as social,
informational, and technical dimensions of
healthcare value chain

Blockchain technology has challenged the
traditional healthcare value chain in two dimensions.
First, blockchain has extended the healthcare value
chain. Researchers propose several applications of
blockchain in healthcare, including data sharing,
managing health records, access control, drug supply
chain, health insurance claim management, genomics,
and public health monitoring (El-Gazzar & Stendal,
2020; Gul et al., 2021; Velmovitsky et al., 2021). In

Embleema Health
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addition to the expansion in the healthcare value chain,
blockchain emphasizes the role of patients.
Decentralized solutions aspire to proactively include
individuals in the health value chain, in which they can
have autonomy in participating in health research and
monetizing their data contribution. The inclusion of
individual patients implies more than a shift to patient-
centered care, but a change in value chain governance
and power structure (Kaplinsky & Morris, 2000). This
implies that blockchain applications have the potential
to overcome barriers associated with the overlooked role
of information, collaboration, and innovation in the
healthcare value chain. Figure 3 illustrates the
multifaceted relationship between traditional and new
healthcare value chain participants.
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Figure 3. The healthcare value chain as an instantiation of the socio-information-technical system.

4.2. Healthcare Information Governance

Based on the examination of the three consortia
discussed above, healthcare IG appears to be notably at
odds with traditional IG and original blockchain 1G
principles. First, blockchain’s initial design champions
the concept of individual autonomy in conducting
financial transactions. However, healthcare is unlikely
to have its clients (patients) taking the lead in the
business of their wellness, since patients have continued
reliance upon the expertise of healthcare practitioners
and service-delivering institutions. Therefore, one of the
respondents' top concerns in Lu et al.’s (2020) study is

losing the private key to their health wallets or entering
a health facility in critical condition when they cannot
function. Notably, however, respondents also express a
desire to control their health data, especially for people
with chronic diseases or those who want to benefit from
monetary rewards and treatment priorities by
participating in clinical research (Ibrahim Tariq &
Lemieux, 2024; Lu et al., 2020). This paradox makes the
concept of accountability in healthcare a mix of both
traditional and decentralized governance.

Second, the disparate accountability structures in
healthcare lead to another significant difference in the
trust architecture between blockchain and healthcare. In
healthcare, individuals prefer a trusted third party, such
as hospitals, universities, or research institutions, to help
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manage their health records or for data sharing (Lu et
al., 2020). Consequently, this embodies the need to
enforce compliance to ensure a balanced relationship
between healthcare professionals and patients. The
unwillingness of people to fully manage their data might
be linked to the nature of the information that they
(potentially) need to manage and the circumstances
under which it might be needed (e.g., in an emergency).

The avoidance of handling too much complex and
sensitive health information speaks to the concern of
information overload, cybersecurity, and anxiety, which
have been raised in the information studies literature
(Bawden & Robinson, 2009). The key differences in IG
principles between the healthcare sector and blockchain
design represented by Bitcoin are presented in Table 2.

Table 2. IG principles differences between typical blockchains and blockchain in healthcare.

1G Accountability | Disintermediation | Data sharing Compliance Adherence to ethical
principles mechanism standards
Blockchain | Individual and | Yes Yes, through mining No, either private | Not explicit and
pseudonymity or managed by a | prioritized; decisions
group are made by consensus
protocol.
Healthcare | Mixed Partial Negotiated sharing to Yes Required to build trust
needs (individual and build consortium and prevent system
organizational) corruption
Embleema | Individual and | Partial (consortium | Not negotiated; patient- | Yes Implied, but more
Health Organizational | blockchain) driven emphasis on
compliance.
ProCredEx | Individual and | Partial (consortium | Not negotiated; Yes Implied, but more
Organizational | blockchain) automated exchange emphasis on
upon request compliance.
MediLedger | Organizational | Partial (consortium | Selected sharing Yes Implied, but more
blockchain) (contract updates, emphasis on
chargebacks, and other compliance.
sensitive data are not
published on-chain).

IG in blockchain implementations varies markedly
between standard applications and those specifically
crafted for healthcare. By examining the design of three
healthcare consortia and contrasting these with the IG
framework of a typical non-healthcare blockchain
application, we can highlight several distinct nuances:

Privacy Controls: Healthcare consortia typically
implement more stringent privacy controls over data
content to comply with healthcare regulations like
HIPAA in the US, and GDPR in Europe, which are
stricter than those in many non-healthcare sectors.
There's a heightened emphasis on privacy due to the
sensitive nature of personal health information (PHI).
These controls are essential to protect sensitive patient
data, often involving advanced encryption methods and
strict access protocols, to ensure data can be accessed
only by authorized entities, balancing transparency with
confidentiality. In contrast, in non-healthcare
blockchains applications, there may or may not be a
concern for privacy, and if there is, it often focuses on
transaction source privacy rather than data content
privacy (Bojja Venkatakrishnan et al., 2017).

Regulatory Compliance: Healthcare blockchains
are specifically designed to navigate the complex

landscape of healthcare regulations. These often involve
detailed logging and audit trails to track data access and
modifications, features that may be less critical in non-
healthcare blockchains. Healthcare blockchain must
comply with a broader set of healthcare-specific
regulations such as HIPAA, GDPR (if dealing with EU
patients), and other national health data protection laws,
which are more rigorous and tightly controlled than
those in many other sectors.

Data Sharing Mechanisms: Unlike in many
general blockchain applications where transparency and
broad data accessibility are emphasized, healthcare
blockchains must carefully manage data sharing. The
stakes for data integrity are especially high. Errors in
health data can have life-or-death consequences, and
thus, the mechanisms to ensure accuracy and trace
corrections or updates to health records are crucial. This
involves sophisticated protocols to ensure that health
information is accurately recorded, and its integrity is
maintained. Permission structures must also ensure data
can be accessed only by authorized entities, balancing
transparency with confidentiality.

Stakeholder Management: The range of
stakeholders in healthcare blockchains—including
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patients, healthcare providers, insurance companies, and
regulatory bodies—requires a highly nuanced approach
to stakeholder engagement and consensus mechanisms.
This contrasts with other use cases, which might
primarily involve business users or consumers. Each
involved stakeholder has unique needs and concerns,
particularly around how data is used and shared,
requiring complex governance structures to balance
these interests.

Network Architecture: Healthcare consortia often
utilize permissioned blockchain architectures to control
access and operations within the network, contrasting
with the more open and decentralized nature of many
non-healthcare blockchains. Healthcare applications
may need to process large volumes of data rapidly (e.g.,
in emergency medical situations), requiring highly
efficient and responsive blockchain solutions as well.
Scalability must be achieved without compromising
patient privacy or regulatory compliance, making it
more challenging to rely upon open, permissionless
blockchain networks. These nuances underscore the
need for specialized IG frameworks in healthcare
blockchain applications, tailored to address the unique
challenges of managing and protecting sensitive health
data in a decentralized and secure manner.

4.3. Propositions for Effective 1G for
implementing blockchain in healthcare

An IG framework that embraces blockchain's novel
governance and healthcare's peculiarity is crucial for
successfully implementing blockchain in healthcare.
This study proposes five propositions of an effective IG
framework for healthcare blockchain.

Proposition 1: Effective IG in healthcare
blockchain should strengthen the trustworthiness of
institutional actors via blockchain’s transparency,
security, unique consensus protocols, and
decentralization. This might sound contradictory to the
decentralized spirit of the blockchain, which aims to
eliminate the dependency on trusted third parties.
However, given healthcare institutions’ long-
established role in the healthcare value chain, and
patients’ continued reliance upon them (and willingness
to do so), they remain crucial for the healthcare
blockchains as they are the last-resource providers
(health wallet custodian, private key management, and
access recovery). Therefore, this study posits that
healthcare blockchains will need to have trustworthy
institutions (e.g., research institutes in Enbleema health
and universities in ProCredEx). The inherent
decentralized and transparent data structure of
blockchain helps keep these institutions in check, and
good governance will further enhance the
trustworthiness of these institutions and facilitate their

positive value-creation in the healthcare value chain,
instead of eliminating them.

Proposition 2: Effective IG in healthcare
blockchain should enable a mix of individual
autonomy and institutional responsibility. In
principle, blockchain promises to empower a patient-
centered health system and add value to the healthcare
value chain through seamless and transparent data
exchange. In reality, the three cases studied in this paper
and most blockchain consortia primarily target the
extended section of the healthcare value chain. To
meaningfully integrate the core transaction between
patients and health service providers in the healthcare
value chain, it is crucial to enable a complementary
architecture of individual and organizational autonomy.
Organizations, such as hospitals, research institutions,
or health authorities can act as data insurers and health
wallet protectors.

Proposition 3: Effective IG in healthcare
blockchain should comply with relevant laws and
regulations. All three case studies show consistent
support for the compliance principle. In the existing
regulatory environment, compliance matters to the
viability of the healthcare blockchain since violations
can result in hefty penalties (GDPR-Info, n.d.) and,
moreover, loss of life. As people still need trusted
institutions to manage their data, compliance adds
another layer of protection for sensitive health data.

Proposition 4: Effective design and governance
of a healthcare blockchain consortium would require
an appropriate use of group decision and negotiation
concepts. Since the consortium requires the agreement
of all participating stakeholders, finding a consensus is
a long and tedious process including effective dispute
resolution. Smart contracts in blockchain technology
refer to the implementation of built-in code to self-
execute terms of agreement. A unique characteristic in
healthcare offers an efficient means of managing patient
consent and health records beyond primary care. One of
the goals of healthcare blockchain is to grant data access
in a timely manner without any human intervention,
ensuring regulatory compliance and meeting patient’s
expectations. All three cases aspire to achieve
compliance but lack an automated negotiating
mechanism.

Proposition 5: A strict adherence to ethical
standards is crucial due to the sensitive nature of
health data and the collective governance model. The
operation of a healthcare consortium runs the risk of
being corrupted due to the inherent conflicts of interests
between participants (e.g., healthcare providers and
insurance agencies). As an act of faith and respect to
patients, we also advocate for a design of blockchain for
healthcare to embrace the “ethics by design” approach
that goes beyond regulations. Explicit integration of
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ethics in healthcare blockchain IG might highlight the
cognitive and emotional risks for individual patients in
owning and being responsible for their health data (e.g.,
in Enbleema Health), from which building mitigating
strategies. This will ensure that the goals of social trust
at root of the rationale for using blockchain in any use
case can be realized.

5. Conclusion

This exploratory study uses literature review and
case studies to argue that blockchain has extended the
healthcare value chain to new areas and promisingly
enhanced the traditional areas (e.g., by strengthening
patients’ role in drug supply transparency and data
autonomy). However, its impact on the core traditional
section of the value chain remains limited due to
information governance (IG) issues. The healthcare
industry is characterized by a high level of
institutionalization, a risk-averse culture, and unique
information concerns such as privacy and usage (as
health data is highly sensitive and people often need to
use health services when they are not fully functional).
These characteristics form two unique IG needs,
challenging both traditional and blockchain IG. First,
the principle of accountability is a mix of individual and
institutional roles. Second, the principle of compliance
is enforced in healthcare since people express a
considerable continuing sense of trust in institutional
actors. Thus, to unleash blockchain’s impact in
healthcare, it is critical to focus on the IG framework
that (1) uses trustworthy institutions as trust anchors, (2)
enables a mix of individual autonomy and institutional
responsibility, (3) ensures compliance with relevant
laws and regulations, (4) embeds sound collaboration
and negotiation best practices in the design of smart
contracts, and (5) identifies and implements strict codes
of ethics in managing distributed healthcare data.

It is important to acknowledge that this study
partially aligns with the scale and scope advocated by
the critical interpretive synthesis (CIS) technique. CIS
implicitly indicates the need for an extensive literature
consultation, similar to a systematic literature review
(Dixon-Woods et al., 2006). The three selected cases are
based in the US, reflecting the US’s domination in the
founding of healthcare blockchain consortia as
identified by Nguyen-Phan and Lu (2023). We
acknowledge that the US’s uniquely mixed public and
private health system and entrepreneurial culture might
have contributed to the widespread healthcare
blockchain  experimentation. Gaining a more
comprehensive assessment of healthcare blockchains
beyond the US would be highly recommended.
Moreover, due to feasibility, the case studies were
limited to public document research and analysis. To

enhance the study's robustness, deeper qualitative data,
such as case ethnography and in-depth interviews with
informants, could provide further valuable insights.

Nevertheless, this exploratory study underscores
critical research directions within the evolving
healthcare value chain about the utility and adoption of
blockchain technology. Future research endeavors could
explore the convergence and divergence between
centralized and decentralized IG in healthcare, and
among different stakeholders in the value change, as
well as examine the risks and potentially mitigating
strategies concerning IG within the healthcare value
chain.
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