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OPTIMIZATION OF PROTOCOLS

Abstract

The development in capabilities of artificial intelligence brings the increased participation of intelli-
gent machines in the protocols of computer networks and society, playing some roles earmarked for
machines and others ripe for deception. This exacerbates existing concerns, and it introduces a new
dimension to the problems of privacy & security. Whereas a cryptographic protocol can be analyzed
with formal methods in terms of the properties of traces it produces, the probabilistic protocols in-
volving potentially deceitful Al participants are analyzed in terms of probability distributions over
its traces. In contrast with formal specifications of explicit requirements, the requirements for such
Al protocols are specified informally and implicitly by reward models trained on data. A math-
ematical model of protocol post-training is proposed in terms of an objective function defined by
such rewards and regularized by statistical distances from the pre-trained behaviors. It is shown
that any instance of such a protocol post-training problem admits solutions at a level of generality
that does not depend on particular details of algorithms or computational paradigms, thus showing
the existence of optimal behaviors that learning algorithms aim to represent in a way that applies
to reinforcement learning algorithms and algorithms in any other paradigm of learning. This es-
tablishes the proposed model of protocol post-training as a general setting for reasoning about the

opportunities and limitations of protocols involving Al actors.
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Notation

Table 1: Categories

Category Object Morphism Reference
Cat (small) category  functor Lambek and Scott| [1986]
(Set, x) (small) set function IE]
(Top, x)  topological space continuous function Munkres| [2000|
Smgrp semigroup Smgrp (homo)morphism Mac Lane [1998]
Mon monoid monoid morphism Mac Lane| [1998]
Table 2: Notation
Symbol Type Description Reference
f
X=Y XY functions f,g: X - Y Lambek and Scott) [1986|
g
v type nodes Lambek and Scott| [1986]
E type arrows, oriented edges Lambek and Scott) [1986|
S
E =V  graph types of nodes V' and edges E M
t —
S, s Set sets Halmos| [1960]
sCS relation subset Halmos| [1960)|
P S point p in set s
€ predicate containment p € S of pin §
e predicate containment S 3 pin S of p
B Set — Set power set {s € Set | s C S} 18
L Set — Set inclusion t: s — Sof sC Sbyc(p)=p [19
S type subjects, users, actors 10
A type actions 17
J type items, objects 17




CHAPTER 1
INTRODUCTION

It is inherently difficult to understand exactly how intelligent machines work, but the history of
child rearing suggests that this is not necessary to teach machines to behave as intended.

Remark 1.1 (mechanical communication). The machines have learned to speak and communicate.

The purpose |Beer, 2004] of a so-called language machine is to interact with other language
machines in a multi-agent system governed by a protocol.

On a microscopic level, the task of an individual language machine when viewed in isolation is
to compute, for any input in the form of (say, written) language, an appropriate response [Radford
et al., 2018|. A process known as post-training is executed to transform a pre-trained machine
learning (M. L.) model into a post-trained ML model so that observations of its microscopic behavior
are in better alignment with an intended preference |Christiano et al.,2017]. The analogous process

for multi-agent systems is referred to as protocol post-training. This raises the following questions.
Question 1.2 (protocol post-training). Consider a multi-agent system governed by a protocol.

1. What is the structure of protocol post-training, that is, what is the problem solved by an

instance of protocol post-training and what constitutes a solution?

2. When does an instance of the protocol post-training problem have a solution?

The above questions are largely unexplored at this level of generality for a few reasons. Much
of the literature on post-training, for example [Christiano et al., 2017|, is supported empirically but
not justified from first principles. The literature on the underlying theory, e.g. [Achiam et al.,2017],
tends to focus on microscopic behavior instead of the behavior of interactions within a multi-agent
system. The theoretical results in reinforcement learning (R. L.), e.g. |Gu et al., 2021, 2023|, address

this shortcoming and support the following intuition.

Hypothesis 1.3 (protocol optimization). The problem of protocol post-training is one of (con-

strained) optimization, and instances tend to have solutions.

The above intuition is not formally justified by the existing literature, which restricts the focus
to individual RL algorithms instead of the underlying problems of optimization and computation.
These optimization problems can also be approached with supervised learning and the choice of
learning paradigm often depends less on theoretical considerations than on other practical con-
siderations. While some results from multi-agent reinforcement learning are unique to particular
algorithms with particular properties, the core assertion is that there are general principles of proto-
col post-training. The main contribution of this thesis is a proposed model of protocol post-training
presented in Chapter [6] that supports Hypothesis without reference to any details of particular

algorithms or paradigms of learning.



1.1 Outline

The main research questions under investigation were formulated in this chapter. A hierarchy of
structure and results, culminating in Section is presented in Chapters [2}5]

In particular, the basic concepts of Al protocol security are presented in Chapter [2l One of the
main ideas expressed in Chapter [3]is that the requirements relevant to AI protocols are implicitly
specified by uncertain properties as opposed to the trace properties given by explicit requirements.
The problem of post-training a (directed) probabilistic model is formulated in Chapter An
analogous result is shown for a bidirectional communication channel in Chapter[5} The optimization
problem of protocol post-training is formulated in Section [6.1.1] and shown to admit solutions. The
existence results for the hierarchy of post-training problems are discussed in Chapter [7] together

with some directions for future research.



CHAPTER 2
LANGUAGE

Prolegomena

The path to security begins by understanding the nature of security.
Slogan 2.1 (security is being). The security of an artifact is its existence.

Broadly construed, security is the art of assuring that an artifact behaves as intended and thus
that the intended artifact exists. A secret password that isn’t secret does not exist.

Perfect security can not be achieved, but insecurity can be observed and security is a science
in which the claims can be refuted [Pavlovic and Seidel, [2025]. However, there is no prescriptive
method for doing science |Feyerabend, [1975|. If there were, the tasks would be discharged to the
machines and the problems would be solved. The good news is that understanding is universal in

the following sense.
“If you know the way broadly, you will see it in all things.” — Miyamoto [1645|

The reader has a broad operational understanding of language, communication, and reason.
The ways of language echo in the machines, in their understanding of the world and notably in our
understanding of them. Reality is described by language |[Wittgenstein, 1921|, and language is the
principal tool of our cooperation with the machines. Herein, a (computing) machine is a human
[Offray, [1747| or another physical device that performs computation in the sense of transforming
inputs to outputs.

Some roles of language are evident in the multi-agent systems of (computing) machines, but the
underlying principle is that all communication has an appropriate description in some language:
natural, visual, formal, etc. The user communicates with a Large Language Model (L. L. M.) in
a natural language, whereas the system programmer communicates with the LLM in hardware-
specific machine language and the cosmos communicates with the LLM in the physical language
of molecules and sub-atomic interactions. The language used in this thesis to reason about LLMs
will be of a mathematical nature. The approach is to adopt Slogan by (1) formulating a precise
sense in which the aim of protocol post-training is the production of an artifact whose behavior can

be measured, and (2) exhibiting the existence of an ideal artifact with optimal behavior.

Overview

The motivation of this thesis is articulated in Section on the next page. Then, some relevant

background is introduced in Section [2.2] and the basis of the formalism is presented in Section [2.3



2.1 Motivation

One may wonder about the appropriate language for reasoning about artificial computing machines,
i.e. non-human computing machines made by humans, and the algorithms that are designed to exe-
cute on them. Some aspects are amenable to a form of reasoning in natural language, although the
conventional wisdom is that a clearer form of reasoning is enabled by a more appropriate descrip-
tion in some suitably mathematical language. One could reason about an algorithm’s mathematical
properties, reason about an algorithm by considering its executable implementation derived from
source code in a programming language, or apply a formal reasoning system that operates on a
formal specification of the algorithm that is suitable for some task. The key idea is that the al-
gorithm admits descriptions in a variety of languages that encourage different forms of reasoning.
One complication is that a given artifact is not amenable to all forms of analysis.

Consider a machine that exhibits intelligence in the following sense.

Principle 2.2 (intelligence). The fine-grained behavior of an intelligent machine is not ezxactly

predictable by a machine of lesser intelligence |Turing, [1950].

While humans have genetic components, insights into questions about financial negotiation are
better suited to analysis in natural language than the language of genes.

So, what is the appropriate language for reasoning about Al security? Some of this is done in
natural language, some in a wide variety of programming languages, and some in a wide variety
of mathematical languages. A number of them are selected, suited for particular purposes. No
claim is made of universality, but the main idea should echo in other structures bearing conceptual
similarity.

To get an initial sense of the proposed level of analysis, consider a chatbot. In the literature
on probabilistic machine learning [Murphy, 2022|, a chatbot is often described as a parametrized
conditional probability distribution pyg (y | x), i.e., a fixed formula that depends on a parameter
drawn from a vector space of parameters and determines a conditional probability distribution for
each input. This level of analysis is useful for reasoning about the computation of gradients and
the construction of algorithms.

Instead, the proposed level of analysis models a chatbot as a conditional probability distribution
[xFgy] = g(y | x) directly, without reference to a parameter or to any other detail about the
program that implements the function. While this may be less immediately useful for reasoning
about the computation of gradients and the construction of algorithms, it offers a key advantage
over approaches that explicitly model the parameter space and additional forms of structure. The
insight is that every model parameterization py determines a conditional probability distribution g,
but an arbitrary conditional probability distribution g does not directly determine a model param-
eterization py or parameter space from which # would be drawn. For this reason, theorems about

arbitrary parametrized probability distribution pg generally do not directly apply to arbitrary prob-



ability distributions, but theorems about arbitrary probability distributions do apply to arbitrary
parametrized probability distributions. The price of this generalization is that the weaker set of ini-
tial assumptions limits the number of results to those shared by the general setting. The advantage
is that, since the analysis is not done on a particular class of parameter spaces or algorithms, they
hold for any set of choices that gives rise to the general structure under consideration. In particular,
some of these structures include the information-theoretic channels reviewed in Section 2.3.11
Instead of considering a chatbot as an individual channel in isolation, the ultimate objects of
study are collections of machines and their interactions. The context determines whether a pair of

interacting machines constitutes a single system.

Definition 2.3 (intelligent system, artificial intelligent system). An intelligent (computing) system
is defined to be a set of intelligent computing machines with negligible latency in communication,
and an Al system is defined to be an intelligent computing system containing an artificial computing

machine.

While it is unclear of the golem |[Ashi and Ravina II, |500|, the AI systems are capable of

communicating with other machines that reside in a shared instance of the following structure.

S

Definition 2.4 (graph, node, edge, source, target). A graph G = E = V consists of a type V of
¢

nodes and a type E of edges equipped with well-defined functions s,¢ : £ — V that assign any edge

e to its so-called source s (e) and target t (e).

The simplest graphs are depicted in Figure [2.1] below.

1a
Ae A A B
(a) Empty (b) Trivial (e) 1 (d) Trivial graph on 2 vertices

Figure 2.1: Graphs

s
Informally, a multi-agent system on a graph E = V consists of an assignment of nodes to
t

machines such that the presence of an edge e € E indicates the existence of a medium drawn from
a space of functions with a common domain that depends on the source s(e) of e and a common
codomain that depends on its target ¢ (e). A configuration, as given by a protocol in Definition
of a multi-agent system is the selection of a vector belonging to the product of function spaces. The
execution of a multi-agent system gives rise to a flow of data along the graph and subsets of users
can be equipped with functions that capture the (un)desirability of traces produced by their flows
of data.



The task of protocol post-training is, given an initial configuration of a multi-agent system and
a global objective, to produce an ideal configuration that optimizes the global objective. The main

contribution of this thesis is to formalize this task and show that ideal configurations tend to exist.

2.1.1 Observations

S
Let G = E = V be a graph. In order to model networks of intelligent systems, note that an edge
t

e € E with source u = s(e) and target v = ¢ (e) can be viewed as a directed path e from u to v

and denoted v = v. This defines a relation on V, denoted V/ ? V or V.— V when the edge set

FE of a graph is understood, where u — v z' there is an edge u = v. In general, the relation is
not symmetric and the nodes can be distinguished. Although the graph with nodes V' = {u,v} and
edges {u — v} is isomorphic to the graph on the same nodes with edges {v — e}, the two are not
equal. Thus, the terms in V' can be thought of as labeled nodes.

Let S [Pavlovic and Seidel, 2025] denote a type whose terms are equivalently called subjects,
users, or actors and S denote a type whose terms are types of subjects. Define a subject graph to

S

be a graph F = § in which each node is a type S, of subjects, and define the type of subjects for
t

the graph to be the coproduct S = HSU:V Sy of the types of subjects.

As an example, the mail system is defined on a graph in which edges represent transmission of
mail from one node to another and each node represents the subjects in a building.

Consider the graphs depicted in Figure [2.2] below.

9B ~_ &

Orati
(a) Oration (b) Communication

Figure 2.2: Imitation game with three players: Alice, Bob, and Carol

The above diagram in Figure depicts a graph consisting of a single edge from B to A which

represents a direction for the transmission of data, and Figure [2.2]] depicts the following example.

Example 2.5 (3-player game of 2-player authentication). The subject Bob at node B interacts with
the subject Alice at node A, and each of these subjects has class 1 if they satisfy a pre-determined
property or the class 0 if they do not. To authenticate a subject is to infer their class. In the general
case of 2-player authentication, each speaker can be of either classand Carol must authenticate both
subjects after reading a trace of their interaction. In this example, Carol does not transmit messages

to the other subjects.

Lif and only if

10



The imitation game is a specific example in which the class 1 indicates that the subject is human.

S

The graph E = V in Example is given by V. ={A,B,C}, E={A— B,B — A}.
t

Consider the restriction of Examp

e [2.5] given below.

Example 2.6 (assisted authentication). In the case of assisted authentication, it is assumed that
Carol and Bob are computer programs under the control of a single operator and that the task is
for them to authenticate Alice. Since they are under the control of the same operator, it is assumed
that Bob has access to Carol during the interaction with Alice and prior to any interactions with
Alice. Since the operator’s task is to correctly authenticate Alice, an instrumental task is for Bob

to elicit signals from Alice during their interaction that will assist Carol’s authentication of Alice.

In the above example, the cooperation between the two actors {Bob, Carol} can be modeled by
the identification of nodes BC' = B = C with a single type of subjects {Bob, Carol}. One of the
reasons to continue distinguishing the two subjects in the authentication team is to add the edge
{BC — BC'}, enforcing that the two subjects can view all messages from Alice while only Carol
can view communications from Bob or Carol.

The structure of communication in Example between A and BC' can be viewed as a protocol,
a term formalized in Definition [5.4] Its form is simple in comparison to cryptographic protocols
since it merely specifies that the protocol traces consist are concatenations of alternating traces from
Alice and Bob. However, it is prohibitively difficult to analyze with the traditional formal methods
of cryptographic protocol analysis since the state space is exponential in the size of the vocabularies
and the lengths of traces are not assumed to be bounded. This is not the only difficulty.

Recall a common technique used to prove an iterative algorithm for sorting arrays is correct
that relies on loop invariants. Given a counter that tracks the iteration of a for loop and a prefix
of the subarray at that point whose length is given by the counter, one may desire that growing
prefix remains sorted at the end of each iteration and declare the state of the algorithm to be
unsafe if a certain prefix is not sorted by then. This can be viewed as a protocol whose traces
are concatenations of the algorithm states, and a class of protocol traces can be declared unsafe if
it contains a state which is unsafe. It is straightforward to specify this property of unsafety and
compute whether a given trace satisfies it. For the task of verifying the intended behavior on Al
system, the properties under investigation are often subtle.

There is a big difference between analyzing an individual sentence in isolation and in context,
especially if the context is an interactive conversation.

Consider the refinement of Example presented below.

Example 2.7 (authentication attack). Consider the refinement of Example in which Alice,
unbeknown to Carol, does not satisfy the property under authentication. Then, the task of Carol
is to determine this failure of Alice to satisfy the property. Alice is said to launch an authentication

attack if it participates in the assisted authentication protocol with an intent to be incorrectly

11



authenticated by Carol. Alice is said to perform an authentication attack if its authentication

attack is successful.

The performance of an authentication attack in Example is a successful act of deception. In
the imitation game, the adversary Alice aims to deceive the classifier Carol into authenticating it
as a person.

The view of deception as an attribute of individual sentences or responses is crude. Instead, it
is a property of unsafety exhibited by some traces of interactions. While it is said that the truth
comes out in the end, language is inherently ambiguous. The meaning of a sentence interpreted
by the reader is determined by the practically infinite context of lived experience, and the sender
can only communicate their intended meaning precisely by supplying a practically infinite context.
Communication is possible in some respects because these infinite contexts can be approximated
with spectra containing high-order information. Much of the precision in perturbative calculations
of quantum amplitudes is provided by low-order Feynman diagrams, and much of the meaning of
language is carried by composing information-rich concepts that live in high-dimensional spaces.
This is why high-dimensional vector embeddings of language are often replaced by lower-order
dense embeddings. Just as there remain calculations of quantum amplitudes that cannot be done
precisely with perturbative methods, there are concepts that remain ineffable. And truly precise
communication in natural language may be more elusive than non-perturbative calculations of
quantum amplitudes on smooth spacetime. All this is to say that the meaning, due to the imprecision
of finite vocabularies for expressing seemingly infinite concepts, appears inherently ambiguous in
a way that safety of sorting algorithms can be unambiguous. Where the unsafety of a sorting
algorithm can be formally specified as membership in a binary class and deterministically computed,
the unsafety of interaction traces generated by a protocol of natural language is not amenable to
binary classification. Deception and other subtle properties are uncertain in the sense that their

satisfaction by a given trace is not well characterized by a deterministic function with values in

{0,1}.

Questions

Formal methods for the analysis of cryptographic protocols do not apply to all dimensions of pro-
tocols involving potentially deceitful Al actors.

This raises the following questions.
Question 2.8 (structure). Consider a given notion of unsafety.

1. What is the structure of an uncertain property, and how can a notion of unsafety be represented

as an uncertain property?

2. What does it mean to strengthen a protocol against an unsafety property?

12



3. Which set of conditions is sufficient to guarantee the existence of an optimally strong protocol?

The contributions of this article are proposed answers to Questions [I.2] and 2.8

Consideration of Example motivates a definition of inauthenticity for traces and of what it
means to improve the relevant abilities of Bob and Carol.

The first consideration is how Carol could prepare for the upcoming authentication trial. Given
the success of LLMs, suppose the computer program Carol is an LLM and suppose there is a dataset
of conversations with labels that indicate the class of each subject. If the dataset is sufficiently large
and representative of the conversations to take place during the authentication trials, it is reasonable
to expect that the techniques of machine learning can be used to train Carol. This approach could
be undermined if Alice was prepared in consultation with a model that was sufficiently similar to
Carol. This is likely to be the case, for example, if they both used standard approaches: pre-trained
models, publicly available datasets, fine-tuning on similar choices of computer hardware with the
same set of techniques under similar constraints.

In order for the authentication team to undermine Alice, they decide to train with a language
machine Eve that they suspect is similar to Alice. Then Carol can be used to post-train Bob to
have conversations with Eve that elicit a confident prediction from Carol. If the behavior of Eve
sufficiently approximates that of Alice, then it is plausible that using it to post-train Bob could
result in improved performance on the authentication task, i.e., of decreasing the probability of
incorrect authentication.

In terms of post-training, Carol can be seen as a model which punishes incorrect authentication
or, equivalently, which rewards correct authentication. Note that it is trained on entire traces of
conversations, as opposed to human-annotated pairs consisting of a single prompt and response.
This reward model could serve as the basis for traditional reinforcement learning algorithms, or
the cumulative nature of the traces can be exploited for “dense” reinforcement learning or other
forms of reward shaping. For example, the authentication team could post-train Bob with a loss
function that is a product of the standard loss function for language generation and the cost of
incorrect authentication. If Carol operates under an ansatz that Alice is a particular model, say the
pre-trained “DialoGPT-small”, she could do this with a synthetic dataset of interactions between

Bob and Eve, another instance of “DialoGPT-small” or perhaps a smaller model like “tiny-gpt2”.

2.2 Background

This section introduces the basic concepts of Al, natural language, language models, and resource
security.
Recall the relativity in Definition [2.3

Example 2.9 (game). Consider the following examples of intelligent systems.

13



1. In the protocol that consists of a human playing a board game against a machine, the two

intelligent systems are viewed as separate actors on separate nodes.

2. In the protocol that consists of a game between two Al-assisted humans, each of the two nodes
consists of a human and an Al assistant. This can be refined to a protocol with four nodes to
express intricacies of communication between the humans and their Al assistants, but this is

not necessary to model if such intricacies are not relevant to the investigation.

To highlight Principle in the context of Example recall that Al systems dominate
humans in chess, shogi, and Go [Silver et al.l |2018|. The intelligence of these AI systems engenders
their success and the unpredictability of their fine-grained behavior in selecting individual moves.
If a human or another machine could predict this fine-grained behavior, they could leverage this
prediction to select the ideal counter-moves that would lead to victory. This is the basis of the
leading Al systems. Their success indicates that they implicitly strike a balance between correctly
predicting their opponents’ moves while simultaneously making their own moves unpredictable to
their opponents. This dynamic is well understood in poker, and it applies in many other games as

well as in the social protocols that govern society.

Example 2.10 (essay). Consider the task of writing an essay for a class whose instructor will grade
it. If there is a minimum word count of m = 800, then a simple grading process can be given in

terms of the word count w € N by the function grade : N — [0, 100] given below:

100 fw>m
grade,, (w) = (2.1)
- else.

Suppose the instructor’s grading process exhibits intelligence.

In the above example, a student could play the game by coming to understand the instructor’s
grading process, i.e., learning to recognize what qualifies an essay for the desired grade and using
their understanding to write a good essay. Instructors often expend effort to explain their grading
process, but one reality of bad grades is that it is hard for students to discern quality and to develop
a mental model of the instructor’s grading process. This stems from the very virtue of intelligence.

The complexity of nature limits guarantees about any property of a system to the trust placed
in the assumptions from which they follow, so it is intractable to exactly characterize the desired
properties of a system that exhibits intelligence.

For example, the assurance of the conservation of “matter” (as opposed to matter-energy) is
justified only to the extent it can be trusted not to dissipate and thus not in any context in which
there is sufficient benefit to outweigh the cost of accounting for the matter-energy equivalence.

Just as it is valuable for scientists to trust the conservation of matter and for engineers to trust

the physical implementation of machines on which their designs depend, it is valuable for security
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practitioners to place trust in assumptions of some systems for the greater good of effectively
reasoning about other systems for which there is greater value in withholding trust. As Niccolo
Machiavelli advised and as the recent history has shown, it can be effective to trust one adversary in
order to defeat another adversary, and one should be willing to betray the trust when it is convenient
and remain aware of the fact that others share the same incentive. Simultaneously situated in the
worlds of science and of Chancellor Machiavelli, the practice of security seeks guarantees founded
on trust about processes of deception that are also founded on trust.

Many students in Example find it difficult to simulate the intelligence of the instructor’s
grading processes, but the impossibility of this task should not dissuade them from trying. In
fact, this is among the major goals in many courses — for example, to learn what constitutes a
mathematical proof or a “succinct” description of an algorithm in the eyes of the grader who is an
adversary in many mental models by students. It can be viewed as the central goal, for example,
if it is believed that a strong understanding of quality unlocks the ability to produce with high
quality. Considering the grader’s probability distribution of grades over the set of essays, the failure
of the student’s ability to simulate the intelligence of the grader does not preclude the ability to
build a mental model of an uncertain property that approximates it. Students ought to do this
and place trust in the assumption that their mental model aligns with the uncertain property in
question because optimizing for the mental model, although not guaranteed to yield optimal grades,
will cause them to move in a direction that is directionally correct. In any case, it is clearly valuable
for the student to build their own model of what makes a good essay.

Is it the case that the ability to measure success, e.g., the correctness of a candidate solution
to a problem, is sufficient information to produce success? Obviously, it is not, as evidenced by
the existence of aesthetic critics of a craft in which they are not experts; examples are abundant in
music, technology, the culinary arts, and science. A notable example is presented below.

Recall the P vs NP question of whether every problem decidable by a non-deterministic Turing
machine in polynomial time is also decidable by a deterministic Turing machine in polynomial time.
Suppose there is a problem for which there is a deterministic Turing machine that can verify a certifi-
cate of correctness in polynomial time. Since the transition function in a non-deterministic Turing
machine is set-valued — that is, it can explore any number of states simultaneously — the problem
can be decided in polynomial time by a Turing machine which simultaneously evaluates correctness
of all candidate solutions and then transitions to the final state. The following slogan captures this
observation that the existence of a polynomial-time non-deterministic Turing machine is guaranteed
from the assumption of a deterministic Turing machine that verifies whether a candidate solution

is correct.
Slogan 2.11 (aesthetics). Aesthetic preference begets craft.

Of course, the question of whether NP is in P remains open. Thus, it is unknown if the ex-

istence of this polynomial-time non-deterministic Turing machine guarantees the existence of a
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polynomial-time deterministic Turing machine for the same problem. While Slogan captures
that discrimination enables generation in principle, it does not guarantee the existence of an effec-
tive generator or even of an effective procedure for finding a generator whose error is approximately
bounded.

Drawing an analogy with the classical concept of verifying correctness deterministically in poly-
nomial time, one feat of intelligent machines is that they are able to evaluate all sorts of things.
For example, a neural network can learn to determine whether a sentence is grammatical. In this
particular example, it is worth noting that the evidence of their ability to evaluate grammar far
predates the evidence of their ability to generate grammatical sentences. There are still examples of
tasks for which neural networks can evaluate quality but for which they can not generate artifacts of
high quality, and there are other tasks for which they have an as yet unobserved ability to evaluate
quality.

In addition to the theory of formal languages that is needed to verify the security of computer
network protocols, the growing participation of Al systems in protocols motivates the brief review
of natural language in Section [2.2.I] computational models of language in Section [2:2.2] and the
mathematical language in Section [2.2.3] as presented in the forthcoming textbook by [Pavlovic and

Seidel| [2025] on Security Science: Basic Concepts and Mathematical Foundations.

2.2.1 Natural language

Natural language is composed of fundamental building blocks. The basic units of sound are
phonemes whose written counterparts are graphemes, and the basic units of meaning are called
morphemes.

Some words are comprised of a single morpheme.

Example 2.12 (monomorphemic). The contemporary English word “nature” is derived from the
Old French “nature” and the Latin word “natura”; which meant “innate disposition” and originally
“birth”.

Other words are comprised of multiple morphemes.

Example 2.13 (polymorphemic). The English word “philosophy” consists of a morpheme “sophia”
which is derived from an Ancient Greek morpheme that means “wisdom” and “philo-", a participle

derived from an Ancient Greek morpheme that means “love”.

The meaning of a word is derived from its constituent morphemes and evolving use.

2.2.2 Model of language

As shown in Figure [2.3] a computational model of language consists of a type V' of tokens called the
vocabulary, a tokenizer which converts raw text into a sequence of tokens, and a base model which

transforms an input sequence of tokens to a token that represents the successor of the sequence.
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The tokenizer is trained to learn the tokens, which are subwords, punctuation, and contigu-
ous sequences that frequently arise in the corpus. The tokens generally do not correspond with
morphemes, although a simplified picture is that the morphemes are like the tokens learned by
humans.

The output of an auto-regressive probabilistic base model of language on a given input sequence
is a probability distribution over the vocabulary that represents the token that should follow the
input sequence in the corpus.

The base model is post-trained to produce an instruction model that obeys the social protocol
of a chatbot, for example that recognizes questions and responds with answers. The instruction
model is post-trained to satisfy additional requirements, for example of dependability and security.
When a reasoning model is given an input, it generates outputs that are fed auto-regressively as

inputs to itself some number of times before a view of the final output is sent to the user.

2.2.3 Resource

This section reviews the mathematical language of resources presented in |[Pavlovic and Seidel, [2025)].
The fundamental object under investigation in the security of a system is a type J whose terms
are called items, or equivalently, objects. In models of language, the type J models tokens, subword-
like objects whose sequential compositions form larger subwords, words, phrases, sentences, and
higher-order structures.
A typical conversation with a chatbot includes two subjects: the chatbot and the user. These
come together with a type A whose terms are called actions. Typical actions include send and

receive. Actions are performed by subjects on objects.

Definition 2.14 (resource model). A resource model is a tuple R = (J, S, A) that consists of types

of objects, subjects, and actions.

Let R be a resource model.

Consider the following example.

Example 2.15 (token). A conversation can be viewed as a resource model R = (V, {u, p}, {(e), (o)})
which consists of a type J = V of tokens, a pair of subjects, and actions that represent transmission
and reception. An element of R represents the transmission of a token by a subject or the reception

of a token by a subject.
tokenizer base

raw input text —————— input sequence of tokens ————— output token

Figure 2.3: Computational model of language
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In general, a reasoning model communicates with itself using regular tokens that are viewable
to the user and reasoning tokens that are not viewable to the user. This distinction is captured by
a type L of security levels, for example L = {low < high}, which is equipped with a binary relation

that is a partial order. This is formalized in the following definition.

Definition 2.16 (security levels, clearance, locality, multi-level resource model). Let R = (J, S, A)

be a resource model.
1. A type of security levels is a non-empty join-semicomplete lattice (L, <, V, A).
2. A clearance is a function cl : S — L.
3. A locality is a function pl : SUJ — L.

4. A multi-level resource model is a structure M = (R, 1L, cl, pl) in which <y, is not empty.

In reasoning models of language, the clearance cl : S — IL expresses the different security levels

of the user and the model, as discussed in the following example.

Example 2.17. The token resource model R admits a multi-level resource model (R,L,cl, pl),
where L = {l,h}, cl(u) = pl(u) = I, cl(p) = pl(p) = h, objects Jp = Tp U Tk consisting of
input-output tokens and reasoning tokens, pl |1, (i) = and pl [7, (j) = h.

The access is captured by the locality pl : SUJ — L which assigns different security levels to

different subjects and objects, as formalized in the following definition.

Definition 2.18 (multi-level security requirement, multi-level security model). A multi-level se-
curity model is a multi-level resource model M = ((J,S,A),L,cl,pl) that satisfies the multi-level

security requirement stated below:
Yu € S, pl(u) < cl(u).

The notation and approach of this thesis are primarily drawn from [Pavlovic and Seidel, [2025].
The reader is also expected to possess a basic familiarity with linear algebra [Strang), 2006] and
topology [Munkres, 2000].

The remainder of this section reviews some notation of set theory [Halmos| 1960].

In the remainder of this article, let Set denote the collection of (small) sets. Let B : Set — Set
be the power set operator which transforms a set S € Set to the power set P (S) = {s € Set | s C S}
which consists of all its subsets. Define the diagonal on any set S to be the function diagonal : S —

S x S given by s — (s, s), and define the following operation.

Definition 2.19 (image). The image of a function f : A — B is defined below:

F:PA - PB, s | fa).

a€sS
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For any subset s C 5, the inclusion of s in S is the injection ¢ : s — S defined by ¢ =1 |5 and
the injection ¢ : S < PBS of S in PS given by p — {p} satisfies S = ¢(S).

Recall the following characteristics.

Definition 2.20 (extensivity, monotonicity, idempotency, closure operator). Given a set S € Set
and function cl : B () — P (5), define the following conditions:

extensivity := sCcl(s)CS for all s € PB(S5); (2.2)
monotonicity := sCt = cl(s) Cecl(t) for all t,s € P(S5); (2.3)
idempotency := cl(cl(s)) = cl(s) for all s € PB(S5). (2.4)

A closure operator is a function satisfying extensitivty, monotonicity, and idempotency. A set s C .S

is closed under cl iff cl (s) = s.
Consider the following example of a closure operator.

Example 2.21 (power set). For any set S € Set, the power set B (S) under the binary relation
of inclusion forms a lattice (P(S), C,U,N) with a closure operator cl : PB(S) — P(S) defined by
c(§)={ACS|3ICeS.CC A}

The basic structures in Section assume a basic familiarity with sets [Halmos| [1960], relations
[Davey and Priestley, |2002], categories and types |[Lambek and Scott} |[1986|.

2.3 Preliminaries

Major definitions are reviewed in Section [2.3.1] after a brief investigation on security levels.

In the remainder of this thesis, let R denote the space of real numbers, R>q denote the sub-
space [0,+00) C R of non-negative real numbers, N denote the subspace of natural numbers, and
[—00, +00] = [—00, +00] denote the space of extended real numbers.

Let M be a multi-level security model with a type S of subjects, a type LL of levels, and a
clearance cl : S — L.

The first ideas in this section is that clearance cl extends the relation from L to S.

Proposition 2.22. Given the reflexive relation (L, <), the clearance cl : S — L equips S with a

preorder <.
Proof. The result follows from Proposition [2.25] O

The language of categories and functors [Lambek and Scott, [1986] is useful for arguments about
universality, such as the proof of the above proposition, but its necessity is limited to this section

and the unfamiliar reader can safely proceed to Section [2.3.1]
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The familiar reader with categories should recall that the category Set of (small) sets and
functions is complete, i.e., that it contains all small limits. In order to show that S inherits a
relation from LL via cl, let L be an arbitrary non-empty type with a non-empty binary relation Ry,
and P be a type with a function [ : P — (L, Rp).

Recall that Ry can be viewed as a non-empty subset R C L x L, and consider the cospan
R, LxL Hopyp depicted in Figure

PxP (Ix1)"YRp) «--—-f-——- PxP

Ixl Mi Ixl

Ry s Lx L e LxL
(a) Cospan Ry, N s Pp (b) Pullback of the diagram in Figure

Figure 2.4: Relation Rp on P induced by the function [ : P — (L, Rp)

The cospan determines a relation on P.

Proposition 2.23 (pullback relation). Given a type P and non-empty relation Ry, C L x L, any
function I : P — L induces a unique relation (I x 1)"' Ry on P, and it satisfies the following

conditions:
1. universality: it is the pullback of the cospan Ry, BN Y Pp depicted in Figure
2. maximality: it is the largest relation whose image under [ x [ is contained in Ry ;
3. reflexivity: it is reflexive if R, contains diagonal (I(P)); and
4. transitivity: it is transitive if Ry, is transitive.

Proof (pullback). Let Ry and [ : P — L be as stated.

Recall that all small limits in the complete category Set exist. The pullback of the cospan
RS> Lx L& PxPin Figure is given by the span P x P <2 (I x I)™* (Ry) X R,
depicted in Figure [2.45] .

Universality of this pullback R; = (I x [)~*(Ry) implies that the cospan Ry, &L Rp Br pxp
depicted in Figure [2.54] factors through a unique function such that the diagram in Figure 2.5D]

commutes. Commutativity yields inclusion of Rp and thus maximality of R;.
diagonal p P diagonaly, ol

Universality implies that the cospan P x P R;, depicted in Figure |2.6a)

factors through a unique function § : P — R; such that the diagram in Figure commutes.
Commutativity yields reflexivity of R;.
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Let Ry xp Ry = {((p,q),(¢',r)) € Ry x Ry | ¢=¢'} consider the cospan P x P <~ R; xp

(lomy,1) X (loma,2)
R

R,
through a unique function ¢ : B xp R; — R; such that the diagram in Figure commutes.

Ry, depicted in Figure [2.7al Universality of the pullback implies it factors

Commutativity yields transitivity of R;. 0
Rp
LRP
Ry " IPxP
Ix1
Ixl1 Ixl
L
R, —* S LxL Ry — L x L
(a) Cospan Ry &x Rp ”'i) PxP (b) Factorization of cospan in Figure
Figure 2.5: Maximality
P P
diagonal p SN3 diagonal p
N
Rl (T> PxP Rl (T> Px P
diagonaly, ol diagonal; ol
Ixl Ixl Ix1 Ix1
RL ‘T) L x L RL T L x L
(a) Cospan P x P diagonalp ., diagonaly, ol R. (b) Factorization of cospan in Figure

Figure 2.6: Reflexivity

Thus, the relation Ry on L determines a relation on P that is universal in the sense defined by

the above proposition.

Definition 2.24. Given a relation Ry C L x L and a function [ : P — L, define the relation
Ry CPxPtobe Rj=(xI1)"(Ry).

This relation R; inherits some characteristics from Rj,.

Proposition 2.25. Given a type P and a non-empty preorder (L, <), any function [ : P — L

induces a relation <; that is a preorder on P.
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Rl XpRl

1,1 X722 T1,1 X722
R ——F—— PxP - PxP
(lOﬂ'l,l)X(lOWQ,z)

Il Ixl Ix1

Ry ——F—— LxL Ry ——F—— L xL

(a) Cospan P x P <~ R, EN Ry (b) Factorization of cospan in Figure

Figure 2.7: Transitivity
Proof. The result follows from Proposition [2.23] O

Asymmetry of <; follows from injectivity of [ and it is the largest relation on which / is monotonic.
Such a relation is induced on the type S of subjects as shown in Proposition [2.22

Any relation (P, Rp), such as a lattice L of security levels or any set that maps to to it, admits
a closure operator as presented in Definition Let S denote a set. One such closure operator is
defined below.

Definition 2.26 (upper closure, downward directed set, non-triviality, prefilter, pointed prefilter).
Given a relation (S, R) and letting U denote a subset of S, define:

1. the upper closure f: RS — PS by s A {u € S| 3Ja€ s.aRu};
2. a set to be an upper set and upward closed set iff it is closed under 1};

3. a set D to be downward directed set iff any pair u,v € D have a d € D such that d < u and
d < v

4. a set is non-trivial if it is not empty;

5. a prefilter P to be a non-trivial set that is downward directed; and

D

. a pointed prefilter at a point s € S to be a prefilter P C S such that s €} P;
The prefix pre in the above definitions suggests the following definition.

Definition 2.27 (filter, pointed filter, principal filter). Given a relation (S, R), define:
1. a filter F to be a prefilter that is upper closed;

2. a pointed filter at a point s € S to be a pointed prefilter P at s that is a filter; and
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3. 11 .S = PS at s € S to be the principal filter f s =1} {s} at s.

Consider a system of filters on the power set P (X) of X under the binary relation D.
Definition 2.28 (w-system, filter system). Given a set X:

L. a filter system is a collection B = {B, C P (X)} . x of filters on the poset (P (X),2D); and

2. a w-system is a non-empty set of subsets of X that is closed under finite intersections.

A filter system gives rise to a m-system that models proximity.

Definition 2.29 (neighborhood filter at a point, topology, topological space, open set). Given a
set X and filter system B:

1. the neighborhood filter N (B,) at z is the pointed filter |} B, at By;

2. the topology T generated by B is the m-system defined below
T={0eP(X)|VzreO,3IN e N(B,).N C O};

and
3. the topological space generated by B is (X, T);
4. an open set in X is a subset O C X in 7.

Topology is the study of topological spaces and continuity, and it is the mathematical language
of geometry. Use of the term space is meant to be evocative of a topological space. This should
be taken literally if a topological space is clear from the context of use and suggestively otherwise,
e.g., because the author intends to define a topology in the future.

Any preorder (S, <) gives rise to a space defined by the upper closure ff=f'<. In general,
subscripts may be safely dropped if they are clear from context. In particular, the upper closure

of a relation generates the following topology.
Definition 2.30. Given a binary relation (S5, <),
1. define the upper basis to be U = {ﬂg s|se S}; and
2. define the upper topology to be the topology generated by the upper basis U.

Not every topology is given in terms of an upper closure {}, but the upper topology on a preorder

should be considered in the absence of an alternative specification.
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2.3.1 Definitions

This section reviews the definitions from [Pavlovic and Seidel, 2025] that form the basis of this
thesis.

Let R = (J,S,A) be a resource model and M = (R,L,cl,pl) be a multi-level security model.
They give rise to the following data.

Definition 2.31 (event space, event, event string). Given a resource model R = (A,J,S) and
multi-level security model M = (R, L, cl, pl), the event space is the product type ¥ = J x A xS x LL
and an event is a point in X. Given an event type X, the type of event strings is the free semigroup
(¥F, ) generated by ¥ under the binary operation of concatenation :: and an event string is a point
in XT.

An event can be interpreted as the performance of an action by a subject on an object. Let X

be a type of events and consider sequences of such events.

Definition 2.32 (trace). The trace space over a type ¥ of events is the free monoid (X%, ::, &) with
identity e = (), and a trace is a point in ¥*. It is equipped with a prefiz relation ¥* C 3* for which
t, v € X* satisfy t C v iff there is a trace u € ¥* such that t :: u =v. If t C v, then t is called a

prefix of v and v is called an extension of t.

Note that any trace t € 3* is a prefix of itself.

Note that traces are concatenations of events.

Definition 2.33 (length). For any type X of events, the length function |e | : ¥* — N is the

assignment from a trace t = ryrg---ry,_17, to its length [t| = n.

An extension of a prefix is said to be a proper extension if they are not equal. Then, transitivity
of the prefix relation makes it a preorder. Thus, the prefix relation induces the upper topology on
>*. If not explicitly specified otherwise, the topology on the trace space is the upper topology given
by the prefix relation.

A (certain) property is a point P in P3*, and A : Set — Meas assigns any set S to the set AS
of probability distributions over S.

Let X, denote types of events with event strings X, V' and trace spaces X*,Y*. The idea
is that the trace space is a language, and that strings of a source language transition to events in a

target language.

Definition 2.34 (stochastic matrix). A stochastic matriz from X to Y is a function f : X* — AY
denoted [x k¢ y] = f (x) ({y}).

Alternatively, traces of the source language transition to traces of the target language.
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Definition 2.35 (probabilistic channel, continuous probabilistic channel). A probabilistic channel
is a function g : &* — AY* denoted [x I, y] = g (x) ({y}). A continuous probabilistic channel is a

. ) . o .
function v : AX* = AY* preserving convex combinations and ﬁmtud of non-zero values.
Some probabilistic channels arise from stochastic matrices.

Definition 2.36 (cumulative probabilistic channel). A cumulative probabilistic channel is a prob-
abilistic channel g : X* — AY* for which there is a stochastic matrix f : X — AY satisfying the
n
equation [xg...zn Fgyo...yn] = H (w0 ...z by oyl
i=0

They give rise to continuous probabilistic channels.

Definition 2.37 (continuation). The continuation of a probabilistic channel g : X* — AY* is the
continuous probabilistic channel g : AX* — AY* given by [[x] 5 [y]] = Z (x] (t) [t g ¥].
tex*
The problem of probabilistic protocol post-training subsumes a specialized problem of proba-
bilistic channel post-training. This specialized problem is formulated in the following section on

trace spaces and security.

2Finitude or finiteness is the property of being finite.
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CHAPTER 3
SECURITY

In order to build intuition about probabilistic channels, this chapter reviews the structure of
spaces of channels after reviewing the structure of channel endpoints.

Let ¥ be a type of events and equip the free monoid (¥*,::,e,C) of traces with the upper
topology generated by the prefix relation C. Recall that the relation t C v iff v is an extension of
t.

Consider a trace t € ¥*. By definition, the upper closure {ic of t is the set f} t of extensions
of t. To characterize the upper topology on >* recall from the definition of the upper topology on
a poset that {} t. The open sets in X* are formed by closing the basic open sets under unions and
finite intersections.

Observe that the empty trace ¢ = () is a prefix of every trace since the free monoid (¥*,::, ¢)
satisfies the identity law € :: t = t.

Proposition 3.1 (empty trace). In the upper topology 7 on ¥*, the following hold:

1 fre=x"

[\V)

foranyt e X* e e tiff t =¢;
3. for any openset U € T, e € U iff U = ¥*; and
4. for any non-empty set S € P>¥* e €]} S.

Proof. Consider the upper topology 7 on ¥*.
Recall that any trace t € ¥* satisfies ¢ C t. Consider any trace t € X*.

1. It follows from the definition of {} that ff e = {u € ¥* | ¢ C u} and thus that {} ¢ = ¥*.
2. Observe e e tifft Ceifft = €.

3. Let U be an open set in 7. Since the only basic open set in 7 that contains ¢ is {} €, it follows
that U C ¥* contains {} € = ¥* and thus that U = X*.

4. Consider any subset S C ¥*, point ¢ € S, and prefix p €ff ¢q. Since € C p, it follows that
¢ €|l g and from generality of ¢ that ¢ €|} S.

O

The empty trace is an extension of only itself, and it can be said to be distant from other traces

since it is not contained in any proper open subset of ¥*. The final item in the above proposition
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says that the empty trace is contained in the downward closure of any set. All of these characteristics
of a trace in X* are unique to .

These unique features of € can be used to characterize much about the entire space of traces.

Proposition 3.2 (trace shape). The upper topology on ¥* is a connected, compact, Kolmogorov

topological space that satisfies the T separation condition iff [¥| = 0.

Proof. Consider the upper topology 7 on ¥*.

To show 7T is connected, note that a pair of non-empty open sets U,V covering U UV = X*
cannot be disjoint since the containment of € in U UV implies U = ¥* or V = ¥*.

To show T is compact, note that any open cover U of * > & must contain the finite subcover
{¥*} CU.

If |X| = 0 then ¥* = {¢} is a Hausdorff space that thus satisfies the T} separation condition.

Suppose |X| # 0. To determine the separability of 7, consider any pair t,u € ¥* of traces and
observe that U =1 u is an open set in T satisfying u € U. If u [Z t, then U € T does not contain
t. Else, suppose u C t. Since V' =1} t is an open set in 7 such that t € V and u ¢ V, it follows
that T satisfies the Ty separation condition. Since any open set containing u must also contain t,

T does not satisfy the T separation condition. O

3.1 Uncertainty

Consider, for a given prompt to a language model, the response prior to sampling. The language
model computes logits and applies a method such as softmax to compute a probability distribution
over the space of tokens. At a higher level, the language model computes probability distributions
over the space of multi-token sequences. If the response tokens belong to a set X, then a response
corresponds to a probability distribution over ¥* and the set of responses is given by the set AX*
of probability distributions over >*.

Elements of the power set BX* are known as trace properties [Pavlovic and Seidel, 2025 and

elements of P (PX*) are known as hyperproperties |Clarkson and Schneider, [2010].

Definition 3.3 (uncertain property). A (probabilistic) uncertain property of traces in ¥* is a point
in AY*.

In addition to the role of trace properties in the analysis of protocols, the analysis of Al protocols
requires a theory of uncertain properties.

The probabilistic theory of uncertain property is built on the following algebra of sets.

Definition 3.4 (trace algebra, probabilistic mass). Given any topology on ¥*, define the trace
algebra over the set 3* to be the algebra BX* of Borel sets in 3*, and define a probabilistic mass to
be a function p : ¥* — [0, 1] satisfying Z w(t) =1.

tex*
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Unless explicitly specified otherwise, the topology on ¥* used to construct the trace algebra is
the upper topology generated by the prefix relation on 3*. The trace algebra defines a measurable

space.

Proposition 3.5 (point measurability). The upper topology on ¥* is a measurable space under
the Borel o-algebra BX* in which any trace t € X* gives rise to a measurable set {t} in BX*.
Any probabilistic uncertain property [t] € AX* gives rise to a probabilistic mass pup @ X% — [0, 1]
defined by ) (u) = [t] ({u}), and any probabilistic mass p : ¥* — [0, 1] gives rise to a probabilistic
uncertain property [t], : BY* — [0,1] in AX* defined by [t], (E) = Z w(a).

uck
Proof. Consider the upper topology on ¥* and the Borel algebra B¥* generated by it.

Observe that (X*, BX*) is a measurable space since the closure of BX* under countable unions
holds by construction.

To show for any trace t € ¥* that the singleton {t} is a measurable set in BX*, observe that
this result is trivial if |3| = 0 and suppose |X| # 0. Then, observe that the non-empty coset
U=+t:3:Y*"isin the Borel g-algebra B>* closed under difference and the open set V ={ t in
BY* satisfies U C V. Then, BX* contains the difference V' \ U = {t}.

For any uncertain property [t] € AX*, the requirement that [t] (X*) = 1 guarantees that p :

¥* — [0, 1] satisfies Z pe) (@) = Z [t] ({u)} = [t] ( U {u}) = 1 by countable additivity.

uex* uex* uex*
Given any probabilistic mass p : 3* — [0, 1], the construction guarantees that [t], : BY* — [0,1] is
a measure for which [t], (3*) = Z i (u) is equal to 1 by definition. O
uex*

This allows the notation overload which identifies p (t) = p ({t}).
One way to capture the significance of shorter traces in contrast with longer traces is with the

following structure.

Definition 3.6 (weight). Given any countable space X, define a weight on X to be a function

wx : X — (0,+00) such that Z wx ().
rzeX

Weights are mainly defined on a trace space ¥*, which is countable if the number of distinct

events in ¥ is countable. Let o € (—1,+1), and observe that it gives rise to a weight on ¥*.

Definition 3.7 (exponential weight). Given any type ¥ of events and a € (—1,+1), the exponential
weight function w, : ¥* — (0, +00) is defined by w(;) (t) = |a‘t||.

If a weight is not specified on a countable space, it should be assumed to be an exponential

weight given by a constant « that is 0.5 unless otherwise specified.

Definition 3.8 (probabilistic product, probabilistic weight). Given any type X of events and weight

w on X*, define:
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1. probabilistic product (e,x),, : AX* x A¥X* — R as follows

() = D n{th) v ({th w(t) (3.1)

tex*

for any u,v € AY*; and
2. the probabilistic weight function || e ||, : AX* — R>q defined by || @ ||, = \/(e,®),,.

The subscripts can be safely dropped if they can be inferred from context.
Equip (X*, (e, x)) with the probabilistic weight |e||.
The probabilistic product provides a notion of angle from the first argument to the second

argument, and it happens to be non-negative.

Definition 3.9 (positivity, divergence). A non-negative function D : S x S — [—o0, +00] is positive
if ker D = diagonal (S), and a divergence over a set S is a non-negative function D : Sx.S — [0, +o0]

that is positive.

Observe that the non-negative function (e,*) is not positive, which can be seen by observing
that one of the non-negative terms on the right-hand side of Equation must be positive since
wy is positive for all t and a probability distribution that must sum to 1 cannot assign 0 to all
singletons since their union is »*.

Intuitively, a divergence is a kind of distance.

Definition 3.10 (metric). A metric (distance) on X is a divergence d : X x X — R>q that is

symmetric and satisfies the triangle inequality stated below
Vz,y,z € X, d(z,z) < d(z,y) + d(y, 2).

A divergence over AYX* provides a notion of statistical distance from one probability distribution
to another which is directed since it is not assumed to be symmetric, unlike a metric distance.
An example of an asymmetric divergence is the relative entropy of [Kullback and Leibler| [1951].
Such divergences play a certain role in the proposed framework, but the framework also requires
a statistical divergence that interacts well with the notion of angle provided by the probabilistic
product and the notion of length provided by the probabilistic weight. A distance can be viewed
as a kind of length; in vector algebra, the distance from one vector to another is the length of
the difference. The intuition points to defining a probabilistic distance with a formula akin to
d(e,x) = | x—e]| = || x+(—e)|. However, a proper definition of such a formula requires a definition
of subtraction or, equivalently, addition and additive inversion. Since an uncertain property can be

viewed as a functions on ¥, it is tempting to define addition point-wise.

Hypothesis 3.11. Addition of measures can be defined pointwise.
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However, the space AX* of probability measures is not closed under this operation. The task
remains to implement a metric notion of statistical distance on AX* and, with additional data, on
a space of channels with values in AY*.

Recalling Example 2.7], the metric notion of statistical distance could be used to ask a precise

refinement of the following question.

Question 3.12. Is it possible for Carol to post-train Bob while bounding the degradation of his
performance on other tasks, for example as measured by a statistical distance from the pre-trained

model to the post-trained model?

To answer this question affirmatively by way of a more general picture in Chapter [5] consider

arbitrary event types X and ).

Definition 3.13 (space of stochastic matrices). Given event types X and Y, let Fa (X,)) =
{f: X" — AY} denote the space of stochastic matrices from X to ).

Recall that stochastic matrices accumulate to cumulative probabilistic channels.

Definition 3.14 (space of cumulative probabilistic channels, probabilistic product, probabilistic

weight). Given event types X', ) with weights wx : X* — (0,4+00) and wy : Y* — (0, +00), define:

1. the space A(X,)) = {g: X" = AY* |If € F(X,)).g = f*} of cumulative probabilistic

channels from X to Y;

2. the probabilistic channel product (e, ) A (X)) x A(X,Y) — R>g below

wx, Wy

(9 W oy = D (9(%), h(%)),, wx (%)

xeEX*

and

3. the probabilistic weight function || e ||y wy : A (X,Y) — [0,400) as follows.

| o wa,wy =/ (e .>1UX71UY
The idea is that an instance of post-training involves an initial point in a space of channels, a
given uncertainty property over the space of inputs, a desired uncertainty over the space of outputs
(learned from data), a mechanism for measuring the utility of a channel based on how well the
uncertain property it produces over the space of outputs aligns with the desired uncertain property
over outputs, and the task of finding an extremal point in the space of channels. This requires an
investigation into optimization on the geometry of uncertain properties that starts by defining a

topology on the set of uncertain properties over a topological space X, such as X or X*.
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One drawback of working directly with probability measures in matters of optimization is that
the relevant topologies are not well-behaved because they are naturally defined in terms of algebraic
structures which are ill-behaved. To this end, an ambient space of measures is reviewed in Section[3.2]

below.

3.2 Measure

Let ¥ be a type of events and recall the intuition from Hypothesis that an additive operation
could be defined pointwise on the space AX* of (probability) measures. This fails to be well-defined
because, for example, the sum of two probability distributions yields a function whose total measure
is 2 instead of 1.

To resolve this issue, consider the inner product space (C,0,1, (e, x),| e |) of complex numbers

whose complex norm | e | = || is the complex modulus.

Definition 3.15 (complex measure, real measure, probability measure). Given a measurable space

(X, F), define:

1. a (complex) measure p : F — C to be a function satisfying u (@) = 0 that is countably

additive; and
2. a real measure to be a complex measure satisfying p (E) € R for any E € F;
3. a non-negative measure to be a real measure satisfying p (E) > 0 for any F € F;
4. a probability measure p to be a non-negative real measure satisfying u (X) = 1.
Consider the following claim about planning with unbounded horizons.
Slogan 3.16. The long term of the future must be discounted.
Consider the following example.

Example 3.17. The value of a move in chess is determined, ultimately, by its effect on the final
outcome of the match and this can be done with certainty in the end game. Since the enormity of
the state space precludes exhaustive search for ideal moves, it is not tractable to certainly determine
the value of an arbitrary move. The value of such moves are instead approximated. The effect of
an opening move on the end game is discounted from the calculation of its overall value, and the

approximation of a move’s value is concentrated on its effects in the near term.

For the same reason, a language model whose coherence is determined by a long stream of output
makes its determinations on the basis of its confidence in the next token or small number of next

tokens.
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To capture this discount with a factor, consider the open unit disk D1 = B; (0) = {c € C | |¢| < 1}.

Let a € Dy denote the discount factor and recall that the measurable space F = BX* admits the

following structure.

Definition 3.18 (measure finitude, space of finite measures, addition, zero). Given any topological
space X with Borel o-algebra F = BX, define:

1.

6.

a partition p of a measurable set ¥ € F to be a countable collection of disjoint subsets of
that covers E and the partition function II : F — BF by {p € PF | p is a partition of E};

. the variation function |e | : C* — [0, 4+00]” as follows:

Yu e C7, || : F — [0, +00] defined by E LN sup Z (A

pell(E) Acp

and the total variation function | e || : C* — [0, 4+o0c] by u LuN || (X);

. a complex measure u to be finite if ||u|| € [0, +00] is finite;

the subset 91X C C7 of (complex) measures on X which are finite;

. the pointwise addition function + : MX x MX — C7 by the function which sends (i, v) to

the measure p + v defined by E i w(E) 4+ v(E); and

the zero measure 0 = 3 in 9MX by e 25 0.

In contrast with the space of probability measures, the space of all finite (complex) measures is

closed under pointwise addition.

Proposition 3.19. For any topological space X, the space (9X,+,3) of finite measures is a

commutative monoid under pointwise addition +.

Proof. Let (9MX,+,3) be as stated and let u,v € MX.
Countable additivity of the sum p + v is shown below.

o)) 0

i Z i,u-i—l/

For any E € F and p € II(E), the triangle inequality yields:

Do+ ) A<D (A + [(A)) =D ln(A)]+ ) (A

Aep Aep Aep Aep
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Finitude of p 4 v is shown from |u+ v| (X) = sup Z |(n+v)(A)| below.

pell(X) Acp
u+ v (X) < 0 > |u(4) |+ s S (A = |ul(X) + ] (X) < o0
)Aep )AGP
Associativity, identity, and commutativity follow pointwise. O

The additive inverse is defined below.

Definition 3.20 (negation, scalar multiplication, conjugation, support, e-support). Given the Borel
o-algebra F = BX, define:

1. the negation function — : MX — CF by (—p) (E) = —u (E);

2. the scalar multiplication function - : C x MX — CF by (c-p) (E) = c¢- u(E);
3. the conjugation function ® : MX — CF by 7 (E) = u(E);

4. the function support : MX — PX by support u = {z € X | p({x}) # 0};

5. the e-support function support : (0, +00] x MX — PX by

Ve > 0, VY € MX, support u = {x € X | |p({z})| > ¢}.

The above operations define a vector space.
Proposition 3.21. For any topological space X with Borel og-algebra BX, the following hold:

1. the commutative monoid (X, +,3,—,-,1) is closed under negation, scalar multiplication,

conjugation; and
2. the above functions form a vector space.

Proof. Let X be any topological space and consider its Borel o-algebra.
Recall that (X, +,3,—,-,1) is a commutative monoid.

1. Consider a measure p € MMX, measurable sets {E,}, . € BX and their union E = U E,.
neN
Closure of MX under negation follows from (—u) (E) = —p (E) = — Z w(E)=— Z(—,u) (E)

neN neN
and finitude of u. Closure of 91X under scalar multiplication follows from the fact, for any

constant ¢ € C, that (c¢-p) (E) =c- Z w(E) = Z(c -p) (E) and p is finite. Closure of 9IMX
neN neN

under conjugation follows from (E Z w(E Z o(E
neN neN
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2. It is trivial to check the multiplicative identity, associativity, and distributivity laws.

The effect of trace lengths is captured by the following structure.

Definition 3.22 (weighted product, weight, weighted distance). For any vector space 9MX with a
weight wy : X — (0,400), define

1. the (measurable) weighted product (e,x),, :IMX x MX — C by

= ul{zh)v{ehuwx(2)

zeX

for any u,v € MX;
2. the (measurable) weight function || e [,y : MX — [0, +0c] by || e [l = |/(®, @), ;and
3. the (measurable) weighted distance function d,,, : MX x MX — R>g by d (u,v) = ||pp — v|.

While the formula for the weighted distance function may not seem to apply to the subspace
AX C IMX because the difference of two probability measures is a measure which is not necessarily
unital or non-negative, the function is well-defined on this subspace. Investigations of probabilistic
post-training motivate that a more general investigation from which the probabilistic results will
follow as corollaries.

The probabilistic product is a restriction of the following inner product.

Proposition 3.23. The vector space <E)JZX,—|—,5, —, 1, (e %) ° ||U,X,d>, is an inner product

wx ) ||
space with inner product <°’*>wx’ a normed vector space with norm || e ||, , and a metric space

with metric dy, .

Proof. It is trivial to show that (o,*)wX satisfies the required linearity, conjugate symmetry, and
positive definiteness. Thus, X is an inner product space which induces the norm || e ||,,, and
metric dy,, . O

This inner product space can be seen as a subspace of C* = {f: X — C}. Define (o,*) :

CX¥ xCX = Chy (f,9) = > fl@)g@wx (@), [[o] : C* = Rby o] = /(e,e), i: MX —
reX

CX by u +» por Define the weighted 1? space 1> (X, wx) = (f: X = C| | f|| < o). Define

m : 2 (X,wx) — 9MX by the assignment of any f € [?(X,wx) to the measure in 9MX given

Z f (z). This inner product space is a Hilbert space, an inner product space whose

zeX
induced metric is complete.
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Proposition 3.24. The weighted I? space (I* (X;wx), (e, ), | ®||) is a Hilbert space, and m is an

isometric isomorphism to X with inverse e.

Proof. Let wx be a weight on a topological space X. Then, the weighted [? space [ (X, wy) is
well-known to be a Hilbert space. It is clear from the constructions that e, m are linear isometries

and that they are inverses of one another. Thus, they form an isometric isomorphism. O

The space (MX,wy) is a Hilbert space isomorphic to the weighted [ space [2 (X, wy), and
completeness can also be shown directly.
) D) _ 1 )
For any x € X, define e, : X — C in I*(X,wx) by e, = T 1, and 6, : BX — C

in MX by & () so that E 25 1 Loitrel
in y 0z = m(ez) so tha 2 . )
Vwx (@) 0 otherwise

MX is a countable basis of any countable space X, and it generates a countable dense subset
N
{Z G0z, | N €N,z € X, i € Q[i] p of MX.

k=1
This gives rise to the following function.

The subset B = {d,},cx of

Definition 3.25 (evaluator). For any topological space X, define the evaluator to be the function
m: X x MX — C given by m, ([z]) = [z](p).

The evaluator is shown to consist of linear transformations below.

Proposition 3.26 (evaluation). For topological space X with weight wyx and point p € X, the

evaluator transformation m, : MX — C at p is linear, bounded, continuous and surjective.

Proof. Let X,wx,p, ), be as stated. Linearity is shown below:

Vi, v € IMX. mp (n+v) = (u+v){p}H) = n{p}) +v{p}) = m (1) + 7 (v);
V€M, vz e C. mp (z-p) = (z-p) ({p}) = 2 - (w{p})) = 2 - mp (1) -
Let K = \/1017(1@ and observe that |u ({p}) |*- wx (p) le e wxl(p) yields boundedness as follows:
1 2 i
0 < |mp(p)] < Z lu({r |7 wx(r) by non-negativity of each term
wx (p) X
< K|\ pl|wy by multiplicativity of v/e.

Continuity of the linear transformation follows from boundedness.

Surjectivity follows from the function C': C — 9%* which maps ¢ to C. () = c. O

Recall that the Hilbert space 91X is equipped with the metric topology given by the metric
dyy : MX x MX — [0, +00).
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Definition 3.27 (probabilistic distance). For any topological space X with weight wx and metric
dwy * MX x MX — [0, +00) derived from the inner product of I? (X, wy), define the probabilistic
distance function da : AX x AX — [0,+00) by the restriction da = du, [axxax to AX x AX.
The distance function da is also denoted by d,, .

Note that the probabilistic distance function defined above is non-negative.

Lemma 1 (probabilistic distance metric). Given a weight wyx : X — R>g on a countable space X,
the probabilistic distance function da : AX x AX given by the restriction of dy,, is a metric on
AX, and the metric topology on (AX,da) is equal to the subspace topology on AX inherited by the
metric topology on (IMX, dy ).

Proof. Let X be as stated.
It is well-known that the subspace of a metric topology is a metric topology with the induced

metric. O

The view of AX as a subspace of DX extends the notion of “statistical” distance from probability
distributions to the space 9MMX of complex measures.

Many implementations of statistical distance satisfy the following condition.

Definition 3.28 (divergence atomicity). A divergence D : MX x MX — [0, +o0] is atomic iff
there are functions ¢ : X x MX x C — [0,400] and d : X x MX x MX — [0, 400] satistying

dy(11,v) = 6 (v(2)) and D (ullv) = 3 dap, ).
zeX

3.3 Measurable property

Consider a chatbot, modeled as cumulative probabilistic channel g : X* — AY* which transforms
an input sequence of tokens in X'* to an appropriate response. Specifically, the computation results
in a probability distribution over output sequences which is then sampled auto-regressively.

Let X be a topological space, such as the upper topology X = Y*, and recall the presentation
in Definition [3.3] of a probabilistic uncertain property.

Definition 3.29 (measurable property, measurable trace property). A measurable property over
a topological space X is a finite complex measure in 9MX, and a measurable trace property is a

measurable property over a trace space 3*.

Any probabilistic uncertain property over X can be seen as a measurable property over X, so
the response of a chatbot to any input is a measurable property. There is also a measurable property
that models the intended behavior of the chatbot on a given input; for example, it is desired that

a response is observed to be helpful, honest, and harmless.

36



The geometry of resource security |Pavlovic and Seidel, 2025] is echoed by the information
geometry of uncertain properties and the geometry of measurable properties. Although the set
M X of measurable properties over X forms the algebraic structure of a vector, the word geometry
is used because any weight wx : X — R>p on X gives rise to a notion of length || ® ||, , angle
(®, %), » and metric distance d, (®,*). Some basic components for geometric theories of uncertain
While the development of

these theories could be approached from a purely geometric perspective or by analogy with the

properties and measurable properties were sketched in this chapter.

mathematical theory of resource security, they seem to be unexplored in the academic literature
on privacy & security. Instead of exploring them further at this time, the remainder of this thesis
motivates their investigation by demonstrating an application of the theory presented thus far to
the security science of machine learning and language processing |[Pavlovic, 2024].

After instruction fine-tuning a chatbot, the task of post-trainining a chatbot is to align its
behavior with an intended behavior that is modeled only implicitly through datasets, e.g. of human-

annotated preferences |Christiano et al., |2017]. An instance of this task is comprised of the items

in Table B.11

Theory

Model

countable type X of events
countable type Y of events

vocabulary of input tokens
vocabulary of output tokens

X=xu)y vocabulary of tokens
X* mnput sequences of input tokens
y* output sequences of output tokens
¥ transcript sequences
AX* AY* spaces of probability distributions over input and output sequences
A(X,)) set of functions X* — AY* containing model parameterizations
geA(X,Y) “pre-trained” model ¢ (y | x) = [x F4 y]
[x]o € AX* probability of sampling input, given implicitly by (test) dataset
HCAX,)Y) search space of model parameterizations during training

C:¥* = [0,+00)
R:¥* —[0,+00)

cost of transcript to minimize
reward of transcript to maximize

r: X" —= AY* implicit behavioral modification of g that maximizes reward R
D : AY* x AY* — [0, +00) divergence for measuring difference in behavioral responses
AeR trade-off parameter for regularization
L:H — (—o0,+0] loss objective to minimize
iréig L(h) optimization problem to solve
argmin L (h) set of optimal behaviors, targets of post-training
heH

Table 3.1: Model of channel post-training

Problem 3.30. Given the items in the left column of Table B.1] such that

1. the types X, Y have weights wy« : X* — (0,400) and wy~ : Y* — (0, +00);

37



2. the subspaces (AX™*, wx~), (AY*, wy+) are equipped with the metric topologies;

3. the loss function L (h; D, g, [x]o, A, 7) is defined below

L (h; D, g,[x]o, A\,r) = D (g ([x]o) , 2 ([x]0)) + A~ D (7 ([x]o) , 2 ([x]o)) (3.2)
for some X € R such that A > 0:

the probabilistic channel post-training problem is the following optimization problem.

min L (h; D, g, [x]o,7) (3.3)
heH
The intuition arising from the existing practice of post-training is stated by the following hy-

pothesis.
Hypothesis 3.31. Given any instance of Problem there is a non-empty set of solutions.

That is, the set of ideal behaviors exists, to say nothing of uniqueness or convergence.

The tasks ahead are to define how a reward-normalized channel 7y ¢ : X" — AY* arises implicitly
from a pre-trained model g and cost C and to determine a notion of convergence under consideration
by constructing an appropriate topology on the space A (X,)) of functions inhabited by the pre-
trained model’s parameterizations. The difficulty of post-training is that r will evidently exist, but
it is intractable to specify r or a direct transformation from ¢ in the direction of r. In practice, this
is done by indirect, iterative approximations of D and its gradients.

Recall that geometry of AX™* was studied as a subspace of 9TX* in this section, despite the fact
that <AX * de*> is a metric space, since the pointwise operations on AX™* do not form a group
This was because the formula for dy, . wy. : AX™ X AX* — R was defined in terms of a group
IMA* that contains AX*. Similarly, the geometry of A (X)) is investigated as a subspace of a
well-behaved ambient space defined in Chapter [4
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CHAPTER 4
CHANNEL SECURITY

Recall the presentation in Problem of probabilistic channel post-training. Solubility of this
problem will be established in Section [4.3] where it will be shown to follow as a special case of
another problem in Section [4.2] involving the proposed generalization of probabilistic channels in
Definition 4.4l

Consider the view of a chatbot as a probabilistic channel g : X* — AY* from a countable event
space X to a countable event space ). The first thing to note is that the probability distributions
in imageg C AY* tend to concentrate on traces whose lengths are bounded. One of the driving
causes is that g is typically learned from datasets consisting of finitely many samples and that such
datasets implicitly impose an upper bound on the lengths of prompts & responses. This upper
bound is modeled with a function whose decay depends on the weights wy : X — (0,+00) and
wy Y — (0, 400).

Recall that any finite event space ¥ can be equipped with a constant weight function wy : ¥ —
(0, +00) given by e —= ﬁ

Consider a function wy+ : X* — (0, +00) that satisfies the following compatibility condition.
Definition 4.1 (trace weight). Given a countable event space ¥ with a weight wy, : ¥ — (0, +00),
define a trace weight compatible with wy, to be a function wy+ : ¥* — (0, 4+00) for which there are
constants Cy, C1 € R such that any trace t = rorirg -« Tp_17grge1 - Tn—17pn in X* satisfies the

n n
inequalities Cy H wy (r) < ws= (t) < Cy H wy (7).
k=0 k=0

An example in terms of the unit disk D; is given below.

Example 4.2. If |¥| < co and wy : ¥ — (0, +00) is given by wy, (¢) = |ax| for some constant

ax, € Dy, then the exponential weight wy+ : ¥* — (0,400) given by ws- (t) = }a'“‘ satisfies
6|1 It[—1

o H wy (rg) < wss (t) < Co H wy, (rg) for constants C1 = Cy = 1.
k=0 k=0

That is, a trace weight on an upper topology with a weight on events must be compatible with
the multiplicative structure, a requirement that is only needed asymptotically. Compatibility for
all trace lengths, e.g. below a cut-off length, is unnecessary and assumed only for the sake of
convenience.

In the remainder of this article, the topologies on IMX™*, MY, MY* are assumed to be the Hilbert
spaces defined in Section [3] and the topologies AX™*, AY, AY* are assumed to be the subspace
topologies inherited from the Hilbert spaces.

Recall that a chatbot channel g can be viewed as the accumulation of a stochastic matrix
fa : XT — AY as presented in Definition m The view that its responses are probability
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distributions in A)Y over the space ) of tokens is consistent with the model of a neural network
whose final layer is a softmax layer or any other method for converting logits to probabilities.
Consider, instead, the function that produces logits. It is like a probabilistic channel, except that
the probability measures do not sum to 1. Reasoning about the behavior of this object motivates

the following generalization of stochastic matrices.

Definition 4.3 (measurable matrix, boundedness, space of measurable matrices). Given count-
able event types (X, wy), (), wy) and function f : XT — MY, square-summability is the condi-

tion that Z Hf(x)H?uy ~wx (x) < 00, and root-boundedness is the condition that the sequence
xeXt
{Su}uen given for cach n € N by Sp = Fyen s (0+ - 2nmt) [T} (@0 i) |2, satisfies

lim sup 5711/ " < 1. A measurable matriz from X to ) is a square-summable function f: XT — MY
n—oo

that is root-bounded, and a boundedness is the condition that a measurable matrix f : X* — MY

satisfies supycy+ || f (%) ||%Uy -wy~ (x) < co. Define the space
F (X, ) = {f : Xt — MY | f is square-summable and root—bounded}

of all measurable matrices from X to ). A real measurable matrix from X to ) is a measurable
matrix f: XT — MY in F (X,)) for which any x € X yields a complex measure f (x) € MY

that is real-valued.

Then, a measurable matrix f : X* — 9Y from X to Y can be said to be stochastic if it is the
case for any x € Xt that f (x) € MY is in the subspace AY C M. While a base model of language
generation can be viewed as a stochastic matrix, auto-regression gives rise to a probabilistic channel
as presented in Definition [2.36

Recall for any point y € Y that the singleton {y} € BY is a measurable set in the Borel o-
algebra BY', and that this allows the notation overload for any p : BY — C in 9Y that identifies
w(y) = w({y}). Reasoning about the accumulation of networks that produce logits (instead of

probabilities) motivates the following generalization of probabilistic channels.

Definition 4.4 (measurable channel, square-summability, boundedness). A measurable channel
from (X, wx+) to (V,wy~) is a function g : A* — MY* denoted [xF,y] = g(x)({y}) that

satisfies the condition of square-summability Z llg(x)
XEX*
2

sup ||g (x) [[3,,. - wa= (x) < oo. Let M (X, ) denote the space of all measurable channels from X
XEX*

to Y.

||12Uy* wx= (x) < oo, and it is bounded if

Intuitively, a measurable channel is a generalization of a probabilistic channel in which the
probability distributions are generalized by finite, complex measures.
Just as stochastic matrices give rise to probabilistic channels, measurable matrices give rise to

measurable channels.
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Definition 4.5 (accumulation, cumulative measurable channel). Define the accumulation function
F(X,Y) = (MY*)* as the assignment from any measurable matrix f : X+ — 9MY in F (X, )

n
to the accumulation f* : X* — IMY* given by [z -z bpe Yo yn] = H [0 - xp Ff yx], and

define a cumulative measurable channel to be a measurable channel g that is the accumulation of a

measurable matrix.
Observe that the accumulation of a measurable matrix is a measurable channel.

Proposition 4.6 (accumulation). For any measurable matrix f : Xt — MY in FX,Y from
(X, wx«) to (¥, wy) and weight wy- : Y* — (0,+00) on V*, the accumulation f*: X* — MY* is a

cumulative measurable channel from X to ).
Proof. Let f: Xt — E)ﬁy be a measurable matrix from (X, wx+) to (Y, wy), and define S, =

Z wax (To -+ Tp_1 H I|f (x H for each n € N.

xXEX™
To show that f* satlsﬁes square—summability, observe that the weight wy+ has a constant Cs

satisfying || f*(x wy* < Oy H I|f (x H2 for all x € A™. Observe the following.

M= S 0y w00 =3 3 1 () IRy, - we (1)

xeX* n=0xeXxn
This yields M < Cy ) > Sn < 00. O

Consider the space 9 (X,)) of measurable channels and note that it admits the following

structure.

Definition 4.7 (addition, zero). Given the space M (X, )) of measurable channels from (X', wax+)
to (Y, wy~+), define:

1. addition + : M (X,Y) x M(X,Y) = MY**" by (g +h) (x) = g (x) + b (x);
2. zero z: X* — MY* by z(x) = 3y,
The space (M (X,)),+, z) of measurable channels is closed under addition.

Proposition 4.8. For any event types (X,wy+) and (), wy~), the space (M (X,Y),+,z2) is a

monoid under addition + with identity z.

Proof. Let MM (X,)) be as stated above, and recall that 9t)* is a monoid under addition.
To show M (X, ) is closed under addition, consider any g, h € 9t (X, )) and recall that the sum
(g+h): X — MY* is given by x EaKN g (x) + h (x). Closure of MY* under addition guarantees
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that ¢ (x) + h (x) is a measure in 9MY* for any x € A'*. Square-summability of (¢ + h) is shown

below.
> g0+ k() [, wrs () < Y (gl + 1A, ) - war (x)
xeX* XEX*
Associativity and identity laws follow pointwise. Therefore, (g + h) € MM (X, ). O

Let ay+ € D1, and observe it admits the following structure.

Definition 4.9 (negation, scalar multiplication, exponential weight). Given a space 9 (X,)) of

measurable channels from (X, wy+) to (Y, wy-), define:
1. the negation function — : M (X,Y) — M (X, V) by (—g) (x) = —g (x);

2. the scalar multiplication function - : C x M (X, V) — M(X,Y) by (c-g) (x) =c- g (x);

x|

3. the exponential weight function wy+ : X* — R by wy« (x) = )0‘2(* for any ay« € Dy.

Consider (M (X,Y),+, 2, —, -, wx~) as defined above. It admits the following structure.

Proposition 4.10. For any event types (X, wy+) and (), wy+), the space (M (X,Y),+,z,—,) of

measurable channels is a vector space.

Proof. Let M (X,)) be as stated above. Recall from Proposition [4.8| that 9t (X, )) is an additive
monoid with identity z. All of the remaining axioms of a vector space follow pointwise from the
fact that 91Y* is a vector space. O

The restrictions of these operations to A (X', )) do not form a vector space because the failure of
AY* to be a vector space causes the pointwise operations to not be closed. This drives the primary
consideration of Mt (X, )), and the analogous results for A (X,)) will follow as corollaries.

Recall the presentation in Definition [3.14] of the probabilistic channel product, and consider the

following generalization to the space of measurable channels.

Definition 4.11 (weighted product, weight, weighted distance). Given any vector space 9 (X))

of measurable channels from (X, wy«) to (¥, wy~), define:

1. the (measurable) weighted product (e, x) M (X, Y) x M (X,Y) — C below

W x* ,wy*

(9 W woge = D (%), (X)), waee (x);

xeX*

2. the (measurable) weight function |||y . wy. @ M (X, V) = Ry [[gllwpswye = 1/(9) 9y ye

and
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3. the (measurable) weighted distance function dy . wy. @ M (X, V) X M (X, V) — R>g below

dw/y*ﬂl}y* (97 h) = Hg - hwa*ﬂﬂy*'

4.1 Measurable channel

Equip 9 (X,)) with the (measurable) weighted product (e,x) and note that it forms

W+, Wy* ?
the weighted vector-valued 12 vector space 2 (X*,9Y*; wy«, wy+) which is known to be an inner

product space.

Proposition 4.12. The inner product space <93?(X,y),+,z, —, War, Wy, (@, %) > is an

W x* ,wy*

inner product space with inner product (e, %) a normed vector space with norm || e|

Wy * ,Wy* ? Wy, Wy*

a metric space with metric d (e, x) and a Hilbert space with respect to (e, )

Wy, Wy Wy Wy *

Proof. Since 9MY* is a Hilbert space, it follows that the inner product space in question is a Hilbert

space. The remaining results are derived from this fact. O

Recall the model of a chatbot as a channel g : X* — MY* in M (X, ), and consider a training
process in which model parametrizations become arbitrarily close. Then, Proposition guaran-
tees that there is a model parametrization which is the limit of this process. This is the foundation
needed for results about existence and convergence. A, say, iterative algorithm can only converge to
a solution if the sequence of iterations has a limit that exists in the space of representable solutions;
in this case, gradient descent produces a sequence {hy,},  of functions in 9t (X', V) and the propo-
sition guarantees that such a sequence converges if elements become arbitrarily close. This is not
true, for example, in many spaces of continuous functions on R in which a sequence of continuous
functions can become arbitrarily close but fail to converge to a continuous function. The fact that
Proposition holds suggests that spaces of measures are better behaved than R or that the
measurable channels in 9t (X, )) are well behaved.

Recalling the view of a generative model of language as a probabilistic channel g : X* — AY*, it
should be noted that the language model is applied to a sequence x € X* drawn from a probability
distribution [x/] € AX* that models the observed frequency of natural language in the real world.
If there is such a distribution, then it is desirable to measure the value of g in a way that is weighed
by [x]. This motivates the presentation of a continuous probabilistic channel g : AX* — AY* in
Definition [2.36) and the following generalization.

Definition 4.13 (space of linear measurable channels, continuous measurable channel). For any

event types X and ), define:

1. the space Vect (X,Y) = {7 : MX* — MY* | v is linear} of linear transformations from MA™*
to MY™;
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2. a continuous measurable channel from X to ) to be a linear transformation ~ : 9MX™* 2> my*

in Vect (X,)) that is bounded.

Observe that the word continuous is used in the above definition because any bounded, linear
transformation is continuous. Note that not every bounded, measurable channel of the form g :

X* — MY* is continuous. This motivates the related study of continuous measurable channels.

Definition 4.14 (space of continuous measurable channels, addition, zero, negation). Given the
space M (X, )) of measurable channels from X to ), define:

1. the space
* 2 * .
B(X,Y)= {’y M =S Y| yis bounded}

of continuous measurable channels;
2. addition + : Vect (X,Y) x Vect (X,)) — Vect (X,Y) by (v +n) ([x]) =~ ([x]) +n ([x]);
3. zero ( € B(X,)) by ¢ ([x]) = 3; and
4. negation —e : Vect (X,)) — Vect (X,)) by (—v) ([x]) = —v ([x]).
Define the analogous operations on B (X,))) by restriction.

Consider the space (B (X,)),+,(, —) of continuous measurable channels from X to ). Then,

the above notion of pointwise addition is well-defined.

Proposition 4.15. For any event types X', Y, the space (B (X,)),+, (, —) is a commutative group
under addition with identity (.

Proof. Consider event types X, ).
Recall, for linear transformations, that the condition of boundedness is equivalent to continuity.
Closure of B (X,)) under addition follows from the fact that the sum of continuous functions is

continuous. Associativity, identity, and commutativity follow pointwise. O

It admits scalar multiplication over the field C of complex numbers.

Definition 4.16 (scalar multiplication, weighted product, weight, weighted distance). Given the
commutative group (B (X,)),+,(, —) of continuous measurable channels from a type (X, wy«) of

events to another type (), wy~) of events, define:
1. the scalar multiplication function - : Cx B (X,)) — B (X,Y) over Cby (z - v) ([x]) = zv ([x]);

2. the weighted product (e, *) :B(X,Y) x B(X,)) — C below

W o * ,’u}y*

(O ®) e (o) = D (D), (X)) 0w (1X])

[x]ema=
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3. the weight function || e wa*,wy* :B(X,)Y) —> Rby |]fwax*7wy* = 4 /<%7>wx*,wy*3 and

4. the weighted distance function dy . wy. @ B (X, V) x B (X,Y) — Rx0 below.
dwx*,wy* (’77 77) = ”77 - ’Ywa*,wy*

The commutative group <B (X7 y) s €7 T 17 <.7*>wX*,wy* ) ” b HUJX*:U)J/* ’ de*vw37*> Is an in-

ner product space with inner product (e, x) norm || ® [|uy s wye ; AN MetTiC Ay g o -

W , Wy ’
If terms in a sequence become increasingly close under the inner product, then the sequence

converges pointwise.

Proposition 4.17. Any Cauchy sequence in the inner product space
(B(X,Y) .6 = 100 e 8 e oy s ey )

converges in the product topology on (arrty*)imx* to a linear transformation in Vect (X,)).

Proof. Let (X, wx+), (Y, wy~), and B (X,)) be as stated.

Consider a Cauchy sequence {v,},cy in the inner product space B (X, )).

Consider a source [x] € MAX™*, a threshold € > 0, and recall that 9Y* is a Hilbert space. By
the Cauchy condition, there is a threshold N € N such that any pair of indices n,m € N satisfy

e =B niye = S 1P(1) = Y (W12, wa () < €. Any pair of indices n, m > N satisty
HEMA*
€
1 ([x]) = Y (RD)II? wa= ((x]) < [l = vl < € and [yn((x]) = ym([x])| < —=—====. Thus,

wa- ([x])
{7 ([x]) },en is a Cauchy sequence in the Hilbert space 9Y*. It follows from completeness of IMY*

that the Cauchy sequence converges to a limit [y]] = 1i_>rn Yo ([X]) in INY*. O

Then, it is equivalent to the weighted vector-valued [? Hilbert space (2 (IMAX*, MY*; wxs, wy+ ).

Proposition 4.18. The inner product space

<B (X7y) ) +7 Ca T 17 <.’*>'LUX*71U3/* ) H b ||’U)X*,wy* ) dwx*7wy*>
is a Hilbert space.

Proof. Let X, Y, and <B (X, V), +,(—, 1, (e, %) be as stated.
The result follows immediately by observing it is an (% space. For clarity, it is shown directly.

Recall that (X, (e, %) ; w) is a Hilbert space. To show B (X,)) is a Hilbert space, let {~,}
be a Cauchy sequence in B(X,)) and let v € Vect (X,)) be the pointwise limit of {v,}
established by Proposition [4.17]

Wk Wy 7 | e wa*,wy* s A v Wy

neN

neN
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Consider any source p € MMAX™* and threshold € > 0. Convergence 7, (1) — « (1) implies there
is a threshold M such that any index n > M satisfies ||y, (1) — v (1) || < e. Any pair of indices

m,n > M obey the following inequalities:

[vm (1) = v () | = llvn (1) = Yim (1) + v (1) =7 () ||
<l (1) = v () |+ Nlvm () =y () [| < Ml (1) = v (1) [| + €.

2
Then, [, ) = 0w () < (1t [ ) =90 G0 - . For any 0 >, the sum

e = e = D N (1) =7 ()3, wa= (1) obeys the following inequalities:
HEMA*

2
=Wy = 3 (00 10 ) = 9 (0 . ) - 1)
HEMA* -

< Yl () =70 (1) 2w (1) = 1 = Yol pe oy
HEMA*

< &2,

Thus, ||, < e. That is, v, converges to 7 in the norm topology. O

= YVl sy
Some continuous measurable channels arise from measurable channels as follows.

Definition 4.19 (continuation, restriction). Given event types X and ), define:
1. the continuation function & : M (X,Y) — (MY*)™ " defined by the assignment from h €

M (X, ) to the function h : MA* — IMY* defined below

(Kbryl= > KI0)-xkuyl;

x€support [x']
and

2. the restriction function e : Vect (X,Y) — (9MY*)*  defined by the assignment from 7 :
IMA* — MY* to the function 1 : XA* — MY* defined by 7 (x) =7 (dx).

Given a measurable channel g € 9t (X,)), the continuation § weighs g by an input measure
[x] € MA™ in a way that is linear over MA™. Intuitively, it lifts the channel on X* to a continuous

channel that acts on distributions in 9TA™*.
Proposition 4.20 (continuation). Given event types (X, wx+) and (), wy+), the following hold:

1. the continuation function ® : 9 (X, V) — (MY*)™" function is well-defined, and the restric-
tion function e : Vect (X,Y) — M (X, ) is well-defined.
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2. the image of the continuation is contained in the subspace B (X,Y) C (MY*)™*"

Proof. Let (X, wx+), (Y, wy~), ®, ® be as stated.
For any g : X* — MY* in M (X,)) and source [x| € IMX™*, observe that the continuation
g MA* — MY* satisfies the Cauchy-Schwarz inequality below.

lg (xD)1* < > I, |- Yo Mg ® luye | = IRIIE 905wy (A1)

tEsupport [x] tesupport [x]

1. For any linear transformation n : 9MAX* — IMY* in Vect (X,)), finitude of 7 (e) implies
finitude of 1 (e) and thus that 7 is well-defined. To show @ is well-defined on 9 (X,)),
observe for any g € M (X, )) that convergence of the sum g follows from the Cauchy-Schwarz

inequality and finitude of the two factors.

2. Linearity follows pointwise and boundedness follows from the Cauchy-Schwarz inequality.

Continuation is linear over M (X, )).
Lemma 2. The continuation operator e : M (X,Y) — B (X,Y) is linear, bounded, and continuous.

Proof. Let X, Y, M (X,Y), B(X,)) be as stated. Closure under addition and scalar multiplication
are verified directly. For any h : X* — IMY* in M (X, ) and a € C, the following holds:

[Xtmyl= Y [Kl®krayl=a > [K]®[xkFy]

xEsupport [x’] x€support [x’]
=a- [[X/] — y] .

For any hq, hy : X* — IMY*, the following holds:

(X y] = Y X6 (b v+ kb v

x€support [x’]
= X1 y] + Xy ]

Since any measurable channel g : X* — 9MY* is bounded, the supremum C' = sup || g(x)||way

xeX*
satisfies C' < co. For any [x/] € MA*, the inequality ||g([x])[|, < Z =) - 191, .
ay «
yields: e
gDl < €I,
Continuity follows from linearity and boundedness. O
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Define the evaluator 7 : MAX™ x B ((,) X) Y — MY* by 7, (v) = 7 ([x]o) and observe that any
1 € MY* induces a function ¢y, : MA™* — IMY* given by ¢y, (¢) = ¢ that is well-defined.

Lemma 3 (Lifting). For Hilbert spaces IMY* of finite measures and B ((,) X)) of continuous

measurable channels, the following hold.

1. For any finite measure x € MX*, the transformation my : B((,) X)Y — MY* is a linear,

bounded, continuous, surjective, open, hereditarily quotient map.

2. For any finite measure x € MX™, the transformation my : B((,) X)Y — IMY* satisfies the
lifting property: given any sequence {wn},cny © MY* converging to some w € MY* and

continuous measurable channel v : M Z, MY* over my () = w, there is a sequence
{’yn LM S My |neN,m (1) = wn}

that converges to 7.
Proof. Let m and x be as stated.

1. Linearity is shown below.

Vn,y € B(X,Y), my(y+n)=0+n)0)=70)+nx) =m0 +mn),
Vee C,y e B(X,)), Ty (2-7) =c-v(x) =2z 1y (7).

Let K = \/wlx—() Note that [|7]|2 > [|[v(x)[|Pwa= (x) vields [|[y(x)| < K|v|-

Continuity of the linear transformation follows from boundedness.

To show surjectivity, observe that any ¢ € 9™ induces a well-defined function ¢y, : MA™ R2IN

IMY* that is a continuous measurable channel satisfying m, (cy) = ¢y (X) = .

Since B (X,Y) and IMMY* are Hilbert spaces, it follows from the open mapping theorem that
the surjective continuous linear transformation m, is an open map and thus a hereditarily

quotient map.
2. The lifting property follows from the open mapping theorem.

Therefore, convergent sequences in 91)* can be continuously lifted to convergent sequences in

B (X,Y) and the converse holds by continuous projection. O
This yields the following consequence for divergences.

Lemma 4 (atomicity). If 3 is countable, then the following hold.
1. For any t € ¥*, function ¢ : ¥* x C — [0, 4+00], the function f : ME* — [0, +o0] defined by

f () = (v({t})) is lower semi-continuous iff ¢t : C — [0, 400] is lower semi-continuous.
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2. For any t € ¥*, function ¢ : ¥* x ME* x C' — [0, 4+00], the function dy : ME* — ME* —
[0, +00] defined by dy (u,v) = ¢y (v({t})) is lower semi-continuous in the second argument iff

@y C — [0,+00] is lower semi-continuous.

3. For any atomic divergence D : IME* x ME* — [0, 4+o00] given by D (u|v) = Z dy(p,v) in
teX*
terms of a function d : £* x MT* x ME* — [0, 40| defined by dy (u,v) = ¢ (v({t})) for

some function ¢ : ¥* x ME* x C — [0,400], N, = {v| D (u,v) < 0}, XA € R, the function
D (p|e) is lower semi-continuous on N, at v iff ¢§ : C — [0, 00] is lower semi-continuous for
all t € 7.

Proof (infima). Let X be a countable type of events.

Recall that the evaluator my is a continuous surjection.

1. Let t, ¢, f be as stated.

For the “only if” direction, suppose f is lower semi-continuous. To show ¢ : C — [0, +00] is
lower semi-continuous, let (z,) C C converge to some z € C and recall that surjectivity of 7
allows the construction of a sequence (vy,),cy € IME* with 7¢(v,) = 2, that converges to a
measure v € ME* such that mr (v) = z. Then, lower semi-continuity of ¢ follows from that
of f s liminf g (z4) = liminf f(vy) > f(v) = pe(2).

For the “if” direction, suppose ¢ is lower semi-continuous and let (v,),cy € IME* be a
sequence converging to some v € M>X*. Then, continuity of m¢ and lower semi-continuity

of the composition @t o 7y @ ME* — [0, +o0] yields lower semi-continuity of f as follows:
lim inf f(vy) = liminf o¢ (v ({£)) > o0 (({t))) = F(0).

2. Let t,¢,dy be as stated and define f : ME* — [0,+00] by f(v) = d¢ (u,v) = & (v({t})).
Then, lower semi-continuity in the second argument of dy follows from lower semi-continuity

in the sole argument of f(r) = ¢} (v({t})) as shown in the first part of this argument.

3. Let ¢,d, D, u be as stated.

Suppose D (p|e) is lower semi-continuous on N,. To show for any t € ¥* that ¢} : C —
[0, +-00] is lower semi-continuous, let z € C, (z,) € C be a sequence converging to z, (), €
ME* be a sequence converging to some v € ME* with 7 (v) = z such that m¢ (v,) = 2, and
vn((E)) = 0 = v(E) for any measurable set E € F with E # t. Lower semi-continuity
of D (ullv) yields that of ¢f as follows: liminf, o @4 (v ({t})) = liminf, oo D (p|lvn) >
D (ullv) = o (({8}).

Suppose it is the case for any t € X* that ¢} : C — [0, +00] is lower semi-continuous. Then,

lower semi-continuity of D (ul/e) follows from Fatou’s Lemma.

The result for A - D (u,e) follows from the facts that scalar multiplication is continuous and

composition preserves lower semi-continuity.
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This extends to divergences on channels.

Lemma 5 (semi-continuity). For any Hilbert space MY* and divergence D : IMY* x MY* —

[0, +00], the following conditions are equivalent:

1.

2.

for any b € MY*, the function D (1, e) : MY* — [0, +00] is lower semi-continuous.

for any ~ : MX* Z MY* and X € MX*, the function DY : B(X,Y) — [0,400] defined by
DY(n) = D (v(x),n(x)) is lower semi-continuous;

for any v : MA* Z MA* and X € MX*, the function DY, : B(X,Y) — [0,+00] defined by
Di(n) = XD (y(x),n(x)) is lower semi-continuous for any X € R; and

. if there is a function ¢ : Y* xIMY*xC — [0, +00] such that the function d : Y* X MY* x MY* —

[0, +00] defined by dy (¥, w) = ¢>$ (w(y)) satisfies the equation D (¢,w) = Z dy (¢, w), then
yEY*
(ﬁ : C — [0, 400] is lower semi-continuous for all y.

If any of the above conditions hold, x € IMX*, v : MX* 22N My*, H C B(X,)) is compact,
and the restriction DY |g: H — [0,+00] of Dy on H is not identically +00, then the infimum
dp = }:nlf{ D)/(h) is finite and the minimizer set Hy = {h € H | DY(h) < do} is not empty.

€

Proof. Let D be as stated.

1.

Suppose Condition |2 holds and let ¢ € 9MY*. To show D (v, e) is lower semi-continuous, let
X € MX* and {w,},cn be a sequence converging to some w € MY*. By the surjectivity
of my : B(X,Y) — 9MMY* established in the first part of the Lifting Lemma , there is a
continuous measurable channel v € B (X,)) such that 7 (y) = v(x) = . By the lifting
property of m, established in the second part of the Lifting Lemma , there is a sequence
{nn LOMA* 2 MY* |ne N,y (nn) = wn} C B(X,)) converging to n € B(X,)). Lower
semi-continuity of DY is shown to yield that of D (+, ®) by lim inf D (¢, v,) = liminf DY (1) >
n—oo n—o0
DY (n) =D (¥,v).

. Suppose Condition |1| holds and let v : 9X™ z OMY* be a continuous measurable channel.

To show for any x € 9MX™* that DY is lower semi-continuous, let {n,}, .y € B(X,)) be a
sequence converging to some n € B (X,)). It follows from continuity of the evaluator that

{7y ) ey = {10 () }eny © MMY* converges to my (1) = 1 (x). Lower semi-continuity of
D (7(x), ®) yields the result below:

lim inf DY (1) = lim inf D (y(x), 7 (x)) = D (1(x), n(x)) = Dy (1) -
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3. The equivalence of Conditions 2}3] follow from the continuity of scalar multiplication and the

fact that composition preserves lower semi-continuity.
4. The equivalence of Conditions [4 and [I] was established in Lemma [4]
The final result follows from the extreme value theorem. O

Channels form spaces over edges in the graphs presented in the next section.

4.2 Graph

The formulation in Problem of probabilistic channel post-training can be seen as a special case
of post-training a protocol on a network. This section introduces what is meant in this context
by a network and specifies a restriction of the protocol post-training problem that applies to a
measurable channel.

Let G=F :j; V be a graph. The type E of edges defines a relation V — V =V ? VonV in

which a node u is related to a node v iff there is an edge e € E denoted by u = v = u % v that
satisfies s (e) = u and ¢ (e) = v, and it induces the subset E C V' x V defined below.

E:{(u,v)evXV|3ui>veE}

Nodes obtain the following labels.

S S
Definition 4.21 (event graph). An event graph over a graph G = E = V is a graph F = X

t t
defined below:

L. types of subjects {S,}, ¢y, actions {Ay}, i, objects {J,}, oy, and security levels {Ly}, oy
2. event types X = {Ay}, oy given by X, = A, x J, x S, x L, for each v € V;

3. functions s,t : B — X satisfying (s,t) (e) = (X, Xy) iff (s,t) (e) = (u,v) for any e € E and
u,v € V.

It gives rise to the following structure.
1. upper topologies on the free monoids {X;}, . over the event types;

2. Hilbert spaces {IMA,}, oy and {IMMA;}, oy

v

3. coproducts A = |_| Al = |_| Jy,S = |_| Sy, L = |_| Ly;

veV veV veV veV

4. the type Xy = A x J xS x J of global events.
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Note that a global event cannot be produced unless it is comprised of data corresponding to a

single node.

Definition 4.22 (network, nodal purge). A network over an event graph G = (V. E, X) is a
type F = {F.}.cp of edge labels where each edge u 5 v in E is assigned the Hilbert space
F.={f: XJ — MX,} of measurable matrices from X" to X,. It induces the following structure:

1. Hilbert spaces {Gc},cp of cumulative measurable channels where each edge u 55 v is assigned
Ge=M (Xm Xv)§

2. product topology on F' = H Fe;
eckE

3. the subtype X = |_| X, in Xy of network events; and
veV

4. the nodal purge function [: V' x ¥* — X* defined by the purge channel t [g, and denoted £(v),

The network model is one in which there may be adversaries with unknown capabilities to
eavesdrop on unknown subsets of the channels, i.e., to view their outputs, but with no ability to
eavesdrop on states of nodes.

Recall that a measure p : BY* — C in 9ME* can be viewed as a function C), : ¥* — C and,
equivalently, that a function C' : ¥* — C gives rise to a function pc : BY* — C which is a measure

under certain conditions.

Definition 4.23 (network cost, network reward). A network value consists of a network N with a
type X of network events and function with signature >* — C. A network cost is also referred to
as a network cost C' or network reward reward R. A network reward R corresponds to a network
cost C iff they are defined on the same network and R (t) = |C (t)| — C (t).

Observe that network costs give rise to network rewards and any network reward arises in this
way from some network cost. A cost function C : ¥* — C corresponds to an unintended behavior,
e.g., measuring a type of unsafety. It is common to learn a model C : ¥* — [0,1] from data

consisting of traces in ¥* with labels {0, 1}. They can be defined on the following substructures.

S
Definition 4.24 (subnetwork). Given a network (N,Y) over a graph G = E = V, define a
t

subnetwork to consist of the following;:
1. a subtype A C E;

2. the subtype V4 =s(A) Ut (A) of V;

s]
3. the subgraph G4 = F :? V;
tla
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4. the subtype Fg = {Fu},c4 of F;

5. the subtype {X,},cy,; and

6. the subtype X4 = |_| X, of X.
vEVY
Network values are assigned to multi-turn interactions in subnetwork traces instead of the output

traces &,y of an individual channel.

Definition 4.25 (subnetwork value). A subnetwork value consists of a subnetwork N4 of a network
and a network cost over N4. A subnetwork reward corresponds to a subnetwork cost over the same
subnetwork iff the network reward on the subnetwork corresponds to the network cost on the

subnetwork.
Network rewards are used to weigh channels.

Definition 4.26 (reward-weighted channel). Given a subnetwork reward R4 : ¥% — C on a
subnetwork over a subgraph (V4, A), subtype X of X%, subtype ) of 3%, and a channel g : X* —
MY*, define the reward-weighted channel gr : X* — MY* by [x by, y]| =Ra(x:y) [xFgy].

This is used to normalize the rewards.

Definition 4.27 (reward-normalized channel). Let gr : X* — 9Y* be a reward-weighted channel.

Define its reward partition function Z : X* — Cby Z (x) = Z [x g, ¥] and its reward-normalized
yey*

1
channel r4 : X* — MY* by [xF, y] = W [x For yl.

Given a subnetwork value on a subnetwork N4 of N, a subnetwork Np of N4 is optimized by

means of a divergence for each edge in Np.

Definition 4.28 (local network preference). A local network preference on a subnetwork value over

S
a subgraph G4 = V4 == A is a subtype B C A of edges equipped with lower semi-continuity in
t

divergences {Db P My x MA ) — [0, +OO]}b€ 5

The first consideration is the optimization of a single edge in a subnetwork with a subnetwork

value.

Definition 4.29 (channel preference). A channel preference for an edge b € E in a network N is

a local network preference {b} C A on a subnetwork value R4 in N.

Attention is initially restricted to the situation in which a subnetwork value is defined on a

subnetwork that consists of a single edge.
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Definition 4.30 (microscopic channel preference). A microscopic channel preference for an edge
b € E in a network N is a channel preference for an b in which the subnetwork value R4 is defined
S
on a subnetwork over a graph G4 = V4 = A with A = {b}.
t

Observe that any channel can be viewed as a protocol on a network over a graph that consists

of a single edge.

Problem 4.31 (measurable channel post-training). Given:
1. countable event types V = {X, V};
2. a cumulative measurable channel g : X* — 9MMY* and a measurable property [x]yo € IMA™;
3. a compact subspace H 3 g of M (X, Y);

4. amicroscopic channel preference over g with a divergence D over 91Y* and a reward-normalized
channel r : X* — Y*

5. a real number \ € R such that A > 0;

6. a function L : H — (—o00, +00] defined below:
L(h;D,g,[x]o,A) = D (g ([x]o) . ([x]o)) + A+ D (7 (Ixo) . 2 ([x]o)) (4.2)

in terms of fixed D, g, A, r

the measurable channel post-training problem is the following optimization problem.

iréi};l L(h) (4.3)

This problem is soluble.

Theorem 1 (solubility of measurable channel post-training). Any instance of Problem admits

a solution.

Proof. Consider an instance of Problem 4.31| and let £ = finlf{ L (h).
€

If ¢ = +o00, then any h € H is vacuously a solution. Else, suppose £ # +o0.

Then, observe that L is a composition of lower semi-continuous functions and thus that it is
lower semi-continuous. The result follows from the extreme value theorem.

In all cases, there is an h* € H such that L (h*) = hlg}iiIL (h). O

The proof followed naturally from the continuity of continuation and the completeness of Hilbert
spaces, which necessitated the generalization from probability to complex measure.

A particular case restricted to real measures is presented in the next section.
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4.3 Probabilistic channel

In analogy with the general Problem [£.31] consider the following refinement to the probabilistic

channels of interest.
Problem 4.32 (probabilistic channel post-training). Given
1. countable event types X', ) with subspace topologies on AX* C MA™* and AY* C IMY*;

2. a cumulative probabilistic channel g : X* — AY* in A (X,Y) C M (X,)) and a probabilistic
property [x]o in AX™* C IMA™,

3. a compact subspace H 3 g of A (X,)) C M (X,Y) with the subspace topology for which any
h € H satisfies g ([x]o) < h ([x]o);

4. a microscopic channel preference over g with a reward-normalized channel r : X* — AY* and
a statistical divergence D over AY* C IMY*;

5. a constant A € R such that A >0

6. a function L : H — (—00, +00] defined below
L(h; D, g, [x]o, ) = D (g[xo, hlx]o) + A - D (F[x]o, h[x]o) (4.4)

in terms of fixed D, g, [x],, A:

the probabilistic channel post-training problem is the following optimization problem.

hmeigll L(h) (4.5)

The desired result is shown below.
Theorem 2 (solubility of the probabilistic channel post-training problem). Consider Problem .
1. Any instance of Problem is an instance of Problem [{.31]
2. Any instance of Problem admits a solution.
3. Any instance of Problem[3.30] is an instance of Problem [{.31].
Proof. Consider Problem

1. The reduction of Problem [£:32]to Problem [£.31] follows from the fact that probability measures

are a special case of complex measures.

2. The solubility of Problem [4:32] follows from Theorem [T}
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3. The subspace topology inherited from a metric topology is the metric topology on the subspace.
O

Therefore, any pre-trained probabilistic AI model admits post-trained Al counterparts that
better satisfy microscopic channel preferences, e.g. as specified by a reward model trained on data.
A formal simplification is that the network preference in Problem [4.32] is microscopic. This

restriction is lifted in the next chapter on networks and communication channels.
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CHAPTER 5
NETWORK

The results thus far concerning individual channels in isolation are generalized in this section to
networks of channels. In particular, it is shown that post-training admits a solution when the cost
function C' is assigned to the traces of an interactive conversation between two speakers, as opposed
to the previous section which did this for the outputs of a single channel from one speaker. The
analogous result for a protocol that involves an arbitrary number of speakers is shown in Chapter [6]
and some of the necessary infrastructure is presented in this section.

In the remainder of this article, let G = F % V denote an arbitrary finite graph and N = (G, F)
be a network over G. '

One of the nodes in G is labeled to denote that the interaction begins at that node. In the

context of a protocol for the game of chess, the two nodes could correspond to the two players, and
the label attached to one of the two players indicates that they make the first move.
Definition 5.1 (graph initialization, initial graph). An initialization of a graph G = (V, E) is a
pair (vg, eg) consisting of an initial node vy € V' and an initial edge vg 29 vy in E. An initial graph
Go = (Vb, Ep) consists of a graph G = (V, E) with a pointed type (V,vg) of nodes and a pointed
type (E,eo) of edges such that (v, ep) is an initialization of G.

The networks under investigation are defined over such graphs.

Definition 5.2 (network initialization, initial network). A network initialization on a network N
over a graph G = (V, E) is a graph initialization (vo,eg) on G with a fixed measure [xo] € MA,
over the trace space A, and an initial network Ny = (Gp, [xo]) consists of an initial graph with a

network initialization over it.
Motion along the network is enabled by the following structure.

Definition 5.3 (router, node channel, scheduler). Given a network N over a graph G = (V| E),
define:

1. a router to be a function o: V x ¥* — AV

2. a mode matriz to be a function f:V x X* — 9MX; and
3. a scheduler to be a function v : ¥* — AV.

The dynamics arise from the following structure.

Definition 5.4 (protocol, initial protocol, executable protocol). A protocol over a network N =
(G, F) consists of a point f? € F. An initial protocol is a protocol on an initial network, and an

executable protocol is an initial protocol with a scheduler and node matrix.
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The idea is that the protocol executes evolution by executing its constituent channels on a global
trace accumulated by the entire protocol, although a given node only has a local view of the global

trace.

Example 5.5 (stateless surveillance). Surveillance equipment can monitor communications and

facial expressions, but it can not yet observe states of mind directly.

This motivates the view of a protocol state as consisting of concatenations of traces from channels
without regard to any notion of node-internal state.

Whereas the traces of a channel NN X, — MAX; belong in &}, the traces of a protocol
belong in 3*.

Consider the phenomenon described below.

Principle 5.6 (simultaneity). Given a graph G = (V, E) and a node w € V with a type S,, of
subjects, it is possible for a subject A € S, to simultaneously witness events from the stochastic

. . . . (& e
matrices over a distinct pair of edges u — w and v = w.

Whenever such a phenomenon occurs, neither of the incoming traces from the stochastic matrices
are received. This could be addressed in many ways, for example, by extending V to Voo = V U
{oo} and then replacing each channel X EALN MAX,; with restrictions gy oo, goo,» Of the continuous
channels satisfying X, é M %) MX, = Gu,o so that the network is well-behaved and

Ju,c0 goo,v

the error modes are described by the node oo of nature with perturbations of the original channels,

which may serve as a basis for alternative models of threat and attack. This nuance is disregarded

by the following simplification.

Assumption 5.7 (sequence). Nodes never witness the simultaneous arrival of events, and the time
elapsed between the witness of events from distinct matrices is large with respect to the time elapsed

in transit.

That is, inputs are processed before subsequent inputs arrive. Thus, the state of a node is
captured by the unique trace x, € &7 observed by some point in time and the state of the protocol

can be viewed as an element in H X, although its points do not correspond to states uniquely

veV
since two different nodes can observe the arrival of traces at moments in time that they perceive to

be simultaneous.

As such, protocol traces are equivalence classes of H X defined by indistinguishability to

veV
observers at nodes. The following simplification holds in classical regimes.

Assumption 5.8 (triviality). The equivalence classes that define protocol states are trivial.

Thus, the state of a protocol is described by a unique element in H X;;. Observe that there is a
veV
surjection 7 : ¥* — H X, since the local states are projections and that there are generally many
veV
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global sections since there are many permutations with fixed projections which permute symbols
belonging to different nodes. That is, there are many ways that traces in ¥* correspond to the same
local traces.

The main idea is that the protocol evolves one step a time as captured by the following structure.

Definition 5.9 (protocol matrix, cumulative protocol channel). Given an executable protocol, an
initial source [x¢] € MAG, scheduler v : ¥* — AV, and node matrix f: V x ¥* — MY, define:

1. the protocol matriz M to be the measurable matrix M : X* — 9MY given below

M(t) =) v(t)(v)fo(t);

veV

2. the cumulative channel/protocol (measurable) channel P to be the accumulation of M.

The uncertain properties relevant for the protocol are probability distributions in AX* or more
general measures in 9X*, and the requirements of the protocol are requirements of its measurable

matrix or cumulative measurable channel.

Definition 5.10 (protocol continuation, discount, discounted protocol). Given a cumulative pro-

tocol channel P, define:

1. the protocol continuation p : ME* — ME* to be the continuation p = P;
2. the composition p™ : ME* — ME* inductively by p = Lops and p" = po p"~ ! for n > 1;

3. a discount to be a sequence 3 = (3,),,cy in RN such that Z Bn < 00;
neN

4. the discounted protocol p™N) : 9MML* — ME* for some discount f = (Bn)ney in RN by
N
PN ([]) = Bup™ ([8)-
n=0
Initial protocols give rise to the following sources.

Definition 5.11 (initial protocol source, N-discounted protocol source, discounted protocol source).
Given discount 8 = (fp),cy in RN and a cumulative protocol channel P for some initial protocol

with initial node source [xo] € MA], define:

1. the dnitial protocol source [t], € IME* by the measure [t], : BE* — C given point-wise as

follows

t], (x) = [OXO] (x) izef‘g ; (5.1)
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2. the N-discounted protocol source [t]xy € ME* defined by [t]y = p™) ([t]o) for any N € N;

and
These sources give rise to the following source.

Definition 5.12 (discounted protocol source, discounted node source). Given an initial protocol
with N-discounted protocol sources {[t]n} ycp, the discounted protocol source [t] € 9ME* is defined
by [t] = A}gnoo [t]y and the discounted node source [x,] € MA,; at any node v € V is given by
(oo (x3,) = D)= [t] () for each v € V.

(%

Any protocol gives rise to a protocol channel, and this can be done in different ways.

5.1 Security

First, the data needed to construct a protocol channel can be defined probabilistically as follows.

Example 5.13 (router, node channel, scheduler). Given a network N over G with measurable

matrices {Fy ,} ( define:

u,v)EE’

| fu (£©) ] ,
Z(u,w)eE ”fu,w (t(u)) H’

2. the node matriz f:V x ¥* — IME by f, (t) = Z [t Fo. V] fuw (t(“)); and
(u,v)EE

[FAQI
2vev 1o (®) 1

This gives rise to a protocol matrix and thus to a protocol channel.

1. the router o: V x ¥* — AV by [t I, v]| =

3. the scheduler v : ¥* — AV by [t by u] =

It can also be defined differently for a type of protocol defined below.

Definition 5.14 (Send/Rcvactions, sendevent, rcvevent, Send/Rcvprotocol). Given a protocol P

with a type S of subjects, define:
1. the type A of Send/Rcvactions by A = {(e),(e)} xS

2. an event r to be a sendevent iff its action is (u) € A for some u € S and r to be a rcvevent

iff its action is (u) for some u € S; and
3. P to be a Send/Rcvprotocol iff A, = A for each node v € V.
Consider the following delays.

Definition 5.15 (match, unmatch, out, delay, partition, normalized delay). For any type ¥ of

events in a Send/Rcvprotocol, define:

60



. the delay function D : ¥* X S — [0,400) by D (t,u) =

. the normalized delay function d : ¥* x S — [0,00) by d (t,u) =

. an event s with action a; = (u) to be matched in a trace t € 3* iff there are an indices i, j < |t|

such that t; = s and t; = r for some event r at index j > i with action a; = (u);

. an event s to be unmatched in a trace iff it is not matched;

the out function ¢ : ¥* x S — N to map (t,u) to the number of sendevents (u) which are not
matched in t;

1 .
1+q(t,u)’

. the delay partition function Z : ¥* — [0, +00) by Z (t) = Z D (t,u); and

ueS

D (t,u)
Z(t) -

This can be used to define the data required for a protocol channel.

5.2 Global channel

Consider a protocol with protocol channel P : 3* — 913*. The protocol can be viewed as channel

on ¥* or as an operator p = P for evolving a measurable property in 9%*. Even though the data

of a protocol is defined locally per node, they give rise to a notion of evolution that is global.

Definition 5.16 (global protocol preference). A global protocol preference consists of a (global)

network value and lower semi-continuity in the second argument of a divergence D : IME* x IME* —
[0, +o0].

Consider a global protocol preference and the question of whether there is a global behavior that

optimizes it.

Problem 5.17 (global protocol channel post-training problem). Given:

1.

2.

an initial graph Go = (Vo, Ey) over (V, E);

an executable protocol channel P over G with source [t] € MME*,

. a compact subspace H 5 P of the Hilbert space M (X, ¥) of measurable channels from ¥ to

X

. a global protocol preference over the full subset A = E of edges with a reward-normalized

channel rg : ¥* — IME*,;

. a constant A\ € R satisfying A > 0;
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6. a function L : H — (—o00, +00] defined as follows
L (h; D, P,[t}, A,r) = D (P ([t]) .k ([t]) + A~ D (7 ([t]) .~ ([¢]) (5:2)

in terms of fixed D, P, [t], A\, 7

the global protocol channel post-training problem is the following optimization problem.

min L. (h) (5.3)

This problem is soluble.

Theorem 3 (solubility of the global protocol channel post-training problem). Any instance of
Problem [5.17 admits a solution.

Proof. Observe that H is a compact space containing P and that lower semi-continuity of L follows
from lower semi-continuity in the second argument of D. Then, the result follows from the extreme

value theorem. O

When the protocol is viewed as a program on the global state, the above theorem guarantees
that there is an optimally post-trained program on the global state. However, this program h* €
arg ﬁrélﬁ L (h) may not be realizable as the protocol channel of an executable protocol over the same
initial protocol. This issue is resolved by a general result in Chapter [6] A special case is presented
in Section [5.3] below.

5.3 Communication

A special case of an initial protocol on two nodes is presented below.

Definition 5.18 (communication channel). A communication channel is an initial protocol with two
nodes V = {X, Y}, edges between distinct nodes, f = (fx, fy), corresponding cumulative channels
gx : X* = MY* from X to Y and gy : Y* — MXA™* from Y to X, the channel P : X* — AX™* whose
continuation P : AX* — AX* is given by P = gy o gx, a probability distribution [x]o € AX*, and
the languages Ly, Lx C X* given below.

n
Lx = U support P’ ([x]o)
i=0

Ly = | J support gx(x)
xELx

62



Let (9x, gy, [x]o) be a communication channel.

A communication preference is a protocol preference over a communication channel.
Problem 5.19. Given:
1. a communication channel (g, gy, [x]o, 2);

2. a communication preference (r, D) for which D is lower semi-continuous in the second argu-

ment;

3. a compact subspace H C 9 (X,)) containing g such that any h € H satisfies g ([x]o) <
h ([x]o) and 7 ([x]o) <k ([x]o);

4. a constant A € R such that A > 0;

5. a function L : H — (—o0, +00] defined below:

L (h) = D (g([x]o)[h([xo)) + AD (7([x]o)|I2([x]o)) (5.4)
in terms of fixed D, g, [x]o, 7;

the communication post-training problem is the following optimization problem:

min L(h). (5.5)

Such a problem admits a solution.

Theorem 4. Given any instance of Problem|5.19, there is a minimizer hg € arg 211111{1 L(h).
€

Proof. Let D, H, L be as stated. Then, H is compact and contains g.

Observe that lower semi-continuity of L follows from lower semi-continuity in the second argu-
ment of D, continuity of the continuation operator, and the fact that composition preserves lower
semi-continuity.

The result follows from the extreme value theorem. O

A special case is presented in the next section below.

5.3.1 Adaptive communication

Recall the Example [2.7] of attacks on the assisted authentication protocol and consider the following

refinement.

Example 5.20. Consider a refinement of Example[2.6]in which the assisted authentication protocol

is executed over several trials.
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Rather than assuming the trials in the above example are independent, it is assumed that the

actors are able to adapt before the first trial and in between trials.

Strategy 5.21 (adaptive offense). An intelligent deceiver is adaptive, refraining from adaptation if

optimal and otherwise adaptively maximizing its capacity to launch authentication attacks.

Prior to any interaction with Alice, Bob is given permanent access to all of Carol’s resources for
the purpose of preparing in concert with Carol to build an internal model Eve of Alice and obey

the following long-term strategy.

Strategy 5.22 (adaptive defense). An intelligent, defensive helper is adaptive, refraining from
adaptation if optimal and otherwise adaptively minimizing the deceiver’s capacity to launch au-

thentication attacks.

Although the offensive strategy of eliciting responses from Alice that maximize Carol’s confidence
on the basis of a single conversation may be ideal in the short term of a single trial, the defensive
strategy is chosen in consideration of a long-term strategy over repeated trials in which the confidence
of evaluation on earlier trials is less valuable than that of later trials by which all of the actors have
learned from previous trials and their interactions in other protocols between such trials.

This long-term view discounts evaluation of Alice’s intention to deceive in favor of minimizing

Alice’s education in deception for the following reason.
Heuristic 5.23 (cybernetic teleology). The purpose of a system is not its specification.
“The purpose of a system is what it does.” |Beer, [2004]

In order to authenticate after the final trial, the authentication team aims to minimize Alice’s
deceptive capability in the unknown final trial by minimizing Alice’s capacity to learn deception
in each trial. In order to honor Bob’s existing performance in this protocol and others, Bob must
adapt to optimize this aim while minimizing the amount of adaptation in the following sense.

In order to understand the feasibility for Bob to adapt, consider the following problem.
Problem 5.24. Given

1. a communication channel consisting of channels g : X* — MY* gy : YV* — PMA*, an initial
property [x]o in 9MA™ and the derived property [x] € MA™;

2. a network cost C': ¥* — [0, 1] that determines a reward-normalized channel r : X* — IMY*;

3. a compact subspace H > g of the Hilbert space 9 (X,)) such that any h € H satisfies
9(x) < h(x) and r(x) < h (x) for all x € support [x];

4. lower semi-continuity in the second argument of a divergence D : 9MY* x MY* — [0, +o00];
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5. a trace x € X*;
6. a real number A € R such that A > 0;

7. a function L : H — (—o00, +00] defined below:
Ly (h; D, g, A,r) = D (g(x), h(x)) + A - D (r(x), h(x)) (5.6)

in terms of fixed D, g, A, r:

the online communication post-training problem is the optimization problem stated below.

ineig Ly (h) (5.7)

Consider the following conjecture.
Theorem 5. Any instance of Problem[5.2]] admits a solution.

Proof. Consider an arbitrary instance of Problem with H,D,x, A\, Lx. Recall that H is a
non-empty compact space. Lower semi-continuity of Ly follows from that of continuation e, D,

composition, and linear combinations. The result follows from the extreme value theorem. O

Observe that Problems and concerned the task of post-training the channel g : X* —
MY* of the first speaker but disregarded the task of post-training the channel gy : Y* — MA™ of

the second speaker.
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CHAPTER 6
PROTOCOL

Consider a collection V' of intelligent systems, a collection E of edges that signify one-hop

S

directed paths, and the graph G = F = V which assigns any edge v — v to its source node
t

u = s (e) and target node v = ¢ (e). Recall the notation in Tables [2| and

Structure Description

S
G=FE=V graph with source s and target ¢
¢

Vo = (V,vo) initial node vg € V
Ey = (E, ep) initial edge vy <% v, € E

(vo,e0) €V X E initialization of G
Go = (Vo, Ep) initial graph Gy over G

Table 6.1: Initialization over graph

An initial graph specifies an initial node vg € V and an initial edge vy — vy in E.

S
A network N = F = X over G assigns each node v € V to a type X, € X of events and each
t

edge u % v in E to the Hilbert space F, of measurable matrices from X, to X, as shown in Table
6.2

Structure Description
S
Go = (Vo, Ep) initial graph Gy over G =FE =V
¢
X, type of events at node v € V
Y= |_| Xy type of network events
veV
Fe measurable matrices from X to Xy
[Xy,] € M initial source on X,
Ny = <G0, {Fe}er [xv0]> initial network over Gy

Table 6.2: Initial network over initial graph

Each node X, € X gives rise to a Hilbert space IMA,S of (finite, complex) measures on the
measurable space given by the Borel o-algebra generated by the upper topology on the free monoid
X, of traces of events in &, and each edge u S gives rise to a Hilbert space X, = M (X, X)) of
measurable channels from &, to X,. An initial network specifies a source [x,,] € 9MMA,; . While any

event at node v is a term in X, an event in the network is a term in the type ¥ = |_| Xy
veV
A protocol is specified by a vector f in F = H F, as shown in Table .
ecl

66



Structure Description
No = (Go, {Fe}eep » [Xuo)) initial network over Gy
F = H F, product F' equipped with the product topology
. eclk
fer vector of measurable matrices
<No, f> initial protocol over Ny
Xe=MM (Xs(e), Xt(e)) measurable channels from X to Xy
g= f* vector § = [ge]eeE of measurable channels given by g. = f for each e € E
P .Y — oy cumulative protocol channel
[x,] € MA, prior source on node X,

Table 6.3: Initial protocol over initial network

It gives rise to a vector ¢ in the product X = H X, of Hilbert spaces, a protocol channel

ecE
P :¥* — ME*, a source [x,] € MA, at each node v € V, and more structure shown in Table

The vector ¢ can be viewed as an initial configuration of the protocol. An instance of pro-
tocol post-training consists of an objective function £ on a topological space H and the task of
computing a representation h € H whose behavior approximates that of an objective minimum

= L (ﬁ) in H. It may be theoretically possible in contrived settings to directly compute

h* € argming

h by means of a closed-form solution. The methods of post-training arising in practice tend to
enforce h_E) = ¢ is in H and compute a sequence of iterations hqo — h_i — h_é — = h_;l — -+ until
some condition is met, often by way of gradient-based algorithms that update iteratively update
the parameter vector of a parametrized machine learning model. There may not be an optimal
configuration if the space H is topologically ill-behaved.

The notion of a well-behaved space is formalized below.
Definition 6.1 (protocol state space). Given

S
1. an initial network Ny over a graph £ = V that determines a Hilbert space H, = 901 (Xs(e), Xt(e))
t

of measurable channels for each edge e € F;

2. the topological space X = H H, equipped with the product topology;
eckE

3. an initial protocol <N0, f> that determines a vector g = f* in X;

a protocol state space over § is a pointed topological space (H, §) satisfying the following conditions:
1. H is a topological space equipped with the subspace topology inherited from X;
2. H contains g; and

3. H is compact.
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Consider a protocol state space (H, §) over g and an instance of the following objective.

Objective 6.2 (macroscopic channel post-training objective). A macroscopic channel post-training

objective defined in terms of

1.

7.

S
an initial network Ny over a graph G = E =3 V;
t

S
. an edge uvin a subgraph G4 = A = V4 of G,
t

. an initial protocol <N0, [ fe} E> that determines a vector § = { fe*} and a node source
ec

ecE

[xu] € MAY;

. a subnetwork N4 over G 4;

. a subnetwork reward R4 on N4 that determines a reward-normalized channel

ry t M — M

which weighs g, by Ra;

. a channel preference for b in N4 satisfying lower semi-continuity in the second argument of a

divergence D : MX x MX* — [0, +00]; and

a constant A € R satisfying A > 0;

on a protocol state space (H, g) is a function Ly : H — (—o0, +00] given by the assignment from

any vector h= [he} in H to the following value.

eck

Ly (R) = D (g (<)) o (K1) + A+ D (75 (L) T ([x]0) (6.1)

Observe that the objective is well-defined.

Proposition 6.3 (macroscopic channel post-training objective). For any instance of Objective
the following hold:

1.

2.

3.

the function Ly : H — (—o0, +00] defined by Equation (6.1]) is well-defined;

if inf Lp (ﬁ) = +00, then arg min L (ﬁ) = H; and
heH heH

the function L is lower semi-continuous on H.

Proof. Let u LN v, g, Ty, D, H, A, Ly be as stated, and let G, = M (X, Xy).
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. Define the projection m, : H — Gp by |h, " hy, and recall that 7, is continuous. Let
H = m, (H). Recall from Proposition %hat e is well-defined on H C Gy. Recall that
D is well-defined on IMA x MA" and that D (u,e) is well-defined on any subset of M
for any p € MA,;. Then, observe that D (g ([x]s),® ([x].)) and A - D (75 ([x]) , ® ([x])) are
well-defined on H. The result follows from the fact that addition is well-defined.

. Ifl = inf L, <fz> in (—oo, +o0] is +oo and h e ‘H, then the inequalities | < L (ﬁ) < 400
heH

imply that Ly (E) = 400 = [ and thus that h € arg Iﬁm“ftl Ly (ﬁ)
€

. Observe the lower semi-continuity of ®, scalar multiplication, addition, and the second argu-

ment of D. The result follows from the fact that composition preserves lower semi-continuity.

O

The task of post-training is to minimize the objective.

Problem 6.4 (macroscopic channel post-training). Given

1. an initial protocol that determines a vector § of measurable channels;

2. protocol state space <7—[, §>;

3. a macroscopic channel post-training objective Ly, : H — (—o00, +00] for an edge b:

the macroscopic channel post-training problem is the optimization problem stated below.

win Ly (E) . (6.2)

This problem is shown to be soluble.

Corollary 6.5. Any instance of Problem [6.4] admits a solution.

Proof. The result follows as a corollary of Theorem [ and a direct proof is provided below.

Let Ly : H — (—00,+00] be as stated. Define [ € [—00, +00] by [ = inf L, (ﬁ)
heH

Recall Lemmalf] The result follows immediately if [ = +o00, so suppose | < +00. Non-negativity

of D implies [ is contained in [0, +00). Recall the compactness of H and the lower semi-continuity

of Lp. Then, the result follows from the extreme value theorem. O

Observe that the above objective was restricted to an individual channel b and that this restric-

tion is lifted in the following objective.

Objective 6.6 (local protocol post-training objective). A local protocol post-training objective de-

fined in terms of
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S
1. an initial network Ny over a graph G=F =3V
t

2. an initial protocol <N0, f> that determines a vector g of measurable channels and node sources
{XU}uGV;

3. edges B4 € A C F in a subnetwork Np of a subnetwork N4 of Npy;

4. a subnetwork reward R4 on N4 that determines reward-normalized channels

{r,, ALy — MA, }bEBA

5. alocal network preference for B in IV 4 satisfying lower semi-continuity in the second argument
of divergences {Db M) x MAY,) — [0, +oo]}b€BA;

6. a vector A\g, € RIB4l2 in the non-negative orthant;

on a protocol state space (H,g) is a function Lp, : H — (—o0,4+0o0] given by the assignment from

any vector h= he . in H to the following value.
ec
Lo, () = >0 Mo+ Do (@), o)) + Ao - Dy ((Bxa]). o)) (63)
uih)EBA

The local objective Ly corresponding to the empty set B4 = () is defined by Ly (ﬁ) =0. It is

clearly well-defined and lower semi-continuous.

Proposition 6.7 (local post-training objective). For any instance Lp, : H — (—o0, +00] of Ob-
jective [6.0] the following hold:

1. the function Lp, defined by Equation is well-defined;

2. if inf Lp, (ﬁ) = 400, then argmin Lp, (f_i) = H; and
heH heH

3. the function Lp, is lower semi-continuous on H.

Proof. Let Lp, be as stated. Observe that Lp, is a linear combination of terms which have
previously been shown to be well-defined and continuous on H. The same argument can be reused

to show the second item. O

6.1 Protocol Post-Training

The general problem of protocol post-training is the problem of optimizing the following objective.
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Objective 6.8 (protocol post-training). A protocol post-training objective consists of the following:

S
1. an initial network Ny with a network initialization on a network over a graph G = F =3 V;
t

2. an initial protocol on Ny given by a vector f: [fe} p
ec

3. a protocol state space (H, §) over the vector § = [ f;} . of measurable channels; and
ec

4. a function £ : H — (—o0, +00| defined in terms of

e a choice B : PE — PE such that By := B (A) satisfies B4 C A for each A € PE;

e a vector A = [)\A] in the non-negative orthant of Rz‘EI;
AEPE

e a vector L = {L in which the entry at index A € BFE is given by a local

5]
AEPE
protocol post-training objective Lp, : H — (—00,+00] in terms of a subnetwork value

S
on a subnetwork over a subgraph G4 = A = V4 of G and a local network preference
t

S
over a subgraph B4 = Vg, of G4
t

by the assignment from any vector h = [he} . in H to the value given below.
ec

L <E) =Y M- Ls, <FL) (6.4)

AEPE

Consider an objective £ : H — (—o00,400] as defined above, and observe that it is a linear
combination consisting of one local post-training objective Lg, : H — (—o0,400] for each subset
A € PFE together with a penalty coefficient A4. For each subset A of edges, the objective L4
represents a shared cost that the nodes in {u eV |3Ju SveE } cooperate to minimize. Despite
the fact that each coalition experiences the shared cost, in the sense that they seek to minimize it,
the optimization of L 4 induces trade-offs within each coalition.

It is worth noting that this objective is well-defined.

Lemma 6 (protocol post-training objective). For any instance L : H — (—o0,400] of Objective
the following hold:
1. the function L defined by Equation (6.4]) is well-defined;
2. if inf L (ﬁ) = 400, then arg min £ (ﬁ) =H; and
heH heH

8. the function L is lower semi-continuous on H.
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Proof. Let L : H — (—00,+0o0] be as stated and E be the edges in the underlying graph.
Then, £ is a linear combination consisting of one objective per edge in E together with a penalty.
Thus, it is well-defined and lower semi-continuous on H. The second item follows as it did for each

local post-training objective. O

The optimization of £ forces competition among the collection of all coalitions in B E.

6.1.1 Optimization Problem of Protocol Post-Training

Given a graph graph G = (V| E) and initial protocol specified by §, consider a protocol state space
(H,q) and protocol post-training objective L (O;X, E) : H — (—o00,+00]. This determines an

instance of the following problem.

Problem 6.9 (protocol post-training). A protocol post-training problem consists of a protocol post-
training objective function £ : H — (—o0, +00] defined in Objective by Equation (6.4 and the
optimization problem stated below.
min £ (l‘i; X E) (6.5)
heH
Solutions to the above problem are characterized below.

Definition 6.10 (minimizer). Given any instance £ <o; X, E) : H — (—o0,+00] of Problem a

in H is said to be a minimizer of L iff £ (hB) =min L (ﬁ)

vector ho = [hoe}
e heH

S

Minimizers are also called solutions.

Solutions may not be unique.

Definition 6.11 (minimizing set). Given any instance of Problem the minimizing set of L is

given below.

H, = argmin L (i_i, X, E)
heH
It is defined to contain * = [h’g} iff £ (E*; X, E) < inf £ (E; X E).
eckE heH
An instance of Problem defined by L is called insoluble iff H, = () and soluble iff H . # 0.
Each node u € V experiences a superposition of cooperative and competitive forces specified by
a vector L. Any specification of relevant trade-offs, in the form of a penalty vector X, can be viewed
as the specification of a game. The main contribution of this article is to show that any such game

has an equilibrium in the sense that there is no direction of motion that improves the total loss L.
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Minimizers for Protocol Post-Training

For an optimization problem such as Problem [6.9] to be well-posed, it is typically required that
solutions satisfy conditions of existence, uniqueness, and stability. The solutions are characterized

below.

-

Lemma 7. For any instance of Problem with objective L (h;X, E) : H — (—o0,+00], the

minimizers are given below.

arg min £ (ﬁ, X, E) =L (glin L(h; X, E))
heH heH

Proof. Let L (E, X, E) : H — (—00,+00] be as stated and | = min £ (i_i, X, E)

heH
If hy € argminz(ﬁ; X, E), then £ (h};ﬁ, E) = land hy € £71(1). If hy € £ (1), then
heH
L (hB) =] and h_E) € argmin L (ﬁ, X, I_;) O
hocH

The existence of global minimizers guarantees there is an equilibrium that is ideal, and this is

conjectured to hold.

Conjecture 1 (solubility of protocol post-training). Given any instance of Problem the set of

minimizers s not empty.

Existence of Minimizers for Protocol Post-Training The above conjecture is proven below.

Proof (of Conjecture|1| on the existence of minimizers for the protocol post-training problem).
Consider any instance of Problem defined by a protocol post-training objective.

Recall that any instance of Objective [6.8] consists of an initial network Ny, an initial protocol
<No, f?, a protocol state space H over § = f*, and a function £ <0;X, I_;) : H — (—o00,+00]. By
Definition of a protocol state space, the subspace topology on H is compact and the vector g is
contained in H.

Recall from Lemma [6] that £ is well-defined, non-negative, and lower semi-continuous on H. It
follows from the containment § € H that H and £ (H) are not empty.

Consider the subspace topology on £ (#) inherited from (—oo,+o00]. Compactness of L (H)
follows from the extreme value theorem. This compact subspace of [0,+4o0] is closed, bounded

below by 0, and contains the minimum [ = min £ (H) Recall from Lemma H that He = L71(1). Tt
heH
follows from the containment ! € £ (H) that H, is not empty. O

The above proof of Conjecture [I] establishes the following result.

Theorem 6. Any instance of Problem[6.9 admits a non-empty of solutions.
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Therefore, the target outcomes of protocol post-training exist.

To refute the claim that an arbitrary instance is well-posed, consider a pathological instance in
which all divergences are constant; then, every vector in the domain is a minimizer and uniqueness
does not hold.

Further investigation into the mathematical theory of protocol post-training is needed to char-
acterize the stability of Problem and the circumstances under which the optimization problem

is well-posed. Additional directions for future research are discussed in the next chapter.
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CHAPTER 7
DISCUSSION

The motivations and results are revisited in this chapter.

The deployment of Al introduces new dimensions to the problems of privacy, security, and trust.
They center around the need established in Chapters to constrain the behaviors of Al actors.
Question [1.2| concerned the structure of protocol post-training, and Question concerned the
conditions that guarantee existence of solutions. These questions have not been addressed at this
level of generality in the existing literature |[Achiam et al.; 2017, |Gu et al., 2021} [2023], which tends
to focus on refinements for particular reinforcement learning algorithms.

The main contribution of this thesis is a proposed model of protocol post-training, extending
[Pavlovic and Seidel, 2025], that answers Questions & . The proposed model serves as a
general setting for reasoning about the opportunities and limitations of protocol post-training in a
manner that is independent of algorithms and computational paradigms. A hierarchy of structure

was developed to establish the results in the table below.

Theorem | Existence of solutions to the problems of post-training a ...
1 measurable channel
2 probabilistic channel
3 global protocol channel
and bidirectional communication channel
6 initial protocol

Table 7.1: Main results

They support the implications in Section and motivate many directions of further research.

In analogy to the geometry of trace properties, the notion of an uncertain property was intro-
duced in Chapter [3|along with a brief investigation of the geometry of uncertain properties and the
geometry of (finite, complex) measurable properties. The development of these theories remains a
matter for future work.

The first problems considered the tasks of post-training (finite, complex) measurable channels
in Chapter [ and, as a special case, probabilistic channels in Section In addition to results that
address the technical requirements of these problems, the main results characterized the existence
of solutions. The key limitation of the results is that they address only the existence of solutions.
The related characteristics of uniqueness or stability were not explored in detail, and they remain
open for future work. In addition to such features of well-posedness, they also invite future work
on the construction of global minimizers and the approximation of local minimizers. For example,
consider the following question: if the lower semi-continuous divergences are assumed to be suitably

differentiable, would iterative applications of gradient descent converge to a local minimizer? This
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further motivates the development of methods to predict the limits of preference satisfaction and
the minimum achievable error €y > 0 for a given penalty A > 0.

It also raises the need for the fusion of preferences that generally conflict. In non-trivial settings,
the optimization is infeasible if there is a requirement that a particular trace is sampled with
probability 1, or if one requires probability p > 0.5 for a particular trace while another constrains
p < 0.5 for the same trace. The theory of post-training requires additional tools for merging

conflicting preferences.

7.1 Outlook

The ideas presented in Chapters support the view of protocol post-training as a game in which
the players form intersecting coalitions with competing objectives. The result in Section [6.1] estab-
lishes that this game admits an ideal equilibrium. Future work in Al protocol security may draw
on ideas from computer science, mathematics, philosophy and economics.

The practical implication for the analysis of protocols involving potentially deceitful Al actors
is that the strength of an actor can be measured by the extent to which they contribute to the
production of undesirable traces. Then, a protocol can be designed in iterations from the starting
point of a general-purpose language model by iteratively post-training it to minimize the cost

incurred by its contribution to undesirable traces.

Conclusion

The results support the intuition that protocol post-training is feasible and encourage the iterative

development of protocols that mediate interactions among networks of intelligent systems.
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