Proceedings of the 55th Hawaii International Conference on System Sciences | 2022

Detecting Red Flag of Workplace Crime Using Mobile Data on Abnormal
Usage Activities

Yuting Wang
School of Management
University of Science and Technology of China
yutingw(@mail.ustc.edu.cn

Hefu Liu
International Institute of Finance, School of
Management
University of Science and Technology of China
liuhf@ustc.edu.cn

Abstract
The purpose of this paper is to investigate how to
detect the workplace crime of organizational sales
representatives (e.g., sales who work with external
customers) through abnormal activities that can be
traced by mobile devices and applications. The
guardianship capability of organizations is considered

as the moderator influencing the monitoring of

abnormal usage activities calculated by deep learning.
In this study, we conduct event history analysis on the
occurrence of workplace crime utilizing a longitudinal
panel data set, which comprises 197179 weekly
observations in 3 years (2017-2019). Our finding
provides evidence that the abnormal activity pattern is
an effective signal for identifying workplace crimes.
Furthermore, we illustrate how to design monitoring
modes based on guardianship capability in order to
maximize the effectiveness of mobile monitoring in
reducing workplace crimes.

1. Introduction

Workplace crime (e.g., accepting kickbacks and
stealing from organizations) has been recognized as a
salient issue detrimental to organizations, especially
considering sales representatives who operate at the
boundary of an organization [1]. These employees
possess elevated privileges and have more chances to
exchange information, capital, and power with external
stakeholders, which facilitates the occurrence of
workplace crime [2, 3]. It is reported that most
employees have personally observed or have firsthand
knowledge of workplace crimes within their
organizations during the past 12 months [4]. The
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Association of Certified Fraud examiners estimated that
workplace crimes cost American firms about $3.5
billion annually [5]. Besides the enormous economic
loss, workplace crime further tarnishes the
organization's image, harms its reputation, and even
leads to business failure [6]. These significant issues
motivate the development of effective preventive
solutions to reduce workplace crimes.

Scholars have suggested that IT monitoring can be
effective in preventing workplace crimes [7]. For
example, Scott, Balthrop [7] argued that electronic
monitoring technologies can reduce illicit agent (e.g.,
frontline worker) behavior. Pierce, Snow [8] reported
that the adoption of monitoring technology at a
restaurant chain reduced sales representatives' theft. IT
monitoring has garnered the attention of researchers in
recent years, with studies focusing on whether it works
or not [9]. However, few studies illustrate how to
leverage IT monitoring to detect and reduce workplace
crimes. Routine activity theory (RAT) was developed to
understand the occurrence of crime and adapted to
various contexts [10]. RAT suggests three conditions for
crime to occur: a motivated offender, an opportunity in
terms of a suitable target, and the absence of a capable
or moral guardian. Schultz [11] suggests that behavioral
cues, including employees' unusual behavior, correlated
usage patterns, and personality traits can signal
employees' propensity of being a motivated offender.
With the growing forensic and detective capabilities
enabled by IT and the greater availability of mobile
technology, the recorded activities of employees are
extended to ample contextual dimensions. The usage
activity is enriched from simple used or not to visual,
descriptive, and geographical aspects [12]. Therefore,
the first goal of our study is o investigate how abnormal
usage activities traced by mobile apps are associated
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with the occurrence of workplace crime. To detect
abnormal activities, we use Multilayer Perceptron
(MLP) as a machine learning approach to learn the
normal patterns of usage activities and compared them
with the recorded patterns of activities.

According to RAT, the occurrence of workplace
crime would be leveraged under difference level of
guardianship [13]. Organizations need to implement
both internal guardianship and external guardianship in
monitoring sales representatives. Specifically, internal
guardianship allows organizations to monitor sales
representatives' internal collaboration with their
colleagues, and external guardianship represents
surveillance on sales representatives' interactions with
external stakeholders. To assess the levels of
guardianship, we define internal guardianship capability
and external guardianship capability, which are
measured by recorded guardianship subtracting learned
normal guardianship. The literature has generally lacked
empirical investigation of the impacts of internal and
external guardianship capability in effect on workplace
crime. Therefore, the second goal of our study is fo
explore how organizations' guardianship capability
influences the relationship between their abnormal
usage activities that can be detected in mobile
monitoring and their crime.

Our empirical investigation is built upon the mobile
IT usage data of sales representatives in a major Chinese
manufacturer of liquor products. Sales representatives
traveled to visit downstream partners (i.e., retailers), and
they used mobile apps to record their trips. We
aggregated data at the week level, which entails 197,179
observations about 1,822 Sales representatives in three
years (2017-2019). The mobile usage activities include
the uploading of visit locations, picture records, and log
text. We used a deep learning method to identify the
abnormal usage activities of uploading, which are based
on the divergence between the reported activities and
the normal activities learned from the deep learning
model. We collected 210 workplace crime events
identified by the company. Workplace crime is defined
as the deliberate actions taken by employees to deceive,
con, swindle, or cheat the company [14]. We also
measured guardianship capabilities using the firm's
internal and external surveillance times. Survival
analysis is used to investigate the relationship between
the sales representatives' mobile usage activities and
workplace crimes and how this relationship is dependent
on the firm's guardianship capabilities.

This study makes three theoretical contributions.
Firstly, it illustrates how the abnormal patterns in mobile
usage activities can be used as a crucial clue for
detecting workplace crime. Second, the study considers
how different types of self-reporting behaviors that are
traced by mobile applications may have different

implications for workplace crime detection. Third, our
study also illustrates how the consideration of internal
and external guardianship capabilities may facilitate
workplace crime detection using mobile monitoring
data. This paper attempts to scrutinize how the abnormal
information upload is shaped by guardianship
capability, thereby offering insights into how to monitor
Sales representatives based on the level of guardianship
needed to maximize the monitoring effect on reducing
workplace crime in the company.

2. Literature review and hypotheses
development

2.1. Workplace crime and routine activity
theory

Workplace crime has been defined as behaviors
committed against organizations for the benefit of the
individual perpetrator and might include embezzlement
or padding expense reports [14]. It is reported that
employee who works outside the company are usually
at high risk of illicit behavior [15, 16]. In fact, it is
reported that 60 percent of all employees engage in
theft: 30 percent when presented with an opportunity to
steal and 30 percent when they have found a way to steal
after actively searching for an opportunity [17].
Employee theft and fraud are widespread problems in
firms, with workers stealing roughly $200 billion
annually from U.S. firms to supplement their income
which ruin the reputation and performance of the firm.
[18]. More and more employees use their connections,
power or access to resources available within the
workplace in order to engage in informal economic
activities outside it. Hence, the necessity of preventing
the occurrence of workplace crime is crucial because of
the growing business concern over client confidence,
staff morale and deviant behavior [19, 20].

As a well-established criminological theory, RAT
has attracted significant interest in criminology and has
been subjected to numerous empirical studies. RAT
provides a simple analytical framework, which allows
straightforward applications in a variety of criminal
activities. The theory asserts that there are three
necessary components in a situation in order for a crime
to occur: a suitable target, a lack of a capable guardian,
and a motivated offender [10]. In other words, the theory
asserts that if a motivated offender is presented with a
suitable target that is not properly guarded against
victimization, a crime is likely to occur. Its clear
guidance allows for the development of policies and
crime prevention initiatives [21]. RAT has been used to
explain various crimes, from burglary [10], automobile
theft [22] to cybercrimes [21].
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This theory postulated that changes in the structure
of the patterns of daily activity of people in cities
following World War II could explain the rise in crime
according to leading studies at the time. In the
workplace situation of our paper, sales representatives
face sufficient capital and have offsite opportunities.
These accessibility enables them to get to the target and
then leave the crime’s scene easily. Hence, the potential
motivated offender is seen as the employee who
performed abnormal behavior in their routine mobile
usage work. The suitable target is the pecuniary and
relational resources the sales representatives can get
access to, for example, the retailers utilize bribes to trade
the resources of the organization with sales
representatives. The capable guardian represents the
guardianship capability that the organization exerts on
sales representatives.

2.2. Abnormal usage activity

The extant literature has considered utilizing
auditing and encouraging whistleblowing to reduce
workplace crime [23, 24]. However, by the time the
crime is discovered, the money is unrecoverable, or the
chance to recover the total amount of the loss is very
limited. Furthermore, it is costly and time-consuming to
investigate workplace crime especially involving large-
scale multinational operations. If the focus is on
workplace crime pre-detection of monetary losses, time
and effort to reconstruct fraudulent transactions, track
down the perpetrator, and reclaim missing funds can be
saved. An abnormal and significant change in behavior
can signal a negative outcome [25]. In routine activities,
unusual absences or timekeeping such as frequent sick
days or unexpected half-days taken can indicate that the
staff member has something else on the mind. The
employee looking for an excuse to linger at work to be
alone could pose a problem [26]. Also, unusual financial
reporting patterns and unusual transactional behaviors
are proven as an effective way to detect the occurrence
of deviant behavior [27, 28].

With the availability of information technologies,
abnormal usage behavior such as upload, log, and access
attempts can be tracked as a signal fraud problem [26].
Organizations expend substantial resources to monitor
sales representatives, and that much of this monitoring
activity is intended to record their deviations from
workplace norms [29, 30]. Mobile technology
empowers the firm to monitor sales representatives with
substantial detailed activity recorded anytime and
anywhere. Based on different dimensions of the mobile
recorded information, we categorized the activities
monitored by the mobile technology as photo uploads,
log text uploads, and location uploads [12]. Photo
uploads reflect the number of digital photographs taken

with a camera phone and sent back to the focal
company, which contains sales representatives' selfies
in the working environment. Log text uploads reflect the
text content that sales reps used to describe their work
(during visits to downstream partners) and upload words
through the mobile application, which helps the
company track the progresses of their work. Location
uploads reflect the actual geographic positions that sales
representatives visited. The abnormal activities are
measured by the differences between the actual uploads
of the content (i.e., photos, text logs, and locations) and
the normal patterns of uploading learned in a deep
learning model.

3. Hypotheses development

Location uploads are the fundamental report of
sales representatives, which is easy and flexible to
modify. When sales representatives perform differently
in uploading locations, on the one hand, they tend to
hide their guilty by showing hard-working through
active location uploads. On the other hand, they would
like to be invisible in the company by low frequent
uploading locations. The photo of the selfie and the log
text contains much more information and hard to modify
than the location report. As complementary information,
log text and photo are usually uploaded randomly based
on contingencies of the external environment, which is
unstable and unpredictable. Compared with the
abnormal pattern, sales representatives who perform the
normal photo and log text pattern usually suffer a higher
possibility of beautifying their behavior by routinely
controlling the uploading. They design a stable work
process by reporting the photo and log text in a specific
pattern. The deliberate, consistent behavior represents
the abnormal signals of deviant behavior. Hence,
abnormal change of the photo and log text uploads can
be seen as the effective monitoring mode in reducing
workplace crime. Hence, we propose the following.

H1: Abnormal location uploads are positively
associated with the likelihood of workplace crime.

H2: Abnormal photo uploads are negatively
associated with the likelihood of workplace crime.

H3: Abnormal log text uploads are negatively
associated with the likelihood of workplace crime.

Internal guardianship capability represents the
organizations' surveillance of sales representatives'
internal activities. When the organizations exert higher
internal guardianship capability, sales representatives
communicate with their colleagues with great caution,
representing them more carefully with their routine
work [31]. Also, the separated information can be
gathered during the communication. Hence, the positive
detection of abnormal location uploads will be
weakened by higher internal guardianship capability.
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On the other hand, their understanding of the
organization's strategic decisions and resource
allocation is improved by monitoring their operational
process, which helps them better beautify their
behaviors to satisfy the requirements of organizations.
With such knowledge, the relationship between
abnormal photos, log text uploads, and workplace crime
is weaker. Hence, we propose the following hypotheses:

H4a: With higher internal guardianship capability,
the relationship between abnormal location uploads and
workplace crime is weaker.

H4b: With higher internal guardianship capability,
the relationship between abnormal photo uploads and
workplace crime is weaker.

H4c: With higher internal guardianship capability,
the relationship between abnormal log text uploads and
workplace crime is weaker.

Sales representatives in the inter-organization
relationship are the external representations of the
company [32]. External guardianship capability is
defined as the extra guardianship times compared with
the usual guardship. When organizations exert more
external guardianship, sales representatives can build a
strong network with the organization's collaborators
through frequent visits [33]. The autonomy of sales
representatives is enhanced by performing extra
external representations. Under a higher autonomy
level, the identification of the sales representatives will
be reduced [34]. They tend to perform opportunistically
since they can make friends autonomously. Hence, the
positive relationship between abnormal location
uploads and workplace crime is strengthened; the
negative relationship between abnormal photo, log text
uploads, and workplace crime is weakened. We propose
the following hypotheses:

H5a: With higher external guardianship capability,
the relationship between abnormal location uploads and
workplace crime is stronger.

H5b: With higher external guardianship capability,
the relationship between abnormal photo uploads and
workplace crime is weaker.

H5c: With higher external guardianship capability,
the relationship between abnormal log text uploads and
workplace crime is weaker.

4. Methodology

We collaborated with a Fortune Chinese 500
manufacturer, referred to as the "G Company" hereafter.

We collected sale representatives' mobile uploading
data from G Company's database, gathering 1822 sale
representatives' mobile self-report information from
1/8/2017 to 6/23/2019. The sample consists of 197,179
observations. Through our interview with the human
source manager of G Company, we were informed that
workplace crime has cost the company millions of
dollars every year, which showed the importance of
reducing workplace crime [17].

4.1. Dependent variables

We defined workplace crime as deliberate actions
taken by employees to deceive, con, swindle, or cheat
the company or other vital stakeholders [14]. Workplace
crime is a repeated event for some employees. We
included all workplace crime events and used repeated
survival analysis to model this complicated relationship.
To measure workplace crime, we collected the relevant
files of the employees from the company announcement
and recognized 210 workplace crime events. In the
announcement, it includes when the employees do
workplace crime and when the company catches them
for doing so. Workplace crime in the announcement
includes fake expense application announcement,
unreasonable  application = announcement, and
unreasonable product price announcement. All the
workplace crime is seen as the benefits stealing from the
focal company. We marked the application date as the
workplace crime date for the application that had a
specific date. For the workplace crime we did not know
the specific date, through the interview, we used one
month before the announcement as the workplace crime
date as the manager suggested. The longer the time until
the occurrence of workplace crime means the lower
likelihood of workplace crime. The shorter the time to
the occurrence of workplace crime represents the higher
workplace crime likelihood.

4.2. Calculating abnormal usage activities and
guardianship capability

This study offered a calculation of the main ANN
model that has been shown to be useful in time series
forecasting, as well as a standard procedure for the
practical application of ANN in this type of task. The
model analyzed is the Multilayer Perceptron (MLP).

Table 1. Description of Variables
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Variable Dimension Measurement
Dependent | Workplace Binary indicator for the week of doing workplace crime, set to 1 for workplace
variable Crime crime.
Moderator IGC Internal Guardianship, .. — Learning Internal Guardianship, ..
EGC External Guardianshipiweek — Learning External Guardianshipiwﬂk
Independent ALU ABS[Location Uploads iweek Learning Location Uploads iWﬂk]
variables APU ABS[Photo Uploads, . — Learning Photo Uploads, . ]
ATU ABS|[Text logs Uploads, . — Learning text logs Uploads, . |
Control Age The number of years since sale representatives born
variable Experience The number of years since sale representatives join sales department
Marriage 1 for the sale representatives in marital status, o for the sale representatives who
are single
Gender Male for 1, female for 0
Note: 1. * shows significance at the 0.05 level, ** shows significance at the 0.01 level, and *** shows significance at
the 0.001 level.
2. ALU: Abnormal location uploads APU: Abnormal photo uploads ATU: Abnormal log text uploads IGC: Internal
Guardianship Capability EGC: External Guardianship Capability

MLP is used to train and predict normal activities and
normal coordination. We took their characteristics, such
as marriage, gender, age, experience, hire source and
education as predicted features. Also, time features such
as year, month, and day are added to the model. In this
paper, k-fold training method is used to save the
prediction result of each training, and the final
evaluation result is obtained by taking the average value.
K-fold improves the robustness of the prediction results
and better evaluates the prediction ability of the model.
By gird search method, it is found that the optimal
parameter of MLP is hidden_layer Sizes (one hundred,
fifty), activation is ReLu, solver is Adam, alpha is
0.01, max_iter is 50, learning_rate init = 0.001. To
identify the level of accuracy in the prediction, MAPE
value (Mean Absolute Percentage Error) of each
variable is tested less than 100.

Abnormal usage activities. We measured
abnormal location uploads (ALU) as an absolute value
of the times of uploading locations recorded in the APP
in current week minus the learning times in this week.
The abnormal photo uploads (APU) are tested as the
absolute value of the times of uploading selfies in the
app in the current week minus the learning selfie
uploads. The abnormal log text upload (ATU) refers to
the absolute value that times of word uploads in the
current week minus the times learned in this week.

Guardianship capability. Internal guardianship
refers to the times organization monitoring the
employees when they process internal work with their
colleagues. External guardianship is defined as the times
of organization monitoring the employees when they

build network with external collaborators. The
guardianship of internal and external capability was
measured by the times of guardianship in the current
week minus the learning times.

The control variables used in our analysis were
identified from prior research on employee-level study.
First, the employee's age, we used the age of each
employee according to weekly observation. We use the
dummy variable to test the gender and the marital status
of the employee.

Experience was measured by the years since they
joined the sales company, which change with the weekly
observation. Summary statistics and bivariate
correlations are provided in Table 1 and Table 2.

S. Statistical approach

In this study, we used survival analysis, and also
called Event history analysis, to model employee's
workplace crime in the mobile monitor setting. We
utilized a repeated-events Cox proportional hazards
with robust employee-level standard errors approach to
estimate the workplace crime rates of employees [35,
36]. Hazard models are especially suited for duration
data as they take a right censoring into account [37] and
allow time-varying measures of variables [38].
Compared to a binary-choice model that only takes a
(0,1) outcome into account, the hazard model considers
additional information such as detailed survival times
and censoring. Hazard models thus offer greater
stability and predictive accuracy for duration data [39].

Page 6496



Given these advantages, a number of studies have relied
on hazard models to analyze duration relationship [40].

Table 2. Correlation of Variables for Research Model

Std.

Mean |dev. 1 2 3 4 5 6 7 8 9
ALU 3.786 [5.596
APU 5.310 [6.737 |y 384%+
ATU 2.974 [4.989 0.172%* 0.319%*
1GC -0.521 [3.891 0.048%* 10.009%* [0.010%*
EGC 5.980 0.517 0.059%* |-0.141%** |-0.156** |-0.011**
Age 33.36 [7.312  [-0.043**}-0.058*%* |-0.057** [0.001 0.111%**
Experience (677 149.486 [-0.014%* [-0.019** |-0.024** [0.001 0.965** [0.083**
Marriage -0.003  [-0.006** [-0.012** ]0.003 -0.031%* [0.025%* [-0.036**
Gender -0.008** [-0.003  ]0.000 0.001 -0.004 [0.001 -0.004  |0.112%**
Fraud 0.003  |-0.004 [-0.006** [0.011** 0.000  |-0.005* |-0.001 [0.004* [0-003
Note: 1. * shows significance at the 0.05 level, ** shows significance at the 0.01 level, and *** shows significance at
the 0.001 level.
2. ALU: Abnormal location uploads APU: Abnormal photo uploads ATU: Abnormal log text uploads IGC: Internal
Guardianship Capability EGC: External Guardianship Capability

Also, PH model enables us to incorporate dynamic
effects of variables on survival time through the
inclusion of time-dependent covariates in an extended
Cox model [41]. To accommodate our time-varying
covariates, we aggregated our data into weekly periods
and estimated employee's workplace crime probability
at the end of each period. The CoxPH model assumes
proportional hazards, and such heterogeneity is a threat
to this assumption [42]. We tested for the proportional
hazards and found that our models satisfied this
assumption.
We used Prentice, William and Peterson model (PWP -
GT) to handle repeated workplace crime, which
accounts for repeated workplace crime, which describes
an intensity process from the occurrence of an
immediately preceding event, with the gap time defined
as (t- tk-1). PWP approaches are conditional models as
an individual is not considered in the risk set for the kth
event until experiencing the (k-1)m event [43].
Following the idea described above, the model is
defined as:
i (t) = Ao (t — tie—1 Jexp {Brx; (0)}

Specially, the estimated robust standard errors were

clustered by the employee, each strata (workplace

crime) had its own baseline hazard rate of ending in
workplace crime, and each observation (employee) was
not at risk for a later event (first workplace crime) before
all earlier events (first and second workplace crime)
have occurred [36]. Also, rather than stratifying the data
using the number of workplace crime, we used a
continuous variable to control for the number of
workplace crime. This has the advantage of controlling
for occurrence dependence [44].

6. Results

Table 3 reports the maximum likelihood coefficient
estimates and hazard ratio estimates of the survival
analysis using a Cox proportional hazards model in R
[45]. In Column 1 of Table 3, we presented a baseline
model specification where we included only the control
variables in the model. In the second column, we added
three independent variables into the model.

Table 3. Cox Proportional Hazard Model
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Variables Model 1 Model 2 Model 3 Model 4

Age -0.02464(0.027) | -0.023 (0.027) -0.023 (0.027) -0.027 (0.026)

Gender 0.314(0.268) 0.317 (0.268) 0.315 (0.268) 0.320 (0.268)

BS experience --0.0245(0.027) | -0.034 (0.027) -0.047 (0.028) -0.051 (0.024)

Marriage 0.394(0.254) 0.387 (0.254) 0.386 (0.252) 0.386 (0.253)
H1 ALU 0.014*** (0.003) | 0.011%* (0.004) 0.008 (0.008)
H2 APU -0.029* (0.014) -0.020 (0.014) 0.076 (0.022)
H3 ATU -0.055* (0.025) -0.043 (0.029) 0.029 (0.037)

IGC 0.065* (0.026) 0.054** (0.036)

EGC 0.011 (0.009) -0.012 (0.011)
H4a | ALU * IGC -0.004* (0.001)
H4b | APU* IGC 0.006* (0.003)
H4c | ATU * IGC 0.001 (0.004)
H5a | ALU * EGC -0.0001 (0.001)
H5b | APU * EGC 0.002* (0.001)
H5c | ATU * EGC 0.005** (0.001)

X2 19.300%** 36.140%** 52.430%*** 69.300%**

AIC 3052.439 3041.602 3029.308 3024.438

Observations 197179 197179 197179 197179

Individuals 1822 1822 1822 1822

Events 210 210 210 210

Note: 1. * shows significance at the 0.05 level, ** shows significance at the 0.01 level, and *** shows

significance at the 0.001 level.

2. ALU: Abnormal location uploads APU: Abnormal photo uploads ATU: Abnormal log text uploads IGC:

Internal Guardianship Capability EGC: External Guardianship Capability

In Column 3, we presented a model that incorporates the
moderator variables. For testing the moderation effects,
in Column 4 we added 6 interactions into the model. In
the main hypotheses tests, results are consistent with
H1, H2, H3. In the moderation test, H4a, H4b, H5b, and
HS5c are supported by the results. While the H4c and H5a
are not proved.

7. Discussion and implications

As mobile technology becomes a central feature of
society, exploring mobile APP in monitoring employees
is a key issue for IS researchers. By unraveling the
relationship between abnormal usage activities
monitored by mobile APP and the occurrence of
workplace crime in boundary-spanning relationships,

this study makes three contributions. First, the critical
role of mobile monitoring is confirmed by this research,
which is essential to manage deviant employees and
reduce illicit behavior. As elaborated by the literature,
mobile technology affects critical functions of
management, such as supervision and control, which
evolve towards more open and mobile forms [12]. In
addition to existing studies which point out control and
whistleblowing as factors that weaken the occurrence of
workplace crime [23, 46], this study proposes abnormal
usage activities recorded by mobile APP as an effective
approach and the red flag to eliminating workplace
crime. These findings echo extant claims on the crucial
role of monitoring employees and jointly creating value
with the company [8].
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Second, based on mobile technology features, this
study scrutinizes the mechanism by calculating sales
representatives' abnormal usage activities by deep
learning. The sales representatives who perform
abnormal location uploads behavior should be paid
close attention to because they are more likely to
commit workplace crimes. Third, we extend the ongoing
discussion on the employee who works as the boundary
of the organizations by scrutinizing organizations'
guardianship to reduce their deviant behavior [15].

Third, this study extends the application of routine
activity theory to understand the relationships in
workplace crime. Consistent with RAT, the result shows
abnormal usage patterns, and the presence of
guardianship (i.e., internal guardianship capability and
external guardianship capability) will influence the
occurrence of workplace crime.

The findings of this study offer guidelines for the
company. Managers should monitor employees on their
abnormal usage activities. When designing the
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