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In the world of cybersecurity, there are currently two
main approaches to defense: technologies that detect
and stop an attack at the initial stages (i.e., anitvirus,
intrusion detection systems, firewall); and methods that
help with remediation after a cyber attack (much of
this is still manual). These leave a significant gap for
solutions to disrupt attacks that have breached initial
defenses. More research is required to understand
decision-making in cyber operations, including how,
when, and why people (both attackers and defenders)
select and change their behaviors and strategies. The
Cyber Deception and Cyberpsychology for Defense
mini-track focuses on these types of solutions.

Research efforts in this area require a more
interdisciplinary approach which is evident in the range
of topics in the papers accepted in this year’s mini-track.
It is essential to understand attacker cognition and
decision-making to effectively and strategically create
defenses that induce cognitive biases, increase attacker
cognitive load, and leverage heuristic thinking to
make our systems more difficult to attack. A
greater understanding of cyber defenders will improve
cyber defense and help create decision-support and
autonomous tools. Researching both attackers and
defenders supports improved decision analytics for
cybersecurity.

We have several papers in the mini-track this year
that take a human subjects research (HSR) approach:

e “Evidence of Cognitive Biases in Cyber Attackers
from an Empirical Study” identifies evidence of
two specific cognitive biases from a previous cyber
HSR: default bias and sunk cost fallacy.

e “Physiological  Response to  Cyber and
Psychological Deception” provides the first
published research results on the physiological
data collected during the well-known Tularosa
Study.

e “Adversarial Cognitive Engineering (ACE) and
Defensive Cybersecurity: Leveraging Attacker
Decision-Making Heuristics in a Cybersecurity
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Task” introduces the concept of ACE, and details
results from a new cyber HSR study, CYPHER,
specifically designed to test the occurrence of sunk
cost fallacy across an abstract cyber-related task,
showing evidence the bias is exhibited in cyber
environments.

We also have several papers that focus on the
creation of technologies, models, and strategies to
improve cyber deception:

e “Retrospectively Using Multilayer Deception in
Depth Against Advanced Persistent Threats”
analyzes APTs with the MITRE ATT&CK
framework to identify which deceptive defense
methods can be utilized against the different
techniques.”

e “A Novel Approach to Intrusion Detection Using a
Cognitively-Inspired Algorithm” presents a method
for using instance-based learning to perform
malware detection leveraging known instances
from an available dataset.”

o “The Enterprise Strikes Back: Conceptualizing
the HackBot — Reversing Social Engineering in
the Cyber Defense Context” describes how current
passive cyber defenses are largely ineffective and
provide a description of the concept of a HackBot
to include psychological-aware responses that can
counteract cyber attackers.’

This mini-track invites researchers, practitioners,
and developers from across the community to join us to
discuss these multidisciplinary topics at this and future
HICSS events.
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