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Abstract

The aim of the current paper is to present a
dynamic model of managing nodes of the Fog layer in
Edge-Fog-Cloud systems of the Internet of Things in
scientific partnerships. The article is a response to the
problem of managing Fog nodes in IoT systems, where
classic management mechanisms, based on schedules,
become insufficient. It also addresses the problem of
delays in data processing in the Cloud layer, which is
significant and affects decision-making processes.
Therefore, the authors propose a Business Intelligence
model based on association rules that predict the
number of agents of Fog layer nodes.

This prediction allows for the design of nodes in
which the requirements of the scientific partner
(number of processor cores, RAM size, classifier type,
number of processed records, classifier working time)
are the basis for selecting the appropriate number of
Fog node agents. The model was validated by using
association rules to select the appropriate number of
Fog node agents for the domain of air quality data
processed in three scientific partnerships using
different types of data classifiers.

Keywords: Business Intelligence, Association rules,
Big Data, Air quality data, 10T, Fog nodes, scientific
partnerships.

1. Introduction

Advanced Big Data (BD) processing is a results
from the dynamically developing concept of the
Internet of Things (1oT), which generates huge data
resources, accompanied by a significant uncertainty of
this data (Naeem, R. Z., Bashir, S., Amjad, M. F.,
Abbas, H., & Afzal, H. 2019; Naghib, A., Jafari
Navimipour, N., Hosseinzadeh, M., & Sharifi, A.
2022).This is particularly true in the case of 10T sensor
networks (Cofta, P., Karatzas, K., & Ortowski, C.
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(2021).Therefore, the existing solutions based on the
classic Edge-Cloud architecture become insufficient
concerning the required high speed of response, which
is so important for 10T devices (Naeem, R. Z., Bashir,
S., Amjad, M. F., Abbas, H., & Afzal, H.2019
;Naghib, A., Jafari Navimipour, N., Hosseinzadeh, M.,
& Sharifi, A. 2022).

The delays that occur during the aforementioned
processing, as well as the distance between data sent
from distributed Fog nodes to the Cloud layer, make
the construction of nodes, as well as the development,
and maintenance of the Fog layer so significant for loT
(Ahammad, I., Khan, M. A. R., & Salehin, Z. U. 2021;
Fersi, G. 2021).

In turn, the choice between BD processing (a) on
Fog nodes and (b) in the cloud depends, among others,
on the type and scalability of data as well as on the
complexity of involved processes(Rajawat, A. S.,
Bedi, P., Goyal, S. B., Alharbi, A. R., Aljaedi, A.
2021; Vodyaho, A., Osipov, V., Zhukova, N., &
Chernokulsky, V. 2020). In practice, a hybrid
approach is often used in which both Fog nodes and
the cloud are used for the same purpose (Naghib, A.,
Jafari Navimipour, N., Hosseinzadeh, M., & Sharifi,
A. 2022). In the case of air quality (AQ) data streams
initiated by 10T sensor networks, processing in the Fog
layer becomes a technological challenge due to the
advanced requirement for effective data manipulation
(Ortowski, C., Sarzynski, A., Karatzas, K.,
Katsifarakis, N., & Nazarko, J. 2017). Therefore, we
consider the Fog layer as an example of modern
technology with a significant impact on the
development of scientific partnerships focusings on
environmental (AQ) monitoring and modelling
applications. Such partnerships may use these
technologies in an instrumental way fostering
communication and cooperation in the field of BD
(Sitek, T., & Ortowski, C. 2008), (Gasmi, K., Dilek,
S., Tosun, S., & Ozdemir, S. 2022). In the case of joint
implementation of 10T projects, partnership members
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can use 10T to collect data from distributed sources,
such as environmental sensors, medical devices, or
drones. Then, with the use of artificial intelligence,
including machine learning and deep neural networks,
it is possible to jointly analyse data, create predictive
models and discover new patterns (Kok, I, &
Ozdemir, S. 2022). In turn, virtual and augmented
reality tools in these partnerships create conditions
allowing collaborative visualisation of scientific data,
simulation of experiments, testing and training in
model development (Saini, K., Kalra, S., & Sood, S.
K. 2022).

The current paper suggests a dynamic concept of
the development of Fog nodes, to operationally
support scientific partnerships for AQ Big Data
analytics and modelling. Three research groups carry
out work on the assessment of AQ and employing IT
infrastructure and resources for decentralised data
processing towards AQ forecasting, using Business
Intelligence methods.

To organize the research process, a research
hypothesis was adopted: Itt is possible to manage Fog
layer nodes using association rules by selecting the
appropriate number of agents of these nodes. This
hypothesis was verified during the conducted research.

Restrictions for the conducted research were also
adopted, covering only data processing with the use of
data classifiers, due to the initial stage of development
of the scientific partnership. The research path
included the construction and sharing of association
rules built on the basis of conducted computational
experiments in the selection of agents for the
construction of Fog nodes.

2. Methods of building Fog nodes in loT

The previously discussed conditions for the
development of scientific partnerships as well as the
scope of AQ research carried out by partnerships
indicated the importance of the Fog layer in the
processing of these data (Songhorabadi, M., Rahimi,
M., MoghadamFarid, A., & Kashani, M. H. 2023;
Verma, R., & Chandra, S. 2021). To show the
importance of the Fog layer for BD processing, it is
necessary to identify the characteristics of data
processing entities (nodes) and the associated data
management requirements. This is a set of complex
processes that pose a great challenge to scientific
partnerships due to their complexity and
heterogeneity. Based on relevant literature (Ahmadi,
Z., Haghi Kashani, M., Nikravan, M., & Mahdipour,
E. 2021; Faraji-Mehmandar, M., Jabbehdari, S., &
Javadi, H. H. S. 2022; Javadzadeh, G., & Rahmani, A.
M. 2020), it is possible to arrive to the conditions
characterising the development of the Fog layer:

o datais being processed locally, therefore reducing
response time and increasing system performance
in comparison to the classic Edge-Cloud
architecture. In addition, local processing reduces
network bandwidth requirements, but local
analytics enable timely decision making. This is
of particular importance in cases of emergency
(like chemical spills or industrial accidents)
affecting the studied air quality.

o data does not need to be sent outside the local Fog
network, reducing the risk of a security breach.

e Fog layer nodes have limited computational and
memory resources, which affects their ability to
process BD resources.

e These nodes have limited scalability compared to
the cloud computing solutions, which can be a
challenge when processing very large data sets.

On this basis, the fog layer building process
requires consideration of the following aspects
(Kansal, P., Kumar, M., & Verma, O. P. 2022;
Songhorabadi, M., Rahimi, M., MoghadamFarid, A.,
& Kashani, M. H. 2023).

e Functional characteristics of the nodes
(processing speed, computing power and
memory).

e Availability of equipment, eg computers such as
Raspberry Pi, specialized ESP modules or even
more advanced Edge servers.

e Adequate level of network communication to
enable data management, security and ensuring
network bandwidth corresponding to the size of
the data (Hajvali, M., Adabi, S., Rezaee, A., &
Hosseinzadeh, M. 2022).

Equally important are the subsequent management
processes of Fog nodes, which include, among others,
configuration,  performance  monitoring,  asset
management, and software and security (Agib, M.,
Kumar, D., & Tripathi, S. 2023). Typically, metrics
are frequently used to measure software quality but not
infrastructure performance. Remote management of
the Fog layer and full automation of management
processes is assumed. This approach allows for full
virtualization and containerization of applications,
which in turn supports the use of data analytics and
machine learning (Akhound, N., Adabi, S., Rezaee,
A., & Rahmani, A. M. 2022). Based on this, one can
identify patterns, forecast workloads, optimize
resource allocation, and make management decisions
in data pipelines. In addition, it becomes possible to
manage the compliance with standards) and the safety
of nodes as well as their life cycle.
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Agent systems can be used for such complex
management processes (Mokni, M., Yassa, S.,
Hajlaoui, J. E., Chelouah, R. and Omri, M. N. 2021).
They should be based on autonomy and the ability to
make decisions employing intelligence, which in the
case of managing Fog nodes will enable the
automation of management processes, as well as
resource optimization and real-time decision making.

In the management of Fog layer nodes, classic
planning processes can also be used, which include
planning the location of Fog nodes consisting of
determining the optimal locations of nodes in the
network [26]. In addition, data flow planning is also
possible. Then it is determined what data should be
processed locally in the Fog nodes and what data
should be sent to the cloud. The choice takes into
account computing power, memory used, network
bandwidth, and latency. To secure these operational
aspects, performance monitoring and analysis
processes are launched (Kim, M., Jaseemuddin, M.
and Anpalagan, A. 2021).

The analysis of these works shows that there is no
dynamic approach to the design of the Fog layer in
response to the requirements of customers, in our case,
scientific partners. The static Fog systems discussed in
the presented works can be used to deal with process
delays, without analyzing the customer's needs. For
AQ data, fog nodes should be selected according to the
current data processing needs.

3. Fog node development model in 10T for
Big Data processing

This part of the paper is devoted to the model
development processes at one of the scientific partners
and its verification at the collaborating partners. The
conditions of model construction are presented,
accompanied by the relevant construction processes.
The verification process described in turn,
demonstrates how the project partners may use the
proposed model.

3.1. Model construction conditions

The basic condition refers to the support of the
joint work of project partners, by leveraging the use of
joint Business Intelligence methods for AQ data
processing. The selection of Business Intelligence
methods required an initial analysis of the already
applied data processing methods. For this reason, and
before making any decisions concerning the methods
to be incorporated in the Fog solution, the following
computational methods were investigated (Type Adi,
E., Anwar, A., Baig, Z., & Zeadally, S. 2020; Aqib,

M., Kumar, D., & Tripathi, S. 2023; Manimurugan, S.
2021):

e Clustering algorithms, such as k-means, density-
based clustering or hierarchical agglomerative
clustering, which can be used to identify groups
or clusters of Fog nodes and forecast Fog node
loads.

» Classification algorithms such as decision trees,
support vector machines, and k-nearest neighbour
algorithms for Fog node classification or adaptive
resource management.

»  Associative algorithms, such as Apriori or Eclat,
to identify relationships and linkages between Fog
node building processes or Fog node load
forecasting.

»  Optimisation and predictive algorithms, such as
genetic algorithms or artificial neural networks, to
create and optimise relevant models for the
development of Fog nodes and clusters, as well as
for failure detection and diagnostics.

After the analysis of Business Intelligence
processes to formalise the model(s) to be used, the next
step was to examine available processes of building
Fog nodes to allow differences in the expectations and
operational requirements among scientific partners
(Akhound, N., Adabi, S., Rezaee, A., & Rahmani, A.
M. 2022; Bocci, A., Forti, S., Ferrari, G. L., & Brogi,
A. 2021). On this basis, the following processes were
considered:

 Fog node planning and design to determine
available resources, identify existing constraints
and challenges, and select appropriate equipment.

« Selection of the appropriate loT platform for
device management, data analysis, cloud
integration with development tools along with the
implementation and configuration of Fog nodes.

» Software implementation and data analysis
including  application  development, data
modelling algorithms and integration with the loT
platform along with testing and optimization
incorporating performance tests to ensure that the
node can handle the required load and tasks
(Venticinque, S., & Amato, A. 2019).

«  Monitoring and management of node operation
along with scaling and development of network
expansion scaling strategies (Torabi, E., Ghobaei-
Arani, M., & Shahidinejad, A. 2022).

3.2. Model development processes

The conditions of building the process model are
presented in Figure 1 and enable the selection of
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solutions constituting its construction. It was assumed
that the developed model will be the basis for the
construction of Fog nodes for each one of the scientific
collaboration partners (here identified as clients)
individually. Therefore, the described processes have
been  implemented with  association  rules
(Chlechowicz G. 2023). The processes for building the
Fog node (Figure 1) have led to the resulting model
operation, which is being reflected by the hardware
architecture of the Fog layer consisting of three
clusters (Figure 2) The four tracks demonstrate
successive stages of the construction of a Fog node.
As part of the first track, the client specifies the
requirements for Fog: CPU, RAM, latency, and the
type of application that will make use of the Fog node.
Then, as part of the supplier Fog track, a management
machine is created that enables the development of
software for building the node and monitoring its
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Figure 1. Process model of Fog node development.
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Figure 2. Research environment: three 10T clusters with five agents each.

Then the operation of the expanded Fog node is
monitored. The monitoring process considers the
client's requirements, the type of application and,
consequently, the number of data records being
processed using this application. If it turns out that the
node's latency is too high, a new Fog agent is created.

In the Fog node agent’s track, a process is shown
that indicates that if the delay is exceeded, the entire
process of running the management machine and
creating a new node is triggered. For the presented
process model of construction of the Fog node,
association rules were used as a uniform method of
forming knowledge about construction processes.

The association rule is an implication of the form
X =Y, where X is contained in I, X and Y are disjoint,
and no element of y belonging to Y is the predecessor
of any element of x belonging to X (Tavousi, F., Azizi,
S., & Ghaderzadeh, A. 2022). As described in Figure
1, the input variables will be: number of processor
cores, RAM size, classifier type, number of processed
records, classifier working time, and the output
variable will be the predicted number of agents.

Three stages were distinguished in the
development of the model. In the first stage, the
scientific partners build local models for individual
nodes, in the second stage, a joint model is created
based on local models. In the third stage, the joined
(common) model can be made available to other
project partners invited to cooperate, i.e. to work on

1 UBA stands for Umweltbundesamt in Germany,
which is the name of the official Environmental
Agency in the country

the same problem domain with similar or dissimilar
problem configuration.

3.3. Verification and comparison of the
developed model with relevant solutions

The verification process was carried out in a
scientific partnership covering three research groups
in Greece, Germany and Poland. This partnership
deals with air quality data processing, here meant as
both data analysis and modelling.

The German partner was University of Applied
Sciences and Arts - Bielefeld. In the case of Bielefeld,
an area with a circle of 25 km around the city center
hosts 71 low cost air quality sensors (LCAQS) with
data being collected in the sensor community portal
(https://sensor.community/), while in parallel 2
reference stations of UBA! are available. Data from
January 2020 until April 2023 are taken under
consideration. Some of the LCAQS began to send
available data later than January 2020 or they have
bigger downtime periods without sending available
data longer than 50 days or they send invalid data for
longer periods of time than 50 days until now. This
way 31 low-quality sensors should be filtered out.

The Greek partner was the Environmental
Informatics Research Group at the School of
Mechanical Engineering, Aristotle University of
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Thessaloniki (AUTh). The group has been working for
more than 20 years in urban air quality monitoring,
modelling, management, and information systems
with emphasis on machine learning/computational
intelligence methods and tools. In the specific case the
AUTh group worked towards the AQ monitoring and
modelling system (AQMMS) in Thessaloniki, in the
frame of the KASTOM project (http://app.airdme.eu/).
The system consists of 33 AQ monitoring nodes that
make use of The Things Network (TTN) to transfer
data from the monitoring locations to a central server
and archived in a database (DB, PostgreSQL). Several
procedures take care of data checking and other data
quality and data health controls. In addition, dedicated
procedures are responsible for fetching data from the
DB to the machine learning models that operationally
produce the updated (computationally improved) AQ
monitoring data. In a similar manner, the machine
learning-powered data fusion module receives input
from available data sources and produces an output at
an hourly basis.

The procedure involving the processing and
modelling of the 10T sensor network data is as follows:

e AQ data are collected from the low-cost sensor
10T nodes via TTN as well as from reference
stations (via a dedicated API). The data are then
separated into the dependent variables (reference
station measurements) and the independent
variables (microsensor measurements),
synchronised, outlier detection is performed, new
variables are created using descriptive statistics in
moving windows and feature engineering. All
data are processed and analysed and are finally
stacked into a single set that undergoes feature
selection via appropriate methods.

e Various machine learning (ML) algorithms are
trained (level 0).

e The predictions of all models are combined with
the variables selected by the feature selection
method(s) to form the final hybrid set in which the
final models will be trained.

e Machine learning algorithms (level 1) are selected
to compete in the genetic algorithm to be trained
a second time in the hybrid set.

e The variables, as well as the level 0 and level 1
algorithms, are used as input to the genetic
algorithm, where they compete to minimise an
error metric.

e The genetic algorithm produces the final
combination of variables and algorithms which

formulates the final model to be used. The model
is then validated by the Spatial Cross Validation
(SCV) method, simulating real conditions.

The ML models used include Decision Tree
algorithms and ensembles (XGBboost, LGBM,
Random Forest), as well as: Long short-term memory
neural networks, Convolutional neural networks,
Graph neural networks, Online/incremental learning,
Stacking (optimised with the aid of Genetic
Algorithms). Concerning hardware resources, the
system in Thessaloniki makes use of an 8-CPU server
with 64GB of memory and a 2TB storage space.

The Polish partner was the WSB Merito
University in Gdansk, which conducts research on the
quality of atmospheric air in Gdansk using the civic air
quality measurement network. This network consists
of 10T nodes from three vendors (74 nodes). The
following types of classifiers were used for pre-
processing: decision trees, support vector machines,
Bayesian classifiers and artificial neural networks. The
selection of these classifiers resulted from earlier
research on the suitability of classifiers for pre-
processing processes.

The verification process was divided into two
stages. In the first stage, in the research laboratory of
the Internet of Things at the WSB University in
Gdansk, 3 Fog nodes were selected for operation, with
the following configuration of each node: 5 Raspberry
Pi 4GB with logical division (1 master, four agents)
using the Kubernetes orchestrator. These clusters
formed the basis for research by academic partners
from Germany, Greece, and Poland.

Each stage of the conducted research included the
installation of data classifiers on a local computer, and
the analysis of pre-processing data of these processes.
These data were the basis for building association
rules to determine the number of agents necessary for
the functioning of the cluster. The pilot study was
carried out at the WSB University in Gdansk for the
data coming from 26 measuring sensors. As part of
this study, the following parameters were considered:
the Bayesian classifier was used, the number of
processor cores - 4, the working time of the classifier
- 4 5. On this basis, the number of agents for processing
in the Fog layer was defined - 2. This means that the
pre-built cluster (1 master, four agents) was too large
for the processing requirements for this amount of
data.
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Figure 3 Loading of the Fog node built based on the developed model.

Therefore, a Kubernetes cluster was created,
including: one master and two agents, and the
remaining two agents from this cluster were intended
for archiving. Figure 3 shows the
Grafana+Prometheus load monitoring system used for
the Fog node designed in this way.

Similar research was carried out for the Greek
partner. As part of the research, the process of data
classification using data classification using serial data
was presented. A local computer with the following
parameters was used:

* CPU: Architecture: x86_64, CPU(s): 4, CPU:
2.3GHz.

*  RAMsize = 16GB.

Classifier type:
Base (batch) learners: these are run approx once

per week.

 Xgboost 50 trees, colsample_bytree=.8,
learning_rate=0.1, alpha=.1, subsample=.8,

e Xgboost 100 trees, colsample_bytree=.8,
learning_rate=0.1, alpha=.1, subsample=.8,

e Xgboost 300 trees, colsample_bytree=.8,
learning_rate=0.1, alpha=.1, subsample=.8,

« LGBM (gradient boosting) 10 trees,
num_leaves=5

+ Random forest 10 trees, num_leaves=16,
colsample_bytree=.3, subsample=.632,

»  KNN 3 neighbours,

»  Linear regression without regularisation.
Base (online) learners: they are used 6 times per

»  Linear Regression(optimizer=optim.RMSProp().

*  KNN 1 neighbour.

« Meta learner: Linear regression without
regularisation.
Classifier working time:

* Training time < 1 hour per week (includes
preprocessing, feature engineering, and training).

» Inference time < 92.14 seconds for 19 nodes per
four (real data).

» number of processed records ~ 20 at inference
time, i.e., ~ 20 per hour.

At this stage of the research, it was made evident
that the computing capability of the scientific partners
are quite diverse.lt was also revealed that pre-
processing was understood and materialised in a
different way per partnerTherefore, the data received
from partners was the basis for conducting a research
experiment in which the number of agents for the Fog
layer was dynamically selected using a pre-prepared
Fog node consisting of five RPi 4B physical machines
with a logical division: one master and four agents.
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The Kubernetes orchestrator was used for the
development of the logical structure.

The research results created conditions for
building association rules. In the construction of these
rules, both computing power and latency were
considered. For the Fog node prepared for testing, a
node was created that meets the needs of the research
partner implementing pre-processing procedures with
the assumed delay. It turned out, that constructing the
Fog layer by adding and subtracting agents for the
configuration of the node, allowed the infrastructure to
be dynamically adapted to the requirements of
maximum latency. This approach fosters the creation
of conditions capable of building data processing
environments for any scientific partner.

Based on the result of the experiment, another
association rule was built. It has been added to the
rulebook. It indicates that for such processing
parameters, a cluster consisting of one master and two
agents is necessary.

Further data was obtained from the partner in
Germany. It was assumed that in each case the
computing power is sufficient to process both the
records resulting from the current works and those that
will be coming in the next stages.

Therefore, it was relatively easy to obtain data on
the computational power, as well as data on the
operating parameters of classifiers. A local computer
with the following parameters was used:

* CPU: Architecture: x86_6416, CPU(s): 6, CPU
E5-2630 v3 @ 2.40GHz.

*  RAMsize = 16GB.

Preprocessing:

»  Optimise dataframes (Drop duplicates & Filter for
dust sensors only) time - 9s.

+  Calculate Measurement Gaps (missing data) time
- 12s.

»  Consolidate sensor data with weather data - time
9s.

* Interpolation - time 1886s.

*  Outlier detection — time 12.08s.

»  Offset detection - time 0.63s.

A similar research experiment was carried out for
the partner from Germany as for the partners from
Poland and Greece. Another association rule was built
and the Fog node consisting of 1 master and 3 agents
was dynamically developed. This means that one
agent used so far for work can be archived and
intended for later use.

Based on the conducted research, three
association rules were generated (for each partner).
These rules were prepared in accordance with the
requirements presented in Figure 1 and partners' data.

These rules assume the following form for the data

classification processes: processor type (CPU),

internal memory (RAM), latency (LAT) and number

of agents (AG) for the partners of Greece, Germany

and Poland:

e IFCPU=4 AND RAM 16 AND LAT=92 THEN
AG=3

e IFCPU=6 AND RAM 16 AND LAT=12 THEN
AG=4

e |F CPU=4 AND RAM 8 AND LAT=4 THEN
AG=2

Their analysis shows that instead of using
machines with high computing power, an appropriate
number of agents of the Fog layer can be used. This is
particularly evident in the case of partners from
Greece and Germany, where the use of four and three
agents, respectively, ensures a similar delay in data
classification.

4. Conclusions

The current work demonstrates the extent to which
modern technologies, such as the Internet of Things,
affect the work of scientific partnerships. The
proposed method of building the Fog node and making
its data available using association rules, allowed for
joint implementation of projects and comparison of
AQ classifiers. A common research hypothesis was
put forward regarding the possibility of managing the
development of Fog nodes, and then it was verified
during the research. This is an example of taking into
account the latest technologies in the conducted
research, i.e. the development of the Fog layer for data
processing, becoming independent from the central
data processing system located in the cloud, while
generating comparable results of the experiments
carried out by partners.

The work also presents a model for managing the
development of fog layer nodes. This model included
the requirements of users of this layer, and the
dynamic expansion of Fog nodes based on the
knowledge gathered in association rules using the
research apparatus presented in Figure 2. Each partner
prepared data on air quality, which was then processed
using classifiers. The computational time of classifiers
and their accuracy were analysed, and then, based on
these data, the number of agents for the relevant
process was selected. This resulted in a dynamic
logical layer based on Kubernetes orchestrator
processes according to the processes shown in Figure
1.

It was proven that it is possible to assess the quality
and working time of classifiers in different Fog nodes.
It was also proven that is possible to scale the systems

Page 295



by adding agents in the archive or additional agents, as
detailed in Figure 1. Thanks to the operation of the
orchestrators, it was made possible to deviate from the
existing Fog layer management system in favour of an
external systems such as an agent-based dynamic.
The example presented in this work shows that it
is possible to significantly save infrastructure
resources. It also demonstrates that it is possible to
depart from the central Fog layer management system
in favour of an incremental node-based system. The
use of an orchestrator such as Kubernetes allows for a
new approach to managing AQ data processing. It is
also an example of how modern technologies support
a completely different treatment of BD using Business
Intelligence methods such as association rules.
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