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Abstract

Energy efficiency and renewable energy aré ® be the twin pillars of a
sustainable energy policy, both of which shouldibeeloped simultaneously in order to
reduce carbon dioxide emissions. In this thesisgeggn and integrate a cloud based
energy monitoring system for buildings so that pecpich as commercial managers or
residential building occupants can make policieoetingly regard to improving the
efficiency of energy usage.

This system consists of three major comptmerireless sensor network, embedded
Linux gateway and cloud computing component. Thelss sensor network achieves
the function of retrieving energy consumption datahe socket level without
comprising the existing power supply infrastructuree embedded Linux gateway reads
data from to the wireless sensor network and detigghem to the cloud. The cloud
process the raw energy data, store the processadtioda database and displaying the

power consumption using a web server for visuabnat

Keywords: energy monitoring, cloud computing, endestiLinux, wireless sensor

network.
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Chapter 1 Introduction

With the fast increasing worldwide population ahd subsequent increasing
demand for energy which will be primarily met by$d fuel for economic and
technological reasons, the limited fossil fuel W depleted soon. Several studies have
estimated that the crude oil reserves will comant@nd between year 2050 [1], the coal
reserves will reach an end by year 2230 and thealajas reserves will be depleted by
year 2166 [2]. In order to meet continuous develepinmeeds, efforts must be made to
slow down the fossil fuel depletion. To efficientgcrease the fossil fuel usage, attention
should be focused on the major consuming factdrabiasumes the most fossil fuel.

More than two third of the fossil fuel such as ¢oatural gas and oil currently
consumed worldwide are utilized to generate ela@tyriand hence electricity generation
is the key to deal with the fossil fuel depletiarsis. There are generally two methods to
reduce the usage of fossil fuel consumed to gemetattricity.

One method is to substitute the fossil fuel to fassil fuel resources such as
nuclear, hydropower and renewable energy. Figurédlow shows the percentage share
of U.S. electricity generation by different res@ssince year 2004. From the figure, we
can see that the percentage share of nuclear anddower electricity generation
remains steady over years. Renewable energy elecgeneration achieves an
increasing over the past few years, but still ant®tor a trivial share of the total energy
generation. Around 70% of the total electricity geation is still produced by traditional

fossil fuel.
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U.S. Electricity Generation by Fuel, All Sectors
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Figure 1.1 Percentage share of total U.S. elettrg@neration by varioussources.

Another method is to reduce the overall electriggperation and hence the fo:
fuel consumption will be decreased accordinglyr@auce the ovell electricity
generation, attentioshould be paid tthe primary electricity energy consumil
componentAccording to U.S. Department of Energy Electric@onsumption report, 72%
of the total U.Selectricity consurption occurs in residential amdmmercial building
[3] and30% of energy consumed both commercial and residentbuildings is wasted
[4]. The wasteeknergy consumption in commercial and residentidflings accounts for
27% of the total U.S. electricity consumpi, whichif reduced effectivel, will greatly
cut downthe overall electricity generation needed and hémreendous| decrease the
fossil fuel consumption.

One of the most effective methcto cut down the waste glectricity energy
consumption in building is to employ a building energgonitoring syster. A building

energymonitoring systencanmake the detailed energy consumption data avaital
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building occupants and building managers, so tieyt tan probe into the details of
energy usage pattern and detect where and whegyewaste occurred. Then people can
make policy accordingly to improve their energygesafficiency. The preliminary

results from a “pilot program” carried by IBM shdhat, by utilizing the real-time power
consumption data, the strongly engaged residerteicity of Dubuque, lowa, could
save energy up to 11% [5]. Also, a research shbatghe introduction of visual
feedback power monitoring systems to college damyitesulted in a 32 percent
reduction in electricity use when the college shidare educated and incented [6].

In this thesis, we have built a cloud based bugdinergy monitoring system. We
primarily contributed to the design, integratiordamplementation of the energy
monitoring system.

In Chapter 2, we will review the related work. @tex 3 shows the design of the
energy monitoring system. Chapter 4 illustratesikegration and implementation of the
monitoring system. Chapter 5 demonstrates the systeinctionality and robustness.

Chapter 6 concludes this thesis and discussesefutork.
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Chapter 2 Related work

There are generally two approaches to design théifg energy monitoring
system. One is the traditional top-down approaclthvimvolves putting the sensing
equipment at the root of the power distributionasaek. Algorithm is utilized to increase
the visibility of the power consumption for indiwidl types of appliances by analyzing an
aggregated load/root of the power distribution et Some utility companies have
adopted this approach to offer the “bill disaggtemwd service which breaks down user’s
monthly bill by extracting the energy consumption different types of loads from the
aggregated energy source. This approach was fopbped by Hart in 1995. He
proposed disaggregating individual electrical loaggonducting real and reactive power
measurements [7]. However, this approach is oritpisie and feasible for a small
amount of loads that the power factors are disisigable from each other. Even though
more algorithms are developed and have shown ingpnewnt with respect to better
disaggregating the individual electrical loads fraggregated energy source, this top-
down approach is generally less effective in somarenments where the load factor of
appliances is similar.

Recently intensive research and industrial endeavave been conducted to
increase the visibility of the power informatiomstead of the traditional top-down
approach, recently researches have proposed arbafiapproach by attaching sensors
to individual appliances to monitor the detailedveo profile of each appliance, which
bears more capability of power information visityili8, 9]. Some start-up companies
such as EnergyHub [10] and Greenbox [11] have @yrgat the energy monitoring

solutions with enhanced power information visilgiihito commercial market. These
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newly conducted research and commercial solutiepsog wireless sensor network
technology to perform detailed monitoring of selexindividual appliances. To display
the power information retrieved by the sensor netwsetting up a dedicated display is a
straightforward approach. For example, the WattBesgtidential electricity monitoring
system [12] adopts the dedicated display to offentisualization service. However, a
dedicated display is not cost effective and refstusers to a certain geographical
locations to access the power profile. Some acadssearch upon energy monitoring
system design has proposed and discussed utibzimgp server approach to display the
energy information [13], which solves the problehgeographical restriction. However
it is not cost effective either. The server’s cotapional and storage resources is either
wasted if the working load is relatively small t& computational and storage resources
is below the required needs if the working loatbs large. An alternate solution is
proposed by Sentilla Corporation [14]. Sentillaadiuces a data center energy
monitoring solution using wireless plug-load metevkich features cloud computing.
Cloud computing bears the ability of load balan@oghat if the computational
requirement is high, a cloud can always distriltbeework load across multiple
computers or computer clusters by loading balandug there is still one critical
problem associated with the cloud based solutidnchvis network security. Energy data
is commonly sent to the cloud by either TCP or UivEer IP network, which is
vulnerable to security attacks such as eavesdrgpgata modification, identity spoofing
and man-in-the middle attack.

In this thesis, we designed and integrated a dbmsed building energy monitoring

system using the bottom up approach. To deal Wwegmetwork security issues, Secure
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Shell Tunneling protocol [15] is adopted in this®m to encapsulate the original TCP

packet to perform the secure delivery of the endagg to the cloud.
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Chapter 3 System Design

In this work, we designed our own building energynitoring system which
consists of mainly three components: The first congmt performs the acquisition of
building energy usage information. The second corepbachieves the function of
processing raw energy data and displaying the pestkeenergy data. The third
component accomplishes delivering the energy dagaiged from the first component to
the second component. In this chapter, we williisahe design of each component and
proposes an overall architecture for the buildingrgy monitoring system. In the next

chapter, we will discuss the system implementaiticstetails.

3.1 Energy usage information acquisition design

The purpose of this component is to collect thédimg energy consumption data
for later processing by the cloud computing commbnghis subsystem consists of both
embedded system software and embedded system hmardwa

As mentioned before, the traditional top down apploto acquire building energy
usage information involves monitoring the aggredaadel/root of the power distribution
network, and then an algorithm is applied to disaggte different types of electronic
appliances according to the diverse power faclidis top-down approach lacks
visibility of the detailed energy usage informatemd even fails when the power factors
of the electronic appliances are similar. To aaguiore visibility of the power usage
information, applying dedicated energy sensorsettopm power-socket level energy
monitoring is a good choice. Two general methoésaalopted with respect to harvesting
the power-socket level energy sensor readings.i©the wired method which involves

setting up dedicated wires/buses. This method regai lot of mechanical work to set up
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the wired connection and hence needs extensiverartime for system set up. Also this
approach lacks the ability of system scalabiliby, éxample, when thousands of sensors
are required to be installed, setting up the wallese can be a very difficult job. Another
method is by utilizing the wireless sensor netwedhnique. Energy sensor data is
harvested by deploying the wireless technologytertte do not need additional
mechanical work to set up the system which greatiyice the system set up time. Also,
by utilizing a wireless sensor network for energyadharvesting, the system is more
scalable.

In our system, we utilized the wireless sensor natvapproach to conduct the
energy data acquisition. Each sensor in the Wisedegsor network must achieve two
main functions: power sensing and wireless comnatiaio with other sensors. Also, in
order to accomplish the multitasking requiremernieen the power sensing and
wireless routing, and meet even more tasking hagaéquirements in the future, adopt
an operating system for the sensor nodes to petfasknscheduling is a good choice.
However, confined by the low cost and low powelitation of existing sensors, the
operating system for the sensors must be lighthteigthout unnecessary features to
meet the computational and storage limitation. lkeritour energy sensor involves many
wireless I/O transmissions, of which if adoptingyachronous/blocking mechanism OS,
the performance will be greatly deteriorated. Scstveuld adopt a non-
blocking/asynchronous OS which allows other proogs® proceed before 1/10
operations committed. This non-blocking mechanisevents the waste of CPU time

waiting for 1/0 operations to be completed.
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3.2 Energy data processing and visualization design

In order to display the energy data, several metlvanh be deployed. The first
method is to set up dedicated display inside bugjsli However, the dedicated display
method bears the following drawbacks. First ofthl acquired energy data are always
raw energy data which needs further processing.édew the dedicated display barely
provides energy data processing. Secondly, iticost effective. In order to enable
building tenants to view the energy usage inforarationveniently, at least each
dedicated display should be placed in each apattméehe building. So, it needs many
dedicated displays which add more costs buyingsatithg up equipment. Thirdly, and
most importantly, the dedicated display method tcaffiér remote visibility. The energy
data can only be viewed by utilizing the displagople can’t access the data remotely by
using web browsing in personal computers or sneshps.

To overcome the drawbacks of the dedicated disgggyoach, a method involves
setting up a centralized computer server to proitessnergy data as well as to offer
Word Wide Web accessibility is always adopted ustry. This method offers stronger
processing ability and provides remote accessibiibwever, this centralized method
also bears immense drawbacks. First of all, ibissealable. With the increasing needs
for building energy monitoring, more and more egatgta is required to be processed.
Also more and more users’ accesses to the welfangeare expected. These increasing
needs now exceed or will exceed the limited contpmrial and storage resources
provided by the centralized computer server. Seciomgnot reliable or robust with
respect to security. Because of its centralizedtlon, it is more vulnerable to physical

attacks from terrorists and criminals. Furtheis #ulnerable to cyber security attacks.
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Once the centralized server is under dedicatedisgattacks, the visualization service
will be compromised and may even completely logedthility of visualization. Lastly, it
is not cost-effective either. Technical personmelreeeded to keep the maintenance of
the computer server, which increases the overatl @iothe monitoring system.

To deal with the problems mentioned above, we oldlos cloud computing
method to meet the needs of data computing andchesting. A cloud computing
method has the following major advantages: Clodiersfscalability and elasticity via
dynamic/on-demand provision of resources on adir@@red, self-service basis near real-
time, without users having to engineer for peakitod 6, 17]. Also, security of the cloud
is often as good as or better than other traditisystems, in part because providers are
able to devote resources to solving security isthegsmany customers can not afford
[18]. Further, the maintenance of cloud computipgli@ations is easier, because they do
not need to be installed on each user's computecambe accessed from different
places.

So, in our system, we adopt a cloud computing sstbayto be the component for

energy data processing as well as web hosting.

3.3 Connectivity design between a wireless senstwork and a cloud

After determining the wireless sensor network meéttow energy data acquisition
and adopting the cloud computing approach for gndega processing and web
visualization, the problem now lies in how to cocintae two subsystems together.

One popular approach that connects the two submegdtegether is by deploying a
general-purpose IP router which routers the IP gi@ck the wireless sensor networks to

the IP network outside. However, to enable an LRemto be the connecting device for

10
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the two subsystems, each sensor in the wireles®saatwork much has a complete
network stack to support IPv6 protocol. Till nom|ya small amount of wireless sensor
network support this feature.

One more issue associated with the general-purposmuter is the data
transmission security over the Internet. The datéed by the general-purpose IP router
is usually a TCP or UDP packet, which is vulnerablsecurity attacks such as
eavesdropping, data modification, identity spoafiaugd man-in-the middle attacks. To
enhance the security feature, rather than usingttmedard IP router, we designed an
application specific embedded Linux gateway tow#lithe energy data to the cloud
subsystem.

The embedded Linux gateway retrieves the energyfdam the root sensor of the
wireless sensor network. Then it utilizes tunnefangtocol to encapsulate the original
TCP or UDP energy packets as payload. By usingefimmpwe can carry the energy
payload over an incompatible delivery-network, mvide a secure path through an
untrustworthy networkTo be more specific, we utilize secure shell (S&iheling
which consists of an encrypted tunnel created it SSH protocol connection. SSH
tunnels are set up between the application-levélesltied Linux gateway and the cloud
computing server to transfer unencrypted traffieromternet through an encrypted

channel.

3.4 Overall System Architecture
As discussed above, the overall building energyitodng system consists of
three major parts which is illustrated in Figuré Below. The first one is energy data

acquisition subsystem, which comprises a wireless@ network (WSN) with the

11
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function of sensing and acwing the energy consumptianformatior. The sensing data
IS routedwithin the wileless sensor network and finally to tleeyvay sens which
connectgo the embeddeLinux gateway.

The second subsysteis the application level embedded Linuuter, which routes
the sensing data the clou. The embedded Linux router first reads the data fitos
gateway sensor and then routes t to the cloud computing unit o\ the Internet. The
TCP socket programming technique is employed tarenthe reliaility of transmission
over the InternetSecue Shell Tunneling protocol [1%§ utilized to encapsulate tl
original TCP energy packet to securely deliverdhata to the cloud computing sen
over the Internet.

The third one is the cloud computing compo, which includes cloud processi
the raw data, storgthe processed data iradatabase and displaying tnear real-time
and long term power usage dataacloud web server. People who are interested
theses power data such as building tener building energy managers ¢ easily
acqure the energy constption data on both long term and réiate level without

setting up amxtra database server or installindicated reatime displa’

WSN

Sensor node

Cloud

y Gateway Sensor )
Sensor node ‘ Data Processing

: Internet
g~ > Database Management
" Sensor node
WebServer

Figure 3.1 System Architecture for building enenggnitoring

12
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Chapter 4 System I mplementation
We have discussed the system design in the preclmaster. This chapter
illustrates in details how the system is implemdnt#¥e will discuss the detailed
implementation of each subsystem in this chaptdnah show the overall system test in

the following chapter.

4.1 Implementation of data acquisition subsystem

As mentioned in the previous chapter, in order &asure the power on power-
socket level without adding redundant electricalwior compromising the existing
infrastructure, a wireless sensor network (WSNYaggh is adopted. Each sensor in the
WSN must achieve two main functions: power senaimgjwireless communication with
other sensors. An ACme board which is releasedruB8P License is a dedicated
power sensing board with an IEEE 802.15.4 wirelletesface aimed at forming a WSN.
We adopt ACme boards as the sensing hardwaredvitieless sensor network.

TinyOS is an open source Operating System dedicatedpport embedded
devices in wireless sensor networks. It is completen-blocking/asynchronous which
allows other processing to proceed before I/O dmer@ommitted [19]. Also, TinyOS is
a light weight OS which fulfills the onboard memanyd computing resource limitation
of the ACme sensor as well as supports the cornebpg hardware drivers of ACme
sensors. So, the TinyOS operating system is addptdfill the multitasking and
concurrent requirement of ACme’s power sensingwaineless communication.

The ACme application is written in nesC, a dialefc€ language dedicated to

support wireless sensor networks. nesC featuresnammh and event split-phase which

13
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mimics hardware parallelism and supports the Ting®@ichronous mechanism to avoid
CPU idle time waiting for the sub process to be pleted [20].

nesC have well defined components which shouldobsidered as hardware
abstraction. Component usually provides interfdoe#is upper level component and
uses interfaces provided by its lower level compbreapect that top layer component
only uses interfaces provided by lower componentslawest layer component only
provides interfaces to its upper level componenbrtler to include a lower level
component to an upper level component, it is asstyeto connect the interfaces
provided by the lower level component to interfagesd by the upper level component.
Then the upper level component could call a comntanie lower level component
though the connected interface and the lower leselponent could fire an event to the
upper level component through the connected interfa

Figure 4.1 below illustrates the ACme applicatiomponent. The top layer
component calls a sensing command through itsfagerconnected to the sensing
component, during which the sampling interval isigeated. The sensing component
then launches via the interface connected to theefComponent, a timer command
which specifies the designated sampling intervati&ime the Timer reaches the
sampling interval, the Timer Component triggersreet event via the connected
interface to its upper level sensing component Wwiten triggers a sensing command to
its lower level sensor component. Each time the@ecomponent’s sensing is done, it
triggers an event to its up level sensing compowndnth then triggers a sensing done
event to the top layer component. When the toprlegmponent receives a sensing done

event, it reads the sensing results and calls arzomd to its lower level Active Message

14
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Component to transmit the data across the wiralessor network. The Active Message
component then calls the command to its correspgndwer level component and so on,
which finally put the data into the hardware traission FIFO. When the actual data
transmission is committed, corresponding eventganerated to their father components
via the connected interfaces and finally a routioge event is generated from the Active
Message Component to the top layer component.

The Collection Tree Routing Component in the ACppligation uses the
collection tree routing algorithm which configuithe wireless sensor network into a tree
topology. Each ACme node in the collection trea ieee node and the gateway sensor is
the root. We can configure multiple gateway sensot®e the tree roots which form
distinct trees. Each tree node has a unique pats tiee root and the data is routed one
step closer to the root each time by the ACme samsde along the path. Each time the
lowest level Radio Hardware Component receives gte from other ACme sensor,
events are generated from the lowest layer todpéalyer, then the top layer uses
collection tree component to route the Active Mgss the next node along the path to
the root.

Crossbow’s Telosb mote is utilized to be the gatesensor in the wireless sensor
network. It is IEEE802.15.4 compliant, equippedhntUSB interface and is supported
by TinyOS operating system [21]. In the TinyOSityjla base station application is
available to configure the Telosb mote to be awayesensor. The base station
application bridge the Active Message receivedngylEEE 802.15.4 interface to the
USB interface so that it is convenient to retrilve wireless sensor network sensing data

by connecting the gateway sensor to our applicdéeel router via the USB interface.
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The Active Message has the following format, of ethihe payload area could be
defined according our own application needs.
» Active Message Indication (1 byte)
e Destination Address (2 byte)
» Link Source Address (2 bytes)
* Message Length (1 byte)
* Group ID (1 byte)
» Active Message Handler type (1 byte)
» Payload (6 bytes for our application)
An example Active Message for our application is
“00 FF FF 00 02 06 00 08 00 00 00 00 OE 22". Itstidation address is “FF FF”
specifying the root address of our collection tieeLink source address is “00 02”
which is the node ID specified at compile time ur application. Its payload length is
“06” bytes and group ID is “00” which indicates tbellection tree it belongs to. Its
active message handler type is “08” and bearsixheytes power data payload “00 00 00

00 OE 22

ACme application Component J

I

Sensing Component Collection Tree

- Routing
][ T [ Component
7

Sensor Timer
Component Component

Active Message Component J

1L

Radio Packet Component 1

I

[ Radio Byte Component

Il

Radio Hardware Component }

Figure 4.1 ACme Application Component lllustrations
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4.2 Implementation of application specific gateway

We use BeagleBoard-xM as our gateway hardwareoptatfand adopt Angstrom,
a Linux distribution which can be applied to a etyiof embedded devices, as our
operation system for the router. A TCP client sbgkegram is developed by using Java
programming language to ensure the delivery ofAittieve Message retrieved from the
connected gateway sensor to the cloud. Also, aT&Waserver socket is developed
which runs on the cloud to establish a communicaliconnection with the Java TCP

client socket over Internet. We will talk about gexver socket later in the next section.

4.2.1 Hardware platform

The Beagle Board is a low-cost, fan-less singlertbcamputer based on TI's
OMAP3 device family, with all of the expandabiliby today's desktop machines, but
without the bulk, expense, or noise [22]. It is ipped with TI's OMAP3530 processing
platform which includes a 1GHz ARM Cortex-A8 CPB]2Its onboard memory/RAM
size is 512Mb but is not equipped with on board NDAWhich in turn requires the boot
loader, the Linux kernel and File System to beextanto a microSD card. Its primary
I/O interface includes a microSD/MMC card slot,Ethernet port, a RS-232 port, and 4

USB ports. Please refer to Figure 4.2 below forithelware overview.

Figure 4.2 Hardware overview of beagleboard —Xm.

17
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4.2.2 Operating System-Angstrém

Linux is always considered and chosen to be theatipg system running on
embedded devices because it is open source, fdeeuastomizable. By using Linux, we
can customize the desirable features we want ahcteethe unnecessary redundancy to
meet the limited computing and storage limitatibthe embedded devices.

Angstrom is a popular Linux distribution which isrified to run smoothly and fast
on beagleboard andas initiated by open source embedded developerswanked on
the OpenSimpad, OpenZaurus and OpenEmbedded pr{#d$t We adopfngstrom
Linux distribution as the operation system for BeBgard hardware.

As mentioned above, BeagleBoard xM does not inctudboard NAND, which
requires a separate SD card to boot operatingmyfsten. In order to make a bootable
SD card for BeagleBoard xM, a special geometryegartition table should be set up to
comply with the OMAP3 (BeagleBoard xm processirgjfpkrm) ROM. We need to split
the SD into two partitions, with one “Fat32” padit holding the boot files and one
“Ext3” partition holding the Linux root file systerfrormatting utility in Linux is utilized
to partition the SD card into the desired formateded.

We customize a fairly basic Angstrom image for Beagla®@l without additional
application packages. After building the Angstrdauyr files required to boot the
operating system are generated: MLO, u-boot.bmagle, and the root file system:
Angstrom-BeagleBoard-xxx. MLO is the first stagebloader which fits entirely into
the on-chip memory of the OMAP3530. Upon bootimg, on board ROM code loads
MLO which configures the external memory for usd #ren loads the second stage boot

loader, u-boot.bin. Constrained by the size ofitibernal memory of the OMAP3530, the
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two stage boot loaders are separate; otherwisectiieype combined into one boot loader.
The second stage boot loader, u-boot.bin then Ilttedkernel image, ulmage. Then the
Linux kernel takes over control and the operatiygjem can boot and run normally.
Because the on board ROM code loads the MLO byinigdtle first physical
address of the SD card, the first three files sthtvel placed to the Fat32 partition of the
SD card in a strict order and the fourth root $jstem should be placed into the Ext3

partition of the SD card.

4.2.3 System Configurations and Application Program
Now, we have a basingstrom distribution bootable from the SD cardtiog
BeagleBoard, the following will discuss all the &ya configurations and application

programs needed to make BeagleBoard an appliciavehrouter.

4.2.3.1 Java Runtime Environment

Our application programs such as the client angdesesocket programs are needed
to run on hosts with different hardware/softwaratiorms such as Angstrém /ARM and
Ubuntu/amd64, so it is desirable to utilize crokgfprm programming language for the
purpose of uniformity and simplicity. Java is argghe most developed and stable
cross-platform programming language and hencedig@oyed to be the primary
programming language in our system development.

JamVm is an extremely compact Java Virtual Macwhe&h conforms to JVM
specification version 2 and supports a variety 8f&chitectures including
Linux/BeagleBoard (ARM Cortex A8) [25]. We use JamVWundled with GNU
classpath to be our Java Runtime Environment (JRELe Angstrom has Java in its

repository, so a single terminal command “opkgatgamvm” will automatically
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download and install the JamVM as well as GNU @a#is APIs. Then Java bytecode

can be run on our BeagleBoard using the JRE.

4.2.3.2 Serial Port Listener

The first application program needed to run onabAngstréom is a serial port
listener. It reads the energy data from forwardgthle gateway sensor which is
connected to the BeagleBoard using the USB Vii@@M Port.(Recall that, the
firmware in the gateway sensor collects all thergyneata from the wireless sensor
network and forward the data to the USB Virtual C/Sktial port).

In order for the Java Listener to listen to theadeort, it is a necessity to load the
corresponding LKM (Loadable Kernel Module) to ineathe USB to Serial driver
because the angstrom does not usually load thisrdautomatically after booting. In
Angstrém upon booting, the system first uses the file/itgittab to identify the default
run level (run level is the point the system entarsl find, under the corresponding run
level directory e.g. /etc/rc5.d/, the symbolic ko all the start up scripts which lie in the
central repository /etc/init.d /. Then the systeith @ecute the actual start up scripts
according to the order specified in the symboh& lname. In order to load the drivers
automatically in the booting process, we writeaatsip script which installs the
corresponding drivers/kernel modules and place tihé central repository. Then, under
the appropriate run level directory, we createralsylic link pointing to the script.

After loading the USB to serial driver, the gateveaynsor’'s USB Virtual COM
port which connects to the BeagleBoard appears agtaa serial port to the
BeagleBoard and should be mounted as /dev/ttyUSBxd root file system (x is a

Arabic numeral and is usually 0).
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TinyOS developing utility offers a Java Listenewdfich the function is to simply
stream the input from serial port to the Linux terah This Java Listener is platform
dependant because it uses the Java Native Inteffaedava Native Interface (JNI) is
a programming framework that enables Java coddangrnima JVM to call and to be
calledby native applications (programs specific to hangand operating system
platform) and libraries written in other languagesh as C, C++ and assembly [26]. So,
the Java Listener specific to tAagstromand BealgeBoard platform is adopted. The
Java CLASSPATH environmental variable should beigared to include the absolutely
path to the Java Lister Jar file so that Java taayes find, within the Jar file, the Java
Listener main class and all its dependant clags@sexample, in order to set up the
CLASSPATH automatically each time after system bptite command

"export CLASSPATH=/<path>/listerner_name.jar " shioloe placed within the
file “/etc/profile” in the file system.

After all the work is done as mentioned aboves iteiady to acquire the energy data
from the wireless sensor network and printing tleenthem on the terminal. Java listener
is invoked by the following command:

“lava net.tinyos.tools.Listen -comm serial@/dewA8Bx:115200”, which takes the
mount point of the Gateway sensor's USB Virtual C@ivt as its first argument and the
baud rate "115200" as its second argument. A saoytfait is showed in Figure4.3 of

which each line in the terminal is a complete AetiMessage.
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Tenminal (=] (=] &)

File Edit Wiew Terminal Help

Library loaded successfully [l
serial@sdevy/ttyUSBO: 115200: resynchronising
Q0 FF FF Q0 02 05 00 08 00 Q0 Q0 Q0 QE 2A
Q0 FF FF QO Q4 Q5 QO QB QO QO QO QO QO BB
00 FF FF Q0O 02 08 Q0 0B Q0 Q0 00 00 QE D2
Q0 FF FF 00 02 05 00 02 00 00 00 00 QE 26
Q0 FF FF Q0 Q04 05 Q0 Q8 Q00 Q0 Q0 Q0 QO 87
Q0 FF FF QO Q32 05 Q0 QB QO QO QO QO QE D2
00 FF FF Q0O 02 06 Q0 QB Q0 Q0 00 00 QE 21
Q0 FF FF 00 04 05 00 02 00 00 00 00 OO0 84
Q0 FF FF QO Q32 05 Q0 Q8 Q0 Q0 QO QO QE D>
Q0 FF FF QO 02 05 Q0 QB Q0 Q0 Q0 Q0 QE 22
00 FF FF 00 04 08 Q0 QB Q0 Q0 00 00 00 B&
Q0 FF FF Q0 Q03 05 00 Q8 00 Q0 Q0 Q0O QE DA
Q0 FF FF QO Q4 Q5 Q0 QB QO QO QO QO QO BB
Q0 FF FF QO 03 05 Q0 QB Q0 Q0 Q0 Q0 QE DS
Q0 FF FF Q0 02 05 00 02 00 Q0 00 00 QE 20
Q0 FF FF Q0 Q04 05 Q00 Q8 Q00 Q0 Q0 Q0 QO 89
Q0 FF FF QO Q32 05 Q0 QB QO QO QO QO QE DF
Q0 FF FF QO 02 05 Q0 QB Q0 Q0 Q0 Q0 QE 22
Q0 FF FF 00 04 05 00 Q2 00 00 00 00 Q0 B9
Q0 FF FF Q0 Q032 05 00 Q8 Q00 Q0 Q0 Q0 QE DB
Q0 FF FF QO Q2 05 Q0 QB QO QO QO QO QE 7B

(<]

Figure 4.3 sample output of the Java Listener.

4.2.3.3 TCP Client Socket

Socket Programming is also called compuggwark programming, which enables
processes to communicate with other processessaarosmputer network. The process
starting the communication is called a client dmglgrocess waiting for the client to
establish a communicational connection is calledraer. There are two types of
communication between a client and a server. Onerigection oriented, which usually
uses the TCP (Transmission Control Protocol) asrtlansport layer protocol and the
other is connectionless which usually uses the @®the Transport layer protocol. TCP
handles the issues such as resending the packssarof packets lost and hence
guarantees the delivery of the communicational,datave prefer TCP Socket
Programming to ensure the reliability. Java progreng language is utilized to

implement the sockets.
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The Client socket program takes the outptit® Java Listener as input, which can
be done using pipe "|" command in Linux. Each &cthessage (one line in the terminal)
is delivered from the Client socket process runmnghe router to the Server socket
process running on the cloud. In order to achibeginction above, a client socket
object should be created by taking the IP addre8teccloud host and the port number of
the Server socket process as parameters. For exatiglfollowing Java statement
“Socket clientSocket = new Socket (“I07.20.169"1BD000)” creates a client socket
object by designating “107.20.169.101” as its ¢egion IP address and port “50000” as
its destination port number. Within the client seicgrocess, each active message piped
from Java Listener is passed to the client sockgtad which then transmits the data to

the server socket process hosted on the cloud.

4.2.3.4 SSH tunneling

SSH tunneling is created using SSH protocol, whmprises a secure tunnel
between a client and a server. To guarantee netsemtkrity, the SSH tunneling
technique is employed to deliver the data fromgaeeway's Client socket process to the
cloud's Server Socket process over the Internet.

By deploying SSH tunneling, we can configure tovard a specific local port to a
designated port on the cloud so that any datalsetiite client socket to the specific local
port will be forwarded to the designated port om ¢toud. For example, the command
below
"ssh -L 50000:localhost:123456 -i securitykey.pdmniu@107.20.169.101" forwards

any data sent to local port "50000" to the port34%6" of the cloud host with the IP
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address 107.20.169.101. The identity file "seckeayypem” is the security key used to

identify the local host's legitimateness while a&steg the cloud host.

4.3 Implementation of cloud computing subsystem

The Cloud Computing component accomplishes thrgerrtasks. Firstly, a server
program is implemented in Java on the cloud toivecactive message from the Client
program hosted on the router. Upon receiving, ttiw@message is parsed, processed
and then written to the cloud relational datab&seondly, an Apache HTTP Server is
set up and web pages are designed to display tigetdom and real-time active power

data.

4.3.1 Cloud Computing Platform

Amazon Elastic Compute Cloud (EC2) is a cloud catmguplatform provided by
Amazon Web Service (AWS), which allows users to their own computer applications.
Users can launch an Amazon Machine Image (AMIy#ate a cloud computing unit
with the desired features. Amazon EC2 platformtilizad to implement our cloud
computing component and Amazon Machine Image otlwthe OS is Ubuntu-
maverick-10.10 is adopted to be our cloud computimity

AWS provides a friendly graphical user interfacéJ({for users to easily manage
their AMI image such as creating, erasing an imag&nce, booting &rebooting and
stopping a image instance. Figure 4.4 below iexample of the AWS GUI console for
EC2 to manage our cloud image. We can obtain aadraa public IP and domain name
to our instance and users can access to our watfaiog using the public IP or domain

name. Our public IP is “107.20.169.101".
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10 Aws Management Console » Amazon EC2 Haoliu ¥ Help ¥

e —

Elastic Beanstalk| 83 | EC2 | WPC | CloudWatch Elastic MapReduce | CloudFront CloudFormation RDS | ElastiCache| S0S | 1AM SNS | SES | Route 53

Region: %Lﬁuncﬁ\nsﬁnce hstance Actions | v @'ShuwiH»de r::-' Refresh | @ e
E  5Ees! Vigiia) v i 3 " T i
= = s Allnstances BAH\ngT_anc_e_Typgs B | { € ltotoftlnstences » )
EC2 Dashhoard Name * Instance Al D RootDevice  Type  State Monitoring ~ Security Groups ~ Key Pair Name  Virtualization ~ Placem
Seheduled Event: - 3 : :
e Ry ¥ empty iil—?ﬁﬂhbﬂﬁ amicefdlsal  ebs Hmico | Qrnnng [ basic defaul haoliy paraitual
=| INSTANCES
Instances
Spot Requests
Reserved Instances
= IMAGES
AMIs
Bundle Tasks
= ELASTIC BLOCK STORE
Volumes
Snapshots
= NETWORK & SECURITY
Security Groups
Elastic IPs Description || Status Checks || Monitoring | Tags
Placement Groups AME &
J8l . i s ‘ Zone: us-east-ic E|
Load Balancers abs/ubuntu-images/ubuntu-maverick-10.10-amda4-server-20101225 (ami-cefd05a7)
Key Pars Security Groups: default Type: t1.micro
Network Interfaces )
State: funning Scheduled Events: No scheduled events
Owner: 099650534572 VPCID:
Subnet 1D: - Source/Dest. Check:

Figure 4.4 EC2 Management Console.

4.3.2 Systenset up and Applicatiorprogram

4.3.2.1 LAMP
We use open sourLAMP which is the acronym for the freepen sourcsoftware
stack constuted by Linux, Apache, Mys and PHRo meet the needs of web host
and data processing.
LAMP is set up and configured to run automaticalbypn booting as the daem
software on our cloud image to support HTTP recs, Database management and se
side manipulation.

25



Design and Implementation of a Cloud-Based Buildimgrgy Monitoring System

4.3.2.2 Server Socket Programming

As mentioned in Chapter 3, the Client Socket inrtheéer delivers the active
message to the Server Socket process. The Serveet§wocess keeps on listening to
the port designated by the client socket to esthldonnections and receive data. Upon
receiving, the Server Socket program extracts fiteeractive message the 1D of the
sensor node, the raw power data and processeawhgower data. Then along with the
ID and the processed data, it adds additional tan@s to create a new data set ready to
insert into database.

The Active Message has the format of “00 FF FRD@6 00 08 00 00 00 00 00
05” which has 14 bytes in total. The server sopkegram checks the length of the
Active Mesage it receives to verify the integrititioe data. After the verification
successfully done, server socket first extracts#resor’s ID and convert it from
hexadecimal to decimal. Then, it extracts thedasbytes (the payload), converting
them from hexadecimal to decimal and using theebfi®d gain to calculate the real
power data.

Then a timestamp is created and combined withhaslwell as the calculated
power to form a new record ready to be inserteal timé row of the database table.

JDBC, unofficially referred to as Java Databaser@gativity offers an API
(Application Programming Interface) for Java pragnaing language to access and
manage the relational database. Our Server Sposgtam utilizes JDBC to manage our
Mysql relational database management system (RDMS).

First of all, a database called “CPS” is createtthwiMysql RDMS, and within the

“CPS” database, a table named “PowerData” is atleaith the flowing fields:
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» SensorlD: This is the field holding the ID of trensor which acquires the
power consumption information. The data type fas ffeld is “Int”.

» DateTime: This is the field holding the arrivingtd@nd time of the active
message to our cloud. The data type for this feldatetime” which has
the “YYYY-MM-DD hh:mm:ss” format. Based on our teghe Active
message arrives to our cloud from the router withss than one second
which complies with the real time power monitoriegjuirement.

» RealPower: This is the field holding the real podeta and the data type is
“Int”.

Figure 4.5 below is the illustration of the databasd table created for our system.

= ubuntu@ip-10-194-138-240: ~ 2EE
Fle Edit View Terminal Help
mysql= use CPS; (4]

Database changed
mysql= show tables;

o +
| Tables 1in_CPS |
o +
| PowerData |
o +

1 row 1n set (0.00 sec)

mysql> describe PowerData;

o o e R o o +
| Field | Type | Mull | Key | Default | Extra |
o o e R o o +
| SensorID | int(11) | YES | | NULL | |
| DateTime | datetime | YES | | MULL |

| RealPower | 1nt(11) | YES | | NULL | |
o R R e R o +

3 rows 1n set (0.00 sec)

Figure 4.5 lllustration of database table consiounct
Secondly, in order to use JDBC to connect to ous@i)RDBMS, after loading the
JDBC driver into our server socket program, we sthoegister the JDBC driver for

MySQL by the following java code:
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Class.forName("com.mysql.jdbc.Driver");

Then the URL of database server for mysql databaseed "CPS" on the
"localhost” with the default port number "3306" shlibbe defined by the following java
code:

String url = "jJdbc:mysql://localhost:3306/CPS";

Then a connection object to the database for avasiethe password can be
obtained by the following:

Connection con=DriverManager.getConnection (url, 4ername", "password");

Till now, by calling the "createStatement" methddh® connection object
mentioned above, a statement object is createdwihatudes the “executeUpdate”
method taking standard SQL language as parametgdate the table in our database.
For example:

stmt=con.createStatement();

stmt.executeUpdate("INSERT INTO PowerData ( SendoriDateTime,
RealPower ) VALUES (" + Integer.toString(ID) + ","+ timestamp+ "," +
Integer.toString(Power) +")");

Figure 4.6 below illustrates the table recordsriteskby our Server Socket Program
using JDBC: Sensor with ID 2 monitors the powergesaf our application level router
power. Sensor with ID 3 monitors the power usaga Gateway E Series Desktop.

Sensor with ID 4 monitors the power usage of an [BAZ0 Laptop.
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Ubuntu@ip-10-194-138-290: — (=]
File Edit Wiew Terminal Help

mysql= select * from PowerData limit 20,25; [~
oo oo oo e e e oo oo oo oo +

| SensorlD
P,

EUMNBUNBUMNBELUNBONBWOMNBWUKNBWKN B

P,
25 rows 1n set (0.00 sec)

Figure 4.6 illustration of database table record.

4.3.2.3 Web Page Design

HyperText Markup Language (HTML) is adopted to daghe graphical user
interface of our web page and PHP is embeddedhet®i TML code functioning as a
server side script to perform database query.

Users who are interested with the power informationld indicate some keywords
such as Sensor ID and time in the form definecheyHTML in the web interface and by
submitting the form, user’s query information isitseia HTTP browser to our server side
PHP page. The PHP code then queries the databaseliagly and echo back the power
information to the browser.

Two simple web interfaces are designed for ouresgsOne is dedicated to display
the short-term active power consumption informatldsers who are interested with the
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power information could indicate the sensor ID #meh this web interface will display
from the last 1 minute to current near real-tima/@oconsumption data. Please see
figure 4.7 for the short-term power web interfatte (sensor is set up for monitoring the
microwave oven).

Another web interface is designed to display thé/gewer usage information
which could be used by building manager or tenamidentify the power usage pattern
in a day. The power information depicted in Figdr@ below shows the 24 hours power

usage information of a freezer on 01/17/2012.

BSIEN

File Edit View History Bookmarks Tools Help

<@ ~ &= £ | (8| nttp://107.20.169.101/realtime_monitor.php

[ Most Visitedv [g|EE [UHM £7HOT [g]TinyOS [@|DIC [s|Data Base j#fjTutorial ymysgl ZE3school [g)smar

| [@] http://107.20.1...ime_monitor.php | =F

Cyber Physical System for power monitoring
Deparitment of Electrical Engineering, UH manoa

Indicate the Sensor ID for realtime power monitoring

Sensor ID: [ 32| | Enter |

Sensor ID: 3

|Sensor ID| DateTime |ActiveP0wer W)
3 12012-01-21 15:50:51(137

3 12012-01-21 15:50:41 (134

3 2012-01-21 15:50:31 (134

3 12012-01-21 15:50:21(135

3 12012-01-21 15:50:11[134

3 |2012-01-21 15:50:01 135

3 |2012-01-21 15:49:51 (135

Figure 4.7 web interface for short-term power marniity.
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File Edit View History Bookmarks Tools Help

* » v g a ‘ [@\http:n'll!)?.20.169.lul!pawer_daiIy_monitur.php

[ Most Visitedv [6/EE [[JUHM &7HOT (8|TinyOS [8|DIC [6]Data Base jWiTutorial ymysgl Z3school [&smartview & Java (@At
‘ [@) http:4/107.20.16...ily_monitor.php | i

Cyber Physical System for power monitoring

Department of Electrical Engineering, UH manoa

Indicate the Sensor ID and time scope for monitoring

Sensor ID: Time:| | Enter |

Sensor ID: 2 Time: 2012-01-20
Power Monitoring data
500

450

400

350

3004

Power(W) 2504

Figure 4.8 web interface for daily power monitoring
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Chapter 5 System test

5.1 Short-term functionality test

To test the short-term functionality, we utilize $@icrowave ovens and freezers
as our test cases and adopt the short-term wetfeicéeto show results of the active
power consumption data.

Figure 5.1 below shows the short-term power data®fGR-820 GOLDSTAR

freezer.

BEE

Eile Edit View History Bookmarks Tools Help

‘ N e ﬁ ‘!éi http:/f107.20.169.101/realtime_monitor.php

[ Most Visitedv  [¢|EE [[JUHM £7HOT [§|Tiny0S [¢|DIC [§]Data Base [iljTutorial Ymysql ZZ3school [&)smar

[ 8] http://107.20.1...ime_monitor.php | %

Cyber Physical System for power monitoring

Department of Electrical Engineering, UH manoa

Indicate the Sensor ID for realtime power monitoring

Sensor ID: 3 ¢| [ Enter |

Sensor ID: 3

\Sensor ID| DateTime \ActivePower (W)
3 |2012-01-21 15:50:51 137

3 [2012-01-21 15:50:41 134

I3 [2012-01-21 15:50:31|134

3 [2012-01-21 15:50:21 135

3 |2012-01-21 15:50:11 134

I3 [2012-01-21 15:50:01 135

I3 [2012-01-21 15:49:51|135

Figure 5.1 Short-term power data of the GR-820 GOLBR freezer.
Figure 5.2 below shows the short-term power data@Kenmore microwave oven

with model no. 565.8738612.
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=]

File Edit View History Bookmarks Tools Help

@)

4« v = e [@ http://107.20.169.101realtime_monitor.php

[ Most Visitedv [¢|EE JJUHM &£7HOT [g|TinyOS [@|DIC [¢]Data Base jilfjTutorial Ymysqgl &% 3school [g]sme

| [6] http://107.20.1...ime_monitor.php | <

Cyber Physical System for power monitoring
Department of Electrical Engineering, UH manoa

Indicate the Sensor ID for realtime power monitoring

Sensor ID: Enter |

Sensor ID: 4

Sensor ID DateTime ActivePower (W)
4 2012-01-21 15:50:49|0

4 |2012-01-21 15:50:39[1401

a |2012-01-21 15:50:29(1400

[ [2012-01-21 15:50:19(1406

[a |2012-01-21 15:50:09[1395

a |2012-01-21 15:49:59[0

2 |2012-01-21 15:49:49[0

Figure 5.2 Short-term power data of the Kenmoreomave oven.
Figure 5.3 shows the short-term powea @éthe Gateway E series desktop

computer with Pentium 4 processor and 16 inches HSplay.

BEE

Eile Edit View History Bookmarks Tools Help

4@ v o e [@ http://107.20.169.101/realtime_monitor.php

5| Most Visitedv [g|EE [[JUHM £¥HOT [¢|Tiny0S [¢|DIC [¢|Data Base {illjTutorial gmysql &t 3school [@)smz

| [8] http://107.20.1....ime_monitor.php | <=

Cyber Physical System for power monitoring
Department of Electrical Engineering, UH manoa

Indicate the Sensor ID for realtime power monitoring

Sensor ID: Enter |

Sensor ID: 2

|Sensor ID| DateTime |ActivePower (W)
2 |2012-01-21 15:50:48(162

2 |2012-01-21 15:50:38[161

2 |2012-01-21 15:50:28(163

2 2012-01-21 15:50:18162

2 2012-01-21 15:50:08|165

2 [2012-01-21 15:49:58|165

2 [2012-01-21 15:49:48[165

Figure 5.3 Short-term power data of Gateway E setésktop computer.
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5.2 Robustness functionality test

To test the robustness of the monitoring systemseteip the system to work
continuously for a couple of days and use the daiyitor web interface to display the
results.

We choose several electrical appliances includeskibp computers, laptop
computers, freezers and our embedded Linux rotddye our test cases.

The first test case is a Gateway E series desktopuater with Pentium 4
processor and 16 inches LCD display. We use our$yBtem to continuously monitor it
for two days, and Figure 5.4 and Figure5.5 showgthwer usage information of the
computer on 01/17/2012 and 01/18/2012. The fighedsw shows that the computer was
used on regular working hours and the user mayftdogturn it off on 01/17/2012. The
power of the computer fluctuates between 150 tovails depending on the work load
when running.

Sensor ID: 3 Time: 2012-01-17
Power Monitoring data
500

450

400

350

300{- =~~~

Powar(W) 2301=============

200{- -~

150{- --=--=-=-=-

100{- ——— — - - - —CECEEEEEE.

BlH- === == mmmmmmmmmmm o2

o]
[i] 3 3 9 12 15 18 21 24

Figure 5.4 Daily Power data of Gateway E serie&tdeson 01/17/2012.
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Sensor ID: 3 Time: 2012-01-18

Power Monitoring data

Power(W) 250H---
20H-- -
150H- - - === =
100]- - - —— - — - - - -

BH- -

0
a 3 6 9 12 15 18 21 24

Time

Figure 5.5 Daily Power data of Gateway E serie&tdgson 01/18/2012.

The second test case is the GR-820 GOLDSTAR re#ige figure 5.6 shows the
power usage pattern of the freezer on 01/20/2012.

Sensor ID: 2 Time: 2012-01-20

Power Monitoring data

Power(W) 2601--=
2001 - S

e

10D = === === mmmmmmmmmmmmmmmmmm o

[

0

12
Time

Figure 5.6 Daily power data of GR-820 GOLDSTAR igdrator on 01/20/2012.
The third test case is the ThinkPad T420 laptdjp @bore i5 processor and 14

inches LCD display, figure 5.7 below shows the pousage information on 01/17/2012.
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We can see that the laptop is used between arduf@ am to 8 pm and the power is

around 18 watts.

Sensor ID: 4 Time: 2012-01-17

Power Monitoring data

Power(W)

Time

Figure 5.7 Daily power data of ThinkPad T420 lapbop01/17/2012.
The last test case is our application level Linategvay which consumes around 8

watts when working.

Sensor ID: 2 Time: 2012-01-18
Power Monitoring data

Power (W)

Figure 5.8 Daily power data of application levelaygay on 01/18/2012.
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Chapter 6 Conclusion and Future Work

In this thesis, we designed and implemented a diaseéd building energy
monitoring system. Several test cases are adoptedt the functionality and robustness
of this system. Through our web interfaces, usansaasily get the near real-time as well
as the long term energy usage information to He#mtmake according policies regards
to reducing the energy waste.

Future work can be done to enlarge the systempgpatimobile devices. Mobile
Applications can be developed for smart phonesiabgeople can access the energy

information via the phone’s application anytime amgwhere.
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