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Abstract

This thesis examines the weaponization of small, commercially available drones and the
emerging domestic security risks they pose within the United States. Through an environmental

scanning process informed mainly by open source intelligence (OSINT), this study maps the

evolution of unmanned aerial vehicle (UAV), or drone, technology from its military origins to its

widespread civilian adoption. Relying on evidence from active conflict zones, particularly

Ukraine, and the expanding global commercial drone market, the research identifies how

accessible platforms like DJI systems have blurred the line between recreational and tactical use.

Analysis of the current U.S. regulatory/control mechanism landscape reveals significant gaps in
oversight, particularly regarding licensing, local enforcement authority, and real-time
identification systems. The study concludes with three policy recommendations aimed at
mitigating the threat of domestic drone misuse: requiring transponder registration, empowering
local law enforcement, and instituting a national operator licensing framework. Together, these
emphasize the need for proactive regulation/control to balance innovation, privacy, and public
safety in an era where the skies are increasingly shared between civilians and potential bad

actors.
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1: Introduction

Across the country, whether it be at a national park, sporting event, concert, etc. - it is
common to hear the ever-more familiar buzz of a drone weaving back and forth overhead. These
small, recreational drones are widely accessible and are easily purchased by a wide range of
individuals; from everyday citizens wanting to film/document their own adventures, small
business owners purchasing them for company purposes (surveying, real estate inspections,
agricultural purposes, etc.), to large corporations or film production companies for theatrical or
commercial uses. Drones have affected and influenced the landscape of personal and
professional filming, security, and other commercial purposes, but the same types of drones have
also drastically changed another crucial part of how we operate as humans - warfare. The same
familiar buzz heard filming a wedding, monitoring farmers fields of crops, helping locate
missing persons, and more has also become a familiar, insidious noise to people in active combat
zones around the world.

These small drones, with their relatively low cost and ease of use, have helped to level
battlefields across the globe. This technology 1s widely used and available, with the mass
proliferation of this technology coinciding with the recent escalations in Eastern Europe and the
current war being waged between Ukraine and Russia. Both sides of combatants deploy
hundreds, if not thousands of drones daily across the different fronts and theatres of the war.
Ukrainian President Vladimyr Zelenskyy publicly stated that he ordered his military to procure
over one million of these small drones per year for use in their defensive struggle against the
invading Russians, showing how effective and lethal this cost-effective, easily built weapon

system truly is (Polityuk, 2023). Although the technology, as stated, has allowed a smaller, less



populated, less financially-stable country like Ukraine ‘level the playing field’, and defend
democracy and Western values against a larger, world-power such as the Russian military - the
same technology is widely available in US commercial markets and could also potentially be
used on civilian populations domestically, with many top US officials warning of the looming
threat.

The first chapter goes into the historical background and advancements of drone
technology as a whole, starting with the first technologies resembling drones in the first World
War, all the way through the current landscape of the technology today. The second chapter
employs the method of environmental scanning to get into the fine details of the technical
background of this type of drone technology. This will include sections going over the differing
types of drones, munitions, roles, transmission capabilities, and the potential of proliferation of
dangerous applications through ‘legal’ means such as 3d printing and online/social media
marketplaces - through academic, journalistic, and open source intelligence materials. The third
chapter also employs the method of environmental scanning to examine the current state of the
laws and regulations relating to drone use and other related technologies that allow for the
potential dangerous/violent usage of drones. As previously mentioned the current trajectory of
drone technology, especially including the combative adaptation of said technologies, massively
outpaces the current trajectory of our regulatory system here in the United States - and
desperately needs attention in order to potentially avoid the use of the technology on domestic
populations.

The information and data pulled from the environmental scans from chapters two and
three provides insight and a framework of understanding to apply to existing concepts in chapters

four and five. The fourth chapter introduces a number of potential recommendations for both



policy and practice for certain government and law enforcement/national security officials in
order to help curb the threat of the use of this technology on domestic civilian populations, while
the fifth chapter uses Jim Dator’s concept of alternative futures to frame four potential future
scenarios; Continuation, Collapse, Discipline, and Transformation. Finally, the paper concludes
with a brief summary of the paper and key thoughts, as well as future considerations and

limitations.

2: History of Drone/UAV Technology - Overview

The development of unmanned aerial vehicles (UAVs), commonly known as drones,
represents a transformative chapter in military history, one that has propelled technological
innovation at a rate that consistently outpaces regulatory frameworks here in the United States. A
technology that was initially conceived as experimental tools for reconnaissance and target
practice, drones have evolved into sophisticated weapons systems that are crucial for success in
modern warfare. This militarized focus, driven by the proliferation of global conflicts, has not
only accelerated advancements in autonomy, payload capacity, and precision but also facilitated
the diffusion of these dangerous technologies into civilian and potentially adversarial hands. In
the United States, where domestic security relies on up-to-date and informed policy responses,
this historical trajectory underscores a critical disconnect for the American public and
lawmakers/regulators: while drone technology has been honed in theaters of war, its proliferation
into the commercial sector has left lawmakers scrambling to address the threats to people and
infrastructure that inevitably will arise from the technology. From rudimentary beginnings to

their current role in conflicts across Ukraine, Israel, Syria and beyond - the history of drones in



combat reveals a pattern of innovation outpacing oversight - a pattern that demands urgent

attention as these systems grow more lethal and widely accessible.

As a whole this section will go over the evolution of drone technology through key
historical phases, beginning with its origins in the early 20th century and culminating in the
present landscape, where military-grade capabilities are increasingly available on the open and
black market. Each phase/era of drones highlights a leap in functionality driven by wartime
needs, from reconnaissance to direct combat roles, and illustrates how these advancements have
created a massive regulatory issue, especially over the last decade or so. The availability of
drones in the modern market, drones whose tech was mainly honed or sharpened by their combat
usage, amplifies the domestic risks introduced in this thesis: without a comprehensive
understanding of this history, policymakers cannot fully grasp the scope of the threat or the

urgency of closing the gap between technological capability and legal control.

2.1: Origins of Drone Technology

The conceptual roots of drone technology emerged during World War I, a period marked
by rapid advancements in aviation and a pressing need for innovative military solutions. One of
the earliest examples, the Kettering Bug, developed in 1917 by Charles Kettering for the U.S.
Army, was a pilotless biplane designed to deliver an explosive payload over a predetermined
distance with a maximum range of 75 miles. Though limited by its ‘primitive’ gyroscopic
navigation and a lack of real-time control -relying instead on a mechanical timer to trigger
certain actions in flight - the Kettering Bug represented a pioneering step toward unmanned

flight. At the same time, the British Royal Navy experimented with radio frequency-controlled



target drones, such as the Aerial Target, to train anti-aircraft gunners (NMUSAF, 2017a). While
they were not armed, the systems allowed pilots to remotely fly these vehicles in order to give
gunners a realistic target for them to train on. These early systems, while rudimentary and
frequently unreliable, established the principles of remote operation and explosive payload
delivery that define modern drones today. Their development was spurred by the desire to reduce

human risk in combat, a motivation that would persist and intensify in subsequent decades.

Despite their limited battlefield deployment, these origin stories are foundational to the
drone’s trajectory. The Kettering Bug and its competing models introduced the notion of a
weapon that could strike without endangering a pilot, a concept that evolved from a wartime
curiosity into a crucial aspect of military strategy. The early militarization of the technology set a
precedent for the drone’s future potential in combat, meaning the widespread availability of
drones capable of surveillance or attack. For the United States, this history signals the beginning
of a challenge that persists today. How do we regulate a technology whose roots lie in military

necessity, where innovation has been relatively unchecked by domestic safety regulations?

2.2: The Second World War

The Second World War marked a turning point for the development of unmanned and
remotely operated aerial technologies. Although these systems bear very little or no resemblance
to the sophisticated drones used in combat zones across the globe during the 21st century, they
introduced concepts, tactics, and technological innovations that directly shaped subsequent UAV
design. The combination of the general advancement of science and technology alongside the

necessity for new and innovative weapons systems provided a near perfect scenario for



experimentation and development of these rudimentary technologies. Countries were in all-out
war. Their entire economies, societies, and ways of life were focused or surrounded by war. They
needed these new and innovative technologies in order to win, and in turn, survive. At the height
of the war, both Allied and Axis powers both pursued remotely piloted vehicles, remotely
controlled defensive positions, drones for target practice, and proto-missile systems, all of which
focused on exploiting the strategic potential of removing the pilot from the cockpit. They would
no longer have to worry about the constraints the human body put on innovation; their lack of
resistance to g-forces, their sheer physical weight and stature, etc., and could instead focus on

making a more dangerous and lethal weapons system.

The United States and the United Kingdom initially invested in remote controlled aircraft
primarily for training purposes. Systems such as the Radioplane OQ-2 saw mass production by
the beginning of 1940 and were used as target practice to allow for antiaircraft gunners and
fighter pilots alike to train against more realistic, moving targets. These systems were relatively
inexpensive, expendable, and offered the advantage of allowing pilots and gunners to put in
‘real’ training - meaning they are able to safely expend live ammunition against live aerial
targets, when they traditionally had to run simulated dogfights or defensive exercises or target
practice against stationary targets (NMUSAF, 2017b). Both the United States Navy and the
United States Army Air Forces used thousands of these drones throughout the war, highlighting
both their practicality and the feasibility of producing large quantities of unmanned aerial
vehicles. Although these early systems were never intended to be, nor used as, offensive strike
systems, they established the effectiveness and efficiency of unmanned aerial systems that we

see in drones today.



The Axis powers, and in particular Nazi Germany, adopted a much more offensive
approach to their research and development of unmanned aerial systems. Nazi engineers
developed the V-1 flying bomb and the V-2 ballistic missile, both of which are widely recognized
as precursors to modern cruise and ballistic missiles. The V-1, a pilotless jet powered aircraft
armed with a large amount of explosives, terrorized the European cities of London and Antwerp
in the later stages of the Second World War in Europe. These unmanned aerial systems
bombarded the cities for weeks, claiming tens of thousands of lives directly, and even more
indirectly from the damage they caused. The delivery of this type of large, explosive ordinance
would typically come at the risk of the pilot and crew of the plane that carried it to its target,
however these new systems took away the risk to the lives of the pilots, while keeping the same
amount of lethality inflicted by traditional payload delivery systems. The V-2 represented an
even more advanced leap given it was a liquid fueled rocket capable of striking targets (with
relatively high accuracy for the time period) hundreds of miles away, at supersonic speeds
capable of evading even the most advanced air defense systems at the time. While the V2 lacked
the precision we see in modern systems today, they made up for with the crippling psychological
warfare effects (Leu, 2015). The Germans were capable of wreaking havoc from hundreds of
miles away, killing their citizens, and destroying cities and key infrastructure, all while not
having to risk the lives of their pilots. The Allied militaries were extremely interested in this
technology near the end of war, dedicating a lot of time and resources into capturing hardware,

blueprints, as well as key personnel to advance their own weapons programs.

Although these wartime drone systems/experiments differed greatly in their form, factor,

and use cases, they all underscored the importance (and clear advantages) of unmanned aerial



systems; They reduced the risk to friendly human lives in combat. By employing target drones
instead of live pilots for training, the United States was able to reduce the amount of training
accidents, reduce the cost of training pilots, and allow pilots to practice in live-firing situations
on moving targets. Similarly, the mass use of the V-1 and V-2 by the Nazis showed that they too
understood the importance and benefit of limiting the risk on human lives through the use of
unmanned aerial systems. The Second World War provided both industrial and technological
might alongside an environment where real world tests could be conducted that would inform
drone research and development for decades to come. While the platforms and systems used may
be considered crude or archaic by modern standards, their introduction and success in the war
demonstrated the utility of these systems across a plethora of militaristic wants and needs; from
pilot training, to strategic bombing and psychological warfare. These innovations laid the
foundation of later UAV development and, eventually, to the widespread use of drones across the

world we see today.

2.3: US/Israeli Collaboration of the 60s-70s

After the end of the Second World War there was a lot less focus on rapid
military-focused technological advancement, and so, the following decades saw a relative lull in
drone development. Yet the groundwork for drone technology had already been laid. As tensions
rose between the United States and the Soviet Union throughout the Cold War, the United States
and its allies recognized that remotely piloted aircraft could serve extremely valuable roles in
intelligence gathering, reconnaissance, and as decoys without risking a pilot's life. In order to
fulfill this need, the United States looked to its newly-formed ally, Israel. Following the end of

the Second World War, the United States and other allied nations were supportive of the creation

8



of the state of Israel, and looked to help them throughout their initial time as a country. This
however, did not include supporting them through arms or anything that would be used in the
Israeli/Arab conflicts at the time. This changed in the late 60s as the United States saw that the
Israelis were inventing and innovating military technology, especially in the field of unmanned
aeronautics, and entered a defense partnership in which teams from their respective nations
collaborated on top secret military projects, studied at each other's top Universities, and found
employment within top defense contracting companies. The United States saw that much of their
technology was ahead of any other nations, including their own drone programs at the time, and
viewed it as beneficial to enter this joint partnership (Steinberg, 1998). This partnership on

military technology would reshape the global trajectory of UAV innovation.

At this time, Israel had been, and was actively dealing with, existential threats on
multiple fronts and was forced to innovate rapidly. Israel dedicated much of their financial,
intellectual, and manpower to their military, similar to the state many nations found themselves
in during the Second World War. Out of this necessity came extremely creative innovation;
small, pilotless drones equipped with cameras and primitive sensors proved much cheaper and
less risky than manned spy planes. Israeli engineers began creating small prototypes, such as the
Mastiff, which could be launched from low-cost catapult systems, and safely recovered by a

parachute (MilitaryFactory, 2022).

The 1973 Yom Kippur War served as a catalyst for Israel. The Israeli forces faced
existential threats from its neighbors, including swaths of Soviet-supplied, anti-aircraft missile
batteries in Egypt. The Israelis recognized the potential for their newfound drone program to not

only accurately locate the batteries and provide coordinates for Israeli strikes but also serve as



potential decoys to confuse those same batteries. Their deployment was an extreme success. It
helped not only locate but exhaust nearly all of the Egyptian missile batteries, which paved a
way for manned aircraft to strike accurately, and without resistance. Israel eventually destroyed
nearly the entirety of the Egyptian Air Force (Frantzman, 2019). Through this, officials saw a
glimpse of the future of combat and war as a whole, similar to the officials receiving reports on
the V-1 and V-2 only a few decades prior. The decision to go ‘all-in’, and merge Israeli ingenuity
and real-world experience with United States’ intellectual and industrial might, shaped many of

the technologies dominating battlefields and warzones today.

This partnership ended up creating several landmark systems in the field of UAVs, the
first major milestone being the RQ-2 Pioneer. The pioneer was jointly produced by the Israeli
firm Israel Aerospace Industries (IAI) and the United States’ Aircraft Armaments Incorporation
(AAI), stemming from its predecessor, the Mastiff. The Pioneer saw combat while being used by
the U.S. Navy and the Marine Corps during the Gulf War, providing live video reconnaissance to
command centers for the first time in United States history (Smithsonian, 2020). These
developments signaled the shift from drones being treated as a niche but useful reconnaissance

tool, to an essential part of a successful military toolbelt.

Beyond advancements in hardware and software, this joint collaboration also laid the
foundation for how, when, and why drones are deployed. These operational and technical
practices set by the United States and the Israelis became the global norm that other nations
would aim to emulate as they incorporated into their own militaries—both friend and foe. The
collaboration between the two countries was so successful because, as researcher Stephen

Graham puts it, the Israeli occupied territories and multiple military fronts and theatres they
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participated in served as “laboratories of war”, in which emerging surveillance, reconnaissance,
targeting, and strike platforms were deployed, tested, refined, and eventually sold on the global
market (Graham, 2020). This program allowed for the United States to access real-world data,
information, and tested platforms that would be incorporated into their own ranks, as well as

inform later United States drone systems such as the Predator and Reaper (Clausen, 2017).

This era of collaboration between the two countries bridged the gap between the
relatively crude, experimental systems of the mid-20th century and the high-tech, sensor driven
combat systems seen deployed across the globe today. The two countries showed, in real-world
scenarios, that UAVs could be both offensively and defensively advantageous. This collaboration
not only altered the technological trajectory of these systems, but also the legal and political

regulations and ramifications of the use of drones.

2.4: From Military Platform, to Commercial Good

By the early 2000s, the United States had already firmly established itself as the world
leader in unmanned aerial combat systems and tactics through decades of research and
development alongside billions of dollars invested into drone programs. American defense
contractors had perfected and produced new weapons and surveillance systems capable of
executing missions that were once only able to be completed by piloted aircraft, the previously
mentioned MQ-1 Predator and MQ-9 Reaper drones being the leaders of this new era of combat.
These systems fundamentally changed and reshaped how, where, and when the United States
could carry out operations across the globe, but especially in the Middle East and countries like

Afghanistan, Iraq, and Yemen where remote capabilities were almost a necessity, given the vast
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distances between the countries and the United States. These armed UAVs allowed for sustained

and covert overwatch of targets, while greatly minimizing the risk to United States troops.

Throughout the 21st century, the operational successes of United States drone systems
pushed the world into a mass proliferation of similar platforms. Nations across the Middle East,
including Tiirkiye, Iran, the United Arab Emirates, Syria, Libya, and more all rushed to develop
or purchase their own armed drones. Conflicts in Libya, Syria, and most recently Ukraine have
demonstrated the diffusion of this technology, while also highlighting a key aspect to today's
current issues regarding drones as a whole: the dissemination of this technology to smaller, more
discrete, commercially available systems we see ravaging combat zones today. These warzones
of the 21st century are not being dominated by the large, destructive, and expensive systems that
emerged from these decades-long programs, but by the buzzing of small, plastic quadrocopters

that were originally built and designed for civilian consumers.

Over the last decade or so, the gap between military-grade UAV and commercially
available drones has rapidly closed. Technologies and similar platforms that once required
classified clearances, specialized training, and dedicated ground systems are now
mass-produced, sold online, and can be controlled via smartphone. This dissemination of
technology has fundamentally changed the nature of modern conflict and terrorism, introducing
new challenges that neither military leaders and officials nor lawmakers and regulators were

remotely prepared for.

The Chinese company DJI, or Da-Jiang Innovations, quickly solidified itself as the global

face of this blending and transformation. Founded in 2006, the company revolutionized drone
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accessibility and practicality by combining extreme ease of use (similar to remote controlled cars
or other relatively common toys), 4k images, GPS tracking, and automated capabilities into a
small, affordable package (ModelForceEU, 2023). This tool for photographers, hobbyists, and
small business owners quickly evolved into something much, much more impactful and
consequential than imagined. These same systems and platforms used to film weddings, show off
properties, inspect rooftops, and monitor crops now play extremely critical roles in combat. Their
effectiveness, affordability, and adaptability have made them a necessity in warzones, while also
being seemingly impossible to regulate. Both Ukrainian and Russian forces have integrated DJI
models, first person view (FPV) racing drones, fixed wing drones, and more into their ranks and
use them daily to conduct reconnaissance, adjust artillery and missile fire, and deliver explosive
payloads with previously unfathomable precision. What was once only accomplished by a $15
million dollar Reaper or Predator system with tens if not hundreds of thousands of dollars of
payload, can now be accomplished with a $1000 drone, 3D printer, and basic explosive
knowledge. As a result, the frontlines are now densely saturated with the near constant deadly

buzz of drones of all shapes, sizes, and roles overhead.

Drones not only reshaped how warfare is conducted, but also how it is funded as well.
Drone systems that cost a few hundred to a few thousand dollars can effectively and routinely
destroy tanks and other armored systems valued in the multi-millions of dollars, making them
one of, if not the most cost effective weapons platform in human history. The ability to modify
platforms using 3D printing and use seemingly benign components for violent purposes, coupled
with the global availability of batteries, parts, and digital components has turned drone

manufacturing into a garage industry (JHL Express, 2025). Individuals and volunteer groups are
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able to print, assemble, and ship hundreds of small drones weekly, blurring the line between

traditional military procurement processes and civilian production.

This phenomenon extends far beyond Eastern Europe. Similar drone platforms, often
identical in model, have been used in terror attacks, assassinations, and criminal operations
across the globe. From the Middle East to South America, inexpensive consumer drone systems
have been retrofitted with explosives, gas canisters, incendiary devices, and more. Prior to the
inception of the most recent Ukraine-Russia conflict, in 2018, Venezuelan President/Dictator
Nicolas Maduro was nearly assassinated when two DJI-style drones carrying C4 explosive
detonated near him (BBC, 2018). In 2024 and 2025, narco-terrorists in Mexico and Ecuador also

began using drones in coordinated attacks against rivals and police forces (MyLordBebo, 2025b).

The crux of the issue, and the main focus of this thesis, is that the same technology that
has allowed small countries like Ukraine to ‘level the playing field’ against a juggernaut like the
Russian military, also empowers terrorists and bad actors. The barriers to entry for airpower and
remote strike capabilities have effectively disappeared. A small, coordinated group, or even a
motivated individual, can now access, modify, and deploy extremely accurate, advanced, and
lethal aerial weapons systems that rival the capabilities of traditional militaries at a fraction of
the cost. The modern warzone and drone landscape is not defined nor dominated by its most
expensive, advanced systems, but by its most accessible ones. DJI-style, FPV racing drones, and
similar platforms represent the true evolution of unmanned combat, not because they are
extremely sophisticated, but because they are everywhere. Fundamentally, how can we regulate,
control, or even comprehend a technology that is simultaneously a fun toy, a crucial tool, as well

as a lethal weapons platform?
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3: Methodologies

This thesis employs an environmental scan as its primary methodological framework to
guide the research and analysis presented in the next two chapters, as well as provide insight for
later sections. Environmental scanning is a futures-oriented research method used to systemically
identify and evaluate the key trends, drivers, and emerging signals that shape a particular system,
in this case, the development, diffusion, proliferation, and regulation of small to medium sized,
Class I drones. This method allows for a broad yet structured examination of the current drone
landscape, capturing the technical innovations that define the hardware and software of modern
drone platforms, as well as the social, political, and regulatory factors that determine how they

are used, restricted, and misused.

Environmental scanning is particularly well-suited for a subject such as drone technology
because it rapidly evolves much faster than traditional, peer-reviewed research. New models,
modifications, and tactics appear in real time and consistently over the last few years, especially
thanks to innovators in Ukraine and Russia, and are often first documented not in academic
journals or government publications, but on social media platforms and open online
communities. As such, this environmental scan relies heavily on open source intelligence
(OSINT), which refers to data collected from publicly available, non-classified sources such as X
(formerly Twitter), Instagram, Reddit, Telegram, and other similar sources/sites. These sources
often reveal firsthand accounts, clear visual evidence, and emerging patterns of use and
deployment long before they reach traditional news sources, and significantly earlier than

academic or research publications. Whenever possible, the information gathered from OSINT
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was cross-referenced and verified using multiple, trusted sources, news reports, defense

journalism, and academic and/or government analyses/press releases.

In addition to the vast amount of OSINT gathered, the scan process also incorporated
academic literature, manufacturer releases/documentation, and government reports from agencies
like the Federal Aviation Administration (FAA), Department of Homeland Security (DHS),
Department of Transportation (DOT), and others. Together, these materials provided a
multifaceted picture of the current drone landscape, its technologies, policies, and vulnerabilities,
ensuring that later sections are grounded in real world data, trends, and signals. While
environmental scanning identifies the present conditions and emerging signals and factors
shaping the drone ecosystem, Jim Dator’s Alternative Futures framework provides a structured
way to interpret what these signals and factors might lead to/become. Dator’s model provides
four generic archetypes of the future which together represent a spectrum of plausible realities.
Applying this framework allows this thesis to not be merely a descriptive analysis of drones and

their control mechanisms, but also an exploration of how certain factors may shape our future.

4: Technological Background

As outlined in the above Data Collection Methodology chapter, this section applies an
environmental scanning framework to analyze the technological landscape of modern UAVs. The
goal of this is to map and understand the major trends, evolutions, and technical capacities
driving their increasing effectiveness across warzones around the world. Understanding the
platforms, their communication mechanisms, and their weaponization capabilities is essential in

helping contextualize and comprehend an ever-changing, and complicated environment. This
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chapter focuses on the intersection of ICT development/engineering and tactical evolution,
highlighting how commercially available systems have blurred the line between civilian and
military platforms — with the same platforms being not only capable, but effective in serving
both roles. The same quadrocopters dropping Amazon packages, filming weddings, or bringing
out bait for fishing are being used to drop or slam explosives into combatants and civilians, take
out millions of dollars of equipment/infrastructure, and terrorize large swaths of affected
populations. The below sections highlight some of the key trends and drivers pulled from the
environmental scanning process that emerged consistently across a plethora of different sources

including OSINT, academic literature, and real-time social media analysis.

4.1: Overview of Modern Drone Technology

The landscape of modern drone technology has evolved from a niche, predominantly
hobbyist-based, subset of aviation engineering into one of the most rapidly advancing and
changing fields of the modern era. The same platforms hobbyists and civilians used for
photography and recreation have been redefined through real world battlefield experiences and
success. In less than two decades, commercially available systems have closed the gap between
civilian and military capabilities in terms of accessibility as well as tactical potential. This
convergence has produced an environment in which lightweight, small, affordable, and easily
modifiable drones can fulfill mission or strike capabilities that once required millions of dollars

and traditional military infrastructure.

At the center of this transformation is the commercial drone market, which has exploded

in both scale and influence. According to Fortune Business Insights (2024), the global
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commercial drone industry was valued at $13.86 billion in 2024, $17.34 billion in 2025, and is
projected to reach a staggering $65.5 billion by 2032. This underscores not only the
technological advancements and innovations made across the industry but also the normalization
of drones as essential tools across logistics, agriculture, filmmaking, emergency response/law
enforcement, as well as many other fields. The leader of the industry, as well as market share
leader, is Chinese manufacturer DJI - who holds approximately 70% of the global market share.
Their product line, which ranges from small, less than $500 consumer drones to large, five-figure
plus tools meant for business purposes. As they grow larger as a brand, and as the market
continues to exponentially grow, DJI models, and drones as a whole, are expected to become
much more common items across the world as they become more accessible and affordable with
scale. Even now, these drones can be accessed by nearly anybody in the world who has access to

the internet, a credit card, and a nearby drone dealer.

These systems and their derivatives now routinely appear and terrorize active conflict
zones. In Ukraine, the DJI Mavic has been heavily adapted and used as both surveillance and
attack platforms equipped with payload drop systems to accurately strike targets; the same
payload drop systems used in drone delivery systems, as well as bait delivery systems used by
fishermen across the world. Companies such as Walmart have completed more than 150,000
drone deliveries in the United States in just a few years since launching their service, while
Amazon Prime Air and agricultural giants like John Deere continue to experiment with
drone-based logistics, surveying, and crop analysis (Walmart, 2025). The same autonomy and
precision that make drones so valuable to farmers and other companies is also what makes them

so dangerous when exploited by bad actors. What originally was designed and used for
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wholesome, beneficial, or recreational purposes, has also been harnessed (in nearly the same
exact manner) to kill thousands of people around the world. Their accessibility, alongside their
ease of modification, has effectively erased the distinction between ‘civilian’ and ‘military’ in
drones like these. The same exact platform, barring a few potential minor changes, that was used
on a beach in Hawai‘i to fly out bait in hopes of catching an Ulua, spray fertilizers and nutrients
over a field of crops in lowa, or deliver a family their groceries in Arkansas, is flown over
trenches and combat zones in hopes of delivering an accurate, and deadly payload. When
discussing the differences between traditional weapons/munitions with drones, researchers
studying counter-terrorism state that, “While the use of UAV-related explosives appears less
lethal than traditional explosive attacks, advancing technologies and swarming capabilities,
increasing ability to carry larger payloads, and the possibility of UAVs to disperse chemical,
biological, radiological, and nuclear (CBRN) weapons will likely increase UAV lethality in the
future” (Barten et al., 2022). This, combined with their extreme low cost when compared to

traditional munitions, have made drones key weapons in the 21st century.

The rise of first-person-view (FPV) technology has helped accelerate this shift. Originally
designed for racing and high-speed cinematography, FPV systems provide their operators with
real-time, low latency data feeds on a platform capable of speeds exceeding those of even some
traditional piloted aircraft. When these platforms are fitted with explosives or thermite based
payloads, the system originally designed for racing becomes a highly maneuverable kamikaze
weapon capable of weaving through tight structures, destroying heavily armored vehicles and
infrastructure, and targeting individual soldiers with extreme precision (MyLordBebo, 2024). In

Ukraine, the Middle East and elsewhere, FPV drones have become synonymous with the new
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face of low-cost, high-speed, high-precision warfare. The proliferation of FPV and other
traditional consumer drones highlights the new, alarming reality that creativity and innovation of
low-cost drones are creating some of the most lethal and accurate weapons platforms in history.
Beyond their massive impact on combat, the integration of other digital and physical systems
redefined the everyday application of drones as a whole. Many, if not most off the shelf drones
now include GPS tracking and stabilization, object tracking and avoidance sensors/software, 4K
cameras, and encrypted transmission protocols. Most of these platforms are powered by easily
accessible and affordable lithium-polymer batteries that can drastically improve performance and

capabilities.

Simultaneously, the open source intelligence ecosystem of drones has created a digital
archive with hours upon hours of drone footage available, primarily from the current war in
Ukraine. Platforms such as X and Instagram serve as real-time sources of such videos where
civilians and security professionals alike can view open source footage, intercepted data, as well
as blatant propaganda from both the Russians and Ukrainians. Both platforms include thousands
upon thousands of videos showing FPV and loitering drones destroying tanks and armored
vehicles, dropping explosives onto trenches, lighting treelines ablaze with incendiary devices,
intercept or down other drones midair, and taking the lives of countless individuals. These videos
can be both educational and informative on the emerging topic and concept of drone warfare, yet
they also serve as a vital and insidious tool of psychological warfare. The same 4K cameras that
are used when recording a wedding on the coast of Ireland, while racing in competitions, and
when scanning fields of crops are also used to film graphic and disturbing videos of people being

killed, all to be later shared online (typically backed by an electronic bass music track) as
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propaganda in social media video. The visibility of this type of content not only helps to
accelerate tactical innovation by allowing drone operators worldwide to learn and adapt from
others' mistakes and/or successes, but it also helps normalize and reinforce the idea that these

platforms have lethal potential.

Parallel emerging technologies also further amplify this emerging threat. The
development of unjammable, fiber-optic controlled FPV systems, capable of operating beyond
20 kilometers and completely resistant to electronic warfare (EW), represents one of the most
consequential advancements in recent years (simpatico771, 2024; AbbasMilitary520, 2024)
These systems demonstrate the rapid diffusion of capabilities once exclusive to advanced
militaries. Their affordability and reliability have already influenced conflicts in Ukraine, the
Middle East, and parts of Africa where similar technologies have appeared in the hands of

insurgent/terrorist groups.

The diffusion of these sophisticated drone capabilities has outpaced existing regulatory
frameworks and blurred traditional distinctions between combatant and civilian technology.
Drone swarms composed of cheap, commercially sourced FPVs now rival traditional air assets in
strategic impact (Kunertova, 2023a; DeVore, 2023). Civilian drones, purchasable through retail
channels or even social-media marketplaces, have been used in targeted assassinations, terrorist
attacks, and insurgent operations. Easily accessible trainer or simulator platforms exist where
anybody with a decent computer can learn and practice their drone skills - including software
that is specifically designed for military purposes. ‘Players’ can fly a drone equipped with
explosives, where real-drone physics are in play, and strike multiple different targets; learning

exactly how to fly certain drones, where to strike certain targets, and more (fpv4_you, 2025a).
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Despite their growing complexity and range of usable parts/adaptations, modern drones are
remarkably easy to operate. Consumer-focused design has effectively erased most of the barriers
that once limited UAV operation to skilled technicians or pilots. The controls are extremely
simple and intuitive, and certain models can even be controlled via smartphone. Social media
clips now frequently feature teenagers and even young children demonstrating precise control,
obstacle navigation, and even mock attack maneuvers, illustrating just how small the learning
curve to become fully operational has become. This, alongside the proliferation of the
games/simulators has made practicing drone flying and maneuvering risk free and widely
accessible, letting operators refine and fine tune their skills before even touching real-world,
physical hardware. For a generation raised on gaming interfaces, drone piloting can feel less like

an engineering challenge and more like an extension of a familiar game/simulator.

Ultimately, understanding the current technological baseline of modern drone platforms

is essential to assessing the security challenges ahead.

4.2: Drone Classifications and Platform Types

NATO currently has three different specifications for types of drones, Classes I, II, and
III. This classification system differentiates the type of drone by their weight; Class I drones
weigh under 150 kg, Class II drones range from 150 kg to 600 kg, and Class III drones weigh
above 600 kg. The small, recreational-type drones that are the focus of this thesis, would fall
under the Class I category of drones (Kutuk, 2025). Although they are all on the extremely small
side of the Class I drones, this system was originally designed with the typical military-specific

drones in mind, which tend to be much larger than the average recreational drone. Within this
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subcategory of Class I drones we can refine the different types of small recreational drones in
three other, distinct categories; FPV one-way attack drones, surveillance/intelligence drones, and
lastly, loitering munitions. While Class II and III drones, such as the U.S. MQ-9 Reaper and the
Turkish Bayraktary TB2, continue to dominate state-controlled operations, over 90% of drone
activity in current conflicts involve Class I systems due to their low cost and accessibility
(Kunertova, 2023).

FPV, one-way attack drones are the newest of the three types of drones, which rapidly
improved and developed through the film industry, as well as the growing sport of drone racing.
These drones are typically two feet wide and less than 50 lbs. (on the extreme low-end of Class |
drone weights), with certain, smaller models able to travel at speeds above 80 mph accurately
and under complete control. These drones have extremely remarkable maneuvering capabilities,
with veteran drone pilots able to fly through small cracks, branches, and nets at high speeds to
deliver lethal high explosives to its target. These drones are single use, ‘kamikaze’,
point-to-point ordinances that are able to accurately engage a wide range of targets; they strike
soldiers taking cover/hiding in buildings/trenches, strike field command outposts, attack
vehicles/large weapons systems, and even target loitering helicopters above the battlefield. On
the Ukrainian side of the war, there has been developments in the types of ordinances these
systems deliver to their targets, depending on the scenario. Normally, the FPV drones are armed
with grenades or a ¢4 package that is triggered for detonation under the G-force of a crash
impact, but there are also airburst rounds that the pilot detonates above their target propelling
debris downward in a controlled motion, anti-drone munitions used to target enemy
surveillance/intelligence and loitering munitions drones, as well as armor-piercing munitions that

allow drone operators to have better success against heavy machinery and large artillery guns.
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Both militaries and defense contractors alike are designing new and innovative ordinances as
well as FPV drones themselves that are better suited for the battlefield.

The next type of drone, surveillance/intelligence drones, do not carry any type of
weapons systems whatsoever. These drones instead focus on battery strength/higher resolution
cameras/feedback in order to provide intelligence for their troops, get accurate, real time
coordinates to target with missiles/artillery, as well as provide a means to record and publish
footage of any potential war crimes and/or provide coverage to news/allied countries. Depending
on the model, they can have multi-hour flight times in which they can stream 4K footage to a
command center in order to make more informed decisions. An example of this latter use case
for these types of drones comes from 2023 in Ukraine, in which Ukrainian military drone
operators provided footage of 25-year-old Russian commander Klim Kerzhaev executing
civilians in cold blood, which was a clear violation of international law (Wright et al., 2023). The
Ukrainian investigators also mentioned that this is only one of potentially hundreds upon
hundreds of war crimes caught on camera by Ukrainian drone operators.

The last, and potentially the most horrifying of the three are the loitering munitions
drones, which serve as a blend of sorts of the other two drones. These drones are also typically
less than 50 Ibs., have flight times of around an hour, and carry multiple grenades/explosives that
are dropped down onto targets from above. These drones have become the most common in
Ukraine, as their reusability, as well as their ability to accurately strike multiple targets, multiple
times, across multiple locations, as well as their low-cost, and diversity of uses make them stand
out from the other models used. The drones can find and engage targets in a discrete and accurate
manner, dropping lethal explosives into open tank hatches, into bunkers/fortified positions, car

sunroofs, trenches, and more. The ability for the drone to return to their operator to be reloaded
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and redeployed allows for the cost of use to drastically decrease with each flight/mission, with
the upkeep of the drone-fleet only coming through maintenance, replacing destroyed/lost drones,
and reloading with ordinance. There have been rapid developments in both the ordinance
delivery system as well as the ordinances themselves since the beginning of the war, with
specialized ammunition being used in place of retrofitted hand-thrown grenades, as well as
specialized delivery systems purpose-built instead of commercially available ‘carry and drop’
systems similar to what is used for fishing or agriculture. The commercially available systems,
ease of use, and low cost make it a favorable system to use for military forces as well as potential
terrorists who are looking to cause mass casualties over a spread out area, the latter being a

horrific potential scenario in the United States.

4.3: Transmission Systems, Communication Methods, and Swarm Coordination

At the core of every drone system lies its ability to communicate; between pilot and
platform, platform and platform, and increasingly, autonomously between systems themselves.
The evolution of drone transmission/communication systems represents one of the most
consequential developments in both the civilian and military use of UAVs. Traditional drone
communication systems that typically relied on rather rudimentary, simple analog radio signals,
have transformed into complex, encrypted digital links that enable precision flight, relay
real-time information from battlefields, and even autonomous swarm behavior. The refinement
of these systems has not only expanded the functional range of drones but also redefined how

nations and defense systems can protect against them.

Most commercially available drones today, such as the DJI Mavic, rely on radio

frequency (RF) transmission within the 2.4 GHz and 5.8 GHz bands, which are the same
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frequencies used by Wi-Fi and typical consumer electronics. These channels provide strong
connectivity and high-definition video feedback, but they also make drones vulnerable to
interference and electronic warfare (EW) attacks. In active combat zones such as Ukraine,
Russia’s use of jamming systems like the R-330Zh Zhitel and Pole-21 has exposed the fragility
of such digital transmission links. The Zhitel is a mobile truck-based EW monitoring and defense
system that is commonly found across the multiple fronts of the conflict in Ukraine by the
Russians, and to great success during the original stages of the war. The system has a range of up
to 50 kilometers, can detect and target multiple drones simultaneously, and can be fully
operational within a half hour of deployment. The system operates off a stand-alone diesel
generator that reportedly allows continuous operation for 1500+ hours at a time. Ukrainian drone
operators frequently experience loss of signal or control as enemy forces flood RF bands with
noise (Deangelis, 2025). As a result, both state militaries and civilian volunteers have adapted
through the widespread use of analog FPV transmission systems, which, while lower in
resolution, are significantly harder to jam and can maintain responsiveness even in contested EW

environments.

The next leap in drone communication has emerged in the form of fiber-optic
transmission systems. These drones maintain continuous physical connections to their operators
via extremely lightweight fiber cables, effectively rendering them immune to RF jamming and
traditional EW countermeasures. Fiber-optic links also allow for exceptionally low-latency video
feedback and high-bandwidth data transfer, making them ideal for stealthy, ‘under-the-radar’
precision targeting operations. A large spool of this cable is directly attached to the drone and the

controls for the drone, which free-feeds out of the spool as the drone flies on its path. The key to
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the success of this transmission system is the spool's ability to freely feed, and not get caught
onto obstacles (Kunertova, 2023a; DeVore, 2023). As the drone navigates through dense
environments and the cable gets caught on trees, branches, windows, etc., the drone is still free to
operate barring any snags or kinks within the spool itself. Places that were once safe, or at least
safer, for drone strikes are now extremely accessible. Areas where not only EW, but physical
interference like dense forests, cities, and even targets behind hills are now within range of

high-precision drone strikes.

The commercialization and advancement of amateur manufacturing capabilities of fiber
optic cables have only helped to accelerate the spread of this new technology. These lightweight
spools, housings, and plug-and-play units now appear for sale in niche marketplaces and even on
large sites like Instagram where vendors share videos demonstrating their manufacturing process,
the directions for setup and usage of the unit, as well as videos of the unit being used. These
listings often package the same components electronics hobbyists use for digital communication
devices, alongside 3D printed spools, and couplers into ‘military-grade’ kits that require little to
no expertise to set up and deploy. There are also hundreds if not thousands of videos and listings
featuring 3D printed parts or files that modify a drone in order to fit some sort of tactical needs.
This can come in the form of simple harness systems used to carry “mineral water”, or more

plausibly, a relatively large, suspiciously RPG-like item (Mnogkokyuffy, 2024).

Traditional RF drones require a direct line of sight between drone and operator (or RF
relay systems that increase latency and lag) and are in turn more limited in the strike capabilities
than these new fiber optic systems. Videos circulating on X and Instagram throughout 2024 and

2025 have shown Ukrainian and Russian units striking targets with FPV drones using both short
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and long range fiber-optic cables for precision attack runs (simpatico771, 2024). These
adaptations illustrate the broader trend that the rate at which these drone systems are rapidly
advancing and innovating is not only outpacing our systems of regulations and security, but also
the actual physical systems in active combat zones meant specifically for defending against

them.

Field footage sourced from social media also shows entire frontlines littered with spent
fiber optic cables. Those cables and their polymer sheaths are not biodegradable, and when left
in place, create hazards for wildlife, disrupt nature and soil from recovering, and create long
lasting debris fields rendering entire swaths of potential (or once) agricultural fields completely
useless. The light, thin fiber often breaks into many strands and shards, spreading glass and
plastic across fields, into soil, water sources, and more that will remain for decades to come

(XiXiDu, 2025).

The development of drone swarm technology further muddies the water in terms of
regulation and domestic security. Rather than controlling each UAV individually, swarm systems
rely on shared data links and limited onboard autonomy to coordinate dozens, or even hundreds
of units simultaneously. Using distributed network protocols and basic Al-assisted pathfinding,
these swarms can perform reconnaissance, saturate defenses, or overwhelm targets in ways that
traditional piloted systems cannot even fathom. United States” DARPA has demonstrated swarms
of over 100 small drones operating cooperatively through localized mesh networks, sharing
positional and targeting data in real time (DARPA, 2024). Though current battlefield use remains
limited, experimental swarm deployments in Ukraine and entertainment-focused drone shows

give a glimpse into the potential, borderline dystopian reality that is the proliferation of
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explosive, autonomous drone swarms. The implications of these communication advances are
profound; extremely advanced and encrypted control and data transmission can now be managed
through affordable systems accessible to civilians, terrorist groups, and non-state actors. The
proliferation/diffusion of RF and fiber-optic technologies has not only diversified how drones
operate but also massively expanded who can wield them effectively. Evidently, the ability to

communicate securely and consistently can be the difference between a toy and a weapon.

4.4: Munitions and Payload Adaptation

Yet another consequential shift in modern drone use is not just how drones fly, but what
they carry. As small unmanned platforms moved from hobby stores into workshops and
volunteer factories, their utility as munitions delivery systems evolved along two broad lines:
loitering munitions (reusable or expendable drones that can circle, surveil, and then strike or drop
munitions from above) and one-way, point-to-point attack drones (typically FPV-based, piloted
for a single strike). Both approaches employ the same commercial hardware and supply chains:
motors, batteries, cameras, frame designs, etc., but differ in tactics, logistics, and the sorts of
environments they require to operate. Understanding these two differing types of drones is

essential because they determine how a potential bad actor prepares, defends, or attacks.

Loitering munitions blur surveillance and strike roles. They can be launched to ‘watch’
an area for an extended period, identify a target with onboard sensors or a remote operator, then
deliver either multiple, smaller munitions or a single larger payload when the moment is right.
Their reuse or recoverability in most designs makes them an economical choice for many forces,
including those in Ukraine. A small fleet of these drones can sustain repeated strikes while

logistics centers reload and/or repair in the background. The battlefield utility of loitering
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munitions is visible in Eastern Europe, where persistent aerial presence has reshaped how forces
protect their convoys, depots, and command posts (Axe, 2023). Their operational tempo and
persistence also mean they complicate traditional air-defense timing. Defenders must choose
whether to expend relatively costly kinetic interceptors on low-cost loitering munitions or simply
accept incremental casualties.

One-way attack drones, however, are much different than loitering munitions in both
make and in use. These drones are much lighter, typically come in an FPV variant, and are
optimized for precision speed and maneuverability. Born from racing and cinematic applications,
FPV control provides operators with line-of-sight accuracy and split-second manual targeting
that makes hitting small or mobile targets possible even in extremely cluttered, chaotic
environments. These systems are destroyed on impact (or triggered upon crashing), carrying
compact charges, shaped fragments, thermite, or explosively formed projectiles adapted for
specific effects (Defense Mirror, 2024). Their low cost and simple assembly make them ideal for
distributed, decentralized production; volunteer workshops and small teams can churn out dozens
per week, rapidly replenishing losses and adapting payloads as tactics evolve. Some systems are
more sophisticated than others and rely on high-tech sensors and triggers for explosives, while
others can simply be a racing drone with explosives taped or velcroed on. The result is a
high-tempo, relatively low-cost strike capability that can threaten both personnel, light armor,
and exposed infrastructure with extreme efficiency and lethality.

Both loitering and one-way systems are shaped by a rapidly expanding market for
modular adapters and commercial ‘drop’ kits. Marketplace evidence, including some of the
previously mentioned social media-based sellers offering grenade-drop drums, carry-and-release

rigs, and tethering hardware shows that components once limited to specialized shops are now
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marketed to the general civilian population (Fenix Voentorg, 2024). Bad actors can either
purchase, learn from, modify, or copy these designs, turning online civilian creativity into
real-world, wartime innovation. This cycle of open-source sharing, ease of access, and ease of
use is spreading much faster than regulation can respond.

The following subsections examine the different types of payloads most commonly being
developed and deployed: anti-personnel munitions, anti-armor and infrastructure adaptations,
and the growing potential for drones to deliver or disperse chemical, biological, radiological, or

nuclear materials.

4.4.1: Anti-Personnel

Anti-personnel drone payloads are one of the clearest examples of how a cheap,
consumer platform can become a lethal weapon. These munitions tend to be small, lightweight,
and optimized for fragmentation, blast, or incendiary effects, with the idea being to maim,
disorient, or kill personnel rather than destroy heavy machinery or penetrate heavy armor.
Because the delivery vehicle is small and maneuverable, operators can target people taking
cover, people moving between positions, checkpoints, or even crowds in urban settings where

traditional artillery or aircraft would be impractical or impossible.

Practically speaking, anti-personnel loads are simple to assemble. Common approaches
include rigging a small explosive charge into a 3D-printed carrier, adapting commercially sold
pyrotechnic charges, or packing shrapnel and/or incendiary material into a lightweight canister
that explodes or is triggered on impact. Social media footage from Instagram Reels and their
marketplace platform show sellers marketing ‘drop’ drums and release rigs explicitly

demonstrated with inert or low-grade payloads, components that can be easily swapped within
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seconds of filming. In short, the hardware and knowledge/information needed to create a lethal
anti-personnel kit are widely available and easy to learn (Fenix Voentorg, 2024). Field evidence
from Ukraine reinforces how effective these systems can be. FPV one-way drones have been
filmed striking infantry positions and causing casualties in confined spaces where the blast and
fragmentation effects are magnified (Axe, 2023). There are also instances of thermite and
incendiary payloads being used to start fires or deny terrain, which, while not a traditional
antipersonnel munition, create lethal conditions for exposed soldiers and civilians alike
(front_ukrainian, 2024). Open source video archives, such as Instagram and X, document both
the tactical use and the rapid adaptation of modern drones: a new munition appears in a reel,
hobbyists copy it, combatants adapt it, and within weeks the tactic is common in frontline

footage (MyLordBebo, 2024).

Two operational features make anti-personnel drone attacks especially dangerous. First,
small drones can approach from angles and appear from locations conventional defenses don’t
necessarily expect. Second, the low cost and decentralized production model mean attackers can
accept high losses in terms of physical hardware; losing dozens of $300-$1,000 drones is an
acceptable tactical cost if each can inflict casualties. At altitude, the buzz of the drone is washed
out among the chaos of battle, meaning even tiny gaps in defenses/cover can result in a drone
delivering a hyper-accurate strike. Drones are also very small and concealable. A great example
of this aspect of the platforms being exploited comes from the past year when Ukrainian forces
covertly deployed dozens of drones thousands of kilometers behind enemy lines, striking key
infrastructure deep in Russian territory. The clandestine operation involved their special forces

creating custom drone securing and delivery systems which were then loaded onto the
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semi-trucks of unsuspecting Russian truck drivers. The drivers were told their delivery locations
and everything seemed typical of a normal job, except the delivery locations all happened to be
within a few miles of key targets. When the trucks approached their locations, the modified
shipping containers opened, sending dozens of armed drones flying out towards their targets
(Collett-White, 2025). This operation was highly successful in the eyes of the Ukrainians and
others, while also serving as a jarring eye-opener to the reality of drones; they are cheap, not
easily tracked, and can deliver destructive payloads with extreme precision on

unsuspecting/unprepared locations.

From a public-safety standpoint, the diffusion of anti-personnel munitions and
capabilities brings on some very difficult challenges. Traditional export/custom controls and
weapons laws focus on traditional munitions and hardware, meaning that they are not well-suited
to address modular kits sold for ‘agricultural’ or ‘surveying’ purposes that double as release
mechanisms. Likewise, law enforcement must adapt, and quickly. Key officials like Dan
Bongino, current Deputy Director of the Federal Bureau of Investigation have stated that
“Assassination attempts by drone should be on everyone’s radar. We’re in perilous territory...”
(dbongino, 2025). The threat to crowds and groups too remains extremely high as well. While
traditional terrorist actions require not only the risk to the lives of the perpetrators (by typically
requiring them to be physically there) and a substantial financial backing, i.e. 9/11, Paris ISIS
attacks, and the Crocus Hall attack in Russia, drones effectively remove the risk to the lives of
the perpetrators while also being much cheaper (and often more effective) than traditional means.

Again, this emerging threat and ever-changing technology is rapidly outpacing our structures of
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control, with even top officials (likely more privy to key drone related information than most)

warning of the threat this technology poses.

4.4.2: Anti-Armor and Infrastructure

Drones have also proven they can do much, much more than harass infantry. Over the
past few years, small commercial and improvised drones have repeatedly damaged and destroyed
heavy equipment and critical infrastructure. These are targets that, until recently, only missiles or
large manned aircraft could reliably attack. This can be credited to the adaptation of specialized
anti-armor munitions to these types of extremely small airframes, and the practice of using
loitering or point-to-point drones to target vulnerable points of vehicles, aircraft, and fixed

installations with explosives.

One clear trend is the use of shaped charges and explosively formed penetrators (EFPs)
adapted for drone delivery. These shaped charges focus the blast energy into a specific direction,
relying on the shape of the charge to produce enough compression, and in turn energy out of the
striking-end and into (and hopefully through) armor. Ukrainian engineers and munitions
designers have produced small, high-velocity penetrators specifically for FPV and loitering
platforms; videos and reporting show these rounds being used to punch through light armor and
disable vehicles (Defense Mirror, 2024). Those same techniques and manufacturing processes
also scale. Heavier warheads, larger charges, and even traditional armor-piercing payloads have
been mounted on larger drone airframes to attack and destroy lightly armored personnel carriers,
armored support trucks, and even multi-million dollar tanks. Another method is the literal
delivery/use of mines or anti-tank charges. Certain Russian and Ukrainian model drones have

been observed carrying mines or similar munitions and placing them on or near vehicles and
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chokepoints, turning reusable or loitering platforms into remote mine-deployers

(AndrewPerpetua, 2024).

There are striking examples where inexpensive drones have successfully punched a lot
above their weight class. Footage circulating on social platforms shows small FPV systems
contributing to hits on high-value assets, including helicopters, logistical hubs, and more. These
are also not isolated anomalies. Multiple clips from the front show FPV drones or small loitering
drones disabling aircraft on the ground, setting fuel or munition storage ablaze, or otherwise
denying the enemy use of expensive platforms that cost millions of dollars to replace (kvistp,
2024). The asymmetry these platforms provide - a few hundred-dollar drone vs. a multi-million
dollar aircraft or artillery piece - is a recurring pattern found throughout the environmental

scanning process.

In terms of targeting infrastructure, drones have been used to start fires, disrupt power
lines, and strike critical rungs of supply/communication chains - sometimes rendering whole
regions hindered or even without proper logistics/communications. Even when the immediate
physical damage or casualties are limited, the psychological and operational effects are severe,
with even the threat of drones shutting down major airports across Europe in the latter half of
2025. The adaptability of payloads, from thermite mixtures to shaped charges and improvised
anti-vehicle attachments, means solutions and defenses are not just a matter of developing or
improving a single system of EW, creating stronger armor, or regulating certain usages - but a

matter of overhauling our approach and understanding of this technology as a whole.
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4.4.3: CBRN Munitions

While still largely theoretical, the potential for drones to deliver chemical, biological,
radiological, or nuclear (CBRN) materials represents one of the most alarming evolutions in
modern drone use. The concern is not that these small drones can carry traditional warheads,
which they cannot, but that they could disperse smaller quantities of toxic or hazardous materials
over populated or symbolic targets. This transforms drones from not only tactical weapons
platforms, but into psychological ones as well, capable of inducing panic, contamination,
mass-casualty/death, and long-term disruptions to everyday life with very limited resources.
Counter-terrorism researchers have consistently warned that the same characteristics that make
drones so effective for small-scale explosive delivery (range, precision, and adaptability) could
also be applied to chemical or biological payloads (Barten et al., 2022). Even a single modified
FPV drone can carry and aerosolize a small amount of liquid or particulate agent, including
industrial toxins, dangerous agricultural chemicals, or radioactive materials. The materials
themselves are not always difficult to obtain, and as past chemical incidents have shown,

psychological terror alone can produce effects far exceeding the actual physical impact.

The notion of drone-based chemical dispersal has already crossed from hypothetical to
rhetorical. In early 2024, Palantir CEO Alex Karp made headlines after joking about using
drones to spray “fentanyl-laced urine” on critics of his company (Allyn, 2025). While apparently
said in jest, the remark reflected a growing cultural awareness of how drones could be used to
cause harm without the need of traditional munitions. The comment went viral, being shared and
blasted across social platforms and major outlets, prompting renewed discussion about

drone-based dispersal threats and how even ‘jokes’ can shape public perception of new
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technologies. From an environmental scanning perspective, episodes like this are valuable not
because they indicate real intent, but because they show how quickly weaponized ideas can

circulate and influence discourse at the intersection of technology, policy, and public psychology.

But what if this situation Mr. Karp referred to becomes a reality? Would it be hard to do?

Expensive? Realistic?

Simply put, yes. Fentanyl is an extremely accessible and extremely dangerous drug that
has caused the deaths of hundreds of thousands of Americans through recreational/accidental
use. Drones too, are extremely accessible and affordable. A mechanism used to aerosolize, or
disperse aerosolized materials already exists and is purchasable online. All the needed
ingredients exist to cause a mass casualty (and potentially mass death) event where hundreds if
not thousands of people in crowds or crowded areas could be exposed to a lethal dose of fentanyl
sprayed from above. The fact that this idea/concept exists is one thing, but it then being
broadcasted out to millions of people online to see, and potentially get ideas from, is truly

terrifying.

Drone-delivered incendiary devices or materials also pose a real and growing threat to
wildfire-prone regions. Even a small ash from a cigarette in dry brush can rapidly become an
uncontrollable wildfire, especially in the Western United States, where wildfires (both historic
and recent) have completely decimated the surrounding areas, destroying wildlife and natural
resources, rendering some soils useless, mass casualties, and extremely costly restoration efforts.
The recent Palisades Fire in Los Angeles was a product of arson, and the suspect was only

recently apprehended after months and months of investigation (DOJ, 2025). If that situation
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were to happen with a drone, or multiple drones for that matter, would the perpetrators be
caught? Would the fire have spread more rapidly and/or effectively? During that specific
situation, a plane fighting the fires collided midair with a civilian, hobbyist drone, causing the
plane to be grounded for maintenance and no longer able to help fight the fire. Although the
plane was able to safely land and the crew were not harmed (physically, that is), it took a lot of
time before investigators were able to locate the operator of the drone who nearly caused a fatal
plane crash of emergency service responders (Deliso, 2025). Given how accessible incendiary
payloads are and how easy they are to be mounted onto drones, this is not just a hypothetical

scenario, but a believable reality.

While CBRN drone use has not yet materialized as a real-world threat, the combination
of hardware accessibility, social media amplification, and normalization by influential figures
like Alex Karp makes it a concept in dire need of attention by defense professionals and
regulators alike. Each of these key trends, signals, and drivers feed into the broader picture that
the environmental scanning process helps bring to light, one that hopefully can be addressed

before it materializes into reality.

4.5: Counter Drone Measures

The proliferation of small, affordable UAVs has forced federal and local authorities to
rapidly develop counter-drone defenses for both civilian and military environments. Once
considered strictly a battlefield concern, unmanned systems now pose clear domestic risks -
through malicious surveillance, targeted harassment, or potential terror attacks on vulnerable
targets. In response, agencies within the United States and private security firms have begun

integrating counter-drone and electronic warfare (EW) tools into public-safety infrastructure at
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airports, stadiums, political rallies, and large-scale events. The backbone of these defensive
efforts is detection and disruption systems designed to neutralize hostile or unauthorized drones
without endangering nearby civilians. Multi-sensor networks combine radar, optical, and even
acoustic arrays to identify small aerial signatures in crowded environments. Once detected,
security personnel employ selective jamming or GPS-spoofing tools to sever communication
between drone and operator, forcing the device to land or return to its launch point (Chen et al.,
2025). These technologies often prioritize containment over destruction, reducing the chance of
debris or secondary explosions, both of which are especially important in highly-populated or

crowded areas.

Real-world deployments of EW systems illustrate the speed of integration of this key
technology due to this emerging threat. The United States’ Secret Service now fields mobile EW
convoys that travel with presidential motorcades, creating electromagnetic ‘bubbles’ that disrupt
hostile or unidentified drone signals (WCdispatch , 2024). At large venues such as SoFi Stadium
in Los Angeles, integrated detection networks monitor restricted airspace during concerts and
NFL games, using layered sensors and selective jamming authorized by the FAA. In 2024, the
defense-technology firm Epirus publicly demonstrated its Leonidas directed-energy system,
which is capable of disabling multiple small drones simultaneously with a concentrated
microwave pulse (Dean, 2025). Physical measures also work well when traditional electronic
warfare is unable to do its job, especially against drones using unjammable, fiber optic
connections. Many of the main logistics routes in Ukraine and Southern Russia are surrounded
by large nets/fences. While not always successful (a hole found, or blown into the net/fence

allows small drones to get through), they stand as a last line of defense against a sophisticated,
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almost un-beatable opponent (xxdunkelheitxx, 2025). These all mark the first wave of scalable,
non-kinetic defenses designed with civilian safety in mind. Together, these examples show how
counter-drone technology has migrated from classified military projects into domestic

event-security planning within just a few years.

Yet the civilian context complicates electronic warfare use. Federal law limits local
law-enforcement or private entities from conducting radio-frequency jamming or airspace
deterrence, meaning most counter-drone operations rely on coordination with the DHS or the
FAA (FCC, 2020). Even authorized, federal uses of EW carry risks; RF signal disruption can
interfere with emergency communications or nearby aircraft navigation systems. These legal and
operational barriers create uneven protection across communities, meaning major cities and
federal venues can deploy advanced counter-drone defense systems, while smaller cities and
rural areas remain effectively unprotected to these threats. This imbalance reinforces the
asymmetric nature of the threat; an attacker can weaponize an inexpensive, legally purchased

hobby drone, but defending against them requires specialized, federally approved tools/systems.

Counter-drone and EW systems now form a critical part of our nation’s domestic security
infrastructure. They protect high-profile individuals and mass gatherings, but their selective and
expensive nature underscores a central vulnerability of the systems. While government leaders
and large venues can afford comprehensive protection, the average civilian community cannot.
The same accessibility that makes drones attractive to hobbyists and small businesses also makes
them attractive to those seeking to inflict harm, while the defenses remain concentrated among

those typically already receiving more protection than others. This widening gap between the
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growing threat and the weakening protection defines the present stage of domestic drone

security: an uneasy balance shaped by technology, social beliefs, and so called ‘red-tape’.

5: Regulatory Context - Overview

As weaponized and commercially modified drones continue to spread across global
conflict zones, the United States faces a growing challenge. The same affordable, easily
purchased systems that enable innovation and recreation also present unprecedented risks to
domestic security. Recent incidents abroad and close to home have revealed how minimal
modification can transform an off-the-shelf drone into a precision weapon or surveillance tool.
The rapid diffusion of this capability has far outpaced the pace of federal and local regulation,
leaving a fragmented policy environment that struggles to balance civilian safety, technological

innovation, and national security.

As mentioned, this chapter employs an environmental scanning method to evaluate the
existing regulatory landscape governing small-unmanned aerial systems (sSUAS), known in this
paper and colloquially as drones. It examines how federal agencies - primarily the FAA,
Department of Transportation (DOT), DHS, and Bureau of Alcohol, Tobacco, Firearms, and
Explosives (ATF) share overlapping jurisdiction over airspace management, security
enforcement, and munitions control/regulation. Some of the many documents that proved crucial
during this scan are policies such as 14 CFR Part 107 (small-UAS operations), 14 CFR Part 89
(Remote ID), and federal prohibitions on radio-frequency interference under 47 U.S.C. § 333.
Together, these frameworks define how drones can be flown, tracked, and, in limited cases,
intercepted, but they also reveal critical gaps in enforcement authority and inter-agency

coordination.
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By mapping how regulatory systems interact with emerging technological realities, this
chapter identifies where U.S. law remains misaligned with the current drone-based threats as
described in previous chapters. Drone accessibility, ease of modification, and networked and/or
encrypted control have erased the distinction between civilian hobby and hostile intent, forcing
policymakers to confront a new class of potential dual-use technology whose misuse could yield

catastrophic consequences in the near future.

5.1: Federal Framework and Key Agencies

The United States currently regulates unmanned aerial systems, or drones, through a
patchwork of federal statutes, administrative rules, and inter-agency coordination. Each agency
oversees a specific aspect of national security, transportation, or communications - together
forming the backbone of our drone policy. The FAA manages the national airspace system and
ensures the safety and integration of unmanned aircraft alongside crewed aviation. The DOT
houses the FAA and views drones primarily as vehicles, and, in turn, are subject to infrastructure,
logistical, and safety concerns rather than as weapons. The DHS focuses on border protection
and domestic threat response, while the Department of Justice (DOJ) enforces federal criminal
law related to terrorism and counterintelligence. The ATF regulates explosives and munitions,
while the Federal Communications Commission (FCC) regulates the radio-frequency spectrum

that drone command systems rely on.

In theory, this distribution of authority provides layered oversight; safety through the
FAA and DOT, security through DHS and DOJ, payload control through ATF, and
communication standards/practices through FCC. But, in practice, it produces glaring gaps. No

single entity possesses full jurisdiction over both the operation and intent of unmanned systems.
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When a small drone is used as a delivery tool, a weapon, or a surveillance device, responsibility
for regulation fractures across agencies whose legal authorities were designed for separate

technologies and threats—not drones.

Within this fragmented structure, the FAA remains the lead authority for all domestic
airspace, defining how, where, and who gets to operate drones within our airspace. The FAAs
Part 107 Small UAS Rule (14 CFR §107) established the first licensing and operational limits for
commercial drone use, including requirements for piloting, daylight operation, flight visibility,
and more. Later expansions to the FAAs framework, such as the 2021 Operations Over People
amendment, permitted flight in populated spaces and at night, widening legitimate commercial

access but inadvertently increasing opportunities for misuse (FAA, 2020; FAA, 2022).

Complementing these operational rules is the section titled Remote Identification, 14 CFR
§89, finalized in 2021 to function as a ‘digital license plate’ system for drones. It requires most
drones operating in United States airspace to broadcast identifying and location information on
ADS channels that can be received by law enforcement or aviation safety personnel (FAA,
2025). While Remote ID aims to deter anonymous flight, enforcement remains rather limited as it
only requires commercial or business-based operators to comply, not everyday civilians. The gap
left here is staggering: Why would a terrorist or bad actor willfully register their drone(s) and
comply with these rules/regulations? If they have the choice to simply not register/comply by
stating that their drone is for personal, recreational purposes, then who are these laws/regulations

even stopping?
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Domestic security and law enforcement responsibilities fall largely on both the DHS and
the DOJ. Under 6 U.S.C. § 124n, they hold restricted counter-drone powers that authorize
detection and interdiction only under hyper-specific conditions, such as at federal buildings or
designated “national-special-security events” (DHS, 2025; DOJ, 2025). As mentioned however,
local authorities lack equivalent rights, constrained by 47 U.S.C. § 333 of the 1934
Communications Act, which prohibits any form of radio-frequency jamming, and 18 U.S.C. § 32,
which criminalizes the destruction of an aircraft, including drones. This means that local police
or private security cannot legally neutralize a drone even if it poses a clear and immediate threat,
without facing the same, severe consequences an ordinary civilian would be faced with. The ATF
and FCC each control very narrow, but critical slices of drone regulation. The ATF prosecutes
individuals who attach explosive payloads or modify drones into improvised delivery systems,
but it has no jurisdiction over the flight platforms themselves. The FCC regulates radio-spectrum
interference and equipment licensing but not the security consequences of the platforms under
said regulatory blanket (FCC, 2020). The result is a compartmentalized system in which
airspace, payload, and transmission are each managed separately, which leaves significant blind

spots between them.

The regulatory ecosystem remains optimized for aviation compliance, not domestic drone
threat mitigation. Federal entities can control the rules of the sky, but the most serious
vulnerabilities now emerge from the new threat of cheap, dual-use systems that exploit the

ambiguity of our control framework much faster than regulators can adapt.

44



5.2: Counter-Drone Legislation and Enforcement Gaps

As drones have become cheaper, smaller, and easier to weaponize, the gap between
technological capability and legal authority/regulation has increasingly widened. Prominent and
influential federal officials like Dan Bongino and others recognize that unmanned aircraft now
pose security risks on par with conventional weapons, yet the mechanisms for intercepting or
disabling hostile drones remain limited to a narrow set of agencies. This legal ‘bottleneck’ of
sorts, shaped by decades-old regulation drafted for manned aviation, leaves most local

responders without the authority or tools to act even when a threat is visible overhead.

Under 6 U.S.C. § 124n of the Homeland Security Act of 2002, Congress granted the DHS
and DOJ limited authority to “detect, identify, monitor, and mitigate” drones that pose “credible”
threats to federally protected facilities or events. The 2018 Preventing Emerging Threats Act and
the later FAA Reauthorization Act of 2024 renewed these powers but did not extend them to state
or local law enforcement (FAA, 2024). As a result, DHS (federal) components such as the United
States Secret Service (USSS) and Customs and Border Protection (CBP) can deploy electronic
warfare tools or directed-energy systems, while city police departments, event security teams,

and private venues remain legally barred from using the same equipment.

This limitation stems from the previously mentioned 47 U.S.C. § 333, which prohibits RF
interference or ‘jamming’ of communications, and 18 U.S.C. § 32, which criminalizes the
destruction of any aircraft, crewed or uncrewed. Together they create an enforcement paradox:
federal agencies can jam or disable a drone only under explicit statutory authority, while
everyone else, including local officers charged with enforcing public safety and protecting

civilians, must watch and wait for federal intervention. The lag this creates can be fatal in a
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real-time attack scenario. In real world situations, “the engagement window against small FPV
drones is extremely short; in dense urban or stadium environments, line-of-sight and safety
constraints often mean defenders can’t attempt denial until a drone is already in a critical zone,
making timely neutralization difficult” (Moshe, 2024). Real world situations require split second
reactions to these types of threats, and our regulatory system quite simply does not afford local

authorities any legal means of mitigating this threat in a meaningful time to make a difference.

Recent programs illustrate both progress in mitigating the risk this emerging technology
poses, as well as the depth of the gap currently faced. The DHS has tested mobile detection
networks around Washington, D.C., integrating radar, acoustic sensors, and low-power jammers
authorized under § 124n. The Secret Service adopted portable electronic warfare pods in
presidential motorcades, while Epirus’ Leonidas and Anduril’s Anvil systems were evaluated for
rapid neutralization of small-drone swarms. Yet, as mentioned, these deployments remain legal
only under very specific criteria, which are only activated only during national-special-security
events, major sports tournaments, or high-profile visits. Most metropolitan areas and nearly all

rural communities across the country lack comparable protection.

At the legislative level, efforts to expand authority have repeatedly stalled. The proposed
Safeguarding the Homeland from the Threat of Drones Act of 2023 would have granted state and
local police limited counter-drone powers under federal supervision, but it failed to advance
beyond committee (Peters, 2023). Privacy and civil-liberties advocates warned that widespread
jamming could interfere with legitimate communications or enable warrantless aerial
surveillance, while industry groups fear restrictions could stifle, and even crash commercial

drone markets. These political and legal frictions leave the United States with a defensive
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architecture that is both federally centralized and extremely slow - adequate for protecting

presidents and stadiums, but insufficient for shielding the broader public.

Data pulled during the environmental scanning process from open source intelligence,
regulatory documents, and agency reports consistently reveal the same pattern seen through other
chapters and sections: weaponization outpaces regulation. Each high-profile incident abroad,
whether it is an FPV drone striking a convoy in Ukraine or a loitering munition hitting
infrastructure in the Middle East, accelerates domestic concern, yet our regulatory
agencies/structures continue to treat drones primarily as aviation devices rather than potential
delivery systems for explosives or chemical agents. Unfortunately for the vast majority of
people, the most likely victims of this regulatory lag remain civilian populations exposed to

threats that local responders are not yet empowered to stop.

5.3: State and Local Regulation/Authority

While federal agencies like the FAA maintain exclusive authority over national airspace,
state and local governments increasingly legislate around the edges of that control, and are now
targeting privacy, property rights, or specific local hazards rather than flight regulation itself. The
result is a fractured policy environment in which hundreds of municipal ordinances coexist under
the larger federal umbrella, each defining drone use differently and enforcing it with varying
degrees of effectiveness. This patchwork reflects both the flexibility and the vulnerability of the
United States’ regulatory framework for drones: it is flexible in allowing regional/municipal

adaptation, but vulnerable in leaving critical gaps that bad actors can exploit.
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Several states have enacted their own drone laws/regulations addressing surveillance, law
enforcement usage, and civilian safety. For example, California’s Civil Code §1708.8 extends
traditional privacy protections to cover drone-based intrusions, making it illegal to record or
photograph individuals in private settings using drones, even though they are filming from areas
that are ‘publicly accessible’ (California, 2025). Texas’ Government Code §423 similarly
restricts aerial surveillance and prohibits drone photography over critical infrastructure such as

oil refineries and prisons (Texas, 2015).

Local jurisdictions often push further, using city/municipal authority to impose no-fly
zones or activity-based restrictions. New York City enforces one of the strictest bans in the
country, prohibiting nearly all drone operations without explicit NYPD or FAA approval under
New York City Administrative Code §10-126 (New York City, 2017). Las Vegas, Chicago, and
Los Angeles have enacted similar ordinances limiting flight near airports, casinos, and large
event venues. The State of Hawai’1, and its Department of Land and Natural Resources recently
prohibited drone-assisted fishing along coastal waters, citing concerns about wildlife disturbance
and safety near populated beaches (DLNR, 2024). These localized restrictions demonstrate how
communities attempt (at varying success levels) to manage drone risks relevant to their
environment; privacy in cities like NYC, and protection of wildlife and recreation in regions like
Hawai’i, but they also highlight the absence of any national regulations governing

non-commercial or improvised drone use.

Because the FAA specifically oversees and dictates most direct regulation of airspace or
aircraft, local ordinances cannot legally dictate flight paths, altitude limits, or registration

requirements. Instead, they rely on adjacent legal domains such as trespassing, harassment,
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privacy, or nuisance laws to enforce drone-related rules. This circumvention creates
inconsistencies. What constitutes ‘reckless’ drone use in one jurisdiction may be completely fine
in another. Importantly, most local police departments lack dedicated training or equipment to
handle drone-related incidents, and coordination with the FAA or DHS is often slow. The
absence of standard counter-drone authority across jurisdictions further complicates response to
malicious or weaponized drone activity, particularly in states with large public events or critical

infrastructure.

As observed through environmental scanning of state statutes, news coverage, and
open-source data, United States’ drone regulation continues to evolve in fragmented, isolated
ways. Without standardized federal guidance for counter-drone measures or clear authority for
state and local authorities, the regulatory landscape remains reactive rather than preventative,

being defined more by what it cannot control, rather than what it does control.

6: Applying Jim Dator’s Alternative Futures Framework

Jim Dator’s Four Futures Framework is a foundational model in futures studies that
provides researchers and academics a structured means of anticipating and describing plausible
future trajectories. Rather than attempting to simply predict the future, the framework organizes
alternative future scenarios into four archetypal patterns: Continuation, Collapse, Discipline, and
Transformation, which together capture a range of possible responses to change. This scenario
building process allows researchers to explore how current trends might interact and evolve
under differing political, technological, and societal/cultural conditions. This model is
particularly useful when dealing with emerging or rapidly developing technologies, such as

drones, where uncertainty, diffusion, and innovation outpace regulation and general public
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understanding. By framing potential developments within these four archetypes, the process
facilitates a more comprehensive and ‘realistic’ exploration of both opportunity and risk,
enabling policymakers, researchers, and security officials to better prepare for differing outcomes

rather than relying on a single expected (often wrong) trajectory (Dator, 2009).

Within this thesis, Dator’s framework is applied to examine the future of drone
weaponization and its domestic security implications in the United States. The framework helps
situate the findings of previous environmental scans within a broader context, illustrating how
trends in accessibility, regulation, and weaponization could potentially diverge into clearly
distinct futures. The following sections interpret each archetype in this specific context:
Continuation (Drone Integration as Normal), Collapse (Uncontrolled Weaponization), Discipline
(Technological Containment),and Transformation (Adaptive Security Practices). Each offers a
distinct, plausible scenario through which long-term implications of current trends can be

analyzed.

6.1: Continuation - Drone Integration as Normal

Within Jim Dator’s concept of Four Futures, continuation describes a future that sees
dominant systems, in this specific case, drones, persisting and its existing trajectories continue
largely unchanged (Dator, p.5, 2009). Within such a future, society absorbs new technologies
into everyday life without fundamentally restructuring its norms or regulatory systems.
Continuation scenarios are not utopian, meaning they presume continuity of both progress and its

accompanying limitations, in this case the lag of regulation behind innovation.
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When applied to our specific technology, small drones, this archetype envisions a United
States where unmanned aerial systems become thoroughly integrated into commercial,
recreational, and governmental routines. Drones would operate as normalized tools of
convenience and productivity; they would deliver goods, film sporting events, survey
infrastructure, and assist emergency responders even more so than they do today. Federal
frameworks such as FAA Part 107 and Remote ID mature gradually, balancing innovation with
minimal interference. Companies like DJI, Walmart, and Amazon Prime Air continue refining
consumer and enterprise models, while local governments quietly expand urban air-traffic

management systems to coordinate dense skies filled with both manned and unmanned aircraft.

From a security perspective, the Continuation future extends current trends of dual-use
normalization. The same Class I drones used for agriculture, photography, and logistics remain
easily modifiable for hostile purposes, yet regulation continues to lag behind. Domestic
counter-drone policy evolves reactively. Incremental FAA advisories, slow legislative updates,
and limited DHS regulatory programs see little success. The public grows accustomed to the
constant presence of drones overhead at concerts, political rallies, and along borders, viewing
them as a background feature of modern life. As a result, malicious actors can easily exploit
public familiarity and regulatory lulls. Small, off-the-shelf drones are incrementally used for
smuggling, surveillance, and small-scale attacks, but incidents are treated as isolated criminal
acts rather than systemic security challenges. Eventually, people may grow to see drone attacks
similar to school shootings, mass-shootings, etc., where they become a sad, but inevitable, ‘fact

of life’.
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Economically, this trajectory sustains robust growth in the commercial drone sector.
Industry projections valued the global market at over $60 billion USD in 2030 and anticipate
continued market growth throughout the decade. The rapid proliferation of affordable,
semi-autonomous platforms further blurs the distinction between consumer electronics and
weapons-capable systems. Hobbyist communities on social media platforms such as X and
Instagram continue to share open-source modifications, tutorials, and hardware/software hacks,

activity that simultaneously fuels innovation and lowers the barrier to militarization.

In this future, the United States achieves widespread technological integration but little
anticipatory regulation. Drone use becomes as normal and unremarkable as smartphones, and the
security apparatus adapts incrementally rather than alongside innovation. Continuation thus
represents the ‘business-as-usual’ path: drones remain embedded in daily civilian and economic
activity, while the dangers of weaponization becomes a regular occurrence in everyday life.
Attacks become increasingly more effective and lethal, continuing along the current trajectory of
innovation and rapid iteration seen today. The threat and potential use of CBRN munitions via
drone becomes a reality, one which could see the deaths of potentially hundreds of thousands

through the use of toxic/radiological materials, if not even more.

6.2: Collapse - Uncontrolled Weaponization

Jim Dator’s conceptual Collapse scenario represents a future in which existing systems
fail under the weight of regulatory contradictions, external attacks, or accumulated negligence to
the dire threat that is weaponized drones. It is the breakdown scenario where technological,

political, or societal pressures overwhelm the institutions meant to manage them. Collapse is not
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necessarily total societal ruin, but rather the erosion of stability and trust within key systems such
as regulatory bodies, drone market/economy, and/or security. When applied to drone
weaponization, Collapse describes a world where the accessibility and modification of small,
unmanned drone systems outpace every meaningful form of oversight or control. The
normalization of drone use, combined with unregulated digital marketplaces and rapid
technological diffusion, results in an environment where commercial platforms are freely
repurposed for violent or terroristic purposes. Regulatory bodies such as the FAA and DHS,
already burdened by jurisdictional limits, become even more reactive rather than preventative,
and their capacity to even enforce laws/regulations collapses under the volume and sheer

complexity of the issue.

In this scenario, drone incidents would escalate from rare outliers to weekly, even daily,
occurrences. FPV and loitering munitions, initially developed in active warzones, become
routine parts of domestic terrorism plots and organized crime. Small groups exploit open-source
flight control software, 3D-printed accessories, and modified payload systems to execute attacks
on civilian gatherings, infrastructure, and government facilities. Black market drone kits circulate
freely online, often disguised as ‘agricultural spraying tools’ or ‘DIY delivery platforms’ similar
to what we see today, but even more blatant. The use of drone swarm technology is seen by bad
actors and terrorist groups against large crowds, military bases, and more, not only seeing
devastating effects physically, but also in regard to the psychiatric health of the general
population. Everyday citizens, not just veterans familiar with drones in combat, grow terrified of

the threat. Efforts by the FAA or FCC to regulate transmission frequencies are easily bypassed
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using encrypted radio systems and fiber-optic control lines, many of which are openly sold on

social media platforms like Instagram and X.

The public’s perception of drones shifts from that of convenience to a constant threat.
Stadiums, airports, and city centers adopt visible counter-drone measures including RF jammers,
direct-energy systems, and physical barriers like fences and nets, yet these remain reactive rather
than preventative. Media coverage amplifies the sense of insecurity, with each new attack
prompting calls for stricter bans that remain unenforceable. The result is not just technological
failure but institutional failure as well: a governance system unable to gain control over an

innovation that has already, and continues to, rapidly outpace structures of control.

Economically, the Collapse scenario mirrors the fragmentation of trust. Commercial
drone manufacturers like DJI face a major decline in sales amid fear-driven restrictions and
supply-chain restrictions. Some states implement sweeping prohibitions on foreign-manufactured
drones, particularly those sourced from China or Russia (our main adversaries), while others
resist, creating a fractured market defined by states’ rights. The black market for modified drones
flourishes, as both criminal groups and politically motivated bad actors capitalize on regulatory

breakdown.

From a national security perspective, the most severe consequence of Collapse is political
destabilization. A handful of successful high-profile drone attacks on civilian populations, public
officials, or power infrastructure can erode public faith in government protection mechanisms,
ones that are already lacking in the real world. The pattern mirrors early 21st-century

cyberterrorism, but with far more visible and immediate effects, seeing potentially thousands if
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not hundreds of thousands of lives claimed via weaponized drones. As the frequency of attacks
rises, emergency legislation expands surveillance and counter-drone powers, raising civil-liberty

concerns and deepening distrust between citizens and state institutions.

This scenario represents the extreme endpoint of the current trend toward unregulated
proliferation. It illustrates how technological accessibility, absent policy intervention, can turn
innovation into a constant, looming threat overhead — one that could even cripple the

infrastructure/mechanisms that allow our society to even simply operate.

6.3: Discipline - Technological Containment

Where other future scenarios imagine expansion or breakdown, the Discipline scenario
describes a collective decision to impose strict limits. It reflects a society that learns from excess,
in this case being the scenario where the unrestrained spread of drone technology and its misuse
leads policymakers and publics to favor order, regulation, and control over innovation at any
cost. Rooted in Dator’s concept of a values-based future, Discipline envisions restraint not as a
backwards step, but as recalibration of our norms, being a deliberate choice to slow technological

diffusion/innovation in exchange for safety and accountability (Dator, 2009).

When applied to drone weaponization, the Discipline scenario envisions a United States
that responds decisively to domestic and international incidents of drone misuse. High-profile
attacks or near-misses (among the likes we have already seen across the globe) prompt bipartisan
action to impose strict federal controls on the manufacturing, sale, and operation of drones. The
FAA expands its regulatory authority through new amendments to 14 CFR §107, establishing

mandatory licensing for all drone purchases above certain payload or transmission thresholds,
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only barring traditional remote-controlled toys, being non-dangerous in comparison, from
regulation. Retailers are required to register each sale to a federal database similar to when
purchasing a firearm in most states, while online marketplaces like Amazon and Instagram face
legal liability for unlicensed listings of modification kits or drone attachments that allow for

dangerous and/or violent uses.

The technological containment extends to hardware and software design. Manufacturers
integrate hard-coded flight limitations including altitude caps, strict and widespread geofencing,
and automatic kill switches triggered by counter-drone networks. Encryption standards for
communication frequencies are federally mandated to prevent third-party signal hijacking, while
also ensuring the ability to interdict if necessary. Components such as fiber optic spools become
restricted materials similar to suppressors, certain fire-selectors, and other gun modifications

regulated by the ATF, only accessible through stringent background checks.

In this environment, cultural/societal attitudes toward drones shift toward cautious
acceptance. Recreational flying persists but within designated community zones and under very
strict supervision. Drone racing leagues and commercial videography adapt by partnering with
certified operators or by obtaining strict, very limited use permits. For most citizens, drones are
no longer perceived as everyday tools but as controlled technologies subject to oversight, much
like firearms or prescription drugs. While these policies would succeed in sharply reducing the
rate of drone related incidents, they also spark tension between innovation and regulation. Critics
of the strong regulatory response argue that containment stifles creativity, deters STEM
innovation, and reinforces corporate monopolies that can afford strict compliance and oversight.

Smaller companies exit the market, consolidating drone production under a handful of heavily
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regulated, predominately defense-focused contractors. Despite these concerns, the Discipline
scenario achieves its primary goal of preventing the uncontrolled diffusion of weaponizable
drone technologies by imposing a moral and legal framework that treats aerial autonomy as a

privilege.

Whether sustainable or not, the Discipline scenario offers a model of relative stability
through containment, standing in contrast to both the complacency of Continuation and the chaos

of Collapse.

6.4: Transformation - Adaptive Security Measures

If the Collapse scenario reflects failure and the Discipline scenario reflects control, then
the Transformation scenario imagines evolution from our current, lagging regulatory structure to
an adaptive, forward-looking world where societies learn from disruption. In Jim Dator’s
framework, Transformation represents futures of fundamental, systemic change, in which
emerging technologies and social values combine into entirely new frameworks rather than
merely reforming existing ones. It envisions a society focused on resilience, built through

adaptation, experimentation, and real-world learning experiences.

When applied to the emerging threat of drone weaponization, Transformation describes a
world where technology and policy evolve in tandem, in which the same systems once feared for
their overarching, dystopian potential are reimagined as crucial components of security. Artificial
intelligence, real-time data analytics, and distributed, connected counter-drone networks form the
backbone of a defense ecosystem that treats drone threats as a dynamic, ever-changing issue

rather than what we have in the present day. Instead of attempting to ban or suppress drone
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technologies, governments, private firms, and communities collaborate to detect, disrupt, and

deter the threat of drones in real time.

Companies like Anduril, Epirus, and emerging domestic startups develop defense tools
capable of identifying flight patterns, payload weights, and operator geolocation within
milliseconds. Cities and local governments then integrate these systems into their local defense
infrastructures, enabling them to coordinate responses automatically through linked networks.
Drones themselves are embedded with secure, verified identification software that ensure
traceability without compromising user privacy. Together, these measures create what futurists
term adaptive security ecosystems, which are networks that learn and evolve in pace with the

threats they face.

Culturally, drone technology can become normalized again, but in a safer, more
symbiotic way. Civilian-led volunteer networks mirror neighborhood watch programs, using
mobile applications to flag suspicious aerial activity to local authorities. Emergency management
agencies deploy autonomous drones for wildfire prevention, search-and-rescue, and
hazardous-materials containment. Drone education is formally introduced in public schools,
teaching not just operation but also ethics, cybersecurity, and civic responsibility, in turn
ensuring that the next generation of operators grows up both competent and conscious of the

threats of the technology.

In this future scenario, the line between threat and tool blurs once again, but this time by
design. The very systems that once destabilized domestic security now safeguard it through

intelligent coordination, distributed regulation/enforcement, and adaptive learning through
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real-world experiences. The Transformation scenario represents the most optimistic trajectory for
drone futures - one where innovation and regulation are not adversaries but teammates, proving
that the same technologies capable of destabilizing countries can also, under the right leadership,

fortify and strengthen them.

7: Recommendations

The above chapter’s exploration of alternative future scenarios demonstrates that the
domestic drone landscape could evolve in several, radically different directions. These range
from continued normalization and integration to uncontrolled weaponization and collapse. While
these scenarios are not predictions, they serve as plausible trajectories that shine light on the
policy, regulatory, and societal decisions shaping the future of drone systems in the United
States. The question is not whether or not drones will continue to rapidly advance, but whether
policy and control measures can keep pace with innovation - all while preserving civil liberties,

personal freedoms, and without stifling beneficial innovation.

This chapter translates those insights into actionable recommendations aimed at
mitigating the domestic terror threat posed by the rapid proliferation of commercially available
drone technologies. Drawing on the findings from the environmental scans of both the
technological and regulatory/control landscapes, these recommendations target the most critical
gaps: requiring mandatory drone transponder systems, empowerment of both local and state
authorities in counter-drone response, and by viewing drone operation as a privilege, not a right.

By focusing on transparency, empowerment, and regulation of operators, the United States can
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take proactive steps to secure our domestic airspace against the misuse of emerging drone

technologies without undermining innovation or civil liberties.

7.1: Mandatory Drone Transponder Systems

The first recommendation focuses on one of the simplest, yet most effective solutions for
addressing the growing domestic drone threat: establishing a mandatory transponder and
real-time registration system for all drones operating within United States airspace. Every
commercial airplane, helicopter, and even many small experimental aircraft already operate
under this framework, in which they are required to, at all times, broadcast a unique transponder
signal that identifies its location, altitude, and operator in real time. Extending this model to
drones would create a true digital ‘license plate’ system (unlike the preexisting Remote
Identification law), making it possible for law enforcement, air-traffic authorities, and the public
to identify who is flying what, and where. Current FAA Remote ID requirements under 14 CFR §
89 were a step in this direction but remain incomplete. They do not require universal adoption,
real-time accessibility, or operator transparency. Most recreational and commercially available
drones can still fly without broadcasting identification or can be modified to mask or spoof their
digital signatures entirely. A national transponder standard, one that mandates that all drones,
regardless of weight class or purpose, continuously broadcast verified flight data and operator
information, would help close these gaps. Such a system could be easily integrated into the

FAA’s existing architecture and accessible to both federal and local authorities.

In practical terms, this system would allow a police officer, emergency responder, or

security official to instantly identify a suspicious or potentially hostile drone through handheld
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devices or smartphones. If an unknown drone appeared over a public event, its registration data
could be checked in seconds, similar to how officers can look up license plate information in
databases today. This transparency would deter bad actors while protecting legitimate operators,
creating a verifiable record of drone activity that could support investigations and prosecution of
unlawful use. It would also promote public trust by giving civilians and local agencies the ability
to verify nearby drone activity, again, mirroring how flight tracking websites currently display

aircraft transponder data in real time.

Most importantly, this policy does not require surveillance of private citizens or
expansion of government oversight. Instead, it treats drones as aircraft subject to the same
baseline standards of accountability that govern all other aerial vehicles. The system’s data could
remain ‘anonymized’ for public access (flight tracking sights provide tail numbers, while FAA
databases provide search tools for said tail numbers) while providing law enforcement with full
registration details under real, verified security threats. When combined with existing FAA
licensing and Remote ID infrastructure, the transponder registry would help to ensure that the

skies above American communities are as transparent, and safe as possible.

7.2 Empowering Local and State Authorities

The second recommendation focuses on one of the most dangerous and overlooked
weaknesses in our current drone policy/control mechanisms: the inability of local law
enforcement to act when faced with a threatening or weaponized drone. Under current federal
law, only certain agencies like the Department of Defense (DOD), DHS, and DOJ are legally

authorized to detect, track, or disable drones. This creates a dangerous delay during incidents that
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have the ability to unfold in seconds. If a drone appears over a crowded concert, stadium, or
government building, local police can do little more than establish a perimeter and wait for
federal assistance, even if lives are immediately at risk. This threat simply cannot be responded
to in minutes, but in seconds. The federalization of regulation/control can leave people waiting
minutes for help, when in reality they only have seconds to be saved. Police officers and law
enforcement should not be expected to sit and watch their communities, friends, and families be
terrorized or attacked, have to call federal agents for help, and then wait for said federal help to

arrive

Local and state authorities need the ability to protect their communities in real time, not
after the fact. Granting them limited, clearly defined counter-drone powers, such as the ability to
intercept or disable a drone posing an imminent threat, would restore a basic layer of public
safety that has been lost in the current system. This does not mean giving every police
department free rein to shoot down drones wherever they see fit, rather, it means creating
structured authorization, training, and oversight that lets officers act when seconds, not minutes,
matter. Law enforcement agencies already handle firearms, hazardous materials, and cybercrime

under strict guidelines, as such, there is no reason drones should be treated differently.

By empowering local agencies with both authority and resources, the federal government
can close a dangerous response gap that currently leaves entire communities vulnerable.
Counter-drone tools can be deployed responsibly with appropriate training, accountability, and
communication with federal partners. Doing so would ensure that first responders can fulfill their
fundamental duty, to protect and serve, without standing by helplessly while civilians are put in

danger by a threat they are fully capable of neutralizing.
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7.3: Operation as a Privilege

The final recommendation centers on a simple but crucial concept: operating a drone
should be treated as a privilege, not a right. Much like driving a car or owning a firearm, drones
represent a powerful technology capable of both positive and dangerous applications. Drones are
tools that can be used to create, document, and innovate, but also to harm, surveil, or terrorize.
As such, ownership and operation should require competence, accountability, and good legal
standing. A national licensing framework would help ensure that those who wish to use drones,
especially those with advanced capabilities, understand the risks and responsibilities that come

with operating them.

A licensing system modeled after existing frameworks for driving and firearm ownership
would be both intuitive and effective. Operators would be required to complete a brief safety and
legal awareness course before receiving a basic license, similar to how drivers must pass a
written test before earning a permit. For higher risk systems, such as drones capable of carrying
payloads, flying beyond visual line of sight, or operating with fiber optic transmission
capabilities, additional vetting would be required. This would include background checks
focused on violent or terrorism-related offenses and periodic renewals to ensure continued
compliance and understanding of updated regulations. Such a system would not criminalize
casual hobbyists but would establish a clear, enforceable distinction between harmless

recreational use and potentially dangerous/harmful operation.

This framework could, and should, also extend to the purchase and modification of

accessories that increase the lethality or destructive potential of drones. Drop mechanisms,
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payload mounting mechanisms, high-capacity release systems, and other payload accessories
should be treated in the same way the United States regulates firearm modifications, such as
suppressors, automatic fire selectors, or short-barreled conversions kits, which is
regulated/controlled through additional registration, oversight, and background checks. These
items do not have legitimate recreational purposes for the average consumer and serve primarily
to convert otherwise safe equipment into weapons. By introducing a controlled-access category
for such accessories, regulators can prevent the widespread circulation of potentially dangerous
components without impeding the broader drone industry. This would further extend into
regulating, and possibly reprimanding, social media and online marketplaces that facilitated and

even allowed for the sale of this type of equipment/technology.

When paired with transponder registration and localized counter-drone authority, this
system forms the final piece of a comprehensive domestic security framework, being one that
respects civil liberties, supports innovation, and recognizes that emerging technologies require

modern approaches to regulation.

8: Conclusions, Limitations, and Future Considerations

The story of emerging drone technology is, in many ways, the story of innovation
outpacing oversight. From the crude prototypes of the First and Second World Wars to the
sophisticated drones dominating today’s battlefields, each technological leap has blurred the line
between civilian and military application a little further. What originally began as an experiment
in reducing human risk in flight training has evolved into a common dual-use technology, one

that is celebrated for its creativity and feared for its potential harm. In the current landscape, this
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combination has reached a critical point. The same drones used to film weddings, survey
farmland, or deliver goods are also being deployed to deliver explosives, conduct

reconnaissance, and carry out acts of terror.

This thesis examined this evolution in detail, tracing the path from early military
experimentation through the rise of commercial drone manufacturing, to the modern proliferation
of small, civilian-grade systems with deadly potential. Through an environmental scanning
methodology that drew upon both open source intelligence and real-time data shared through
social networks, this research sought to capture a rapidly evolving threat that cannot be fully
understood through traditional academic channels alone. In doing so, it revealed a troubling
pattern: regulatory frameworks have consistently lagged years,if not decades, behind the
technological reality of modern times. While nations like Ukraine have used commercial drones
as equalizers on the battlefield, the same systems have become tools of terror in the hands of
non-state actors. For the United States, the threat is no longer speculative. It is immediate,
domestic, and visible. The recommendations presented in Chapter 6 offer a simple, but effective
roadmap to mitigate these risks. Each emphasizes accountability without stifling innovation.
They aim not to criminalize technology, but to modernize the structures that control and regulate
it. By ensuring transparency in the skies, enabling rapid local response, and holding operators to

clear, reasonable standards, we could significantly reduce the likelihood of domestic misuse.

While this thesis sought to provide a comprehensive assessment of drone weaponization
and its security implications, several limitations must be acknowledged. The first is that much of
the evidence used in this research was drawn from open source intelligence gathered through

social media platforms, digital repositories, and publicly available archives. This approach
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allowed for an up-to-date and dynamic understanding of the subject, but it also meant relying on
information that can vary in accuracy, authenticity, and longevity. Video evidence, field reports,
and online claims often emerge faster than they can be formally verified. Efforts were made to
verify each source with reputable outlets and academic materials, but inherent uncertainty
remains a characteristic of research of emerging technologies and/or threats such as drones -

which can be different on a weekly, and even daily basis.

A second limitation also refers to the pace of development, but particularly in areas such
as Al-assisted targeting, fiber-optic (unjammable) control systems, and swarm capabilities,
means that much of the assessments of current capabilities can become outdated within weeks or
months. The purpose of this thesis was not to predict specific hardware/software trajectories, but
to identify vulnerabilities in policy/control systems from emerging threats within the technology.
That being said, emerging innovations such as Al implementation will likely demand continued
revision of the policy recommendations proposed, especially in relation to the

responsibility/ethical considerations that come with it.

Finally, this research was limited in scope to the United States domestic
regulatory/control context. While comparisons were made to global conflicts to illustrate patterns
of diffusion, the regulatory, cultural, and infrastructural realities of other countries differ
significantly. The United States views personal freedoms and liberties much differently than
nearly the rest of the world, so future research could expand this analysis through comparative
policy studies across countries or even regions, or through scenario testing on models of how

different regulatory frameworks perform.
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Ultimately, the future of drones in American society will depend on whether
policymakers treat this moment as a warning or an opportunity. Left unchecked, the
proliferation/diffusion of accessible, modifiable drone technology risks normalizing a new form
of violence that our law enforcement, our infrastructure, and our general population are not
equipped to confront. This technology could, and still has the ability to, continue to serve its
original purpose: connecting people, advancing industries, and saving lives; but the choice lies

not in the machines themselves, but in how we choose to regulate/control them.
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