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Abstract 
With the growing digitization in our modern 

world, data is becoming an increasingly valuable 

business asset. Therefore, it is crucial that individuals 

and organizations are aware of their data sovereignty 

when it comes to selling and sharing data assets. This 

research paper aims to identify the essential 

requirements for the application of data sovereignty in 

the context of data exchange. Currently, the literature 

falls short of providing a comprehensive overview of 

this subject. The study conducts a literature review 

and expert interviews to identify key requirements for 

applying data sovereignty in the context of data 

exchange. The result identifies eight key requirements 

including access control, usage control, location, 

technical aspects, legal considerations, 

organizational compliance, monetization, and data 

quality. Understanding and considering these 

requirements can enable organizations to achieve 

data sovereignty and facilitate secure and trusted data 

exchange.  

 

Keywords: Data Sovereignty, Requirements, Data 

Exchange, Literature Review, Interviews 

1. Introduction  

Data is becoming increasingly critical to business 

success. It is therefore not surprising that in the top ten 

of Forbes magazine's annual ranking of brand value, 

six of the listings are directly or indirectly related to 

digitization or data-driven business models (Forbes, 

2022). Individual voices even increasingly see data as 

the world's most valuable resource (Parkins 2017). 

However, the ongoing developments are inevitably 

accompanied by a shift away from purely goods-based 

with commodity-based business principles towards 

service-oriented business logics (Lusch & Vargo, 

2006). In order to meet these demands, data 

management is of paramount importance.  

In an industrial ecosystem, it is essential to 

maintain total control over data, particularly once it is 

to be shared (Otto et al., 2020). This ability is denoted 

as data sovereignty. It should be applied at all stages 

in the lifecycle of a data asset, especially where the 

data is exchanged. Because often exchanging data 

means relinquishing control (Otto et al., 2019). Due to 

the importance of this topic, major initiatives have 

emerged in Europe in recent years with the aim of 

establishing guidelines and standards for sovereign 

data exchange in larger networks (e.g., Gaia-X, 

International Data Spaces Association (IDSA), 

Catena-X). To perform a data exchange in a sovereign 

manner, various mechanisms can be used. In addition 

to data aggregation and technical mechanisms, the 

literature frequently discusses and applies only access 

and usage control (Opriel & Schmelting, 2022; 

Usländer et al., 2022; Hillermeier et al., 2021; Zrenner 

et al., 2019). 

If these mechanisms are to be used for sovereign 

data exchange, other questions inevitably arise as to 

how the data exchange can be carried out in a 

sovereign manner and which conditions must be met 

for its realization. Unfortunately, there is no general 

overview of data sovereignty requirements in the 

literature. This makes it difficult for organizations to 

assess what they need to consider in order to 

successfully apply data sovereignty. The existing 

reviews on data sovereignty either distinguish data 

sovereignty from other sovereignties (Hummel et al., 

2021; Hellmeier & von Scherenberg, 2023), 

concentrate on implementing data sovereignty 

requirements (Hellmeier et al., 2023), or set their focus  

only on usage control, access control, and other 

technical mechanisms, as previously explained. 

Since the overview of the requirements for the 

application of data sovereignty has been poorly 

surveyed, the number of articles and papers that reflect 

general requirements of data sovereignty is 

manageable.   In summary, the specific requirements 

for applying data sovereignty remain unknown. 

Furthermore, data sovereignty as well as sovereign 

data exchange are widely discussed topics (Schmidt et 

al., 2022, Pettenpohl et al., 2022 Bader et al., 2020), 

but with a limited and inconsistent number of 

requirements. We aim to address these issues by 
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identifying key requirements from the literature and 

expert interviews for applying data sovereignty to 

address the aforementioned research gap of the non-

existing overview of data sovereignty requirements. 

For identifying the requirements, we limit our focus to 

the context of data exchange, as there are other 

contexts, such as indigenous population, 

governmental organizations, and countries, discussed 

in the literature (Hummel et al., 2021). 

From this point of view, the following research 

question arise: 

RQ: Which key requirements for the application 

of data sovereignty in the context of data exchange can 

be derived from the literature with the support of 

expert interviews? 

To answer this question, we will first conduct a 

literature review to collect and aggregate data 

sovereignty requirements. Subsequently, expert 

interviews will be conducted to verify and refine the 

previously aggregated results. The result of both 

approaches will be key requirements for the 

application of data sovereignty in the context of data 

exchange. 

2. Fundamentals 

2.1. Data Sovereignty  

In academic literature, data sovereignty appears 

as a multifaceted issue with numerous implications 

(Hummel et al., 2021). Nevertheless, data sovereignty 

can be defined as the concept of self-determination 

and the ability of an individual or corporate entity to 

determine and exercise their right to use their data 

(Otto, 2016). The term data sovereignty is used to 

emphasize technical solutions for protecting data 

assets. It is about self-determination and control over 

data assets themselves, but it is often mentioned 

alongside digital, technological, and cyber 

sovereignty, which are about political discussions and 

legal constraints. (Hellmeier & von Scherenberg, 

2023). One important aspect of enabling data 

sovereignty is the exchange of data itself, which is 

further discussed in the next section. 

2.2. Sovereign Data Exchange  

Referring to the aforementioned definition of data 

sovereignty, sovereign data exchange is defined as the 

ability of a data owner to share its data with data 

consumers without losing its data sovereignty 

(Schmidt et al., 2022). It aims to ensure that data 

providers have control over their data assets not only 

before but after data is shared with others. This means 

that a data owner can define usage restrictions to their 

data, before sharing it with data consumers. Data 

consumers must accept the usage restrictions before 

they can request and use the data. 

Sovereign data exchange is a widely discussed 

topic and often overlaps with data sovereignty or is 

used as a synonym (Schmidt et al., 2022, Pettenpohl et 

al., 2022, Bader et al., 2020). There are several 

approaches to ensure sovereign data exchange, such as 

the International Data Spaces (IDS) initiative (Otto et 

al., 2019) or GAIA-X (Niebel et al., 2022). The 

interconnection of different platform and service 

providers (Schrauf et al., 2020) to form data 

ecosystems underscores the need for effective 

mechanisms for a sovereign data exchange. Only 

when ecosystems guarantee an appropriate form of 

data sovereignty the fears of losing control over data 

can be mitigated (Otto, 2019). 

3. Research Method 

To achieve the goal of identifying key 

requirements for the application of data sovereignty in 

the context of data exchange, the consideration of 

practical knowledge is of particular importance. 

Therefore, we take a qualitative research approach by 

combining two different data sources. The first is a 

systematic literature review and the second is 

interviews with experts with scientific and practical 

knowledge. In the following, we describe the research 

approach for the two data sources separately. Figure 1 

depicts the research approach graphically. 

3.1. Literature Review 

As a first step, this paper reports on a systematic 

literature review to uncover the requirements of data 

sovereignty. We followed Webster and Watson's 

(2002) well-established guidelines for literature 

reviews. The first task (1) was to search for appropriate 

literature. We decided to use two databases. Initially, 

AISeL was selected as the leading database for 

information systems (IS) research, including some 

journals and the major IS conferences (e.g., ECIS, 

HICSS, and ICIS). Second, we supplemented the 

database by using Scopus to search for IS journals. 
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Figure 1. Research Method Process. 

In the second task (2), we identified keywords that 

would yield results that fit our research question. A 

first finding from the literature review is the 

synonymous and overlapping use of the terms data 

sovereignty and sovereign data exchange. Since one of 

our goals is to differentiate or classify the two terms, 

we searched for both keywords. 

Table 1 lists the keywords and the results they 

produced for each database. We used the title and 

abstract search in both databases, producing 13 

(AISeL) and 322 (Scopus) papers. 

 
Table 1. Literature Review - Keywords and Results 

Database Keywords Results 

AISeL 

title: "Data Sovereignty" 

OR abstract: "Data 

Sovereignty" OR title: 

"Sovereign Data 

Exchange" OR abstract: 

"Sovereign Data 

Exchange" 

13 

Scopus 

TITLE ("Data 

Sovereignty") OR ABS 

("Data Sovereignty") OR 

TITLE ("Sovereign Data 

Exchange") OR ABS 

("Sovereign Data 

Exchange") 

322 

3 Iterations AISeL & Scopus 19 

 

In a third step (3), we filtered and reviewed the 

papers in three iterations. First, we assessed the 

thematic fit of the papers, excluding ones that did not 

focus on data sovereignty or sovereign data exchange 

by examine the title and abstract. We also excluded 

papers that were inaccessible to us, as well as duplicate 

papers. In the second iteration, the resulting papers 

were reviewed in their entirety and roughly skimmed 

to see if they addressed the thematically relevant 

content. This drastically reduced the number of 

relevant papers to two papers in AISeL and four   

papers in Scopus. Based on the results of the second 

iteration, relevant papers were added in the third 

iteration through forward and backward searches. In 

addition, other papers were reviewed and added to the 

result set. These include articles from the Catena-X 

and Gaia-X projects, both of which are freely 

available. The articles all have a strong focus on 

sovereign data exchange by using the IDS approach. 

This resulted in 19 papers that were further 

investigated with respect to the requirements for the 

application of data sovereignty. During the 

investigation, various requirements were identified, 

which could afterwards be grouped into individual 

requirements. For example, the user can attach usage 

policies to its data. This requirement was derived of 

“Each participant can define usage policies and attach 

them to outbound data” (Otto et al., 2019). These 

requirements form the basis for the interview guide. 

Table 2 shows the identified requirements with their 

respective references. 

 
Table 2. Extracted Requirements. 

Requirements References 

The user has full 

control over 

access to their 

own resources  

Usländer, 2022 

Only selected 

users are allowed 

to view the offers 

of a resource  

Catena-X, 2023; Schmidt et 

al., 2022 

The user can 

attach usage 

policies to its data  

Otto et al., 2019 

The provider has 

full control over 

its usage policies  

Zrenner et al., 2019; Catena-

X, 2023; Otto & Jarke, 2019 

Mechanisms exist 

to enforce the 

usage policies  

Otto et al., 2019; Zrenner et 

al., 2019; Altendeitering et 

al., 2022; Opriel & 

Schmelting, 2022 

It must be known 

where the data is 

stored  

Zrenner et al., 2019; 

Esposito et al., 2016; 

Amoore, 2018; Polatin-

Reuben & Wright, 2014 

It must be known 

where the servers 

of the data 

Zrenner et al., 2019; 

Peterson et al., 2011; 

Hippelainen et al., 2017 
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receiver are 

located  

Authentication & 

authorization 

services are 

required  

Otto et al., 2019; Opriel et 

al., 2021; Otto & Jarke, 

2019; Schmidt et al., 2022; 

Hillermeier et al., 2022 

There must be a 

kind of 

certification  

Otto et al., 2019; Opriel et 

al., 2021; Otto & Jarke, 

2019; Schmidt et al., 2022; 

Hillermeier et al., 2022 

The technical 

prerequisites for 

the use of data 

sovereignty 

should be as low 

as possible  

Schmidt et al., 2022 

There is technical 

interoperability  

Zrenner et al., 2019; 

Schmidt et al., 2022; 

Altendeitering et al., 2022 

Secure 

communication  

Otto et al., 2019; Niebel et 

al., 2022; Otto & Jarke, 

2019; Schmidt et al., 2022; 

Hillermeier et al., 2022 

Usage control 

processes must be 

transparent  

Zrenner et al., 2019; Catena-

X, 2023; Jarke et al., 2019 

Compliance with 

applicable 

legislation (e.g., 

GDPR)  

Opriel & Schmelting, 2022; 

Niebel et al., 2022; Schmidt 

et al., 2022 

Compliance with 

common rules and 

standards  

Niebel et al., 2022 

All usage and 

access policies 

must be enforced  

Altendeitering et al., 2022 

3.2. Expert Interviews 

The key requirements developed in this paper are 

based on qualitative interviews with six experts from 

industry and research practice. When selecting the 

experts, it was important that they come from as many 

different disciplines as possible in order to diversify 

the responses. For research purposes, interviews are an 

accepted method of data collection that is firmly 

rooted in the experiences of industry practitioners and 

in the social environment (Schultze & Avital, 2011; 

Myers, 1997). 

We selected interview partners based on various 

stakeholder roles to obtain the most comprehensive 

view for identifying key requirements in terms of the 

application of data sovereignty in the context of data 

exchange. Each interview was conducted using a 

semi-structured guide. Thus, the research keeps 

structure and comparability, but still leaves enough 

flexibility to adapt to ad hoc situations in the 

interviews (Mayring, 2014). 

The interviews are divided into two parts: First, 

we asked general questions about recent projects and 

initiatives related to the application of data 

sovereignty. In addition, we asked about challenges 

and requirements for the application of data 

sovereignty. The second part of the interview is 

dedicated to the requirements from Table 2. Based on 

these requirements, the experts are asked to contribute 

their knowledge on how the requirements apply to 

their projects from part one of the interview. 

All interviews were conducted virtually, last an 

average of 31 minutes, and were recorded and 

transcribed for further analysis. Table 3 provides an 

overview of the experts and the length of each 

interview as well as their index number for further 

referencing. 

 
Table 3. Overview of the Expert Interviews 

Experts Duration (h) ID 

Data space expert 00:36 I1 

Security expert 00:37 I2 

AI expert 00:25 I3 

Usage control expert 00:25 I4 

Data sharing industry 00:29 I5 

Telecommunication industry 00:32 I6 

 

Experts I1 to I4 come from the area of research. 

I5 and I6 are from industry. Geographically, they are 

all classified in the Central and Southern European 

region. All experts have several years of experience in 

their respective fields. 

Based on the transcribed interviews, we 

conducted a qualitative content analysis to analyze the 

content of the interviews using MaxQDA. Qualitative 

content analysis (Krippendorff, 2019; Mayring, 2014) 

is a flexible (Mayring, 2014) research technique that 

allows the analysis and interpretation of meanings 

from qualitative data (Krippendorff, 2019; Weber, 

1990) as it delivers “replicable and valid inferences 

from texts […]” (Krippendorff, 2019). The analytical 

process focuses on coding elements of the documents 

(Weber, 1990). In the qualitative content analysis, six 

codes with a total of 20 subcodes, which were 

deductively derived from the literature analysis, were 

used. In addition, further codes were formed 

inductively in the process of the analysis. Central for 
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every qualitative content analysis is the system of 

categories, which can either be deducted from theory, 

inductively derived from the text, or determined by a 

combined method (Mayring, 2014). At the beginning 

of the qualitative content analysis, five categories were 

deductively identified, derived directly from the 

literature review requirements in Table 2. 

4. Findings  

Based on the interviews, eight key requirements 

for the application of data sovereignty in the context 

of data exchange were derived from the literature 

review and the interviews. The resulting key 

requirements are described in more detail below. This 

section answers RQ. 

4.1. Access Control 

Access control is a technique used to regulate 

which entities in a system are allowed to access certain 

data resources. It is a fundamental security concept 

that minimizes the risk of unauthorized access to a data 

resources. Formulating access control restrictions 

(access policies) by a data owner helps on preventing 

data breaches, theft, or misuse of sensitive data 

(Zrenner et al., 2019). Access policies are used to set 

requirements for users who want to get access to data 

assets and for programs that run on behalf of users 

(Munoz-Arcentales et al., 2020). To enforce access 

control in a system architecture, an identity service is 

required to ensure the identity of specific users so that 

access to data can be managed on a per-user basis. This 

can be achieved through a variety of means, including 

credentials, privileges, and multi-factor 

authentication. It involves granting permissions to 

subjects (users or entities) based on different access 

control models (Jung & Dörr, 2022).  

On the one hand, this technique is mentioned in 

the literature as an important requirement (Hillermeier 

et al., 2022) and, on the other hand, seen by the 

interviewees (I1, I2, I5) in general as an important and 

necessary requirement for the application of data 

sovereignty in order to protect one's own data.  

Access control mechanisms have existed for a 

long time (I5), e.g., for multiple-user resource sharing 

on computer systems (Browne & Steinauer, 1971). 

This is an advantage for this requirement since there is 

less of a hurdle to overcome in the application. 

4.2. Usage Control 

According to Opriel and Schmelting (2022), 

usage control is the second equally important 

mechanism for ensuring data sovereignty. It extends 

the aforementioned access control technique by 

providing solutions for restricting the use of data 

assets after the access has been granted. Thus, usage 

control focuses on defining and enforcing restrictions 

on the use of a data asset (Jung & Dörr, 2022). It 

enables data owners to apply technical constraints 

(usage policies) to their data and ensure that it is 

processed, aggregated, and distributed according to 

their constraints (Jung & Dörr, 2022). These 

constraints can be applied at all levels of the data 

processing pipeline, including the storage of the data 

assets (Park & Sandhu, 2022). The primary purpose of 

usage control is to establish and enforce restrictions in 

a data exchange environment (Akaichi & Kirrane, 

2022). It can therefore be understood as protection for 

the data provider himself.  

The results of the literature review show that 

usage control is a crucial requirement for the 

application of data sovereignty (Opriel et al., 2021; 

Catena-X, 2023; Niebel et al., 2022; Schmidt et al., 

2022; Hillermeier et al., 2022). This is also 

consistently understood by the experts. According to 

them, this leads to implementation problems and thus 

challenges in the realization of these key requirements 

(I5). One possible solution suggested by the experts is 

a single usage control standard, such as HTTP for 

communication or JSON for data format (I5). This 

would greatly facilitate the application of data 

sovereignty. Policy enforcement also imposes several 

requirements to facilitate the application of data 

sovereignty. For example, it was mentioned that the 

system architecture must follow security by design 

(Waidner et al., 2013) principles from the ground up 

and be designed for policy enforcement (I4). This is 

the best way to ensure that policies are followed. 

Ultimately, the degree of enforcement depends on the 

use case. For example, if someone is participating in a 

research project where usage control is not a top 

priority, then the mechanism serves more as a tool and 

policies play a secondary role (I5). 

However, what cannot be ignored when it comes 

to policies, experts say, is quality (I4). As with a 

computer program, errors can lead to serious security 

problems. Therefore, it is important to implement 

mechanisms for early error detection in order to 

maintain a high level of policy quality to prevent 

misuse (I2, I5). 

4.3. Location 

The third key requirement covers relevant aspects 

related to the location of data and servers. The experts 

interviewed also found the requirements behind this 

key requirement to be relevant across the board (I1, I2, 
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I4, I5, I6). Especially in the context of international 

data exchange. For a successful application of data 

sovereignty, it must be ensured that a user (in this case 

the data provider) can track exactly where the servers 

of a data consumer are located (Zrenner et al., 2019; 

Peterson et al., 2011; Hippelainen et al., 2017), e.g., in 

order to comply with applicable regulations (I2, I5). 

To that end, the consumer has two options for where 

to run their server: On-premises or in the cloud (I2). 

On-premises servers are more secure in terms of 

location (I4, I6). The provider can see exactly where 

the servers are located. The situation is different in the 

cloud, where there are now enough options to 

determine the physical location of the server (I2). Care 

must be taken to ensure that the consumer's 

information remains transparent. 

However, in addition to the location of the server, 

the location of the data on the consumer side may be 

differ from the location of the server (Zrenner et al., 

2019; Esposito et al., 2016; Amoore, 2018; Reuben & 

Wright, 2014). Again, the provider has a legitimate 

interest in knowing this, e.g., to comply with location 

restrictions (I5). 

What mattered to the experts at this point was that 

the consumer should have the freedom to choose 

which cloud host to use, as long as the locations were 

also transparently shared (I2, I5). 

4.4. Technical 

Technical requirements were the most important 

category for the experts (I1, I2, I3, I4, I5, I6), along 

with usage control, for the successful application of 

data sovereignty in the context of data exchange. The 

literature review also reveals a similar statement (Jarke 

et al., 2019). In addition to the requirements 

authentication & authorization services (Otto et al., 

2019; Opriel et al., 2021; Otto & Jarke, 2019; Schmidt 

et al., 2022; Hillermeier et al., 2022) and certification 

(Otto et al., 2019; Opriel et al., 2021; Otto & Jarke, 

2019; Schmidt et al., 2022; Hillermeier et al., 2022), 

the focus here is on both low-level technical 

prerequisites for the applying of data sovereignty 

(Schmidt et al., 2022) as well as technical 

interoperability between systems and participants 

(Zrenner et al., 2019; Schmidt et al., 2022; 

Altendeitering et al., 2022) and secure communication 

during data exchange (Otto et al., 2019; Niebel et al., 

2022; Otto & Jarke, 2019; Schmidt et al., 2022; 

Hillermeier et al., 2022). 

The interviews revealed that authentication and 

certification are the most important requirements from 

the perspective of the reviewers (I1, I3, I4, I5, I6). 

Before exchanging data, users want to know who they 

are dealing with and if they can trust them (I4). A 

certificate serves as a contract of participation in the 

data space (I1). The same applies to the components to 

be used and their algorithms. These must also be 

secured by a certificate (I3). Otherwise, the user runs 

the risk of other algorithms, for example, recalculating 

the raw data from the processed data. This can be 

remedied, for example, by using a trusted execution 

environment for data processing (I3). 

Regarding the need for secure communications, 

there was unanimous agreement that this must now be 

standard in electronic communications (I1, I2, I5, I6). 

However, care must be taken to ensure that these and 

other security mechanisms are efficient, e.g., in terms 

of computing power, so that they do not become a 

hindrance in the end (I2). Security takes time and 

effort - and this must not be at the expense of data 

sovereignty. At the beginning, security is always a 

hindrance because it is initially complex and costly to 

implement (I2). However, as participation in the data 

space progresses, the trend should be reversed. A solid 

security substructure within the own architecture can 

help (I2). 

A clear picture emerged from the interviews 

regarding the requirements for technical 

interoperability and the low technical prerequisites for 

applying of data sovereignty. The fact that additional 

software has to be integrated into the company's own 

IT landscape for sovereign data exchange was clearly 

identified as a hindrance for applying of data 

sovereignty (I1, I4). The integration may require 

special controls, which increases the effort (I1). 

According to the experts, it can be advantageous to use 

ready-made and standardized software. It is therefore 

important to try to keep the effort of integrating new 

software for sovereign data exchange as low as 

possible (I1). 

4.5. Legal 

This key requirement is considered relevant by 

the experts (I1, I2, I3, I5, I6). According to the experts, 

the transfer of a product must always be based on a 

contract (I4). In addition, there may be legal 

requirements that restrict the transfer of products. 

What is regulated by import and export restrictions for 

tangible goods also exists for intangible products such 

as data. In this case, both national and international 

regulations apply (I5). If data is to be exchanged 

within the EU, the GDPR, among others, must be 

observed (Opriel & Schmelting, 2022; Niebel et al., 

2022; Schmidt et al., 2022). In addition, common rules 

and standards should be agreed upon within a data 

space (Niebel et al., 2022). Legal rules need to be 

integrated so that access and usage control processes 

can be controlled, enforced (Altendeitering et al., 
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2022) and made transparent (Zrenner et al., 2019; 

Catena-X, 2023, Jarke et al., 2019). Furthermore, 

every nation has its own regulations (I6). 

In research contexts, the focus is on technical 

implementation, legal requirements for government 

data exchange have not yet received much attention 

(I2). As a result, policy requirements on the consumer 

side often only become effective through legal 

contracts (I1). 

4.6. Organizational Compliance 

The interviews revealed that each company must 

comply with its own regulations (I2, I3, I5). They 

reflect the rules of the company, e.g., no child labor or 

human trafficking, CO2-neutral production, 

responsible handling of data (Lauf et al., 2022) (I5) or 

which host may be used (I5) and can depend on the 

individual case (I6). Within the technical and legal 

framework, various compliance requirements can be 

imposed on the company's own data exchange. For 

example, compliance may mean that critical data must 

not be shared (I3). However, compliance can also be 

interpreted so strictly that it stands in the way of data 

exchange. If every incoming packet is to be inspected, 

this will certainly discourage data providers, since data 

sovereignty is at risk at this point (I2). Compliance has 

an impact on data access, usage policies, and location, 

and is therefore a critical factor in leveraging data 

sovereignty in the context of data exchange (I4). 

4.7. Monetization 

This key requirement also was not previously 

identified in the literature review. It was directly 

derived from the expert interviews. 

When a data exchange takes place, the data 

consumer has a strong interest in the data (Hellmeier 

et al., 2023) e. g., it has a high monetary value. During 

the data exchange, the data to be exchanged is a 

commodity that is transferred from the data provider 

to the consumer. For the consumer, the cost of the data 

exchange must be worthwhile, otherwise it is not 

worthwhile from a business perspective. To meet this 

requirement, the provider must ensure that the data it 

offers meets this monetary value, e.g., because the data 

is so worth protecting that data exchange is 

worthwhile through data sovereignty (I2). 

4.8. Data Quality 

The last key request follows the previous one. 

During the interviews, the experts repeatedly referred 

to data quality in the context of data becoming a 

product (I1, I5, I6). Looking at the purchase of real 

goods from a business perspective, the buyer has a 

strong interest in the quality of the good (I6). This can 

also be applied to data exchange. According to 

interviewee I6, the trend should not be towards Big 

Data, but towards Better Data. 

5. Discussion  

In this study, we aimed to identify the key 

requirements relevant for the application of data 

sovereignty in the context of data exchange. Our 

research revealed eight key requirements. In this 

section, we discuss the creation of these key 

requirements by the connection between the findings 

from the literature review and those from the 

interviews. In addition, the resulting implications are 

discussed. 

To identify the requirements for data sovereignty, 

a literature review was conducted as a first step. The 

focus was on identifying data sovereignty 

requirements in the context of data exchange from a 

conceptual perspective. That is, requirements for 

implementation or concrete realization were not 

considered. This decision was made in order to obtain 

a holistic and independent view of data sovereignty 

requirements.  

As part of a literature review, we examined 19 

papers to identify data sovereignty requirements. We 

identified 16 distinct requirements, which provided a 

comprehensive overview of each author's 

understanding of data sovereignty, contrary to our 

initial assessment. It should be noted, however, that 

outside of these 19 papers, the term data sovereignty 

is often understood in very different contexts (Zrenner 

et al., 2019; Hellmeier & von Scherenberg, 2023). 

This shows that research on data sovereignty is still 

very young and has only become better known in 

recent years through research projects in connection 

with the IDSA. 

For the RQ this means that we were able to 

identify 16 requirements through the literature review, 

which served as the basis for the next research method 

which was the expert interviews. This provided the 

opportunity to obtain even more detailed requirements 

for applying of data sovereignty. At the same time, we 

were aware of the problem that experts could have 

completely different opinions. 

The experts were asked about current or past 

projects related to data sovereignty and how the 

identified requirements relate to them. The result was 

eight key requirements: Access Control, Usage 

Control, Location, Technical, Legal, Organizational 

Compliance, Monetization and Data Quality. 
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The difference to previous works in the literature 

is that there is no collected overview of data 

sovereignty requirements in general. The context of 

the requirements elicitation is stated according to the 

topic of each paper. Opriel & Schmelting (2022) 

describe data sovereignty as an elementary 

requirement for enterprises, but only address usage 

control and access control and a few approaches to 

legal requirements in their article. Usländer et al. 

(2022) also consider usage control and access control 

as requirements in their requirements analysis for data 

sovereignty in the field of manufacturing but no more. 

Also focusing on usage control, access control and 

technical aspects are Hillermeier et al. (2021) in their 

paper. Schmidt et al. (2022) broadened the focus of 

their study. However, here too, only the technical 

aspects as well as usage control and access control are 

considered. Furthermore, there is no work that 

substantiates their requirements through expert 

interviews. Thus, only the key requirements Access 

Control, Usage Control, Location, Technical and 

Legal are consistent with findings from the literature. 

For the three other ones, Organizational Compliance, 

Monetization and Data Quality, no requirements or 

findings could be identified. This is because most 

authors have prioritized usage control, access control, 

and technical aspects pertaining to data sovereignty. 

This represents a knowledge gap in the elicitation of 

data sovereignty requirements. In addition, it has 

become clear that some key requirements are 

interrelated. For example, Organizational Compliance 

can have a direct impact on Technical and Legal 

requirements if specific hardware is required and data 

can only be exchanged with partners in one country. 

Or the key requirement Legal may have an impact on 

the choice of the server location. 

Based on the interviews, it can be said that the 

authors of the studies examined generally have a very 

similar understanding of data sovereignty. The results 

obtained are in line with the authors of the literature. 

The findings from the interviews complement them.  

With this work, we created a new overview of 

requirements to be able to apply data sovereignty in 

the context of data exchange in a way that all aspects 

for a successful data exchange can be considered and 

so overcome our research gap. Previous research has 

shown that mainly technologies like usage control and 

access control as well as technical aspects like 

authentication and certification have been addressed. 

We were able to show that much more expertise, such 

as in the legal field or the location of the server, is 

needed for the application of data sovereignty. In 

addition, our research has shown that there is much 

more to the application of data sovereignty. This is 

reflected, among other things, in appropriate data 

quality or a company's organizational compliances, 

which can make the use of data sovereignty obsolete if 

not addressed. 

The resulting implications for practice are that 

users and researchers are provided with an outline of 

requirements, allowing them to define and adapt their 

tools to fully apply data sovereignty. This may be 

necessary, for instance, when new data spaces are 

created. Participants join who may never have had 

prior contact with the topic of data exchange or data 

sovereignty. By utilizing the key requirements of this 

paper, these participants now have a tool to evaluate 

all facets of data sovereignty in the context of data 

exchange. This also applies to pre-existing data 

spaces. The findings may be utilized to refine current 

frameworks to holistically address data sovereignty 

within the scope of data exchange. They can also 

enable organizations to achieve data sovereignty and 

facilitate secure and trusted data exchange.  

6. Further Research 

In this paper, a theoretical approach has been 

taken to provide a first overview and thus a basis for 

the requirements of data sovereignty. The approach 

should be further deepened in the future. Building on 

the results of this paper, this can be done, for example, 

through a further and larger survey study in the context 

of an industrial sector, in order to derive design 

principles from the key requirements. A pilot project 

would also be conceivable, in which the project 

partners could use the results and verify them. 

Another approach would be to analyze the 

application of data sovereignty in European initiatives 

such as Catena-X and Gaia-X and compare it with the 

results of this paper. 

Additionally, it would be beneficial to explore the 

contexts in which data sovereignty can be further 

examined besides the implementation landscape 

(Hellmeier et al., 2023) or term examination (Hummel 

et al., 2021; Hellmeier & von Scherenberg, 2023). A 

legal evaluation of the topic would also enhance the 

findings of this paper and bolster the legal framework 

of data sovereignty. 

As the interviewees all come from similar 

geopolitical backgrounds, it would be interesting to 

conduct another interview study with a wider selection 

of partners to see if this can lead to new requirements 

for the application of data sovereignty in the context 

of data exchange, or if the need for specific 

requirements is weighted differently. 
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7. Conclusion 

In this work, eight key requirements for the 

application of data sovereignty in the context of data 

exchange were identified. To do this, we first 

conducted a literature review on data sovereignty 

requirements, from which we were able to identify 16 

requirements. Based on the results, expert interviews 

were conducted to gain deeper insight and validate the 

requirements. Eight key requirements for the 

application of data sovereignty in the context of data 

exchange emerged. The results were then discussed as 

well as the practical implications. 

In particular, the three key requirements for data 

sovereignty from the expert interviews - 

Organizational Compliance, Monetization, and Data 

Quality - can show researchers and practitioners that 

there are more requirements for applying data 

sovereignty than the literature has previously revealed. 

Data sovereignty also extends to more processes 

than just data exchange. Negotiating a usage policy 

and enforcing it after the data exchange are also part 

of data sovereignty. However, this paper only 

considers data sovereignty in the context of data 

exchange. What data sovereignty requirements apply 

in other contexts, such as the fulfillment of usage 

policies, is a subject of further research. 

Data sovereignty will increasingly become an 

enabler in the future and is frequently discussed 

nowadays. In analogy to today's standard encryption 

in electronic communication, the following quote was 

made during an expert interview: "I think data 

sovereignty is a hygiene factor in the long run. You 

just must have it with you, you have to take these 

principles into account somehow" - this is what the 

paper is supposed to contribute to in the long term. 
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