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Abstract

Generative Artificial Intelligence (GenAl) is
reshaping digital marketing by enabling more
personalized content and persuasive user experiences at
scale. While these capabilities offer significant value to
marketers, they also heighten consumer concerns about
data privacy, algorithmic transparency, and the
authenticity of Al-generated content. This paper
introduces the Dynamic Al Trust Framework, a
conceptual model that explores how GenAl’s persuasive
functions interact with consumer trust and privacy
perceptions in digital environments. The framework
outlines five interrelated dimensions — algorithmic
transparency, user control and agency, data sourcing
and security, fairness and bias mitigation, and
authenticity and disclosure — as critical components for
designing trustworthy and ethical Al-driven marketing
strategies. By clarifying how these dimensions operate
in practice, the framework provides a foundation for
balancing innovation with responsibility, helping
brands engage consumers more effectively while
respecting their evolving expectations around data and
trust.

Keywords: Generative Al, Trust, Privacy, Digital
Marketing, Ethical Al

1. Introduction

"We shape our tools and thereafter our tools shape us."
— John Culkin (1967)

Generative Artificial Intelligence (GenAl) is
emerging as a transformative force in digital marketing,
enabling brands to deliver more relevant content and
streamline customer interactions. By automating tasks
such as personalized messaging and virtual brand
experiences, GenAl supports greater operational
efficiency and more scalable customer engagement
(Arslan & Ghazal, 2024; Maric¢ et al., 2024).

For digital marketers navigating today's Al-driven
environment, the goal is to practice Ethical Al
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Persuasion, the responsible application of GenAl's
persuasive capabilities to influence consumer behavior
in ways that build and sustain trust, respect consumer
autonomy, and align with societal values. This concept
is increasingly vital within the broader global consensus
on the need for ethical AI, as articulated in
comprehensive guidelines such as the OECD Al
Principles (OECD, 2019). Ethical AI Persuasion
transcends short-term manipulation, offering marketers
the pathway to foster long-term customer relationships,
genuine engagement, and brand loyalty in an
increasingly Al-driven marketplace (Patel, 2025; Stahl
& Eke, 2024). Achieving this ultimate goal requires a
deliberate and structured approach, which The Dynamic
Al Trust Framework aims to provide.

Despite GenAl's transformative potential for hyper-
personalized engagement, it simultaneously intensifies
a critical trust-privacy paradox for consumers. This
paradox manifests as a growing tension where the allure
of tailored experiences clashes with profound concerns
over data exploitation, algorithmic opacity, and the
authenticity of Al-generated content. Indeed, recent
research indicates a strong consumer demand for clarity,
with over 80% of consumers believing Al-created
material should be clearly labelled, and 62% stating that
such transparency would increase their trust in a brand
(Pragnell, 2025). This highlights a critical need for
transparent and trustworthy Al applications.

While the broader discourse on Responsible Al
offers important foundational principles for ethical
technology development, its conventional scope often
overlooks the nuanced, consumer-facing dynamics
inherent to digital marketing. Traditional Responsible
Al frameworks, while addressing issues like fairness
and accountability, typically do not fully account for the
deliberate persuasive intent or the unique modes of
influence introduced by GenAl, which further intensify
the trust-privacy paradox. Therefore, The Dynamic Al
Trust Framework is distinctively trust-centered,
persuasion-aware, and marketing-specific. It provides a
conceptual model specifically designed to guide brands
in responsibly leveraging GenAl's capabilities to foster
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enduring consumer trust within this evolving digital
landscape.

1.2 Problem Statement and Conceptual Gap

This paper addresses a key conceptual gap: the lack
of a comprehensive framework to guide marketers and
developers in navigating GenAl’s ethical and persuasive
dimensions. While existing models of trust and
persuasion are valuable, they often fall short due to their
development prior to the advent of autonomous content-
generation systems that blur the boundaries between
human and machine agency. This gap leaves marketers
without a clear conceptual roadmap to achieve ethical
Al persuasion without compromising consumer trust or
privacy.

This paper addresses this gap by developing The
Dynamic AI Trust Framework. Drawing on
established theories of trust, privacy calculus, and
persuasive communication, this framework provides a
conceptual lens to understand the intricate interplay
between GenAl's persuasive capabilities, consumer
trust, and privacy perceptions in the evolving digital
marketing landscape. The framework consists of five
key dimensions — algorithmic transparency, user control
and agency, data sourcing and security, fairness & bias
mitigation, and authenticity and disclosure — as
foundational pillars. The framework illustrates how
these dimensions must dynamically interact to mitigate
privacy concerns and foster sustainable consumer trust,
thereby enabling effective and ethical strategies for
attracting and engaging customers.

The remainder of this paper is structured as follows:
Section 2 reviews the theoretical foundations of trust,
privacy calculus, and persuasive communication.
Section 3 discusses how GenAl exacerbates the trust-
privacy paradox, featuring a hypothetical scenario.
Section 4 introduces The Dynamic Al Trust Framework
and its key dimensions, including an illustrative
scenario of its dynamic application. Section 5 outlines
managerial and research implications and discusses
limitations, followed by the conclusion in Section 6.

2. Theoretical Foundations

Three interconnected theoretical streams inform the
framework for Al trust in marketing: trust theory,
privacy calculus, and persuasive communication.

2.1. Trust Theory

Trust is foundational to both interpersonal and
commercial relationships. Johnson-George and Swap
(1982) assert that "willingness to take risks may be one

of the few characteristics common to all trust situations.
Mayer, et al. (1995) define trust as "the willingness of a
party to be vulnerable to the actions of another party
based on the expectation that the other will perform a
particular action important to the trustor, irrespective of
monitoring or control over that other party." As depicted
in Figure 1, Mayer, et al. (1995) propose the key
dimensions include:
e Ability: The trustee's competence, skills and
expertise.
e Benevolence: The trustee's perceived care and
concern for the trustor's well-being.
e Integrity: The trustor's perception that the
trustee adheres to a set of acceptable principles.

Perceived Risk

Risk Tak|
T[T R roina e I .L Outsomse

Factors of
Perceived
Trustworthiness

Trustor's
[ Propaasity

Source: Mayer, et al (1995)
Figure 1: Proposed Model of Trust

In digital environments, trust extends to the online
platforms and technologies themselves (McKnight &
Chervany, 2002). As Al systems become more
autonomous and influential in decision-making, the
concept of trusting an algorithm or Al system itself
becomes increasingly relevant (Hoffman & Novak,
2018). For consumers, trust in Al marketing refers to
their willingness to rely on GenAl-powered interactions
and content, believing that these systems operate
competently, with their best interests at heart, and with
integrity.

2.2. Privacy Calculus Theory

Privacy calculus theory posits that individuals make
decisions about disclosing personal information by
weighing the perceived benefits of disclosure against the
perceived risks to their privacy (Culnan & Armstrong,
1998). Consumers engage in a "calculus" where
utilitarian benefits (e.g., personalization, convenience,
tailored offers) are weighed against potential privacy
costs (e.g., surveillance, data misuse, identity theft).

GenAl complicates this calculus. The "benefits"
side intensifies as GenAl can offer hyper-
personalization, seemingly intuitive interactions, and
perfectly tailored content, creating a strong pull for
consumers. However, the "risks" also escalate. GenAl
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relies on vast datasets, potentially inferring highly
sensitive information from seemingly innocuous data
points (Dienlin, 2024). The opaque nature of many
GenAl models makes it difficult for consumers to
understand Asow their data is being used or why a
particular output was generated, increasing anxiety
about control and potential misuse. The potential for
"synthetic identity theft" or sophisticated phishing
leveraging Al-generated realistic content adds new
dimensions of risk.

2.3. Persuasive Communication and Design

Persuasion involves altering a person's attitudes,
beliefs, or behaviors. Classic principles of persuasion
(e.g., reciprocity, scarcity, authority, consistency,
liking, consensus) have long guided marketing efforts
(Cialdini, 2001). With digital technologies, the concept
of "persuasive technology" emerged, focusing on how
computers can be designed to change thoughts and
behaviors (Fogg, 2003).

GenAl expands the persuasive toolkit by enabling
content generation and adaptive messaging that respond
in real time to user inputs and emotional cues,
fundamentally altering how brands engage with
consumers:

e  Hyper-personalization: Content can be tailored
to an individual's unique preferences,
emotional state, and historical interactions at a
scale previously unimaginable (Walch, 2024).

e Dynamic Content Generation: Marketing
messages, visuals, and even interactive
experiences can be created and adapted in real-
time, optimized for persuasive impact (Ayuya,
2024).

e Simulated Human-like Interaction: Chatbots
and virtual assistants powered by GenAl can
engage consumers in highly convincing,
seemingly empathetic dialogues, blurring the
lines between human and machine (Huang &

Rust, 2024)
These capabilities, while powerful, raise new
ethical  considerations regarding manipulation,

autonomy, and informed consent. The power of GenAl
to create highly persuasive and potentially manipulative
content necessitates a framework that ensures
persuasion remains ethical and consumer-centric, rather
than exploitative.

3. The Trust-Privacy Paradox in GenAl
Marketing

The intersection of GenAl and consumer behavior
magnifies the longstanding tension between

personalization and privacy. While traditional digital
marketing already grappled with this issue, GenAl
introduces new layers of complexity and ethical risk:

e Enhanced personalization vs. increased data
anxiety: GenAl promises the ultimate
personalized experience - relevant
recommendations, perfectly crafted messages,
even unique digital assets designed just for
you. This creates a strong pull for engagement.
However, achieving this requires
unprecedented levels of data collection,
processing, and inference, leading to increased
consumer anxiety about surveillance, profiling,
and a perceived lack of control over their
personal information and how it's used by Al
systems (Teraiya & Krishnamurthy, 2025).

e Algorithmic sophistication vs. lack of
transparency: GenAl models are "black boxes"
to most users, and often even to their
developers. Their complex neural networks
make it difficult to ascertain why a particular
output was generated or how personal data
contributed to it. This opacity undermines
transparency, a crucial component of trust, and
fuels consumer skepticism about fairness and
potential manipulation. Consumers may feel a
loss of agency when they don't understand the
mechanisms influencing their choices (Giovine
et al., 2024).

e Synthetic content vs. declining perceived
authenticity: GenAl can produce highly
realistic text, images, audio, and video. While
beneficial for content creation, it blurs the lines
between genuine and artificial. When
consumers encounter Al-generated marketing
content (e.g., Al-influencers, deepfake ads, Al-
written reviews) without clear disclosure, it can
lead to a crisis of authenticity, erode trust in
brands, and foster a general skepticism towards
digital media (Kirkby et al., 2023). This
challenges the integrity dimension of trust.

3.1. Trust-Privacy Paradox: An Illustrative
Scenario

Consider 'PersonaGen Ads,' a hypothetical GenAl
marketing platform designed to highlight how hyper-
personalization can intensify the trust-privacy paradox.
A consumer, Sarah, receives an advertisement for a
sustainable travel package that perfectly aligns with her
recent online searches, social media posts about eco-
tourism, and even her expressed desire for a quiet escape
(inferred from her Browse habits of nature
documentaries). The ad features a visually stunning, Al-
generated image of a secluded beach and a heartfelt
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testimonial, also Al-generated, from a 'traveler just like
her.' Sarah feels an immediate connection due to the ad’s
hyper-relevance. But a small, barely visible disclaimer
at the bottom reads 'Content generated by AI’ raises
questions: how did the AI know so much? Is that
testimonial real? The initial sense of relevance quickly
gives way to discomfort about data inference, lack of
control, and perceived inauthenticity, causing Sarah to
question the brand's integrity despite the ad's
effectiveness.

Consumer responses to this exacerbated paradox
can range from active avoidance (e.g., using privacy-
enhancing tools, providing false information) to passive
disengagement (e.g., ignoring personalized ads, reduced
loyalty). To prevent these negative outcomes, a
proactive approach to ethical Al trust is imperative.

4. The Dynamic Al Trust Framework

In an Al-driven marketing environment, achieving
Ethical Al Persuasion is both a strategic imperative and
an ethical mandate. Building on the principles outlined
in Section 1.1, this paper introduces the Dynamic Al
Trust Framework—a conceptual model designed to
help marketers and developers foster sustainable
consumer trust in the age of GenAl personalization.
Rather than treating trust as a static outcome, the
framework conceptualizes it as a continuous, adaptive
process, shaped by the interplay of five foundational
dimensions. By strategically managing these
dimensions, marketers can not only mitigate privacy
risks but also actively affirm core trust attributes such as
competence, integrity, and benevolence within their Al
interactions.

The framework is visually represented as a system
of interlocking gears (Figure 2), with a central hub
labeled Ethical Al Persuasion. Each of the five
surrounding gears symbolizes one key trust dimension.
The metaphor underscores a core insight: no single gear
operates independently. Advancements—or failures—
in one area affect the performance of the entire system.
As consumer expectations and Al capabilities evolve,
these gears must continuously adjust to maintain ethical
alignment and functional trust.

Algorthimic
Transparency

User Control

& Agency

ETHICAL
Al
PERSUASION

Authenticity

& Dlsclosure

Data Sourcing
& Security

Fairness & Risk
Mitigation

Figure 2: The Dynamic Al Trust Framework
(Conceptual Diagram)

4.1. Key Dimensions of The Dynamic AI Trust
Framework

Algorithmic Transparency

e Helping consumers understand how GenAl
personalization works, including what data is
used, how decisions are made, and the
persuasive intent behind content. This doesn’t
require revealing proprietary code but does
demand contextual, accessible explanations.

e  Mechanism: Clear privacy policies, “Why This
Recommendation?” features, and visible
disclosures of Al involvement.

o Trust Impact: Builds competence
(understanding) and integrity (honesty and
clarity of purpose).

e Industry Example: Spotify recently added new
mobile controls like a 30-day "Snooze" feature
and enhanced “Why You Hear This”
explanations, helping users better understand
and manage personalized recommendations.
These context-aware and temporary options
increase transparency in Spotify’s algorithmic
logic. (Perez, 2025).

User Control and Agency

e Focus: Providing consumers with clear,
meaningful choices about their data,
personalization settings, and overall Al
engagement.
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Mechanism: Intuitive privacy dashboards, opt-
in/opt-out toggles for GenAl features, and
user-driven customization tools.

Trust Impact: Reinforces autonomy and
signals benevolence by empowering users
rather than manipulating them.

Industry Example: Google’s Ad
Personalization Dashboard enables users to
view, modify, or completely disable how their
personal data informs targeted ads, giving them
fine-grained control over algorithmic influence
(Google, n.d.).

Data Sourcing and Security

Focus: Upholding ethical standards in the

collection, protection, and use of data
powering GenAl.

Mechanism: Regulatory compliance (e.g.,
GDPR, CCPA), transparent breach
disclosures, and secure, localized data
processing.

Trust Impact: Signals integrity and reduces
perceived risk, strengthening perceptions of
responsible stewardship.

Industry Example: Apple’s use of on-device
processing for Siri and Photos minimizes data
exposure by keeping tasks like voice
recognition and photo categorization local,
reducing reliance on cloud storage (Apple,
2021).

Fairness and Bias Mitigation

Focus: Identifying and correcting systemic
biases in GenAl models to ensure equitable
user experiences.

Mechanism: Use of diverse training data, bias

audits, fairness metrics, and consumer
feedback loops.

Trust Impact: Enhances integrity and
benevolence by demonstrating care for

equitable outcomes.

Industry Example: LinkedIn’s Responsible Al
initiative addresses bias in job
recommendations by applying fairness-aware
modeling, ensuring diverse users receive
equitable  visibility ~and  opportunities
(LinkedlIn, 2021).

Authenticity and Disclosure

Focus: Maintaining honest communication by
clearly labeling Al-generated content and
preserving a consistent, human-centered brand
voice.

e  Mechanism: Al content watermarks, chatbot
disclaimers, and alignment of Al interactions
with brand values.

e  Trust Impact: Reinforces integrity and reduces
risks of manipulation or misrepresentation.

e Industry Example: Meta (Facebook and
Instagram) now labels Al-generated content
with watermarks and disclosures, helping users
distinguish synthetic media and reinforcing
authenticity in digital interactions (Meta,
2024).

4.2. Dynamic Interaction of Dimensions: An
Illustrative Scenario

These five dimensions operate in dynamic
interplay, not isolation. Improvements in one often
amplify others: for instance, greater Algorithmic
Transparency enhances User Control by -clarifying
decision logic. Similarly, robust Data Sourcing and
Security reduces privacy concerns, encouraging greater
engagement and trust in personalization. Fairness and
Bias Mitigation reinforces perceived integrity,
especially when persuasive design is equitable and
inclusive. However, failure in one area—such as lack of
disclosure—can  undermine trust  system-wide,
neutralizing gains elsewhere.

Consider 'EthicalFit, a hypothetical GenAl-
powered fashion recommendation platform that uses
user-uploaded photos to visualize outfits.

e Without the Framework: FEthicalFit offers
accurate  style suggestions but lacks
Algorithmic  Transparency (users don’t
understand how  recommendations are
generated) and User Control (limited ability to
manage photos or preferences). It occasionally
suggests culturally insensitive outfits (Fairness
failure) and promotes brands without
disclosing sponsorships (Authenticity lapse).
As a result, trust erodes—even @ if
recommendations are technically accurate.

e  With the Framework: EthicalFit discloses how
recommendations are generated (“Based on X
data points and your selected style
preferences”), allows easy management of
photos and profiles, audits outputs for bias, and
clearly labels Al-generated visuals. When
users offer feedback, the system explains how
it adapts in response. This effort across all
dimensions builds resilient, adaptive trust.

This dynamic system emphasizes that building and
maintaining trust in GenAl marketing requires a
continuous, adaptive, and holistic approach across all
dimensions.
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5. Managerial and Research Implications

Building upon The Dynamic Al Trust Framework,
this section outlines its significant implications for
marketing practice and identifies key directions for
future research.

5.1. Managerial Implications

For practitioners, the Dynamic Al Trust Framework
offers a practical roadmap for integrating ethical
considerations into GenAl marketing strategy. Key
recommendations include:

e Design for trust from the start: Embed trust
dimensions such as transparency, reliability,
and fairness early in the product lifecycle—not
as post-launch fixes.

e Prioritize explainability: Develop tools and
messages that make Al logic transparent and
consumer friendly.

e  Empower through interface design: Offer users
intuitive control over personalization and data
usage.

e Commit to ethical data stewardship: Uphold
the highest standards of data governance,
protection, and transparency.

e Disclose Al authorship: Clearly label Al-
generated content to avoid consumer confusion
or deception.

e  Monitor and evolve: Continuously audit for
bias, track user sentiment, and adapt based on
feedback.

5.2. Future Research Directions

This theoretical framework opens several
promising avenues for empirical and conceptual
research. A primary direction involves empirical
validation, testing how the five proposed trust
dimensions influence consumer perceptions and
behaviors across diverse GenAl contexts, including e-
commerce, B2B, and influencer platforms. Further
studies could investigate consumer psychological
responses to Al-generated content, particularly how
varying levels of disclosure (e.g., explicit labels vs.
inferred Al involvement) affect perceived authenticity
and trust, especially in emotionally resonant contexts
like health or finance.

Research is also needed into cross-cultural
perspectives, analyzing how cultural norms shape
consumer expectations of algorithmic fairness,
transparency, and control. To wunderstand the
framework's "dynamic" nature, longitudinal studies are

crucial, examining how consumer trust evolves over
time with sustained interaction with GenAl-powered
marketing. Finally, insights are needed into the impact
of regulatory frameworks like the EU AI Act on
implementing these trust dimensions in real-world
applications and even exploring GenAl's potential role
in recovering trust after privacy breaches or negative Al
experiences.

5.3. Limitations

As a conceptual model, the Dynamic Al Trust
Framework remains untested in applied settings. Its
theoretical basis draws on established literature, but
empirical validation is needed to confirm how the five
dimensions interact in specific use cases. Future
research must operationalize these constructs and
explore their applicability across industries, platforms,
and cultural contexts.

As GenAl capabilities evolve, the framework itself
must adapt to new ethical challenges and persuasive
modalities. While striving for generalizability, this
model may also need further calibration for highly
specialized industry applications or cultural nuances not
extensively explored in this theoretical exposition.

6. Conclusion

GenAl is reshaping digital marketing—offering
powerful personalization tools alongside complex
ethical challenges. The trust—privacy paradox demands
that marketers adopt more deliberate, transparent, and
user-centric strategies. The Dynamic Al Trust
Framework provides a conceptual model for
addressing this challenge through five interdependent
dimensions: algorithmic transparency, user control,
data security, fairness, and authenticity. By integrating
these dimensions, marketers can strengthen consumer
trust, balance personalization with privacy, and foster
more ethical engagement. This framework aims to
bridge theory and practice, guiding both scholarly
exploration and responsible innovation in the evolving
Al marketing landscape.
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