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Abstract

The rapid digital transformation and growing
reliance on complex information systems have increased
organisations’ exposure to cyber risks. Cyber
incidents are becoming more frequent, sophisticated,
and damaging, leading to significant financial losses,
operational disruptions, and reputational harm. Cyber
insurance plays an increasingly important role in
information security governance by enabling financial
risk transfer and providing access to incident response
services. However, assessing cyber risk remains difficult
for both insurers and policyholders due to the intangible
nature of digital assets, the global scale of threats,
and limited sharing of actionable threat intelligence.
Concerns over privacy, competition, regulation, and
trust often hinder data sharing, impairing accurate
risk assessment and systemic resilience. This study
develops a model of information security information
flows within the cyber insurance ecosystem. It explores
the types of accessible data and factors shaping security
information sharing. The findings offer insights into how
improved information sharing can strengthen cyber risk
assessment and support cyber resilience.

Keywords: Information Security Governance, Cyber
Insurance, Model, Information Flow, Cyber Threat
Intelligence

1. Introduction

The acceleration of digital transformation and
the increasing dependence on complex interconnected
information systems have significantly increased the
exposure of companies to information security risks.
Across all industries, cyber incidents are becoming
more frequent, more sophisticated, and more damaging

(Mukhopadhyay, 2022). The consequences range from
significant financial losses to paralyzing operations and
damaging reputations (Ardagna et al., 2024; Xie et al.,
2020).

In response to the growing cyber threat landscape,
cyber insurance has emerged as a key element of
information security governance, providing financial
risk transfer, incident response services and incentives
for better cyber hygiene (Franke, 2017; Tonn et al.,
2019). However, the assessment of information
security risks, for both insurers and policyholders,
remains difficult due to the intangible nature of digital
assets, the global scale of the threats and the lack of
uniform assessment methods (European Insurance and
Occupational Pensions Authority (EIOPA), 2018). In
this context a major challenge is the limited availability
of actionable security information, as many stakeholders
are reluctant to share sensitive information due to
privacy concerns, competition, regulations, and trust
(Albakri et al., 2018; Sillaber et al., 2016; Zibak &
Simpson, 2019). This reluctance undermines diligent
risk-taking by cyber insurers, even though the evolving
threat landscape requires a timely flow of information
and adaptive control mechanisms (Safitra et al., 2023).

Accordingly, this study aims to develop a
comprehensive understanding of security information
flows and their governance within the cyber insurance
ecosystem. To achieve this, we address the following
three research questions (RQ1) What types of security
information are accessible within the cyber insurance
ecosystem?; (RQ2) How is security information
exchanged between insurers, policyholders and third
parties?; (RQ3) What factors facilitate or hinder the
effective exchange of security information?.

To answer these research questions, we applied the
design science research methodology (Hevner et al.,
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2004) to develop a model of security information flow
in the cyber insurance ecosystem. In doing so, we
considered the integration of cyber threat intelligence
sharing principles, the type of data collected by insurers,
the timing of data collection, and the value created by
improved information flow.

The remainder of this paper is organised as
follows. Section 2 reviews related work focusing on
the role of security information sharing in the cyber
insurance ecosystem. Section 3 describes the research
methodology used to develop a model for security
information flows across the cyber insurance ecosystem.
Section 4 presents an overview of our results and
the model. Section 5 discusses the model and key
findings. Section 6 outlines the limitations of our
research. Finally, Section 7 concludes the paper and
outlines directions for future research.

2. Related Work

Recent research on the role of information security
sharing in the cyber insurance ecosystem has focused
on foundations, structural % technical barriers and
cross-organisational Learning.

Early foundational models, such as Böhme,
Schwartz, et al. (2010), outlined the theoretical
constraints of cyber insurance markets, including
information asymmetries and risk interdependencies.
Based on Franke (2017) and Nurse et al. (2020),
examined the flow of security information during
underwriting. These works identify the limitations
of current assessment methods, which often rely
on self-reported data with minimal verification.
However, they largely neglect the post-underwriting
and post-incident phases, where information exchange
continues to play a critical role.

More recent work by Rangu et al. (2024) and
Farao et al. (2024) addresses structural & technical
barriers in the cyber insurance ecosystem. Rangu
et al. (2024) highlight the lack of dynamic threat data
in actuarial models, while Farao et al. (2024) propose
smart contract architectures to improve transparency
and trust. D. W. Woods and Böhme (2021)
and D. W. Woods (2023) shift their attention to
post-incident dynamics. Their findings reveal that legal
constraints—such as attorney-client privilege—often
prevent valuable intelligence from being shared,
resulting in “lessons lost.” Although insurers play
a growing role in coordinating breach response
through vendor networks, these interactions are
rarely documented or systematized, limiting collective
learning. Parallel to this, the CTI literature offers
insights into broader information sharing challenges.

Wagner et al. (2019) and Zibak and Simpson (2019)
identify trust, interoperability, and lack of incentives as
persistent barriers to effective CTI exchange. While
structured formats like STIX have emerged to support
technical integration, organizational and regulatory
constraints remain underexplored. Notably, D. Woods
and Simpson (2017) proposed that insurers could act as
brokers of anonymized threat data, but this idea remains
unrealized due to privacy and liability concerns.

Tøndel et al. (2014) and Husák et al. (2023) highlight
the difficulties of achieving cross-organisational
learning, especially in the face of fragmented
responsibilities, legal ambiguity, and privacy regulations
such as GDPR. Although technical workarounds have
been proposed, their real-world applicability remains
limited without corresponding governance structures.

Despite these advances, research to date has mainly
focused on the theoretical foundations, structural %
technical barriers of information sharing in the cyber
insurance ecosystem, while an integrated view of
information flows across the cyber insurance ecosystem
is lacking. Furthermore, there are hardly any empirical
studies linking threat intelligence sharing to cyber
insurance processes. This study fills these gaps
by analyzing security information flows and their
governance across the cyber insurance ecosystem.

Figure 1. Overview of applied research methodology

3. Applied Research Methodology

As illustrated in Figure 1, this study uses the
design science research methodology (Hevner et al.,
2004) to develop a model of security information flows
within the cyber insurance ecosystem. Following the
design science research framework, we first attempted
to gain a comprehensive understanding of the knowledge
base (see section 3.1) through a systematic literature
review (Kitchenham et al., 2009), which allowed us
to identify the current state of the art and incorporate
established knowledge into our model. In parallel,
we investigated the environment (see section 3.2) by
systematic analysis of cyber insurance artefacts. This
provided us valuable insights into the current practices
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of collecting and using security information in the
context of cyber insurance. Based on the knowledge
base and the environment, we iteratively developed
the model and preliminary evaluated it with expert
interviews (see Section 3.3). To ensure reproducibility
and traceability of the applied research methodology,
a review protocol1 was developed, and our research
activities were documented.

3.1. Knowledge Base

In order to conduct a systematic anaylsis of the
knowledgebase we conducted a systematic literature
review by combing the methods by Kitchenham et al.
(2009) and Garousi et al. (2019). Accordingly,
we applied the following procedure: Definition of
Search Strategy, Paper Selection, Snowballing and Data
Extraction.

Definition of Search Strategy - We have defined
the following search terms for our systematic literature
search: (cyber insurance OR cybersecurity insurance)
AND (exchange OR exchange) AND (incident response
OR forensic investigation) AND (data OR information)
AND (market OR study OR survey OR overview OR
analysis). We searched the databases ACM Digital
Library, CiteSeer, ScienceDirect, IEEE Xplore Digital
Library, Springer Link, Taylor & Francis Online, AIS
Electronic Library, Wiley, Taylor & Francis Online and
Wiley Online Library. Depending on the database,
we searched for both search terms in the titles,
abstracts, keywords and, if applicable, in the full texts.
Only papers published between 2017 and 2025 were
considered. Our literature search resulted in a total of
453 papers.

Paper Selection - We eliminated all duplicates and
excluded all papers that (i) were not available in full
text, (ii) had not been peer-reviewed, (iii) were gray or
white literature. By analyzing the title, abstracts and
keywords of all papers, we assessed their relevance to
answering our research questions. Relevance in this
context means that the papers provide information on
security information sharing in the context of cyber
insurance. This process resulted in a set of 22 relevant
articles.

Snowballing - To avoid overlooking relevant papers,
we performed an iteration of backward snowballing
based on Wohlin (2014). By reviewing the citations
of our 22 selected papers on Google Scholar with
respect to our paper selection procedure, we identified
an additional five relevant papers. Accordingly, we
resulted in a final set of 27 papers.

1https://www.csauerwein.com/HICSS20269385.html (Accessed:
09-11-2025)

Data Extraction - The final group of 27 papers
was subjected to data extraction using a concept matrix.
This matrix comprised two primary classification
dimensions. First, the phases of the insurance lifecycle
outlined by Nurse et al. (2020) were used, namely
underwriting, risk monitoring and incident response,
which represent phases in which security information is
actively shared. Second, the categorisation of security
information proposed by Romanosky et al. (2019) was
applied, which distinguishes between organisational
data, technical data, legal & compliance data, and
policy& procedure data. To mitigate potential bias
in the data extraction process, at least two authors
independently classified each source, with discrepancies
resolved through discussion and consensus.

3.2. Environment

To examine the current environment, we conducted
an analysis of cyber insurance questionnaires. Based
on a Google search and a review of cyber insurance
products, we identified several publicly available cyber
insurance artifacts. We paid particular attention to cyber
insurance quote forms - key documents used by insurers
during the underwriting process to assess applicants’
risk profiles and determine appropriate coverage terms
and pricing. We selected 26 publicly available cyber
insurance forms from insurers based in the United
States, Europe, the United Kingdom, and Asia. To
extract relevant information, we used the same data
extraction process described in Section 3.1.

3.3. Evaluation

An initial assessment of the proposed model
was conducted through expert interviews. For this
purpose, we contacted 67 experts with cyber insurance
expertise identified through LinkedIn and personal
networks. Six experts responded positively and
participated in individual 45-minute virtual assessment
sessions. All participants had extensive experience in
the cyber insurance industry, particularly in information
gathering practices and underwriting processes. Prior
to the interviews, participants were given access to
the proposed model to obtain informed feedback.
The interviews were structured around our research
questions (see Section 1) and aimed to gain both
feedback on the model and broader insights into the
flow of security information within the cyber insurance
ecosystem. All interviews were recorded, transcribed,
and summarized, and the resulting data were analysed
inductively, with key text segments grouped into
thematic categories following Campbell et al. (2013).
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Figure 2. Cybersecurity information flow within the cyber insurance ecosystem during Underwriting (indicated

by blue lines), Risk Monitoring (green lines), and Incident Response (orange lines)

4. Results

As illustrated in Figure 2 and adapted from
Nurse et al. (2020), there are three phases in which
security information is actively exchanged within the
cyber insurance ecosystem: Underwriting (indicated
by blue lines; see Section 4.1), Risk Monitoring
(green lines; see Section 4.2), and Incident Response
(orange lines; see Section 4.3). These phases reflect
different but interlinked points of interaction (see
lines in Figure 2) where security information plays
a crucial role in enabling informed decision-making
and operational coordination between stakeholders (see
boxes in Figure 2).

4.1. Underwriting

Underwriting is a critical phase for cyber insurance,
where insurers assess an applicant’s risk profile to
determine appropriate coverage terms and pricing. As
shown in Figure 2 (indicated by blue lines), this phase
involves the most direct interaction between insurers and
(potential) policyholders. The assessment is primarily
based on self-reporting of the applicant’s information
security posture, IT infrastructure, past incidents and
governance practices (Kshetri, 2020; Nurse et al., 2020;
Tsohou et al., 2023; D. Woods et al., 2017; D. W. Woods
& Böhme, 2021).

To support this initial risk assessment, insurers
typically use structured questionnaires, often distributed
through brokers, and may supplement these with
interviews or workshops. As shown in Figure 3,
the information collected during the initial risk
assessment can be divided into four overarching
areas: Organisational Data, Technical Data, Policy
& Procedures data and Legal & Compliance Data
(Romanosky et al., 2019).

The depth and complexity of the initial risk
assessment varies considerably depending on
the number and criticality of the risks identified.
While smaller risks are often assessed with minimal
documentation, larger and more complex risks usually
require extensive reviews, underwriting calls and the
formulation of specific terms and conditions by the
lead insurer. Despite the increasing formalisation of
these processes, insurers typically do not have technical
access to applicants’ systems and must rely on the
accuracy and completeness of the data they self-report.
Although many insurers deal with similar core issues,
there are significant differences in both the procedures
and the content of the initial risk assessments. This
heterogeneity underlines the lack of a standardized
framework for cyber risk assessment (Farao et al., 2024;
Rangu et al., 2024).
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Figure 3. Requested Information by Insurers during Underwriting

Organisational Data - Cyber insurers collect a
broad spectrum of organisational data to evaluate
the information security risk profile of potential
policyholders. This begins with fundamental company
information such as financial performance, industry
sector, size, business model, and corporate structure,
including relationships with subsidiaries or franchise
partners (Franke, 2017; Nurse et al., 2020; Romanosky
et al., 2019; Tsohou et al., 2023; D. Woods
et al., 2017). Some insurance application forms
probe financial operations further by asking about
e-Commerce activities, credit card processing, or
participation in cryptocurrency transactions. A smaller
subset also inquires about recent organisational changes,
such as mergers or acquisitions, which may indicate
elevated information security risks due to the challenges
of integrating disparate IT infrastructures. Moreover,
information security expenditure is another important
organisational indicator. Although only a minority of
questionnaires request data on IT budget allocations or
the specific proportion dedicated to information security,
such figures are considered proxies for information
security maturity (Dinkova et al., 2024; Romanosky
et al., 2019; Tsohou et al., 2023).

Additionally, insurers gather information on
third-party relationships, particularly those involving
the collection & processing of sensitive data such as
personally identifiable information, protected health
information, or financial records (Romanosky et al.,
2019; Tsohou et al., 2023; D. Woods et al., 2017).

Outsourcing arrangements, especially those
involving hosting services, antivirus providers, and
payment processors, are scrutinised for potential
vulnerabilities. Questionnaires commonly ask
about indemnification clauses, adherence to
security standards, liability insurance, third-party
risk assessments, and regulatory compliance with
frameworks such as HIPAA, GLBA, and PCI DSS
(Nurse et al., 2020; Rangu et al., 2024; Romanosky
et al., 2019; Tsohou et al., 2023; D. Woods et al., 2017).

Finally, insurers request historical data on
information security incidents, including prior losses
or regulatory investigations. Current known risks and
existing or declined cyber insurance policies are also
commonly queried (Nurse et al., 2020; Romanosky
et al., 2019; Tsohou et al., 2023; D. Woods et al., 2017).
Password management policies—covering complexity,
rotation, and enforcement—are another frequent topic.

Technical Data - Cyber insurers gather only
a selective range of technical data, primarily
concentrating on essential security measures like
access control, encryption, and security systems.
However, their inquiries often lack comprehensive
alignment with widely recognized security frameworks,
such as those from the Center for Internet Security (CIS)
and ISO standards, resulting in significant coverage
gaps (D. Woods et al., 2017; D. W. Woods & Moore,
2019).

One of the most commonly covered areas is access
control, which includes both physical security measures
(e.g., restricted access to data centers) and logical
controls (e.g., role-based access). Insurers pay particular
attention to remote access safeguards, including the use
of Virtual Private Networks (VPNs) and Multi-Factor
Authentication (MFA).

Encryption practices are similarly examined, though
with varying levels of detail. While some questionnaires
merely ask whether encryption is in use, others
differentiate between encryption of data in transit, at
rest, and on portable devices.

Insurers also inquire about the presence and
configuration of technical security systems, such as
firewalls, antivirus programs, and intrusion detection
systems. The specificity of these questions ranges from
general usage to vendor-specific setups.

However, studies note that insurer questionnaires
often overlook comprehensive alignment with
established frameworks like NIST and ISO standards
(D. Woods et al., 2017; D. W. Woods & Moore, 2019).
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Policies and Procedures Data - Compared to
technical data, insurers often gather more detailed
information regarding an applicant’s policies and
procedures. Thereby, security & privacy policies are a
primary focus. Questionnaires frequently ask whether
documented policies exist for areas such as social
media, email, and internet use, and whether these are
effectively communicated to employees (Romanosky
et al., 2019). Broader strategic plans, including data
retention policies, encryption guidelines, and content
rights management, are also evaluated, along with the
existence of incident response plans, business continuity
plans, and disaster recovery plans, which are critical for
reducing the impact of information security incidents
(Rangu et al., 2024; D. Woods et al., 2017).

Insurers also assess corporate procedures & staff
roles, especially the presence of a Chief Information
Security Officer (CISO) or equivalent leadership
position (Nurse et al., 2020; Rangu et al., 2024;
Romanosky et al., 2019; D. Woods et al., 2017).
Questionnaires often inquire about mandatory annual
security training, employee background checks, identity
theft protection programs and the structure of IT
governance.

Data handling procedures are scrutinised to
determine whether sensitive or personal data is shared
with third parties and how this is managed. This
also includes questions related to content publication
policies, such as legal reviews, rights management,
and moderation processes to avoid intellectual property
violations.

Insurers sometimes request information on internal
organisational security measures, such as data
classification schemes, access controls, secure disposal
practices, data storage, and monitoring procedures.
Only a few questionnaires address the use of Security
Operations Centers (SOCs), vulnerability management
practices, or the lifecycle management of IT systems
(Rangu et al., 2024; Romanosky et al., 2019; D. Woods
et al., 2017).

Finally, there is significant emphasis on testing
and audits. Commonly examined practices include
penetration testing, vulnerability assessments, phishing
simulations, security audits, and data backup strategies.
Insurers often inquire about the existence, frequency,
and security of backups, as well as the expected
recovery time (Nurse et al., 2020; Romanosky et al.,
2019; Tsohou et al., 2023; D. Woods & Simpson, 2017).

Legal & Compliance Data - Legal and regulatory
compliance is another crucial data category, although
current insurer practices show notable limitations. As
observed by Romanosky et al. (2019), many insurance

questionnaires do not explicitly request information
about adherence to comprehensive cybersecurity
standards such as the EU’s NIS Directive or ISO/IEC
27001, despite their importance in assessing an
applicant’s security posture. Franke (2017) underscores
the importance of evaluating an applicant’s exposure
to legal regulations. Romanosky et al. (2019) further
confirms that many questionnaires inquire about
compliance with US regulations such as HIPAA,
GLBA, and PCI DSS. The questionnaires reviewed in
this study reflect similar patterns, with some extending
inquiries to include GDPR compliance.

4.2. Risk Monitoring

Continuous information exchange during the risk
monitoring phase involves the ongoing sharing of
security information among policyholders, insurers,
and third parties. Despite its potential for dynamic
risk assessment and improved resilience, structured
data-sharing mechanisms and their adoption remain rare
(International Association of Insurance Supervisors,
2023)). As depicted in Figure 2, the information
flow between insurers and policyholders during the risk
monitoring phase (represented by green lines) remains
predominantly indirect. However, this phase holds
considerable potential for enhancing threat intelligence
sharing. In this context, threat intelligence can
be divided into strategic, tactical, operational, and
technical. Strategic intelligence informs executive
decisions with insights into long-term risks and
trends. Tactical intelligence details threat actors’
techniques, tactics and procedures for immediate
defense. Operational intelligence provides timely
information on ongoing or imminent attacks. Technical
intelligence offers specific indicators of compromise
(e.g., IPs, domains, hashes) for integration into security
systems (Tounsi & Rais, 2018).

In practice, some policyholders participate in
threat intelligence sharing platforms, which facilitate
information exchange and automate processes such as
collection, pre-processing, analysis and dissemination
of security information(Sauerwein et al., 2021).
Although these platforms are typically not directly
accessible to insurers, they generate sector-specific
reports that improve situational awareness. These
reports provide insurers with valuable insights into
the evolving threat landscape, enabling them to refine
their underwriting processes and adapt risk models
accordingly. A more proactive and direct form of
exchange is continuous monitoring of policyholders’
IT environments. Hatzivasilis et al. (2019) propose
a framework in which real-time monitoring enables
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dynamic risk assessment, incident detection, and timely
adjustments to coverage, while maintaining compliance
with standards such as GDPR and ISO 27001. For
example, this model is gradually gaining traction,
particularly in the United States, where insurers
incentivise mid to large policyholders to share security
telemetry data.

The growing need for such monitoring solutions is
underscored by industry reports like Capgemini (2020),
which highlight the limitations of static assessments
in the face of increasingly sophisticated cyber threats.
In this context, threat intelligence is recognised as a
valuable tool for strengthening cyber defense. Tosh
et al. (2017) argue that integrating threat intelligence
sharing with cyber insurance can enhance collective risk
mitigation.

To address data asymmetries and improve systemic
risk visibility, several scholars and regulatory bodies
have proposed the creation of anonymized data
repositories. D. Woods et al. (2017), building
on recommendations by the U.S. Government
Accountability Office (U.S. Government Accountability
Office (GAO), 2021), envision repositories that
aggregate cyber incident data from insurers,
policyholders, and regulators to generate shared threat
intelligence and inform risk modelling. Nevertheless,
competitive pressures and concerns over confidentiality
have constrained such initiatives. Insurers also use
strategic threat intelligence from third-party and
open sources to identify sector-specific risks (Collier
et al., 2023). Moreover, additional tools such as dark
web scanning and third-party risk scoring support
underwriting decisions but are not yet widely adopted
(Schäfer et al., 2019; Sun et al., 2023).

Finally, information exchange also occurs among
insurers themselves. As indicated in Figure 2, insurers
engage in informal peer-to-peer exchanges through
conferences, associations, and shared reports. While
these are not systematically structured, they contribute
to collective awareness. Brokers also facilitate indirect
information flows by relaying insights on competitor
practices, pricing, and underwriting trends.

4.3. Incident Response

As illustrated in Figure 2 (orange lines),
post-incident information exchange plays a critical role
in understanding cybersecurity incidents and ensuring
effective response and organisational resilience.
Following an incident, insurers typically appoint
pre-approved claims counsel to coordinate the response,
working in collaboration with pre-approved incident
response teams under the protection of attorney-client

privilege. This arrangement safeguards confidentiality
and facilitates open communication and detailed
forensic analysis (D. W. Woods & Böhme, 2021).

However, attorney-client privilege also constrains
the dissemination of detailed forensic findings, as these
may be subject to legal discovery in court proceedings
(D. W. Woods, 2023). As a result, information is often
shared informally—through verbal updates or concise
memos—with negotiations focusing on scope and cost,
but with confidentiality remaining paramount. The
lack of formal documentation frequently hampers the
transfer of lessons learned; insurers may settle claims
without access to comprehensive incident insights,
limiting the policyholder’s capacity to implement
corrective measures and strengthen their security
posture (Tøndel et al., 2014).

Some insurers include provisions in policy terms that
grant them the right to conduct independent forensic
investigations. These investigations are confidential and
restricted to a select group of internal personnel. Claims
teams and cybersecurity experts working on behalf of
the insurer may gather and analyse privileged data to
identify recurring trends and behavioural patterns across
incidents. While such findings are not shared externally,
they support internal learning, enabling insurers to refine
their risk assessment and underwriting processes over
time.

However, post-incident interactions between
insurers and policyholders are shaped by a tension
between legal confidentiality and the imperative for
organisational learning. Although attorney-client
privilege serves to protect legal interests, it can
inhibit the broader dissemination of incident insights
and hinder long-term cybersecurity improvement.
Nonetheless, insurers partially address this constraint
by conducting internal analyses, which foster limited
but ongoing organisational learning (D. W. Woods,
2023).

5. Discussion

The security information flows within the cyber
insurance ecosystem are characterised by significant
complexity, fragmentation, and multi-layered
interactions. Through the development and application
of the information flow model (Figure 2), the analysis
systematically maps the types of information (Figure 3)
exchanged, the actors involved, and the dynamics
across the policy lifecycle. This approach moves
beyond general calls for information sharing and
provides a structured basis for examining both barriers
and opportunities for improving cyber resilience. As
shown in Table 1, the analysis yielded five key findings:
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Key Finding Hindering Factors Facilitating Factors Implications

Data Sharing as a Lever
of Security and
Resilience

Limited scope of existing
data-sharing

Collaboration among
stakeholders; access to
comprehensive security
data

Strengthens collective
defenses and overall
cyber resilience

Improving Access and
Flow of Security
Information

Scarcity of historical
claims data; fragmented
flows

Continuous monitoring,
EDR, dark web scanning

Enhances risk modeling,
dynamic coverage, and
proactive defense

Integrating and
Standardizing Threat
Intelligence Sharing

Lack of standardization,
limited automation, poor
workflow integration

Centralized repository;
recognition of threat
intelligence value

Improves risk assessment,
proactive strategies, and
coordinated defense

Leveraging Regulatory
Frameworks for Secure
Information Sharing

Legal constraints like
GDPR

Regulations such as NIS2
enabling secure sharing

Promotes compliant,
coordinated, and
collaborative practices

Integrating Multiple
Information Flows for
Risk Governance

Siloed threat intelligence,
monitoring, and reporting

Combining multiple
security information
streams

Enables data-informed
governance and resilient
cyber defense

Table 1. Key Findings, Hindering and Facilitating Factors, and its Implications for Security Information Sharing

Data sharing as a lever for security and resilience:
Existing mechanisms for sharing security information
remain limited. Promoting collaboration between
insurers, policyholders, and third-party providers, as
well as access to comprehensive security data, can
strengthen collective defense, improve risk assessment,
and create incentives for stronger security practices.

Improving Access and Flow of Security
Information: Scarce historical loss data and fragmented
exchanges throughout the policy life cycle restrict the
effective use of security information. However,
monitoring practices, including endpoint detection
and response systems and dark web scans, offer
opportunities for real-time insights and more dynamic
coverage adjustments.

Integrating and Standardizing Threat
Intelligence Sharing: The value of threat intelligence
for proactive threat mitigation and situational awareness
is limited by insufficient standardization, low
automation, poor workflow integration, and inconsistent
exchange between insurers and policyholders, making
its integration and standardization essential for effective
use.

Leveraging Regulatory Frameworks for Secure
Information Sharing: Regulatory frameworks act as
both obstacles and enablers. While the GDPR can
make data exchange more difficult due to liability
concerns, instruments such as the EU NIS2 Directive
offer opportunities for secure and compliant information

exchange.
Integrating Multiple Information Flows for

Risk Governance: Combining threat intelligence
with continuous monitoring, vulnerability management,
incident reporting, and comprehensive risk assessments
provides a foundation for data-informed security
governance, enabling stakeholders to anticipate and
mitigate emerging threats and support more resilient
cyber defense.

Together, these findings illustrate how the
governance of information flows across the cyber
insurance ecosystem can transform risk management
practices and support the shift from reactive risk transfer
towards proactive cyber resilience.

6. Limitations

This study is subject to three main limitations: (i)
selection bias in artefact identification, (ii) potential bias
in data extraction and model development, and (iii)
expert selection bias. To address (i), we conducted
a systematic literature review following Kitchenham
et al. (2009), applying a predefined selection strategy.
Two authors independently reviewed all sources, with a
third resolving disagreements. The same approach was
applied to the environmental analysis. To address (ii),
we used a structured data extraction process involving
at least two authors. Discrepancies were resolved by
a third author. The model was additionally validated
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through expert feedback to ensure practical relevance.
Regarding (iii), recruiting experts was challenging due
to the topic’s sensitivity. However, we mitigated this
by engaging independent, voluntary participants and
avoiding conflicts of interest. Moreover, the evaluation
served as an initial validation and informed further
model refinement.

7. Conclusion

This study has examined the role of security
information flows within the cyber insurance ecosystem,
showing that improved data exchange can be a key
driver of cyber resilience. Therefore, integrating
practices such as continuous monitoring and threat
intelligence sharing presents opportunities for more
dynamic security risk governance. However, challenges
around data standardisation, regulatory constraints, and
legal limitations continue to hinder a more collaborative
approach to security information exchange. Future
work should focus on developing shared data standards,
exploring automation for real-time risk assessment, and
understanding the institutional conditions that support
scalable information sharing. By highlighting both
persistent structural limitations and the potential for
more integrated security information governance, this
paper contributes to a broader understanding of how
cyber insurance can evolve from a mechanism of risk
transfer to a catalyst for cyber resilience.
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