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Abstract

This research utilizes a binary random forest
classifier to predict individual players based on their
in-game behavior, analyzing and distinguishing within
player pairs through a comprehensive set of in-game
features. The analysis is based on a dataset from 119
"Counter-Strike: Global Offensive” (CS:GO) esports
tournament matches. The classifier achieves a testing
accuracy of up to 87%, highlighting its ability to
effectively differentiate between players. A key
contribution of this paper is the demonstration of the
potential to predict player identities through in-game
behavior data from CS:GO. This has implications for
the gaming industry such as mitigating security issues.
Additionally, the study pinpoints a detailed set of
behavioral features that can uniquely identify players
in a competitive esports setting.

Keywords: player behavior, random forest classifier,
esports, user behavior

1. Introduction

Studying player behavior and discerning
gameplay patterns in digital games remains a complex
task, yet it offers significant potential. Hooshyar et al.
(2018) highlight that predicting individual players'
behaviors in games represents a key focus for both
present and future research. Research has already
shown that (casual) gamers can be distinguished from
one another with 94% accuracy using contextual and
motion features in a virtual reality (VR) game. Those
findings have significant implications for the future of
security in gaming, where robust measures are
necessary to prevent threats like impersonation attacks
(Nair et al., 2023). Similarly, Conti and Tricomi
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(2020) were able to recognize players based on cursor
movements and in-game behavioral data, such as
player position, with 97% accuracy. This demonstrates
that player’s (in-)game behavior can reliably predict
their identity. However, approaches specifically aimed
at uniquely identifying esports players are still lacking.

The diversity in games leads to a range of player
behaviors and play styles. For example, some players
dedicate extensive time to gaming, while others may
engage more casually. There are players who invest
financially in in-game items, while others stick to
playing at specific times. A distinct category of players
includes professional gamers who compete in esports
tournaments. These players, connecting globally,
participate in competitions that attract viewership in
the hundreds of thousands online (Gasparetto &
Safronov, 2023). But how do these elite players vary
in their player behavior from each other, given that
they are among the best in the world?

Player behavior analysis is conducted using
several data-driven approaches (Hooshyar et al.,
2018). Owing to this, researchers can predict
outcomes such as win probabilities (Hodge et al.,
2019) or create Al agents like "Gran Turismo Sophy,"
outperforming even the best esports players (Wurman
et al., 2022). Demediuk et al. (2019) analyzed game
roles a player might pick for a game and Drachen et al.
(2009) identified different types of players. Soares de
Limaetal. (2022) developed an adaptive virtual reality
horror game that integrates a player model, which
identifies players’ specific fears. Additionally,
researchers have predicted player skills in a
Multiplayer Online Battle Arena game, utilizing a
machine learning pipeline (Pengmatchaya &
Natwichai, 2024). By analyzing biometric data linked
to gameplay activity, such as periods of activity and
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inactivity, so called idle time, researchers can identify
individual players based on these patterns (Chen &
Hong, 2007). This approach may mitigate security
breaches such as account hijacking, one of the many
significant issues in online gaming.

However, challenges for player behavior research
are manifold. First, a certain amount of data volume
and quality needs to be available for the methods to be
successful (Hooshyar et al., 2018). The more nuanced
the player actions, the more detailed the captured data
needs to be. Further, player behavior is dynamic.
While some players might prefer established routines
and patterns, some like to experiment and evolve their
play style over time. This helps to alter their behavior,
e.g., to be less predictable in competitive games.
Sometimes, new team formations make it necessary to
adapt the playing behavior as well. Further, game titles
are subject to frequent parameter changes and new
advances, making some analytic models having a short
life-span (Chitayat et al., 2023). As another concern,
privacy and ethical considerations are important to be
mindful about when conducting player behavior
analysis research.

Despite the depth of literature on player behavior
analysis, research on the identification of specific
esports players solely based on their in-game behavior
data is lacking. The study at hand employs a binary
random forest classifier to predict individual esports
players based on their in-game playing behavior,
differentiating within pairs of players through a set of
in-game features. In-game behavior data encompasses
various aspects of how a player interacts with the
game, such as their positions on a gaming map or their
preferred weapons, among other factors.

The results of this study open avenues for further
research into security enhancements (Nair et al.,
2023). Problems in the gaming industry such as
impersonation, fraud, and account hijacking can
potentially be addressed. Behavioral data has already
proven successful as an additional authentication
technique (e.g., Kobayashi & Yamaguchi, 2024; Irvan
et al., 2021) and in-game behavioral data holds
promise for future applications as an authentication
method in the gaming industry after further testing.

This study uses a dataset encompassing ""Counter-
Strike:  Global  Offensive" (CS:GO) esports
tournament matches. The "Counter-Strike" series is
one of the most popular esports franchises, holding
large tournaments annually, with CS:GO being a
popular entry (Gasparetto & Safronov, 2023). The
results of this study, demonstrating a testing accuracy
of 85% to 88%, underscore the model’s efficacy in
distinguishing within player pairs. Major contributions
of this paper are demonstrating the feasibility of
predicting player identities based solely on their

behavior using in-game data from a representative
esports game. The study identifies a robust set of in-
game behavioral features that can distinguish
individual players in a competitive esports
environment.

2. Related research

The following sections present research on
current player behavior analysis approaches and
describes their applicability to CS:GO.

2.1. Overview of player behavior analysis

To date, some of the most used methods for player
behavior analysis in video game research are machine
learning models such as clustering and classification
(Hooshyar et al., 2018), pattern recognition and
sequencing (e.g., Hidden Markov Models (HMM) or
recurrent neural networks (RNN)) (Chitayat et al.,
2023). Analyzing player behavior in digital games is a
multifaceted challenge that is tackled using different
strategies.  Machine learning employs both
unsupervised and supervised algorithms to study
player behavior. Unsupervised methods like clustering
(Drachen et al., 2013; Sifa et al., 2013) or Latent
Semantic Analysis (Wallner, 2015) utilize data
without predetermined categories to uncover patterns
and groupings in player behavior. On the other hand,
supervised methods such as the Random Forest Model
or Logistic Regression (Musta¢ et al., 2022) use
predefined labels to predict or classify behaviors,
building on existing knowledge of player actions.
Each method presents unique challenges and benefits
that need to be thoughtfully evaluated (Drachen et al.,
2013).

Clustering players based on their behavior has
been a popular approach in player behavior analyses
(e.g., Drachen et al.,, 2013; Melo et al., 2020).
Research identifies groups of players, based on their
behaviors and categorizing them. Bicalho et al. (2023)
identified player groups, using clustering algorithms.
Others focus on provenance graphs and representation
learning with clustering for player behavior profiling
(Melo, 2020), arguing that (handcrafted) metrics
which are usually computed after key events, are not
detailed enough for fine-grained analysis and propose
to use more detailed information.

Chen and Hong (2007) analyzed the effectiveness
of game players’ activity patterns, i.e., the patterns a
player-controlled character switches between active
and idle states, in user identity determination,
achieving up to 90% accuracy. The Relative Entropy
Test (RET) scheme was utilized for this approach.
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In classification tasks, choosing the right
algorithm can determine the accuracy and
interpretability of the models, just as clustering
techniques like k-means or PCA influence the
grouping and insights derived from the data (Drachen
etal., 2013). For instance, in classification, algorithms
like Decision Trees, Support Vector Machines, or
Neural Networks might perform differently based on
the feature set and the nature of the data. Considering
the straightforward concept of classification analysis,
the success of this method hinges on the careful
selection of relevant features and the appropriate
algorithm, requiring a nuanced understanding of the
game, gameplay, and its players. Nair et al. (2023)
identified players among 50,000 users based on body
movements in a VR game, using LightGBM, a
gradient boosting framework for a multi-class
classification problem. Conti and Tricomi (2020) used
a Recurrent Neural Network (RNN) for recognizing
players from Dota 2, utilizing sequential data.

Determining the right features for analyzing
player behavior analysis is a complex and nuanced
task. The selection of features is largely dependent on
the specific game, its unique characteristics, and the
data available. For example, while researchers
employed 58 features such as player rank, roles, or
game types in “Battlefield 3” (Normoyle & Jensen,
2015) , others might focus on how many times a player
hijacked a vehicle in “Just Cause 2” (Pirker et al.,
2016). As such, these choices are typically left to the
expertise of researchers. Therefore, choosing the
appropriate features and the classification method
involves careful consideration.

2.2. Application to Counter-Strike: Global
Offensive

Given the structured yet dynamic nature of
"Counter-Strike:  Global  Offensive” (CS:GO),
applying machine learning models to analyze player
behavior offers significant insights.

CS:GO is a team-based first-person shooter game
developed by Valve Corporation. Two teams of five
players each assume opposing roles, aiming to win the
game through objectives such as eliminating opposing
players, or planting the bomb. A match typically
consists of 30 game rounds; after 15 rounds, the two
teams will switch sides. The first team to win 16
rounds, wins the match. Rounds can be won by
eliminating all opponents, or planting/defusing the
bomb, depending on the team objective. A game round
lasts up to 1 minute and 55 seconds, and a separate
bomb-timer gets activated when the bomb is planted
in the game, lasting 40 seconds. During a round,
players start with 100 health points (HP) and are

eliminated when their HP reaches 0. Damage is
inflicted through gunfire and grenades from the
opposing side.

It is important to note the informal roles within
CS:GO, which unlike roles in Role-Playing Games
(RPGs) like "World of Warcraft" (WoW), are not
rigidly defined within the game's structure. In WoW,
players typically select a role that remains consistent
throughout gameplay. Conversely, CS:GO does not
embed these roles into its gameplay mechanics,
allowing players to adopt and switch roles
dynamically as part of their strategic approach. The
roles include: the entry fragger, support, in-game
leader, lurker, and AWPer, each serving distinct
purposes within a match. For instance, entry fraggers
initiate attacks, supports back up the entry fragger with
utilities and securing kills, in-game leaders coordinate
team strategy and make pivotal decisions, lurkers
quietly eliminate threats, and AWPers specialize in
using sniper rifles to take down opponents (Gasparetto
& Safronov, 2023). The games strategic depth is
influenced by factors such as these (implicit) player
roles, virtual map selection, and an in-game economy
system that allows for the purchase of powerful
weapons. These game mechanics and aspects might
identify and differentiate players in CS:GO.

These considerations lead to the following
research questions (RQ):

RQ1: Can esports players be uniquely identified
within pairs in a representative esports game?
RQ2: Which features can identify esports players?

3. Methods

To analyze the distinct players based on their
gaming behavior, a binary random forest classification
approach was used and fitted to the particularities of
CS:GO data.

3.1. Dataset

To analyze the distinct players based on their
player behavior, the "Esports Trajectories & Actions"
(ESTA) dataset was utilized. It is made accessible on
GitHub (Xenopoulos & Silva, 2022). Derived from
official tournaments listed on HLTV and released
under a CC BY-SA 4.0 license, this dataset includes
only public participants and contains no private
demos. It comprises 1,558 matches (demo files),
featuring 8.6 million player actions, 7.9 million
frames, and 417,000 player trajectories. The matches
took place between January 2021 and May 2022. This
makes it one of the largest publicly available esports
datasets. It has been utilized in various research
projects, highlighting its potential for detailed analysis
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(e.g., Xenopoulos et al., 2020; Xenopoulos et al.,
2022).

The dataset encompasses detailed information for
each match, round, and player, encapsulated in JSON
files where each file represents one match. It logs
every significant action and state change throughout
the game, offering a granular view of the matches.

"Frames" are regular snapshots of the game state,
captured at a rate of two per second. A frame snippet,
with some information omitted for brevity, is
presented in Figure 1. Here, the variables "name" and
"steamID" identify the player, "Playerl”. Another
example is "x", which marks the player’s position x-
coordinate on the map, in this case for "Playerl1". This
high frequency allows for a thorough, frame-by-frame
analysis of the gameplay.

Besides frames, the dataset includes categories
like "damages” or "weapon fires,” which record
specific in-game actions. These entries document
instances such as the amount of damage dealt to
players, and the context of these actions. The dataset
is structured in a way that the frames and specific game
actions of CS:GO matches are separately represented
with varying degrees of detail and features. For this
analysis, the primary focus is on the "frames" data.
This decision is driven by the continuous and detailed
nature of the data captured in frames.

3.2. Pre-processing and data selection

During the pre-processing phase, it was decided
to retain outliers within the dataset. The reason is the
following. The analytical goal is the identification of
individual playing behaviors. At this stage of analysis,
it is not obvious if the outliers might have represented
specific playing behaviors, such as rare strategic
actions by players. To allow for variability, the data
points were kept. An example could be the extremely
low occurrence of "clutch" and win situations in games
like CS:GO. When a single player opposes multiple
players (ranging from 2 to 5) of the opposite team, this
is defined as a "clutch." This situation is rare and
winning a 1 vs 5 clutch situation is exceptionally
challenging and could be seen as an outlier due to its
rarity. Such instances highlight significant player skill
and strategic depth, making them crucial for a
comprehensive analysis.

Additionally, owing to their ensemble approach,
Random Forest classifiers exhibit enhanced robustness
to outliers compared to individual decision trees. This
makes them particularly suited for datasets where
preserving natural variability and extreme values is
essential.

When conducting first data exploration analysis,
no missing values were identified.

{
"seconds"; 3.71875,

"t {
"teamName"; "TeamA",
"players": [
{

"steaml|D": 123456789,
"name": "Playerl",

"X": -1179.1435546875,
"viewY": 3.33984375

/I More player data omitted...

/More players omitted...

]

et {
/I Structure for the other team, like “t”
}

}

Figure 1. Frame snippet.

For Random Forest classifiers used in this study,
feature scaling is generally not required. Due to the
nature of decision trees, which form the basis of
Random Forest, these models are inherently robust to
different scales in the data.

First, the criteria for data selection are detailed.
Only matches involving the same team were
considered to ensure a relatively uniform data
distribution, based on the assumption that team
strategies would remain consistent with the same
roster compared to one with frequent player changes.
Additionally, all players of the same team were
analyzed. The name of the team as well as the players
are anonymized for data privacy. The team is referred
to as "TeamA,” and the players as "Playerl,"
"Player2," "Player3," "Player4," and "Player5."

The data selection process involved analyzing the
players across 119 matches played together with their
team. The players were evaluated in pairs, resulting in
ten distinct models being trained and tested. In the
following sections, although ten distinct models were
used, they will be referred to as 'Pairs' to indicate the
combination of two players in each. The players were
analyzed to test the selected features across different
player combinations. Therefore, Pair 1 was trained and
tested on data comparing Playerl with Player2; Pair 2
on data comparing Playerl with Player3; Pair 3 on data
comparing Playerl with Player4, and so on.

Selecting only matches where both players were
present ensures the analysis of the same gameplay
scenarios. The players were identified by their unique
ID which is fixed and cannot be changed. In this case,
the ID is called "steamID."

Next, a filter was applied to only include instances
where the player was active, as the data also contained
sequential frames when the player was no longer
participating. The dataset provides a Boolean value for
this ("isAlive™). This approach resulted in a variable
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number of frames per player. Early eliminations in a
match reduced the instances some players were
"alive." Considering this, Playerl appears in 456,135
instances, Player2 in 454,148, Player3 in 444,028,
Player4 in 478,760 and Player5 in 477,529.

3.3. Feature selection

Several steps were required to identify features
for the analysis (Conti and Tricomi, 2020). The
approach needed careful consideration to ensure that
the classification results are meaningful within the
context of CS:GO gameplay. Domain knowledge
guided the initial feature selection process. Conti and
Tricomi (2020) identified features that are robust for
recognizing players, which served as an additional
guidance.

Table 1 displays the preference in weapon choice
by players, sorted by frequency. For instance, Player4
often selects the "AWP," a powerful sniper rifle,
indicating their role as the team’s primary sniper.
Player5 favors the "MP9," a submachine gun suitable
for close combat, suggesting an aggressive defensive
role. Conversely, Player3 chooses the "FAMAS," a
cost-effective rifle, hinting at a support role.

Players might exhibit distinct movement patterns
across maps, suggesting that their positions could be a
relevant feature (Figure 2). The figure illustrates how
three example players navigate the map Dust Il, with
some players frequenting different areas. For instance,
Playerl (blue) predominantly occupies the upper right
corner and Player2 (yellow) the upper left corner.
Player 3 (pink) distributed their movement more
evenly across the map. The distribution of the maps
among the 119 matches are: Mirage (28), Inferno (26),
Nuke (20), Vertigo (18), Dust Il (17), Ancient (8), and
Train (2). Also, the round number (beginning or end),
and money and in-game economy might influence the
team and player strategies, making them suitable
features. For this dataset, the average number of
rounds per match played after the match ended is
26.87, the lowest number is 17, and the highest
amounted to 48 rounds.

Additionally, the feature importance assessment
capability of Random Forest classifiers was utilized.
From 39 selected features for preliminary testing,
which included both numerical and categorical
features, nine features were used for analysis (Table

2). From those nine features, the categorical features
("weapon" and "map") were encoded using one-hot
encoding for numerical representation, making the
feature set for the analysis a total of 49 numerical
features. The features are the position of the player (x,
Yy, z), the number of the round played, the view angle
of the player (x, y), the weapon being held (35 possible
weapons), the map the match is played on (set of seven
maps), and the current cash value the player possesses.

Table 1. Occurrences of sample weapons from the
35 weapons held by players across 119 matches.
Player 1| Player 2| Player 3| Player 4| Player 5

Weapon | 358 787| 359,709| 379,282| 373,694 394,301
AK-47 127,696|119,101|127,794| 73,373|107,977
Knife 78,553/ 108,698| 75,087| 82,342| 78,671
AWP 27,823| 1,497| 1,320|136,426] 960
M4AL 38,201| 42,913| 32,784| 6,966/ 31,001
M4A4 27,157| 16,823| 43,936 6,802| 56,463

Desert Eagle| 39,690 13,346| 31,920| 9,953| 28,254
Flashbang 17,783| 13,764| 15,660 18,614 29,738

Smoke 18,208| 12,608 19,614| 13,718 21,053
Glock-18 6,924| 14,573| 16,668 18,077| 16,576
FAMAS 3,929 4,117| 11,423 6,248| 9,149
MP9 2,823| 12,269| 3,076/ 1,175| 14,459

Table 2. Final features for analysis (N=49).
Feature After

(attribute) encoding (#) Description
é?g:ﬁ ||3? - The target variable
Position Position of the player

3 on the map as x, y, and

(x.y, 2) z coordinates

Round number 1 The current round
(round) being played

View View angle of the
(view_X, 2 player as x and y
view_y) coordinates

Weapon 35 Weapon currently held
(weapon) by the player

Map 7 Map on which the
(map) match is being played
Cash value 1 Player's available cash
(cash) value
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Figure 2. Movement of three players during an example match on the Dust Il map.

3.4. Random Forest classifier

A Binary Random Forest classifier was employed
to predict the player based on the playing behavior,
using the "RandomForestClassifier” module from the
scikit-learn library in Python. Given the importance of
feature identification in this research, random forest
was chosen as the initial analysis method to effectively
determine which features are most impactful (Hastie
et al., 2001).

For each set of player pairs, a new model is trained
and tested. This approach ensures that the features
selected are effective for each specific player pair,
rather than comparing each new pair with a baseline
model initially trained on a different set of players. By
training distinct models, hereafter referred to as "pairs"
for each player pair, this strategy aims to optimize the
predictive performance and relevance for each specific
player comparison. This would also demonstrate a
general applicability of the approach for other, not yet
tested player pairs. A note on the convention for binary
classification: Class 0 and Class 1 are considered
positive classes, as the goal is to identify each class,
i.e., both players, with equal accuracy.

Specific to each pair, model training was
performed on a training set consisting of 70% of the
total dataset and the remaining 30% was used for
testing. A random split approach was employed, where
frames from the matches were randomly allocated to
either the training or testing set. This approach means
that frames from the same matches might appear in
both the training and testing sets.

A "parameter grid" is defined to identify the best
hyperparameters for each pair, focusing on the number
of "n_estimators" ranging from 100 to 300 in steps of
100 and "max_depth" from 10 to 20 in steps of 5.

Cross-validation was implemented using
"GridSearchCV", which was configured with the
classifier, parameter grid, and the cross-validation
strategy. "GridSearchCV" performs five splits (n=5),
training for each pair on each combination of
parameters across the training folds and validating it
on the remaining fold. This process helps in
identifying the optimal parameter combination that
yields the highest average accuracy score across all
folds. Model effectiveness was evaluated based on
accuracy, precision, recall, F1-score, and Area Under
the Curve (AUC) values (Tharwat, 2021).

4. Results

In the following, the research results of the trained
and tested models, henceforth referred to as "pairs,"
Pair 1, Pair 2, etc. are presented.

For hyperparameter tuning, the training data was
utilized and “n_estimators” as well as “max_depth”
configured. The optimal hyperparameters identified
varied among the pairs. All pairs were configured with
a maximum depth of 20. However, while Pairs 4, 5, 6,
7, 9, 10 utilized 300 estimators, Pair 1 was equipped
with 200 estimators, and Pairs 2, 3, 8 with 100
estimators. The cross-validation approach using five
folds demonstrated the following levels of accuracy:
The mean values of each pairs’ cross-validation
ranged between 84.7% to 88.7% (mean: 86.8%;
standard deviation: 1.35%; median: 87.0%).

4.1. Accuracy and generalization metrics
The final performance metrics are shown in Table
3. Each model (pair) was trained using approximately

630,000 instances per pair and tested on approx.
270,000 instances. Overall, the training accuracy had
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a mean of 90.1% (standard deviation: 1.4%; range:
87.6%-91.7%; median: 90.5%) and testing showed
close results with a mean of 87.1% (standard
deviation: 1.3%; range: 84.9%-88.9%; median:
87.3%). The consistency between training and testing
accuracies across all pairs suggests effective
generalization to new, unseen data. The small
difference between these accuracies indicates that
there is likely no significant overfitting.

Detailed metrics strengthen these results and
show robust classification capabilities for each class
within the pair. Looking at the F1-scores which
represent the models’ ability to correctly identify
positive cases and minimizing false cases, similar
observations about the robustness of the model can be
observed. The F1-scores range from 0.84 to 0.89, with
variations of no more than 0.02 between classes for
each pair. These results underline the balanced
performance across both classes, i.e., both players are
predicted correctly. The ROC (Receiver Operating
Characteristic) curves and their AUC (Area Under the
Curve) values for the pairs indicate a performance
significantly better than chance, with AUC values
ranging between 0.93 and 0.96. The AUC values
therefore suggest high accuracy in distinguishing
between the two classes for each pair.

4.2. Confusion matrix

The confusion matrix presents counts of
predictions in four categories, shown in Table 4: True
Positives (TP), False Positives (FP), True Negatives
(TN), and False Negatives (FN). In this study, Class 1
and Class 0 are both target classes with each being
correctly identified in different scenarios. Therefore,
TP correctly identifies Class 1, FP incorrectly predicts

Class 1 where it should have been Class 0, TN
correctly predicts Class 0, FN incorrectly predicts
Class 0 where it should have been Class 1.

Overall, given that both classes are equally
important, the distribution demonstrates a stable
pattern across all pairs. The True Positive (TP) and
True Negative (TN) values range from 41% to 46%,
while the False Positive (FP) and False Negative (FN)
values range between 3% to 9%. This indicates most
cases were correctly identified as either Class 0 or
Class 1. E.g., Pair 1 shows that for Class 1, TPs
account for 43% and FPs for 7%, totaling
approximately 50%. Similarly, for Class 0, TNs are
42% and FNs are 8%, also totaling nearly 50%. This
distribution suggests a balanced classification
performance across both classes, as ideally, 50% of the
cases belong to Class 1 and the other 50% to Class 0.

Table 4. Confusion matrix.

True False False True
Pairs Positives Positives  Negatives  Negatives
(%) (%) (%) (%)

Pair 1 117,363 19,638 20,776 115,308
N=273,085 (42.98) (7.19) (7.61) (42.22)
Pair 2 118,508 18,419 20,396 112,726
N=270,049 (43.88) (6.82) (8.73) (42.63)
Pair 3 117,910 17,920 23,422 110,201
N=269,453 (43.76) (6.65) (8.69) (40.90)
Pair 4 114,391 15,704 18,681 128,061
N=276,837 (41.32) (5.67) (6.75) (46.26)
Pair 5 117,969 15,190 16,301 127,008
N=276,468 (42.67) (5.49) (5.90) (45.94)
Pair 6 118,633 17,975 18,408 124,857
N=279,873 (42.39) (6.42) (6.58) (44.61)
Pair 7 126,816 9,141 24,399 119,148
N=279,504 (45.37) (3.27) (8.73) (42.63)
Pair 8 115,806 21,085 15,765 127,813
N=280,469 (41.29) (7.52) (5.62) (45.57)
Pair 9 120,609 16,270 14,820 128,401
N=280,100 (43.06) (5.81) (5.29) (45.84)
Pair 10 118,931 24,325 10,116 133,515
N=286,887 (41.46) (8.48) (3.53) (46.54)

Table 3. Overview of the training and testing results for all pairs; accuracy, precision, recall, f1-score, AUC.

Pair Test Data Accuracy Class (Player) Instances Precision Recall F1-Score AUC
i wemos  ome  SCmed e oe o omo oe oo
N2i004s ossT  YEAEN e oss o oz 04
N2604s3 ose DRSS 3o ose o oss 05
s waoroms 00RO mem o omo o ww o ew o Tos
pair 5 Nzrosss  0s8s  YEASS e ose o 0% 0
s wems oge  O0Wed  mes o om o ow o om0
a7 weoss om0 OPaem  dmsr g omoomo Tow
s wanao o OPEeD  dmmL om0 om o T os
pair 9 N-200100  oses  YE Sl 00 ose  oso 0% 0
Pario  N-28688T 0880 odes jaew  oss  ooa 0z 03
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Figure 4. Feature importances per pair.
4.3. Learning curve

The learning curve represented in Figure 3
displays the accuracy obtained for each pair with an
increasing number of samples. Each pair started with
two samples and doubled the sample size in each
subsequent iteration, reaching up to a maximum of
262,144 samples. The mean and median accuracy for
each pair is displayed. Especially the median accuracy
starts with high values, the mean accuracy a bit lower,
but both values stabilize around 0.87 with an
increasing number of samples. With fewer samples,
overfitting is observed, indicating that generalization
from the data is not occurring effectively at that stage.

However, as the sample size increases, proper
learning is demonstrated, evidenced by the
stabilization of testing accuracy across all pairs after
reaching a certain sample threshold. This also suggests
that adding more data does not significantly improve
the accuracy of the predictions.

4.4. Feature importances
Feature importances of the different pairs are

depicted in Figure 4. The x-axis represents the pairs
and different features used like the position (e.g.,

""position_x") or the view pattern (e.g., "view_x"). The
y-axis shows the importance of each feature in making
predictions, displaying the proportion of that feature’s
contribution relative to other features. Considering the
mean values, the most influential feature is the weapon
used by a player (active_weapon; 0.29). This is
followed by position_y (0.13) and position_x (0.13).

Focusing on differing pairs, Pair7 and Pairl0
heavily rely on the active weapon (0.47 and 0.49
respectively), with other features having a moderate to
low impact. In contrast, Pair2’s most impactful feature
is position y (0.20), followed by the active weapon
(0.18). For Pair4, all three position coordinates have
the highest impact (position x: 0.17; position y: 0.17;
position z: 0.12).

5. Discussion

The study investigated binary random forest
classifier for the prediction of esports players using
solely features representing their in-game player
behavior. To this end, five players of the same team
were tested in pairs of two, resulting in ten individual
models (pairs) to test for applicability of the selected
features across different player combinations. This
study utilized raw data points from each frame,
providing detailed insights that could potentially yield
better results than those obtained from aggregated
metrics post key-events (Melo, 2020).

This research’s results demonstrate high level of
testing accuracy, with a mean of 87%, and
generalization capability, showcasing performance
metrics such as accuracy, precision, recall, F1-score
and AUC curve (Tharwat, 2021). The minor
discrepancies between training and testing accuracies
for all three pairs suggest that the models are robust
and not significantly prone to overfitting. This is
further evidenced by the accuracy stability as sample
sizes increase as shown by the learning curve.

The near-even distribution of TP and TN
percentages, alongside the lower rates of FP and FN,
underscores the capability to effectively distinguish
between the players. This balanced performance is
important especially in applications where false
positives and false negatives carry consequences, such
as for security issues.

The feature importances reveal some interesting
contrasts between the player pairs. Pair5, Pair7 and
Pair10 rely the most on the weapon feature, indicating
that here, the players can be mostly distinguished
based on their weapon usage in combination with
positions on the map. In contrast, Pair3 displays are
more even distribution of feature importances. Pair4
has the focus on the position coordinates, indicating
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emphasis on the positioning within the map, which
could be critical in certain game play scenarios.

As there is no comparable literature on the
identification and prediction of esports players within
pairs utilizing in-game behavior, related research
avenues provide further context. Nair et al. (2023)
were able to uniquely identify players based on
features such as body movement in a VR environment
with up to 93% accuracy. However, our study focused
on the in-game behavior, not specific body movements
of players, which have since been found to be an
effective authentication factor. Using in-game data is
a new challenge, as proposed by Conti and Tricomi
(2020) who were able to recognize players with 97%
accuracy. They did not focus specifically on esports
players, which might add an additional layer of
difficulty as esports players already perform at an elite
level. Other studies predicted player’s fears based on
their behavior with an accuracy up to 79% (Soares de
Lima et al.,, 2022), or predicted game outcomes
achieving accuracies between 70% to 90% (Hodge et
al., 2019). Chen and Hong (2007) used biometric data
and predicted players based on their active or idle
times, meaning if the players were actively playing the
game or pausing, with an accuracy up to 90% utilizing
the RET scheme. Research identified Dota 2 player
skills using a machine learning pipeline with a random
forest classifier, achieving F1-scores as high as 0.6411
(Pengmatchaya & Natwichai, 2024).

Despite varying goals and data points across the
related studies, our study achieved testing accuracies
up to 89% (mean 87%) and F1-scores as high as 0.89.
These results confirm our success in predicting
individual esports players from within pairs solely
based on in-game behavioral data.

Such approaches and our results hold several
implications. In the realm of gaming, esports, and VR,
security issues become more prevalent with increasing
challenges such as identify theft or impersonation
attacks (Chen and Hong, 2007; Nair et al., 2023).
Especially for esports players those attempts can have
severe consequences for the professional career. Being
able to identify players based on their behavior alone
can serve as an additional security and authentication
factor (Irvan et al., 2021; Kobayashi & Yamaguchi,
2024; Nair et al., 2023).

We identified features that authenticate
professional esports players in a representative esports
game, advancing our understanding on player
behavior in games. Even though the features might
seem intuitive to gamers and professional, being able
to use these features with machine learning techniques
is not always guaranteed to be successful. Therefore,
our study can serve as a solid foundation for future

research in esports and the identification of esports
players.

5.1. Limitations and future research avenues

While the results are promising, the reliance on
specific features such as weapon or positional data (X,
y, z) might limit their applicability to scenarios where
such data is less relevant or not available. Future
research could focus on more players being tested, for
example in team vs team scenarios, also using multi-
class random forest classifiers or similar models for
identification from a pool of several players instead of
pairs. The results should also be tested for significance
to further solidify robustness. Also, the results are
tailored to professional esports players and might not
be generalizable for common players. Future research
needs to focus on this aspect.

Additionally, in the context of the dataset, only
frames were considered, removing crucial game
moments in CS:GO such as weapon fire events or
damages being inflicted. Including this data might
improve the results even more. Including additional
data points such as statistics might also prove helpful
(Gasparetto & Safronov, 2023).

Random Forest classifier proved to be successful
in player behavior analysis. However, by using deep
learning models such as RNNs or LSTMs to
specifically focus on sequence-based analysis, the
results can be further strengthened.

Ethical considerations

Since the release of "Counter-Strike 2" by Valve
Corporation in 2023, "Counter-Strike: Global
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esports players. All player identities are anonymized
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