Proceedings of the 58th Hawaii International Conference on System Sciences | 2025

The Role of Employees’ Threat Appraisal in Security Certification
Compliance: Insights from a Protection Motivation Approach

Philipp Danylak
Karlsruhe Institute
of Technology
philipp.danylak@Kkit.edu

Sebastian Lins
Karlsruhe Institute
of Technology
sebastian.lins@Kit.edu

Ali Sunyaev
Technical University of Munich
Campus Heilbronn
ali.sunyaev@tum.de

Abstract

The rising number of cybersecurity threats poses
significant risks to organizations. Security and data
protection certifications, such as ISO/IEC 27001, offer
a promising approach to improving cybersecurity de-
fenses and gaining market legitimacy. However, the
effectiveness of these certifications depends on their
substantive internalization within organizations. This
study explores the factors driving employees’ certifi-
cation internalization using Protection Motivation
Theory. We conducted an online experiment with 437
participants, manipulating their perception of threats
resulting from certification noncompliance. Our find-
ings show that perceived security threats, compliance
costs, and fear shape employees' certification compli-
ance intention, while compliance efficacy does not.
The perceived threat of customer loss reduced certifi-
cation compliance intention. Our study contributes to
certification research by taking an employee perspec-
tive and explaining how employees’ threat and coping
appraisals impact their internalization intention.

Keywords: information security, certification,
compliance, protection motivation theory, 1SO 27001

1. Introduction

The increasing prevalence of cybersecurity
threats poses significant risks to organizational integ-
rity, data confidentiality, and customer trust (Johnson
et al., 2024). In response, information security and
data protection certifications and related standards of-
fer a promising approach for bolstering cybersecurity
defenses (Culot et al., 2021) and gaining market legit-
imacy (Power, 2003). These certifications provide best
practices to guide organizations in implementing soci-
otechnical security measures. The certification
ISO/IEC 27001, for instance, has been issued to over
70.000 organizations worldwide (1SO, 2022).

Nonetheless, the effectiveness of security and data
protection certifications depends on the depth of inter-
nalization within the organization (Yin & Schmeidler,
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2009). Organizational certification internalization
generally refers to integrating a certification’s criteria
into actual organizational practices and technical safe-
guards (Tari et al., 2020). Research on certification in-
ternalization has established that substantive internali-
zation is required to achieve intended certification out-
comes (Nair & Prajogo, 2009). If certifications are not
internalized substantively, their effectiveness for miti-
gating cybersecurity risks and as a signal to external
stakeholders is undermined. For instance, the 2017
Equifax breach occurred despite the company being
ISO/IEC 27001 certified. Although the certification
requires organizations to monitor recent security vul-
nerabilities and apply appropriate countermeasures
(e.g., criterion no. A.12.6.1), employees had failed to
patch a known security weakness. Moreover, subsidi-
aries of Equifax relied on their certification for assur-
ance and failed to conduct proper security reviews
themselves. Overall, the breach resulted in the expo-
sure of the personal data of over 147.9 million individ-
uals (Federal Trade Commission, 2019).

Substantive internalization is characterized by a
comprehensive integration of certification criteria into
an organization’s daily practices and a high level of
engagement from internal stakeholders (Guzman &
Trivelato, 2008). Employees’ internalization thus re-
flects the degree to which they have adopted and apply
the best practices proposed by the criteria and its un-
derlying values (e.g., security and integrity). Related
security research similarly underscores the critical role
of employees in cybersecurity, emphasizing the im-
portance of their awareness, competence, and adher-
ence to security policies (Straub et al., 2008). Mean-
ingful  internalization  of  certification-related
knowledge and best practices among employees is
thus crucial for maximizing its impact on cybersecu-
rity defenses (Siponen & Willison, 2009). Despite the
much-stated importance of employees, their perspec-
tive is still underrepresented in internalization research
(Bello—Pintado et al., 2020). In contrast, internaliza-
tion research primarily examines organizations’ be-
havior on an organizational level (Tari et al., 2020).
Research is then, however, limited in explaining the
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behavior of employees involved in the internalization
process. This is unfortunate as the perceptions of cer-
tifications do not necessarily align between different
stakeholders, such as managers and employees (Hsu,
2009). Employees are the primary recipients of secu-
rity certifications — after all, they are the ones applying
the certification’s best practices in their daily routines.
To understand how certifications can be internalized
substantively, it is necessary to explore how employ-
ees’ perceptions of the certification shape their inter-
nalization on an individual level. We therefore ask:
What factors drive employees’ certification internali-
zation intention?

To answer the research question, we developed a
research model based on Protection Motivation The-
ory (PMT) (Rogers, 1975) proposing that employees’
certification compliance intention is dependent on per-
ceiving threats that evoke fear and employees’ per-
ceived compliance efficacy and compliance costs. We
conducted an online experiment with a 2x2 between-
subject design with 437 participants to test our model.
We randomly assigned participants to one of four
treatment groups and manipulated their perception of
threats resulting from noncompliant certification be-
havior. We found that perceived security threats in-
crease employees’ fear which in turn increases their
certification compliance intention. Compliance costs
reduce compliance intention, whereas compliance ef-
ficacy has no impact. Surprisingly, employees’ per-
ceived threat of customer loss reduced their compli-
ance intention, calling for further research.

Our study contributes to research by taking an em-
ployee perspective and explaining how employees’
threat and coping appraisals impact their internaliza-
tion intention. We also advance internalization re-
search by specifically examining security and data
protection certifications and two threats in parallel.
With our study, we encourage future research to scru-
tinize the role of employees more closely to foster sub-
stantive internalization.

2. Theoretical Background

2.1 Internalization of certifications

Security and data protection certifications gener-
ally refer to an attestation in which an information sys-
tem (IS) provider’s processes and systems are evalu-
ated against a predefined set of criteria by an inde-
pendent certification body, which formally acknowl-
edges that the organization meets the standard defined
by the criteria (Lansing et al., 2018). One of the prom-
inent security certifications is ISO/IEC 27001 (I1SO,
2022), which provides a comprehensive framework
for information security management systems. There

are a large number of further security and data protec-
tion certifications tailored to specific industries, regu-
latory frameworks, and specialized security domains.
These certifications comprise standards such as SOC
2, PCI DSS, HIPAA, and the NIST Cybersecurity
Framework.

To explain heterogeneous outcomes of adopting
security and data protection certifications, research has
shifted to focus on organizations’ certification inter-
nalization (Yin & Schmeidler, 2009). Prior research
explores how organizations absorb and integrate certi-
fications into their processes and daily practices. How-
ever, existing research on certification internalization
has two gaps that are relevant in the security context.
First, it rarely takes the employee perspective into ac-
count beyond case studies. Quantitative evidence on
internalization pertains predominantly to the organiza-
tional level. A notable exception is the work by Bello—
Pintado et al. (2020) showing how employees’ certifi-
cation internalization has a positive impact on work
performance. However, the study does not examine
the antecedents of employees’ certification internali-
zation and points to the second gap of internalization
literature: Research focuses predominantly on quality
management certifications (i.e., ISO 9001) and not on
security and data protection certifications. While find-
ings of related internalization research are partially ap-
plicable, security and data protection certifications ne-
cessitate a specific sociotechnical view considering or-
ganizations’ practices, employees, and technical safe-
guards (Werlinger et al., 2009). Based on these two
gaps, it is necessary to examine security certification
internalization at the employee level. We turn to the
related information security policy compliance re-
search stream to advance internalization research.

2.2 Related security compliance research

Compliance research examines how employees
behave regarding security policies, that is, rules for
employees pertaining, for instance, to passwords
(Siponen & Vance, 2010). Security policies are gener-
ally mandated by security certifications (e.g., in Ap-
pendix A of ISO/IEC 27001) and the strongest contact
area with the certification in employees’ day-to-day
business. Therefore, we expect that bridging internali-
zation and compliance research can help to better ex-
plain employees’ certification internalization behav-
ior, specifically in the context of data protection and
security certifications. Compliance research has a long
history in IS research and has applied a multitude of
different theories and models to explain why employ-
ees do or do not comply with security policies (Moody
et al., 2018). One of the key models for this is PMT
(Rogers, 1975). Originating in the health context,
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PMT explains how individuals are motivated to pro-
tect themselves from harm through two cognitive pro-
cesses: threat appraisal and coping appraisal. Threat
appraisal involves assessing the severity of a threat
and one's vulnerability to it. Coping appraisal involves
evaluating the effectiveness of a protective behavior
(response efficacy) and one's ability to perform it (self-
efficacy), along with considering the costs associated
with the behavior.

In the context of compliance research, PMT helps
understanding employees’ motivations to adhere to se-
curity policies (Mou et al., 2022). We derive a research
model based on PMT to explain how employees en-
gage in certification internalization.

3. Hypotheses development

PMT’s key outcome is individuals’ protective be-
havior. Protective behavior in the context of compli-
ance research typically refers to employees’ compli-
ance (intention) with security policies. Adapted to our
security and data protection certification context, em-
ployees’ protective behavior refers to complying with
the certification criteria. Therefore, we use certifica-
tion compliance intention as a proxy for employees’
internalization of the certification criteria. We suggest
that employees with strong intentions to comply with
certification criteria are more likely to have internal-
ized the values, principles, and best practices behind
those criteria. Thus, their willingness to comply with
the certification suggests that their security behavior
has been shaped by the certification criteria, indicating
a degree of internalization. Following the premises of
PMT, we propose that employees’ certification com-
pliance intention is driven by their threat and coping
appraisals (Figure 1). We also examine the role of em-
ployees’ perceived fear, following previous compli-
ance research (e.g., Mwagwabi et al., 2018; Zhang &
McDowell, 2009). Fear is an emotional reaction to
threats that are perceived as serious and personally rel-
evant (Witte, 1992).

Perceived
Security
Threat NHl(+)
H3 (+)
Certification
Fear —— H5(+) Compliance
Intention
ved H4 (+) H2 (+)
Perceive +
Customer  — H6 (+) H7 ()
Loss Threat /
Perceived Compliance || Compliance
Efficacy Costs

Figure 1: Research model.

Employees’ Threat Appraisal. The first assump-
tion of the PMT is that individuals appraise the per-
ceived threat to which they are exposed. The perceived
threat causes individuals to engage in protective be-
havior (Rogers, 1975). In a security compliance con-
text, this threat is generally based on fear appeals re-
lated to security threats (e.g., Boss et al., 2015; Herath
& Rao, 2009). To identify and contextualize threats
driving employees’ internalization intention, we fol-
low existing certification internalization research and
leverage two theories frequently applied to explain
why organizations adopt certifications (Lins et al.,
2022): The resource-based view (RBV) and institu-
tional theory. Although both theories refer to an organ-
izational level, research has shown that managers and
internal certification teams follow their basic premises
to inform employees about the reasons behind certifi-
cation adoption and convince them to internalize the
criteria accordingly (Danylak et al., 2022).

The RBV asserts that a firm's competitive ad-
vantage is derived from its internal resources and ca-
pabilities (Barney, 1991). Through an RBV lens, secu-
rity certifications are resources that enhance organiza-
tional capabilities by leveraging security best practices
proposed in the certification (Yin & Schmeidler,
2009). In practice, organizations inform employees
about the importance of complying with the certifica-
tion criteria to prevent security incidents. This per-
spective fits well with security threats that are typi-
cally examined in compliance research: The security
policy should be followed to avoid security threats
(Herath & Rao, 2009). Employees perceiving high se-
curity threats can leverage certification best practices
to mitigate the threats. Security threat perceptions can
thus motivate to comply with the certification criteria.
Therefore, we hypothesize that:

H1 Perceived security threats increase employees’
certification compliance intention.

Prior research building on institutional theory
stresses that organizations often adopt certifications
due to external pressures (Culot et al., 2021; Heras-
Saizarbitoria & Boiral, 2013), requiring employees to
comply with certification criteria. Institutional theory
posits that organizations conform to institutional pres-
sures from their environment to gain legitimacy and
acceptance (Meyer & Rowan, 1977). In the context of
certifications, organizations primarily pursue certifi-
cations due to customer demands, aiming to obtain the
certification to gain market legitimacy, rather than fo-
cusing on benefits from internalizing underlying secu-
rity best practices (Nair & Prajogo, 2009).

If organizations acquire the certification because
of institutionalist motivations, the primary threat aris-
ing from employees violating the certification criteria
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is losing the certification itself and thus the legitimacy
it provides to customers. Top management then re-
quires employees to comply with the certification be-
cause otherwise, a loss of customers is likely. For ex-
ample, the automotive industry requires business part-
ners to comply with TISAX security assessments -
non-compliance would prevent suppliers from work-
ing with car manufacturers. Therefore, we propose that
employees' perceived threat of customer loss impacts
their compliance intention:

H2 Perceived customer loss threats increase employ-
ees’ certification compliance intention.

Previous compliance research has also included
fear in the PMT (e.g., Boss et al., 2015). As fear results
from threats that employees perceive as relevant, fear
is predicted by threat severity and threat vulnerability
(Rogers, 1983). Therefore, we posit that:

H3 Perceived security threats increase employees’
fear.

H4 Perceived customer loss threats increase employ-
ees’ fear.

The Impact of Employees’ Fear. Fear can facil-
itate compliance in several ways. First, it can catalyze
employees’ threat appraisal process (Norman et al.,
2005). Furthermore, fear can directly move individu-
als to take protective measures (Osman et al., 1994;
Rogers, 1975; Witte, 1992) and has been shown to do
S0 in a security context (e.g., Boss et al., 2015; Schuetz
et al., 2020). Therefore, we assume that fear induced
by threats related to certification noncompliance also
fosters protective (i.e., certification compliant) behav-
ior and hypothesize that:

H5 Fear increases employees’ certification compli-
ance intention.

Employees’ Coping Appraisal. In addition to the
threat appraisal, PMT also considers a coping ap-
praisal (Rogers, 1975). That is, individuals appraise
the efficacy of their protective behavior. The effective-
ness of protective behavior has two dimensions that
can also be contextualized for certification compli-
ance: response efficacy and self-efficacy (Rogers,
1983). Response efficacy is employees’ belief of how
well protective behavior (i.e., complying with the cer-
tification criteria) mitigates the perceived threats. This
fits with both threats in the certification context: Com-
plying helps against security threats by following the
best practices and thus avoiding breaches. Similar,
staying in compliance with the criteria mitigates cus-
tomer loss threats by demonstrating ongoing compli-
ance to outside stakeholders. Self-efficacy is the belief
that employees can enact the response, that is, comply
with the certification. For example, employees who

are capable of applying multi-factor authentication can
easily comply with criteria related to access manage-
ment. PMT assumes that an increased perceived effi-
cacy of protective behavior also increases protection
motivation (Rogers, 1975), we therefore propose:

H6 Perceived compliance efficacy increases employ-
ees’ certification compliance intention.

Finally, PMT considers the costs of enacting pro-
tective behavior and assumes that compliance costs re-
duce protective behavior (Rogers, 1975). In the con-
text of security compliance, this cost may, for exam-
ple, denote time, effort, or monetary costs (Boss et al.,
2015). Compliance costs are particularly relevant in
the context of security certifications because a major
theme in the literature is how certifications are costly
and time-intensive to adopt and maintain (Culot et al.,
2021; Heras-Saizarbitoria & Boiral, 2013). Therefore,
we expect that compliance costs also reduce employ-
ees’ protective behavior in our context:

H7 Perceived certification compliance costs decrease
employees’ certification compliance intention.

4. Research method

We conducted an online experiment using a 2
(perceived security threat high vs. low) x 2 (customer
loss threat high vs. low) between-subject design to test
our hypotheses. We split participants into four groups
and manipulated participants’ perceptions of threats
resulting from noncompliant certification behavior.

4.1 Experimental design and procedure

We applied a scenario-based experimental design,
which has a particularly good fit with the security con-
text because it allows for a more realistic extraction of
behavioral intentions that are perceived as unethical —
such as policy noncompliance (Vance et al., 2013).
Our online experiment followed five steps. First, we
welcomed and onboarded participants, introducing
them to security certifications (i.e., ISO/IEC 27001)
and asking for their experience with and general atti-
tude towards certifications.

Second, we introduced participants to the overall
scenario of working for a cloud provider called Apri-
cotCloud which is certified according to the security
standard ISO/IEC 27001. At this point, we asked for
participants' perceived compliance efficacy regarding
ISO/IEC 27001 certification criteria, such as their abil-
ity to comply with password policies and phishing
countermeasures.

Third, we randomly assigned participants to one
of the four treatment groups. Each participant received
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a combination of a low or high security threat appeal
and a low or high customer loss threat appeal. We de-
signed the treatment texts based on the theoretical di-
mensions of perceived threats (i.e., severity and vul-
nerability). In the treatment texts for inducing a low
perceived threat, we explained that noncompliance
with the certification criteria was unlikely to cause any
severe consequences such as security breaches (secu-
rity threat) or losing customers (customer loss threat).
In the treatment texts for high perceived threat, we de-
scribed that any noncompliant behavior was highly
likely to cause a severe security breach or loss of cus-
tomers. We added an attention check to ensure that
participants read the text. If they failed the attention
check, they were redirected to the scenario text again.
We then measured employees’ perceived severity and
vulnerability for security and customer loss threats.
Fourth, we extended our scenario with infor-
mation on a coworker called Jamie (adapted from
Siponen & Vance, 2010). In the scenario, Jamie faces
a dilemma between sharing their password with a
coworker (thus saving the company time and money)
and not sharing the password (thus remaining compli-
ant with certification criteria). We told the participants
that, despite knowing it violates certification criteria,
Jamie decides to share their password. After that, we
asked participants about their own certification com-
pliance intention in the given scenario and their feel-
ings of fear if they acted noncompliant with the certi-
fication criteria. We asked participants to briefly de-
scribe why they felt this way. Finally, we measured
compliance costs and concluded the experiment with
questions on social desirability and demographic in-
formation such as gender, age, and job position.

4.2 Measures

To measure our constructs, we used validated
scales from the literature (Appendix, Table 2). We
measured the items with seven-point Likert scales
from strongly disagree to strongly agree. To measure
threat perceptions and check our manipulations, we

adopted the items for threat severity from Woon et al.
(2005) and for threat vulnerability from Liang & Xue
(2010). The items for response efficacy and self-effi-
cacy are adopted from Chen et al. (2021) and Herath
& Rao (2009) to measure compliance efficacy. Our
fear measurements were based on the items adapted by
Chen et al. (2021) from Osman et al. (1994). Further-
more, we measured certification compliance intention
with the items for behavioral intention from Bulgurcu
et al. (2010) and Hu et al. (2010). The measurements
for compliance costs are adapted from Bulgurcu et al.
(2010). Finally, we adopted the controls social desira-
bility from Hays et al. (1989), and attitude toward cer-
tifications from Lee (2000). We pretested the experi-
ment with 10 faculty members and 44 respondents.
Based on the feedback, we improved the experiment
for better understandability and made the manipula-
tion texts clearer.

4.3 Sample

We used the online panel provider Cint to acquire
participants. Our requirements comprised participants
being from the United States to reduce cultural bias
and constituting a census-based sample of full-time
employees. We screened out participants that never
worked with computers or sensitive data during their
work. We received 596 complete answers for the sur-
vey. Of those, we removed 159 answers because of
failed attention checks, rushing, or suspicious re-
sponse patterns. This left us with a total of 437 valid
responses.

The final sample included 225 male and 212 fe-
male participants. The average age was 38 years (min.
19 years, max. 64 years). Participants stated that they
were in general familiar with certifications (M = 4.90
on a 7-point Likert scale). Furthermore, 82.8% of par-
ticipants reported that their company holds at least one
security certification that they were aware of, with
ISO/IEC 27001 being the most frequent. Participants
received compensation for completing our experiment
and panel costs amounted to a total of €1522.

Table 1: Construct reliability and correlations.

Construct CR | AVE

Inter-construct correlations

HTMT ratios

116 |6

(5

® [ O] 0[O @® |6 |6 |06

(1) Cert. Compl. Intention | 0.889 0670 | 0819

(2) Fear 0.896 0.682 0.373 | 0.826

0.363

(3) Security Threat 0.872 0.632 0.082 | 0.262 | 0.795

0.118 | 0.251

(4) Customer Threat 0.883 0.655 0.010 | 0.187 | 0.723 | 0.809

0.037 | 0.168 | 0.633

(5) Response Efficacy 0.883 0.560 0.171 | 0.213 | 0.233 | 0.211

0.748

0.133 | 0.192 | 0.222 | 0.176

(6) Compliance Cost

0.881

0.711

-0.322

0.027

0.102

0.087

-0.031

0.843

0.291

0.022

0.095

0.084

0.018

(7) Certification Attitude

0.892

0.805

-0.033

0.025

0.189

0.180

0.516

0.032

0.897

0.021

0.023

0.189

0.169

0.462

0.031

(8) Social Desirability

0.646

0.380

0.337

0.326

0.253

0.272

0.553

-0.071

0.373

0.617

0.252

0.249

0.214

0.217

0.413

0.037

0.276

Note: Diagonal bold numbers show the square root of the AVE.
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4.4 Validation and manipulation checks

We used IBM SPSS Statistics (v27) and AMOS
(v28) to validate and analyze the results.

Assessment of Measurement Model. First, we
checked for nonnormality in the item distributions. All
items were within the bounds of +/-2 for skewness and
had a kurtosis lower than 2.200 (Kline, 2016). We con-
clude that the distributions of our measurement items
do not deviate substantially from normality.

Next, we conducted exploratory factor analysis
(EFA) and confirmatory factor analysis (CFA) to val-
idate our measurement instrument (Table 1). All core
constructs had a composite reliability (CR) higher than
0.7 (Nunnally, 1978) and average variance extracted
(AVE) higher than 0.5 (Fornell & Larcker, 1981).
Only social desirability as a specific bias variable had
lower reliability. All items loaded significantly on
their latent constructs, and standardized loadings ex-
ceeded the required minimum, indicating good con-
vergent validity, except for social desirability. In addi-
tion, we tested the discriminant validity of the con-
structs. Since the square root of the AVE of each con-
struct exceeded the squared interconstruct correla-
tions, each construct explained more variance in its in-
dicators than it shared with other constructs. In addi-
tion, all heterotrait-monotrait (HTMT) ratios of corre-
lations were below the 0.85 threshold (Henseler et al.,
2015), suggesting no discriminant validity problems.

To assess model fit, we used four metrics (Liang
et al., 2019): the y*/degrees of freedom (df) ratio, the
root mean squared error of approximation (RMSEA),
the comparative fit index (CFl), and the Tucker—Lewis
index (TLI) (Gefen et al., 2011; L. Hu & Bentler,
1999). The CFA model showed an acceptable fit (y*/df
=1.674, RMSEA = 0.039, CFl = 0.962, TLI = 0.954).

Group Comparisons. We assessed whether our
four treatment groups were structurally equivalent
based on our control variables and demographic data.

We conducted a one-way MANOVA on all data and
found no statistically significant differences between
all treatment groups, F(54, 1174.751)=0.861,
p =0.752, Wilk’s A =0.891. We conclude that treat-
ment groups are structurally equivalent and differ-
ences in threat attributions should (largely) stem from
our manipulations.

We evaluated whether our manipulations had a
systematic impact on perceived security threat and
customer loss threat. A one-way MANOVA showed a
statistically significant difference between all treat-
ment groups, F(6, 864) = 61.363, p < 0.001, Wilk’s
A =0.492. We then conducted post-hoc univariate
ANOVAs, proving that for both security threat
(F(3,433) =66.122, p < 0.001) and customer loss
threat (F(3, 433) = 73.185, p < 0.001) the difference
between group means were significant. Our manipula-
tions increased participants’ threat perceptions as in-
tended (e.g., treatment 1 (low/low) security threat M =
3.79; customer loss threat M = 3.59 vs. treatment 4
(high/high) security threat M = 6.23; customer loss
threat M = 6.10).

Common Method Bias (CMB) Assessment. To
address potential CMB from collecting self-reported
data for both dependent and independent variables
simultaneously, we implemented procedural and sta-
tistical remedies (Podsakoff et al., 2003). Procedur-
ally, we assured participants of anonymity and encour-
aged honest responses. The survey used validated
scales, randomized item order, and proximal separa-
tion between independent and dependent variables.

Statistically, we performed a specific bias test us-
ing social desirability as a specific bias variable and
compared models with zero and equal constrained
item loadings of the bias variable against an uncon-
strained model (Gaskin, 2021; Simmering et al.,
2015). The test showed unevenly distributed bias, with
common method variance explaining 18% of the vari-
ance—which is under the 25% median identified in

Perceived
Security Threat

N 0.027"*

’ R2 =5.6%
’

’

Perceived Customer |-
Loss Threat R

-

*p <0.1; ** p <0.05; *** p < 0.001; n.s. = not significant

Certification
Compliance Intention

Efficacy

Perceived Compliance

R2=245%
. 0015 -0.320™ Model Fit
/ y2/df = 2.453
C i RMSEA = 0.058
ompliance CF1=0.915
Costs TLI =0.901

Figure 2: Structural model with standardized path coefficients.
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Williams et al.’s (2010) meta-analysis. Regression
weights changed by a maximum of 0.144, below the
common 0.200 threshold (Serrano-Archimi et al.,
2018), and the change in CFI (ACFI = 0.003) did not
surpass the established threshold of 0.01 (Cheung &
Rensvold, 2002), suggesting that the models were only
marginally different. While these additional tests show
that CMB should not be a severe issue, we decided to
retain the specific bias variable in our model and con-
nected social desirability with all latent variables dur-
ing casual modeling (Gaskin, 2021).

4.5 Hypothesis testing

We tested the paths in our theoretical model per-
forming covariance-based structural equation model-
ing in AMOS (Fehler! Verweisquelle konnte nicht
gefunden werden.). The model explains 24.5% of the
variance in employees’ certification compliance inten-
tion, 5.6% in fear, and 12.1% in efficacy.

Contrary to our expectations, security threat did
not have a significant direct impact on certification
compliance intention (p = 0.604). Customer loss threat
had a significant negative impact on compliance inten-
tion instead of the positive impact we theorized (stand-
ardized path coefficient B =-0.135, p = 0.012, effect-
size 2= 0.024). Therefore, both H1 and H2 are not
supported. As hypothesized, security threat increased
fear (R =0.145, p=0.012, 2= 0.016), and fear, in turn,
increased compliance intention (8 = 0.269, p < 0.001,
f2=0.101), thus H3 and H5 are supported. H4 is not
supported as customer loss threat did not have a sig-
nificant effect on fear (p = 0.488). Opposed to the gen-
eral assumptions of PMT, perceived compliance effi-
cacy also did not have a significant effect on compli-
ance intention (p = 0.796). Consequently, H6 is not
supported. Finally, we found that compliance costs ex-
hibited the strongest impact on compliance intention
(B =-0.320, p < 0.001, 2= 0.134). Thus, H7 is sup-
ported. All significant control variables can be found
in the Appendix (Table 3).

4.6 Qualitative post-hoc analyses

We also prompted participants to give a brief ex-
planation of their feelings of fear. This yielded 353 us-
able answers comprising 3998 words which we quali-
tatively coded for different sources of fear. Fear was
often connected to potential personal consequences
such as job loss, an aversion to violating rules inde-
pendent of context, and general feelings of wrongdo-
ing. Only a fifth of answers named consequences for
the company as a direct reason for fear. In this light,
the comparatively small impact of customer loss as an
organization-level threat on fear is more plausible.

5. Discussion

5.1 Principal findings

In this paper, we examine the factors driving em-
ployees’ certification internalization intentions using
PMT as a theoretical basis. Our findings align with
prior PMT studies insofar as they also overall had
mixed results (Mou et al., 2022).

Fear and compliance costs are the most important
predictors of certification compliance intention. Secu-
rity threats do not have a direct impact on compliance
intention but increase fear. Customer loss threats did
not have a significant impact on fear. Our qualitative
analysis offers an explanation by showing that partici-
pants elaborated more strongly on potential penalties
toward themselves than consequences for their organ-
ization in case of noncompliance.

While the negative relationship between customer
loss threat is interesting, one should be careful with in-
terpretation without replication and deeper analyses.
Nevertheless, the missing support for H2 partially
aligns with organization-level internalization literature
(e.g., Nair & Prajogo, 2009). Related research has
shown that RBV-based motivations (i.e., security
threat protection) are a stronger indicator of organiza-
tional internalization than motivation due to institu-
tional pressures (i.e., customer loss threat protection).
Even more so, customer pressure has been shown to
have adverse effects on internalization (Testa et al.,
2018). Further research is required to confirm a poten-
tial negative impact of customer loss threats.

Compliance efficacy did not have a significant
impact on compliance intention. This may be ex-
plained by a generally high perceived efficacy in the
experiment (M = 5.9) and because we focused on the
threat appeals and did not manipulate different levels
of efficacy. Furthermore, self-efficacy was not a criti-
cal factor in our scenario as the decision of sharing or
not sharing a password is comparatively not difficult.
While PMT generally assumes efficacy to increase
compliance intentions, other studies also found no sig-
nificant effect of efficacy (e.g., Verkijika, 2018).

5.2 Implications for research and practice

With our study, we contribute to certification in-
ternalization research. First, we advance internaliza-
tion research that has predominantly focused on qual-
ity and environmental management system certifica-
tions (Heras-Saizarbitoria & Boiral, 2013) by examin-
ing the internalization of security and data protection
certifications. Understanding employees’ adherence to
these certifications is crucial to improving
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organizations’ cybersecurity defenses. More im-
portantly, we address the problem of missing evidence
on an employee level (Bello-Pintado et al., 2020). By
applying PMT in a certification context, we bridge in-
ternalization and security compliance research and ex-
plain how employees’ threat and coping appraisals im-
pact their internalization intention. We uncover that
fear and compliance costs impact internalization - fear
increases and costs decrease employees’ certification
compliance intention. With these findings, we want to
encourage internalization research to move forward by
not only taking an organizational perspective but also
examining the role of employees and their perceptions
to foster substantive internalization.

For compliance research, we show the value of
examining the impact of diverse threats on employees’
intentions. While security threat increases fear, we dis-
covered a direct negative effect of customer loss
threats. A more nuanced view of potential threats
could thus offer promising avenues for future compli-
ance research. Finally, we provide further evidence for
the inclusion of fear in PMT, thus extending on prior
studies such as Schuetz et al. (2020).

Our study also has two key implications for prac-
tice. First, security threat appeals seem to be the more
promising approach to fostering employee compliance
with the certification criteria. Therefore, practitioners
such as security teams and management should high-
light these messages in their communication. Second,
compliance costs had the strongest direct impact on
compliance intention. Organizations implementing se-
curity certifications should thus pay strong attention to
integrating the certification criteria in a way that
causes minimal overhead to employees.

5.3 Limitations and future research

This study has limitations and opens opportunities
for future research. First, our experiment remains lim-
ited in terms of treatment variety and scope. We fo-
cused on security and customer loss threats based on
prior internalization research. Findings show that we
only moderately explained the variance of certification
compliance intention and fear. Future research could
test further antecedents for employees’ internalization
behavior, for example, related to personal conse-
quences such as job loss as indicated by our qualitative
analyses. Our experiment does not entirely replicate an
authentic real-life scenario because we used a hypo-
thetical scenario. Nevertheless, the participants indi-
cated high study realism (M = 5.86). We relied on self-
reported measures and did not measure actual internal-
ization behavior. Particularly, we used employees’
certification compliance intention as proxy for their
degree of internalization, while acknowledging that

internalization comprises further notions, such as
shared congruent value systems (Kelman, 1958). We
advise future research to perform field experiments to
measure actual behavior and internalization degrees.
Second, using PMT we did not look at the poten-
tially adverse consequences of fear that other literature
succeeding the PMT points to (e.g., Witte, 1992).
These may include maladaptive behaviors in which in-
dividuals do not cope with the threat itself but with the
induced fear, for example, through avoidance (Chen et
al., 2021). Exploring maladaptive behaviors specifi-
cally in the context of security and data protection cer-
tifications is a further opportunity for future research.
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Appendix

Table 2: Measurement items.

Attitude Toward Certification (Lee, 2000)

Information security certifications for companies are appealing to me.

Information security certifications for companies are interesting to me.

Compliance efficacy (Chen et al., 2021; Herath & Rao, 2009).

1 would feel comfortable following most of the certification criteria on my
own.

If | wanted to, | could easily follow certification criteria on my own.

1 would be able to follow most of the certification criteria even if there was
no one around to help me.

I can make a difference when it comes to helping ensure ApricotCloud’s
certification compliance.

There is a lot that I can do to help ensure ApricotCloud’s certification com-
pliance.

If | follow the certification criteria, | can make a difference in helping to
ensure ApricotCloud’s certification compliance.

Perceived Threat (Liang & Xue, 2010; Woon et al., 2005)

An information security breach in ApricotCloud / A loss of customers
would be a serious problem for me.

An information security breach / A loss of customers would be a serious
problem for ApricotCloud.

If I violate the certification criteria, there will be a serious information se-
curity problem for ApricotCloud. / loss of customers for ApricotCloud.

There is a good possibility that a security problem will occur if 1 do not
comply with the certification criteria. / There is a good possibility that Apri-
cotCloud’s customers will terminate their contracts if I do not comply with
the certification criteria.

Compliance Intention (Bulgurcu et al., 2010; X. Hu et al., 2010)

Itis NOT likely that | would have done what Jamie did If | were in the same
situation.

| could NOT see myself doing what Jamie did if | were in the same situation.

®) 1t is likely that | would have done what Jamie did If | were in the same
situation.

®) | could see myself doing what Jamie did if | were in the same situation.

Fear (Chen et al., 2021; Osman et al., 1994)

Afraid

Terrified

Like something terrible will happen

A sense of sheer dread

Compliance Costs (Bulgurcu et al., 2010)

If you were to comply with the certification criteria and NOT perform Ja-
mie’s behavior, it would be ...

...time-consuming to you.

...burdensome to you.

...costly to you.

Social Desirability (Hays et al., 1989)

| am always polite, even to disagreeable people.

| am always willing to admit it when | make a mistake.

©) There have rarely been occasions when | took advantage of someone.

No matter who I’m talking to, I’'m always a good listener.

(D) Item dropped during model assessments; (R) Item was reversed scaled.

Table 3: Controls.

(Significant) Control variables Estimate | p-value
Certification Attitude -> Fear -0.132 0.024
Certification Attitude - Compliance Efficacy 0.341 <0.001
Certification Attitude - Compliance Intention -0.126 0.025
Education = Compliance Intention -0.108 0.020
Gender -> Fear -0.124 0.015
1SO 27001 Experience - Compliance Intention -0.111 0.017
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