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Abstract 
Digital health applications are promising to 

healthcare due to their important position in the 

digital health ecosystem. User satisfaction with apps 

is crucial for their widespread use, but there are 

substantial concerns regarding the usage of users’ 

health data preventing their dissemination. To study 

the relationship between privacy and user satisfaction, 

we utilize a dataset encompassing almost 94,412 apps 

from the Apple App Store. We apply propensity score 

matching to estimate the average treatment effects of 

multiple privacy settings that describe what data is 

collected and to what extent. We find that not 

collecting data on users is associated with a decrease 

in user satisfaction. Linking data to users’ profiles and 

tracking users’ data across applications increases 

user satisfaction. Our findings challenge the currently 

assumed relationship between the two variables and 

provide nuanced information for decision-makers 

about data collection in digital health applications. 

 

Keywords: digital health, mHealth, privacy, user 

satisfaction 

1. Introduction 

The emergence of mobile devices such as 

smartphones and wearables has transformed the 

healthcare industry, enabling patients to self-manage 

their health. Mobile app platforms such as the Google 

Play Store and the Apple App Store have become key 

players in the mobile health (mHealth) domain (Gleiss 

et al., 2021), providing access to a vast array of health 

applications that play a crucial role in digital 

therapeutics (Fürstenau et al., 2023).  

There are substantial potentials of digital 

technologies in the health domain, such as reduced 

cost, or personalized and precise care journey 

(Fürstenau et al., 2023). User acceptance and 

satisfaction play a major role in app adoption, as the 

average rating in App Stores is strongly related to its 

ranking and visibility (Pagano & Maalej, 2013). At the 

same time, a limiting factor in the more widespread 

use of mHealth applications is users’ concerns about 

the privacy of their data (Dehling et al., 2015; Khalid 

et al., 2014). However, the literature on the “privacy 

paradox” phenomenon suggests that while users state 

their concern about the privacy of their information, 

they do not act accordingly (Norberg et al., 2007) as 

discussed by (Sunyaev et al., 2015) in the mHealth 

domain. 

Some previous empirical research on the 

relationship between privacy and user satisfaction in 

applications suggests a positive effect (Bardus et al., 

2022; Khalid et al., 2014; Martínez-Navalón et al., 

2021) while other studies find weak or no effects 

(Samsuri et al., 2022; Sunyaev et al., 2015). To the 

best of our knowledge, the analysis by Sunyaev et al. 

(2015) provides the only large-scale empirical analysis 

of the relationship between privacy policies and rating 

behavior in app stores, but they only take availability 

into account and do not include control variables.  

In summary, most previous studies on this matter 

are limited to few or single samples and there is no 

granular investigation that provides information on 

what data is collected, how it is handled, and how this 

impacts user satisfaction. We aim to address this issue 

to allow for designing privacy in a way that enhances 

user satisfaction and therefore leads to a higher 

adoption of digital health applications.  

To do so, we collect a large dataset from the Apple 

App Store to identify privacy settings as well as 

average user ratings. This approach reduces bias 

through the usage of comparatively big data analytics 

(Müller, 2016). The privacy settings represent 

different degrees of data collection and sharing with 

third parties and are therefore indications of 

information privacy in the sense of Belanger et al. 

(2002). Using propensity score matching (Caliendo & 

Kopeinig, 2008), we calculate the average treatment 

effect on user satisfaction for each privacy setting and 

correlation coefficients between the amount of data 

collected and user satisfaction. Moreover, we calculate 

correlation coefficients to study the link between the 

amount of data collection and user satisfaction. 

Our findings present an unexpected relationship: 

not collecting data at all is associated with a decrease 
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in user satisfaction. Furthermore, we find indications 

that tracking data (and therefore sharing data with 

third parties) leads to the highest increase in user 

satisfaction – followed by linking the data (so adding 

user information) and having the data unlinked to a 

person’s profile. Our nuanced analysis shows that 

most data is associated with an increase in user 

satisfaction when collected, besides a few notable 

exceptions, such as “Identifiers” data. 

We thus contribute to academic research 

threefold: First, we offer the first nuanced view on 

privacy settings, providing a framework for 

understanding how and to what extent different types 

of data collection, sharing, and utilization, impact user 

satisfaction. Second, we spark an academic discussion 

about the assumption that higher privacy leads to 

higher user satisfaction, which we could not confirm. 

Third, we contribute empirically using a substantially 

enlarged dataset backed by state-of-the-art methods 

compared to previous research. 

Furthermore, our study has practical implications 

for managerial decision-makers, as we identify which 

detailed privacy settings lead to higher user 

satisfaction. By adhering to these guidelines, decision-

makers can improve user satisfaction and promote the 

wider use of digital health data for clinical decision-

making and patient care.  

Ultimately, we contribute to building a 

trustworthy health data ecosystem, enabling the 

development of more effective digital health 

applications that respect user privacy in a nuanced 

way, that still enables inclusion of the required 

functionality. 

2. Related literature 

This chapter offers a review of the literature on 

privacy and user satisfaction to underline previous 

works in the research area. 

2.1. Privacy  

Privacy has been studied extensively in the 

information systems domain (Bélanger & Crossler, 

2011; Smith et al., 2011). Most information systems 

research focuses on the information privacy construct 

due to the nature of technology impacting this 

dimension of privacy the most (Bélanger & Crossler, 

2011). Therefore, when we consider privacy in this 

manuscript, we follow the definition of information 

privacy as control over potential secondary uses of 

one’s personal information (Belanger et al., 2002), 

Privacy policies are a form of information privacy 

practice that offers protection to users if they follow 

the fair information practices (Bélanger & Crossler, 

2011) and that helps firms build trust (Smith et al., 

2011). There are substantial challenges to the analysis 

of privacy policies. Reidenberg et al. (2015) found 

discrepancies between expert, knowledgeable, and 

typical users’ understanding of privacy policies, and 

Ravichander et al. (2021) pointed out issues with 

providing correct annotations. Recently, advances in 

natural language processing have allowed for large-

scale analysis of privacy policies (Story et al., 2019).  

In the health domain, ensuring privacy and 

making transparent statements is especially crucial 

due to the private nature of the data they process. 

Therefore, it has been studied extensively in this area 

with regards to regulations (Martínez-Pérez et al., 

2015), the existence of dedicated privacy policies in 

health apps (Sunyaev et al., 2015), or mental health 

apps specifically (O'Loughlin et al., 2019; Powell et 

al., 2018).  

Dehling et al. (2015) analyze a large dataset 

encompassing Google Play and Apple App Store 

mHealth applications and identify clusters with 

differing levels of potential damages through security 

infringements. Benjumea et al. (2020) provide a 

scoping review, that examines 24 papers, recommends 

a simple, binary scoring method to assess privacy, and 

points out the need to address subjectivity in coding 

rules. We incorporate these findings into the 

operationalization of our variables and the selection of 

our methods. 

2.2. User satisfaction 

Historically, in the information systems domain, 

user satisfaction is considered to be a measure of 

information systems success – a key outcome of high 

practical importance (Gelderman, 1998; Zviran & 

Erlich, 2003). User satisfaction is linked to the 

continued use of an app in multiple studies (Birkmeyer 

et al., 2021). 

Earlier research has focused on studying user 

satisfaction through surveys (Petter et al., 2013) using 

measures such as the End-User Computing Support 

(Doll & Torkzadeh, 1998) or the User Information 

Satisfaction (Ives et al., 1983). In health applications, 

they are still used to assess user satisfaction (Melin et 

al., 2020). 

In the past decade, online reviews have been 

considered, as they are user-generated content with 

large scale, low cost, and timeliness (Wang et al., 

2022). They have been used as a proxy for user 

satisfaction in health apps for hypertension (Alessa et 

al., 2018) or weight loss (Wang et al., 2022), and have 

been shown to be important for decision-making and 

success (Pagano & Maalej, 2013).  
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Antecedents of user satisfaction in information 

systems are numerously identified by literature and 

include the following non-exhaustive factors: 

personalization, interaction, design, networking, 

performance, privacy & security, trust, and quality 

(Birkmeyer et al., 2021; Petter et al., 2013; Samsuri et 

al., 2022; Sarkar et al., 2020). 

In the following section, we therefore focus on an 

underrepresented area of study: privacy as an 

antecedent of user satisfaction. 

2.3. Relation between privacy and user 

satisfaction 

Few studies consider the relationship between 

privacy and user satisfaction specifically in the health 

app domain. In other domains, exemplarily, Martínez-

Navalón et al. (2021) found higher privacy to be 

associated with higher user satisfaction in the case of 

TripAdvisor. For AI-based chatbots, Cheng and Jiang 

(2020) confirmed similarly that perceived privacy risk 

reduces user satisfaction. Khalid et al. (2014) identify 

privacy and ethics concerns to be the most impactful 

complaints of users regarding its impact on user 

satisfaction measured in the rating of the app. 

In the health domain, Sunyaev et al. (2015) found 

a weak positive correlation between the availability of 

privacy policies and app rating in health apps. They 

discuss that users rate digital health apps regardless of 

their privacy policy.  Although this is an important 

related work, their analysis is limited to associative 

relationships, the data dates back ten years, they do not 

provide a nuanced overview of different privacy 

settings, and the relationship between privacy and user 

satisfaction is not at the core of the study.  

Bardus et al. (2022) find privacy risk to be 

associated with a lower average rating in 180 contact 

tracing apps developed for COVID-19. Samsuri et al. 

(2022) investigate privacy as a dimension of security 

and its influence on user satisfaction but are limited to 

one COVID-19-related app in Malaysia. They cannot 

support their hypothesis that privacy leads to higher 

user satisfaction. Stiles-Shields et al. (2017) 

exemplarily find privacy to be an important barrier to 

the successful usage of mHealth apps in a survey. They 

do not take the privacy paradox into account (Norberg 

et al., 2007) which implies the difference between the 

self-reported intention and actual behavior of 

disclosing information, therefore potentially rendering 

such findings meaningless. This underlines the 

importance of empirical studies of actual behavior in 

light of the privacy paradox (Kokolakis 2017). 

3. Data & methods 

We apply a large language model (LLM) by 

Reimers and Gurevych (2020) to select relevant apps 

based on their description and perform propensity 

score matching to identify treatment effects for 

privacy settings on user satisfaction. Code and data to 

replicate the results are available upon reasonable 

request to the authors. 

3.1. Dataset & selection 

We use a large dataset collected from the US 

Apple App Store. We did not account for the Google 

Play Store due to it not displaying privacy in a 

structured manner. We use the Python beautifulsoup 

(Richardson, 2007) and requests packages to parse 

webpages. 

It contains data from all 94,412 apps listed in the 

“Medical” and “Health & Fitness” categories in May 

2023 including their respective privacy settings visible 

on the app page, as well as their corresponding rating. 

We consider these privacy settings as a structured 

form to display privacy policies, which represents an 

information privacy practice as laid out in Section 2.1. 

They consider not only the case if no data is collected 

at all and equate that to privacy but allow for a nuanced 

analysis of the extent to which data is collected and 

shared with third parties which can be seen as 

secondary use. This falls in line with the definition of 

information privacy by Belanger et al. (2002). 

First, we remove apps that were listed in the 

medical or health category but do not reflect that as 

their main category on the app page. Additionally, we 

remove duplicates that occurred during the process, 

leading to 65,527 apps being considered. 

We follow the procedure by Sunyaev et al. (2015) 

and try to exclude non-health-related apps, that still 

appear in the respective categories. We use a 

multilingual sentence transformer large language 

model (Reimers & Gurevych, 2020), that can embed 

documents into feature spaces that allow for 

classification and matching. Due to being trained in 

multiple languages, it is able to achieve the task of 

embedding texts in multiple languages that occur in 

the dataset simultaneously.  
 We collect a list of prescription digital 

therapeutics from the German Federal Institute for 

Drugs and Medical Devices (2023) as well as the 

Digital Therapeutics Alliance (2023) resulting in 36 

digital health applications.  

 We obtain description texts from Apple 

AppStore for the 36 digital health applications as well 

as a random sample of 36 non-medical, non-health 

applications. The 72 apps serve as prototypical 
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representations to differentiate between medical and 

non-medical apps. Following, we use the model to 

embed the 65,527 app descriptions, as well as the 72 

apps described previously into a multi-dimensional 

feature space. 

We calculate cosine similarity between all pairs of 

app descriptions to assign all 65,527 apps to 

“medical”, if they are matched by the highest 

similarity to one of the prescription digital 

therapeutics, or to “non-medical”, if they are matched 

to one of the randomly selected ones.  
This results in 42,139 identified digital health 

applications with descriptions that match medical 

ones. We only consider apps with at least ten reviews 

following the procedure of Schmidt-Kraepelin et al. 

(2018), leading to a final cohort of 9,449 apps of which 

2,731 are medical and 6,718 are health apps. The 

process is summarized in Figure 1. 

3.2. Features 

 To operationalize privacy, Apple has introduced 

detailed privacy settings that are displayed on the 

respective webpages of every app and include 

information on what data is collected and how it is 

linked and tracked to a user and potentially shared with 

third parties for secondary use. We consider them to 

be representations of a privacy policy in a structured 

manner, that therefore has implications for the 

information privacy of users.  

 
Table 1. Constructs, operationalization & descriptive statistics. 

Construct Operationalization Descriptive statistics 

User satisfaction Rating of each app subtracted from the 

average rating (relative rating to the mean) 

Mean: 0.00, Min.: -3.21, Max.: 0.79, 

Median: 0.39 

Privacy Binary indicators for each of 14 data types 

(“Financial Info”, “Location”, …) and 4 

settings (“Unlinked”, “Linked”, “Tracked”, 

“No Data Collected”); Sums of each setting 

Sum Unlinked Data Mean: 1.15, Sum 

Linked Data Mean: 1.87, Sum Tracked 

Data Mean: 0.36, Data Not Collected: 

0.16, 42 Binary Indicators (N can be read 

from Table 3) 

Rating count Rating count in the app store, log-

transformed to account for skew 

Mean: 4.57, Min.: 2.30, Max.: 14.50, 

Median: 3.93 

Price Price, set to zero if “Free” Mean: 0.49, Min.: 0.00, Max.: 170.00, 

Median: 0.00 

Size Size of the app, measured in GB Mean: 0.09, Min.: 0.00, Max.: 3.80, 

Median: 0.06 

Age Time in years since the first version that is 

displayed on the app store 

Mean: 4.49, Min.: 0.260, Max.: 14.83, 

Median: 3.94 

Version count Number of versions available on the app store Mean: 16.25, Min.: 1.00, Max.: 75.00, 

Median: 17.00 

Number of apps of the 

same developer 

The number of apps that the same developer 

has published on the app store 

Mean: 4.85, Min.: 1.00, Max.: 149.00, 

Median: 3.00 

Age limit Varying age limits that are suggested for app 

use, such as “4+ years”, “9+ years”, … 

Limit 4+ Proportion: 0.578, Limit 9+ 

Proportion: 0.008, Limit 12+ Proportion: 

0.236, Limit 17+ Proportion: 0.176 

Figure 1. Data flow diagram. 
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While this information is not guaranteed to be 

accurate, it removes the ambiguity that annotations 

and automatic extraction techniques induce (see 

Section 2.1.). To the best of our knowledge, no 

research has yet utilized the potential of this structured 

data that possesses the properties recommended by 

Benjumea et al. (2020), i.e., including binary variables 

for privacy settings that do not exhibit subjectivity of 

coding rules. 

The privacy settings allow for data such as 

“Location” or “Financial Info” to be defined in the 

sections: “Data Linked to You” (Linked), “Data 

Collected but not Linked to You” (Unlinked), and 

“Tracked”. If no privacy protecting measures such as 

anonymization are taken, data is linked to a user via 

the ID or name (Linked), if the measures are put in 

place, the data is collected, but not linked to a 

specific user (Unlinked). Tracking the data 

corresponds to sharing with third parties, e.g., for 

targeted advertising (Apple, 2023). As these options 

are not inherently ordinal, we model them as binary 

variables for each privacy element, separately. 

Finally, there is an option for app providers to specify 

that they do not collect data at all. 

 Additionally, we consider multiple variables as 

confounders (i.e., influencing both privacy measured 

through settings, as well as user satisfaction): for 

each privacy setting, we consider all other privacy 

settings as confounders. We include the number of 

ratings, the price of the app, the size in gigabytes, the 

age measured as the time since the first version was 

pushed to the App Store, the number of versions, the 

number of apps the developer has published, different 

age limits (4+, 9+, 12+, 17+) and the category. An 

overview of considered concepts, definitions, and 

operationalizations can be found in Table 1. 

 3.3. Propensity score matching 

 As we are interested in how privacy impacts user 

satisfaction, we decide to use a causal modeling 

technique with propensity score matching. This 

approach is suggested due to the need for causal 

techniques in information systems research (Mithas et 

al., 2022). 

To describe and specify our method, we display 

our causal model in Figure 2. 

We describe it with each privacy setting Privacyi 

influencing user satisfaction, confounded by all other 

privacy settings Privacyi-1 and our other confounding 

variables presented in Table 1. The variables were 

identified by an explorative, univariate analysis. 

We use propensity score matching (PSM) to 

estimate the average treatment effect (ATE) and under 

circumstances that do not allow for its estimation, the 

average treatment effect on the treated (ATT).  

Propensity score matching is a statistical method 

used to control for confounding variables in 

observational studies and therefore mimic randomized 

controlled trials (Benedetto et al., 2018). The 

propensity score is the probability of an individual 

receiving a certain treatment, based on their different 

Table 2. Balance assessment. 

 Pre-matching Post-matching 

  

Means 

treated 

Means 

control 

Std. mean 

difference 

Means 

treated 

Means 

control 

Std. mean 

difference 

Distance 0.184 0.149 0.385 0.155 0.155 0.001 

Rating count 3.974 4.683 -0.448 4.714 4.562 0.080 

Price 1.482 0.303 0.133 0.675 0.429 0.038 

Size 0.08 0.093 -0.079 0.087 0.091 -0.030 

Age 4.769 4.439 0.112 4.62 4.503 0.040 

Version count 15.001 16.48 -0.171 16.05 16.236 -0.021 

Developer 3.956 5.013 -0.164 4.281 4.823 -0.051 

Category: Health & Fitness 0.657 0.721 -0.135 0.699 0.711 -0.026 

Category: Medical 0.343 0.279 0.135 0.301 0.289 0.026 

Age limit: 12+ 0.208 0.241 -0.082 0.257 0.237 0.050 

Age limit: 17+ 0.173 0.176 -0.008 0.165 0.176 -0.029 

Age limit: 4+ 0.606 0.573 0.068 0.567 0.577 -0.020 

Age limit: 9+ 0.007 0.009 -0.02 0.009 0.008 0.005 

Figure 2. Causal model. 

Page 3269



confounders that might otherwise induce bias 

(Benedetto et al., 2018).  

The ATE is defined as the difference between the 

expected outcomes after participation and non-

participation (Caliendo & Kopeinig, 2008). As all apps 

are theoretically able to implement all privacy settings, 

the ATE is our main effect of interest (Greifer & 

Stuart, 2021). The formula is displayed below: 

       𝜏𝐴𝑇𝐸 = 𝐸(𝜏) = 𝐸[𝑌(1) − 𝑌(0)]                     

If the matching method results in a maximum 

absolute SMD of more than 0.25 no sufficient balance 

is achieved (Stuart et al., 2013; Zhang et al., 2019), and 

we consider the nearest matching method. This results 

in only being able to report the average treatment 

effect on the treated (ATT). It is defined as the 

difference of the expected outcome values with and 

without treatment for the treated observations 

(Caliendo & Kopeinig, 2008) – displayed in the 

formula below: 

𝜏𝐴𝑇𝑇 = 𝐸(𝜏|𝐷 = 1) = 𝐸[𝑌(1|𝐷 = 1)] 
−𝐸[𝑌(0|𝐷 = 1)]                    

Due to the treatment variables being binary, and 

as they do not exhibit an inherent order to consider 

multiple treatment analysis, we opt for logistic 

regression as our propensity scoring model (Caliendo 

& Kopeinig, 2008). 

The R lm() function (R Core Team, 2013) was 

used to fit the outcome, and the comparisons() 

function in the marginaleffects package (Leeper et al., 

2018) was used to perform g-computation to estimate 

the ATE. A cluster-robust variance was used to 

estimate its standard error with matching stratum 

membership as the clustering variable. 

We report the process in detail for the privacy 

setting indicating that no data was collected, but only 

provide a short summary of every investigated setup 

due to space constraints. 

We follow the procedure by Mithas and Krishnan 

(2009) and perform sensitivity analysis after 

estimating our treatment effect. This analysis helps to 

verify the strong ignorability assumption, which 

implies that the unmeasured characteristics of the 

treatment and control group do not differ (Rosenbaum, 

1999). Instead of the Gamma value, we use the E-

value, a more recent measure to assess sensitivity to 

unmeasured or uncontrolled confounding 

(VanderWeele & Ding, 2017). High E-values imply 

high robustness, although they have to be considered 

in the context of the specific area (VanderWeele & 

Ding, 2017). 

 

4. Results 

We use propensity score matching to estimate the 

average marginal effect of the treatment Privacyi (no 

data collected by the app) on the outcome user 

satisfaction (average rating) on those who received the 

treatment. In this special case, we cannot consider the 

other privacy settings, as due to the nature of not 

collecting data all other privacy settings are set at zero.  

The procedure yields adequate balance, as 

indicated in Table 2. After matching, all absolute 

standardized mean differences for the covariates are 

below 0.25, and most below 0.05, commonly 

indicating a decent balance (Stuart et al., 2013; Zhang 

et al., 2019). 

The estimated effect is -0.095 (SE = 0.029, p < 

0.001), indicating that the average effect of the 

treatment is decreasing the outcome, i.e., not 

collecting data leads to a lower average rating of 

approximately 0.1 stars. To assess sensitivity, we 

calculate the E-value for this setting. In this case, an 

E-value of 1.404 indicates that the unobserved 

confounders need to increase the probability of a 

subject being treated and the probability to be high on 

the outcome by 1.404 simultaneously (VanderWeele 

& Ding, 2017). 

We repeat the procedure for all privacy settings, 

but to allow for a concise representation, we only 

present the final results in Table 3. If the matching 

procedure does not result in balance, we consider 

using nearest neighbor 1:1 matching. In these cases, 

only the ATT can be estimated – indicated by the 

method “nearest” in Table 3. If with this procedure 

there is still no balance achieved, we discard the 

treatment. 

First, there are several cases in which no 

interpretation is possible: For “Browsing History”, all 

SMDs are higher than 0.25, and therefore no unbiased 

interpretation can be achieved. For “Contacts”, we 

cannot report results due to one setting failing to 

converge, one setting imposing too high SMD, and 

one setting not being significant. Similarly, ”Sensitive 

Info” does not yield interpretable results. 

Second, in some cases, tracking leads to the 

highest effects. For “Diagnostics” it leads to an ATE 

of 0.243 (SE = 0.036, p < 0.001), which is substantially 

higher for linked (ATE = 0.095, SE = 0.032, p < 0.01) 

and unlinked (ATE = 0.128, SE = 0.024, p < 0.001). 

The same is true for “Identifiers” which is highest 

when tracked (ATE = 0.102, SE = 0.039, p < 0.01) and 

“Contact Info” (ATT = 0.128, SE = 0.053, p < 0.05). 

The effect is highest as well for “Purchases” (ATE = 

0.233, SE = 0.062, p < 0.001) and “Usage Data” 

(ATE = 0.202, SE = 0.042, p < 0.001). 
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Third, there are cases with ambiguous results. 

“Financial Info” is only associated with a higher user 

satisfaction if the data is linked (ATE = 0.218, SE = 

0.061, p < 0.001) – as well as for “User Content”. For 

“Other Data” we identify a decrease in user 

satisfaction for linking the data in the treated (ATT = 

-0.162, SE = 0.070, p < 0.05). “Location” data 

exhibits an interesting pattern: while if the data is 

unlinked, we observe a negative effect (ATE = -0.138, 

SE = 0.056, p < 0.05), tracking it leads to higher user 

satisfaction (ATE = 0.256, SE = 0.048, p < 0.001). 

“Search History” data only leads to an increase in user 
 

Table 3. Balance assessment, treatment effects & sensitivity analysis. 

Privacy: 

Setting Type of data Method 

Max. 

SMD 

pre 

Max. 

SMD 

post Effect size Effect std. 

Effect  

p-value N treated 

N 

matched E-value 

Linked Browsing History full 0.806 0.440 -0.081 0.105 0.438 36 9413 1.365 

Unlinked Browsing History full 1.376 0.378 -0.388 0.210 0.064 118 9331 2.201 

Tracked Browsing History full 0.656 0.403 -0.384 0.065 0.000 18 9431 2.188 

Linked Contact Info full 0.977 0.105  0.108 0.033 0.001 3372 6077 1.442 

Unlinked Contact Info full 0.596 0.115  0.098 0.043 0.023 660 8789 1.412 

Tracked Contact Info nearest 0.995 0.110  0.128 0.053 0.015 290 290 1.496 

Linked Contacts full 1.020 0.391  0.268 0.103 0.009 169 9280 1.869 

Unlinked Contacts nearest 1.167 0.195 -0.171 0.133 0.200 58 58 1.611 

Tracked Contacts - - - - - - - - - 

Linked Diagnostics nearest 0.845 0.187  0.095 0.032 0.003 1556 7893 1.404 

Unlinked Diagnostics full 0.819 0.112  0.128 0.024 0.000 3345 6104 1.495 

Tracked Diagnostics full 0.409 0.106  0.243 0.036 0.000 324 9125 1.802 

Linked Financial Info full 0.754 0.219  0.218 0.061 0.000 557 8892 1.736 

Unlinked Financial Info full 3.030 0.221  0.043 0.198 0.826 60 60 1.245 

Tracked Financial Info - - - - - - - - - 

Linked Health & Fitness full 0.862 0.111  0.033 0.038 0.385 1819 7630 1.209 

Unlinked Health & Fitness full 0.574 0.225 -0.097 0.054 0.070 638 8811 1.409 

Tracked Health & Fitness full 0.937 1.370  0.241 0.315 0.445 27 9422 1.797 

Linked Identifiers full 0.867 0.082  0.050 0.029 0.078 3181 6268 1.268 

Unlinked Identifiers full 0.496 0.064  0.049 0.032 0.122 1286 8163 1.265 

Tracked Identifiers full 0.766 0.074  0.102 0.039 0.009 1072 8377 1.423 

Linked Location full 0.748 0.215  0.045 0.055 0.411 1138 8311 1.251 

Unlinked Location full 0.682 0.103 -0.138 0.056 0.014 887 8562 1.523 

Tracked Location full 0.579 0.143  0.256 0.048 0.000 232 9217 1.839 

Linked Other Data nearest 1.374 0.194 -0.162 0.070 0.021 217 217 1.587 

Unlinked Other Data full 0.560 0.238 -0.068 0.101 0.497 114 9335 1.325 

Tracked Other Data full 0.729 0.446  0.134 0.110 0.225 56 9393 1.512 

Linked Purchases nearest 0.887 0.036  0.104 0.037 0.005 575 575 1.431 

Unlinked Purchases full 0.759 0.167  0.137 0.068 0.044 253 9196 1.520 

Tracked Purchases full 0.930 0.180  0.233 0.062 0.000 205 9244 1.776 

Linked Search History full 0.827 0.163 -0.296 0.120 0.014 221 9228 1.947 

Unlinked Search History nearest 0.444 0.226  0.274 0.064 0.000 215 215 1.887 

Tracked Search History nearest 2.215 0.249  0.069 0.211 0.745 19 19 1.327 

Linked Sensitive Info nearest 1.326 0.113  0.032 0.041 0.441 741 741 1.204 

Unlinked Sensitive Info full 0.780 0.338 -0.143 0.163 0.378 107 9342 1.538 

Tracked Sensitive Info full 1.208 0.827 -3.964 1.305 0.002 15 9434 73.257 

Linked Usage Data full 0.806 0.091  0.115 0.031 0.000 2228 7221 1.460 

Unlinked Usage Data full 0.637 0.075  0.149 0.026 0.000 2393 7056 1.554 

Tracked Usage Data full 0.720 0.073  0.202 0.042 0.000 1048 8401 1.693 

Linked User Content full 0.774 0.161  0.096 0.035 0.006 1891 7558 1.408 

Unlinked User Content full 0.609 0.118  0.046 0.057 0.421 693 8756 1.253 

Tracked User Content nearest 1.518 0.096  0.166 0.110 0.131 37 37 1.598 

Comments: SMD = Standardized Mean Difference. 
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satisfaction on the treated if unlinked (ATT = 0.274, 

SE = 0.064, p < 0.001) and a decrease if linked (ATE 

= -0.296, SE = 0.120, p < 0.05).  

Finally, a key data type for medical applications 

is the “Health & Fitness” data, that is leading to a 

decrease in user satisfaction if unlinked (ATE = -

0.097, SE = 0.054, p < 0.1). 

To investigate the relationship between the 

amount of collected data and user satisfaction, we 

calculate Pearson correlation coefficients for the sum 

of linked, unlinked, and tracked privacy settings. We 

find positive, significant relationships for all three, 

with linking exhibiting the highest correlation 

(r(9447) = 0.138, p < 0.001), followed by tracking 

(r(9447) = 0.122, p < 0.001) and unlinking (r(9447) = 

0.116, p < 0.001).  

5. Discussion 

The literature on the relationship between 

privacy and user satisfaction does not provide a clear 

image of how the two concepts are associated. While 

most literature tends to suggest that higher privacy 

leads to higher user satisfaction (Cheng & Jiang, 

2020; Khalid et al., 2014; Martínez-Navalón et al., 

2021), there is a study that cannot prove the effect 

(Samsuri et al., 2022). Still, there is a tendency to 

assume that mHealth adoption is limited by privacy 

concerns (Kalkmann et al. 2022; Stiles-Shields et al., 

2017). We challenge this commonly assumed view, 

by providing a nuanced picture of the relationship 

and report treatment effects derived from propensity 

score-matched samples in a large dataset. 

Surprisingly, we find that tracking as a privacy 

setting is connected to higher user satisfaction for 

many data types – arguably the lowest level of 

information privacy as user information is collected 

and tracked across multiple applications and 

therefore inhibits control of the user over secondary 

uses – representing a lower level of information 

privacy as defined by Belanger et al. (2002). This is 

true for the overall correlation analysis, as well as for 

multiple causal treatment effect estimations – even 

for “Sensitive Info”. Interestingly, we only find that 

having “Health & Fitness” data unlinked leads to 

lower user satisfaction and cannot interpret the other 

results, even though it is arguably the most important 

data type for digital health applications. 

We argue that collecting data and asking for 

permissions for multiple data types is required to 

integrate the functionality that the developers target – 

especially due to the usage of third-party libraries 

(Tahaei et al., 2022). In turn, we believe there is a 

trade-off between expanding functionality and 

ensuring the privacy of the users’ data. Additionally, 

our observations might be an indication of the 

difference between the hypothetical and actual 

consumer choices depending on objective risk and 

relative perceptions of risk, which are discussed in 

information systems privacy decision-making 

literature (Adjerid et al., 2018) in light of the 

phenomenon referred to as the “privacy paradox”. 

We contribute by performing a study that takes into 

account the actual behavior of the consumers instead 

of self-reporting attitudes or intentions, which is 

highly encouraged by Kokolakis (2017) and Barth 

and Jong (2017). 

The notion that collecting data leads to higher 

user satisfaction is incomplete – our findings call for 

a nuanced understanding of what data to collect to 

what extent and how that impacts user satisfaction. 

This is especially important to providers who want to 

establish a health data ecosystem. We contribute to 

the ongoing discourse on the use of data in the 

context of regulations (Kalkman et al., 2022). 

Previously, it was assumed that privacy is of high 

importance to users (Kalkman et al., 2022) and 

therefore the goals of decision-makers and users were 

aligned. As our findings suggest quite the opposite, 

this leads to a field of tension between regulators 

ensuring privacy and promoting a widespread health 

data ecosystem. By taking our results into account, 

regulators can design systems that work out the trade-

off between privacy and user satisfaction in digital 

health applications. 

Our study is limited due to the nature of 

observational data, which we try to account for using 

a causal method. The causal model is dependent on 

the correct specification of its relationships. There 

might be multiple other confounders and mediating 

variables such as app user behavior or user 

demographics, that impact the relationship between 

privacy and user satisfaction, so we cannot claim 

direct causality by our analysis. The sensitivity 

analysis results in comparatively low E-values. As to 

the best of our knowledge, there are no established 

standards for E-values in the investigation of privacy 

and user satisfaction in digital health applications, no 

comparisons can be made to previous research. 

Additionally, E-values might be based on unrealistic 

assumptions such as the unmeasured confounder 

being equally related to treatment and outcome 

(Ioannidis et al., 2019). Further, we use data from the 

US Apple App Store – a comparison to European 

results might reveal cultural differences. 

Additionally, there might be a contrast compared to 

the Google Play Store, which is more difficult to 

retrieve data from, and therefore apply large-scale, 

complete analysis (Sunyaev et al., 2015). We 

encourage both analyses as further research.  
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