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Abstract 
 

Combining blockchain technology and smart 

contracts has the potential to facilitate 

disintermediation and realize true peer-to-peer 

transactions provided that sufficient trust is build. An 

advanced research model of blockchain-mediated trust 

is conceptualized by incorporating extant trust 

building concepts. The conceptualized model helps to 

advance future empirical trust research in connection 

with blockchain technology in the sharing economy by 

suggesting moderating and mediating effects on trust 

in online settings. 

 

 

1. Introduction  
 

Blockchain technology in combination with smart 

contracts has the potential to take over the roles of 

intermediaries and realize direct peer-to-peer 

transactions in the sharing economy. Technically, this 

would be possible and has been widely mentioned in 

literature [29, 83]. Disintermediation by blockchain 

technology poses a substantial threat to incumbent 

platform organizations like Uber, Airbnb, Amazon or 

Facebook. In a peer-to-peer sharing economy based on 

the new technology, markets and hierarchies would 

blend and transaction costs could be strongly reduced. 

Nevertheless, replacing organizational tasks with a new 

technology requires trust. 

Trust has been widely studied in the context of e-

commerce by Gefen, Benbasat, and Pavlou [35], 

McKnight, Choudhury, & Kacma [63], Gefen [36], 

Pavlou & Gefen [74]. Research has focused on 

intermediated, business-to-consumer transactions, 

neglecting disintermediated peer-to-peer transactions. 

However, it is important to study trust in 

disintermediated peer-to-peer transactions because it 

offers enormous potential for disruption of existing 

markets, organizations and the way transactions are 

realized.  

Therefore, studying how the introduction of 

blockchain technology for activities in the sharing 

economy would affect peoples’ trust-related behavior 

or intention to transact [36, 44, 62] can help 

organizations assess the potential and the possible 

impact on existing business models. Also, empirically 

studying blockchain technology’s actual chance of 

acceptance among end-users as a replacement for 

intermediaries poses a promising research opportunity. 

This is promising, because established trust concepts 

lack to address disintermediation possibilities by 

blockchain technology to replace organizations. The 

presence of blockchain technology in the trust building 

process needs to be incorporated in existing trust 

concepts because of its high potential to affect trust and 

transactions in online markets. These transactions may 

be peer-to-peer, human-to-machine or machine-to-

machine interactions, which are expected to become 

increasingly important. 

The paper aims to fill this gap by conceptualizing a 

model of blockchain-mediated trust of peer-to-peer 

transactions in the sharing economy. In our model, we 

build on existing trust research in e-commerce and 

conceptualize an advanced trust model where 

blockchain technology can be applied to increase trust 

among peers in the sharing economy, decrease 

intermediation and reduce transaction costs.  

Our study aims to make the following 

contributions. First, it offers a conceptual framework 

for future empirical studies that seek to study how 

blockchain technology affects trust in the sharing 

economy. Second, our model allows existing 

intermediaries to infer strategic implications in face of 

a possible disruption. Third, as suggested by the 

research agenda for trust in online environments by 

Gefen, Benbasat, & Pavlou [35], our study allows us to 

further examine dimensionalities and moderators of 

trustworthiness and trust in online settings as well as 

advance the relationship between trust and information 

technology. 
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2. Sharing economy and lateral exchange 

markets  
 

First mentioned by Lessig [53], the term “sharing 

economy” in its most recent meaning was initially 

referred to as an act of “collaborative consumption” 

which was characterized by sharing, exchanging and 

renting of assets without actually owning them. With 

the utilization of web 2.0 technologies, the idea of 

sharing as an ancient social practice has been turned 

into a booming economic practice, which is today 

widely known as the sharing economy [11]. As an 

oxymoron, the sharing economy links directly opposed 

terms regarding human relationships and behavior by 

merging sharing as an act of distributing owned assets 

to others and economy as a system of trade and 

industry to generate and utilize wealth [10, 43]. 

Because the sharing economy still lacks a precise and 

commonly accepted definition, we follow Perren and 

Kozinets’ [75] broader conceptualization of the 

phenomenon and develop a typology of peer-to-peer 

markets, referring to them as manifestations of lateral 

exchange markets. Lateral exchange market can be 

defined as “[…] a market that is formed through an 

intermediating technology platform that facilitates 

exchange activities among a network of equivalently 

positioned economic actors.” [75].  

 

3. Trust in online peer-to-peer transactions 
 

3.2 Trust concepts in online markets 
 

Studies investigating online trust are typically 

based on established works of McKnight, Choudhury, 

and Kacmar [62]; McKnight et al. [63]. This study 

follows Gefen & Straub [36] and Gefen [32]’ 

conceptualization of trust because it has been 

suggested in the business-to-consumer e-commerce 

context. This framework (Figure 1) differentiates 

between the antecedents of trust, institution-based 

trust, cognitive trusting beliefs and behavioral trusting 

intentions, or trust-related behavior. Behavioral 

trusting intentions are general and non-committal, 

whereas trust-related behavior is specific and bears 

risks for the trustor [63]. Trust-related behaviors are 

actual activities (e.g. making a purchase) that represent 

dependency on the trustee, thereby increasing the risk 

and vulnerability of the trustor [58, 93]. In line with 

McKnight et al. [62], behavioral trusting intentions are 

used as a measurement of subject behavior. Behavioral 

trusting intentions are measured by two sub-constructs, 

namely willingness to depend and subjective 

probability of depending [62]. This approach is 

common when examining trust, due to the strong 

correlations between trust-related behavior and 

behavioral trusting intentions [1, 49, 62, 88]. In this 

paper, trust represents a context-dependent social 

concept, whose multidimensional attributes depend on 

the environment of the interactions, covering cognitive 

elements as well as behavioral intentions [17, 31, 64]. 

 

 
Figure 1. Trust concepts in online-transactions 

 

Cognitive trusting beliefs (cognitive elements) 

relate to trustworthiness, while behavioral trusting 

intentions (behavioral intentions) relate to trust. 

Trustworthiness represents cognitive characteristics – 

beliefs – of trust, which determine the context-related 

beliefs of the trustor about the trustee acting ethically 

and having attributes that are beneficial to the trustor. 

It provides the initial setting and justification for 

possible intended behavior. Given Trustworthiness, 

trust represents behavioral intentions of an individual 

that would increase the vulnerability to other parties on 

the conditions of interdependence and vulnerability. 

[14, 26, 47, 58, 60, 62, 73, 74, 77, 79].  

Titled as the currency of peer-to-peer markets, trust 

was identified as a crucial driver for participation, 

long-term success and satisfaction of transactions [20, 

45, 65, 82]. As most transactions only occur once 

between the same parties in lateral exchange markets, 

the existence of trust has been found to be significantly 

important [36, 75]. This is due to the increasing 

transaction complexity of socially distant relationships 

as well as the rising dependency on other entities and 

their possible misconduct in online markets [38]. 

Hence, trust is regarded as the most effective 

complexity- and vulnerability-reduction mechanism 

transactions in lateral exchange markets [24, 56].  

Literature also suggest that antecedent factors, 

including manageable levers (IT artefacts), trust 

disposition and familiarity with the service or products, 

influence the creation of trust [32, 35, 61, 62] Trust 

disposition refers to one’s faith in humanity as well as 
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their trusting stance. Familiarity clarifies what the 

trustor expects of the trustee based on past interactions 

between the two. Also, when the trustor is significantly 

familiar with the context, that experience will 

positively impact institutional-based trust [62]. Trust 

building levers can be understood as signals or 

symbols when the parties are still unfamiliar with each 

other. IT-artefacts might help build trust in online 

transactions [62, 64]. 

Transactions in the sharing economy typically 

involve a triad of interactions, including peers 

(consumers and providers), the platform and the shared 

product, resulting in trust being based on interpersonal 

and platform-mediated relationships that develop into a 

radius of trust [46, 66, 67, 90]. This triad allows for the 

identification of different trust relationships. At the 

same time, however, its entanglement of entities also 

leads to blurred lines between the involved parties, 

resulting in “firm-market hybrids” [83] with high 

levels of perceived complexity [66, 67]. 

The three targets of trust have also been 

distinguished into trust in peers, trust in the platform 

and trust in the product as well as their respective 

influence on intention to transact as the resulting 

behavioral trusting intention [46]. This distinction is 

mainly based on the logic that human behavior in 

online environments is influenced by multiple trust 

targets on two-sided markets, namely trust in the 

platform and trust in peers [19, 52, 54, 59, 72, 74]. As 

a result, the latter distinction extends traditional trust 

research from business-to-consumer e-commerce, 

where trust is directed only towards the vendor in form 

of dependency during the transaction, while trust 

among peers is not evident in traditional models (see 

[32, 36, 63, 67]).  

 

3.1. Trust in peers 
 

Trust (behavioral intention) is increased if the trustee 

shows indicators that allow the trustor to develop the 

willingness to depend on the trustee [14, 56, 62]. In 

online transactions, there are two ways how trust is 

established among parties [36]: Constructive 

interaction or interpersonal behaviors and cues that 

indicate trustworthiness. In line with current research 

[35], trustworthiness will be referred to as trust in this 

paper.  

Trust in the peer is based on the peer-to-peer 

concept of the sharing economy, resulting in private 

peers taking on the roles of customer and vendor [46]. 

Trust used to be bestowed to close friends or family 

only, representing social capital as trusted relations and 

interactions among homogeneous communities, based 

on shared norms and identities [22, 76]. Within the 

sharing economy, however, trust is given to unfamiliar 

peers, which are part of networks on platforms. This 

interpersonal trust forms the core of trust in the sharing 

economy, since activities on platforms are identified by 

high consociality (social factor among peers) and their 

corresponding relationships of the acting peers on the 

platform [66, 67, 75]. 

To more deeply grasp trust of the peer and its 

effect on intention to interact, we argue along 

trustworthiness’ three distinct dimensions of ability, 

benevolence and integrity [14, 31, 34, 35, 56, 58, 62, 

66, 78]. Accordingly, trust in the peer can be described 

whether the supplying peer has the necessary ability to 

perform his side of the transaction in question and 

whether he can be considered as a transaction party of 

high integrity and benevolence [44, 73]. Furthermore, 

the ability dimension is referring to the trustee’s 

relevant competencies and characteristics for the task 

at hand, such as driving skills for ride-hailing services 

[67]. A supplying peer with high level of integrity and 

benevolence could still lack the ability to fulfil the task 

in an appropriate manner.  

Benevolence within trust in peers refers to the 

perception of the supplying peer’s intention to keep the 

consumer’s interest in mind, such as providing a great 

accommodation experience for the guest rather than 

having sole profit making in mind [67]. Integrity and 

benevolence of the supplying peer are of great 

importance in the context of the sharing economy, due 

to the vulnerable position to opportunistic behavior the 

customer is put into, since she or he is strongly 

dependent on desirable behavior of the supplying peer 

[44, 50]. 

The dimension integrity generally answers the 

question whether the supplying peer’s principles are 

acceptable for the consuming peer [46]. Integrity might 

include the fact whether the supplying peer keeps his 

word and whether the resulting actions are in line with 

promises made, for example, if the accommodation has 

the promised condition and quality [67]. Most 

consuming peers do not have any prior credible, 

meaningful information about the supplying peer, 

because parties often change with every transaction, 

resulting in significant importance of initial trust and 

opportunistic behavior [13]. Initial trust refers to the 

trust when parties first meet, online or offline [64]. 

Opportunistic betrayal is composed of benevolence 

and integrity, describing the likelihood, that the trustee 

is willing to violate the trustor’s expectations [28]. The 

impact of blockchain is later argued to be mostly 

related to the oppression of possible opportunistic 

behavior, making the construct of opportunistic 

betrayal highly relevant.  

In line with current findings [44, 52, 55], we argue 

that trust in the peer has a positive influence on the 

intention to transact (behavioral trusting intention). In 
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peer-to-peer networks without an intermediary, we 

assume, that trust in the peer is vital, due to the lack of 

an intermediary, who could resolve or help in case of 

arising disputes. But trust in the platform plays a 

crucial role, too. Trust in the platform is regarded as a 

predictor of trust in the peer, because the 

(disintermediated) platform  with blockchain and smart 

contracts at its core – needs to be trusted to even 

consider using the platform as user. Hence, trusting the 

peer and the products offered is dependent on the 

platform itself. 

 

3.2. Trust in platforms and intermediation 
 

Trust in the platform and its effects on peer, 

product and intention to transact can also be described 

with the three dimensions (beliefs) ability, integrity, 

and benevolence. The ability of a platform positively 

influences only window-shopping intentions, whereas 

integrity and benevolence affect purchase intention 

(intention to transact or trust related behavior) [33]. 

Ability describes whether the platform successfully 

matches transaction parties, processes transactions 

correctly and maintains a user-friendly interface. 

Especially secure and reliable data processing 

represents an important ability of a platform [44]. The 

platform’s benevolence and integrity relates to the 

extent of user support, the amount of fees charged, 

truthful handling of payments, data privacy and 

security policies as well as authenticity and truthful 

display of all listed offerings. There can be multiple 

reason why platforms are threatened to lose trust, such 

as privacy concerns or scandals [39, 92]. 

When integrating the domains of lateral exchange 

markets and existing understandings of online trust, 

some key insights emerge on how the generation of 

trust in sharing platforms differs from traditional e-

commerce contexts. It is proposed that the platform not 

only becomes an additional trust target, forming the 

distinct triad of interactions, but also incorporates the 

generation of institutional trust (institution-based trust) 

with its dimensions structural assurance and situation 

normality as depicted in figure 2 [62]. McKnight et al. 

[62] further include institution-based trust in a trust 

model, dealing with the trustor’s perception of the 

online environment. It is related to the sociological 

conviction that the presence of structural conditions 

make the environment feel trustworthy and thereby 

facilitates the probability of successfully establishing 

trust-related beliefs and intentions in online 

interactions [62, 94]. As technology platforms in the 

sharing economy act as mediators between both market 

sides represented by private peers, they can be 

considered trustworthy or not in their ability to 

facilitate transactions [46, 72, 75].  

Structural assurances represents the trustor’s 

beliefs that the interaction’s success will be facilitated 

by the deployment of structures like guarantees, 

regulations or legal recourse [80, 94]. Situation 

normality deals with the trustor’s beliefs that the 

environment is in a proper state, resulting in a high 

perceived interaction success rate since the 

environment is evaluated as favorable for positive 

transaction experiences [62]. Perceived trust in 

platforms can ultimately be described by the ability, 

benevolence and integrity of the platform within the 

dimensions structural assurances and situation 

normality [33].  

Traditionally, institutions and organizations 

produced trust without previous interactions by 

deploying rules and exchange regulations based on 

legally binding contracts that are enforced by 

jurisdictions [23, 59, 94]. Today, the emergence of 

technology platforms has shifted the way we conduct 

business and how we consume. Based on network 

algorithms, lateral exchange markets have developed 

social networks with the capacity to mediate trust 

relationships [75]. The important trust effect of social 

capital arises in networks of like-minded people and 

leads to reciprocity, even without strong presence of 

traditional institutions in the network, also described as 

consociality [51, 67]. Digital infrastructure establishes 

digital connections between embedded individuals in a 

network and therefore facilitates the intensity of social 

interactions and exchange activities in the marketplace, 

while being more efficient and effective than 

institutional regulations and interventions [59, 66, 83]. 

The platform controls the digital infrastructure and 

social network.  

Infrastructure and network of the platform is 

maintained through the dimension platform 

intermediation but operates on the dimension of 

consociality as a social operant resource between 

peers. In the model, an effect of institution-based trust 

on trust in peer is a function of consociality. It is 

proposed that the significance of trust towards the 

peers is generally influenced by the degree of 

consociality, whereas the importance of trust towards 

the platform is determined by the intensity of platform 

intermediation. This relationship is indicated in the 

proposed model, by linking platform intermediation to 

institution-based trust. To access the social capital 

accumulated by members and to ultimately facilitate 

interpersonal trust between peers and institutional trust, 

several mechanisms and designs have been deployed 

by technology platforms [67, 85]. Literature shows, 

that platform providers facilitate interpersonal trust, but 

are dependent on institutional trust itself to appear as a 

trustworthy institution, as well [66, 67]. With a high 

degree of platform intermediation, access platforms 
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utilize the dimension structural assurances to further 

facilitate institutional-based trust. A positive effect of 

institutional structures on trust towards the trustee has 

been shown by Pavlou and Gefen [74] and McKnight 

et al. [63] in the e-commerce context. Furthermore, 

diverse literature has also expressed that trust between 

peers might be indeed strongly dependent on and 

influenced by structural assurances and intermediation 

deployed on peer-to-peer platforms [75, 86, 87]. 

Institutional trust therefore relies on underlying formal 

structures, processes, mechanisms and assurances that 

act as rules, securities and regulations to facilitate a 

belief in security of a situation or transaction on digital 

platforms [61, 74, 80, 94]. As a result, mechanisms 

deployed by the platform strengthen the consumer’s 

belief that supplying peers have limited leeway for 

opportunistic betrayal, improving trust in the platform. 

In the model, institution-based trust has an effect on 

the peers that act on the platform, referring to the 

sociological systems-theoretic perspective of Luhmann 

[56] that personal trust between peers is embedded in 

system (infrastructure) trust (norms, rules and 

principles) [66, 81]. Trust-building measures increase 

the perceived trust of the platform itself because it 

appears as an environment that facilitates the success 

of interactions [62, 66].  

In our model, trust in the platform, affected by the 

degree of platform intermediation, has an effect on 

trust in peers and trust in the product, while trust in 

peers is also mediated by consociality. The triad of 

trust targets in turn has an effect on the intention to 

transact. 

 

3.3. Trust in the product 
 

Trust in the product can be perceived as how 

reliable the product is evaluated by the potential 

consumer and how it is believed to fulfil its functions 

as understood by the consumer. [44, 46]. The relevance 

of the trust target product is generally acknowledged 

and it is argued that blockchain technology in 

combination with smart devices and internet of things 

can have a significant effect on trust generation. 

Interconnected and communicating products may 

demand even more trust in the infrastructure 

facilitating transactions with and among them. This 

infrastructure is represented by the institution 

transacting parties have to trust in.  

 
Figure 2. Proposed trust concept for institution 

based trust in the sharing economy 
 

4. Blockchain technology as trust building 

lever 
 

4.1. Blockchain technology and smart contracts 
 

A blockchain can be described as a database or 

ledger that is distributed among its users. It enables 

them to transact value and ensure consensus via 

cryptographically secure and incentivized mechanisms 

– in a public or pseudonymous context – without 

depending on an intermediary or central authority to 

verify transactions [25, 37]. The best known 

implementation is Bitcoin [68], representing an 

electronic and peer-to-peer cash transaction system. 

However, the technology behind bitcoin, moves 

beyond its verification mechanism to a broader 

economic and commercial application spectrum [43]. 

With its most compelling characteristic of 

disintermediation, its potential is not tied to specific 

industries but allows for the design of tamper-resistant, 

distributed and transparent records of any form of 

value [15]. These attributes of blockchain technology 

are central for the proposed trust model and for 

applying the technology in the sharing economy to 

allow for disintermediated peer-to-peer transactions. 

Smart contracts represent an important aspect of 

blockchain technology. They are programmable 

contracts, able to execute details of a contract 

according to the underlying code’s logic [9]. Every 

smart contract can receive data and execute code based 

on the data it received. This way, smart contracts can 

also call other smart contracts, triggering each other. 

Due to its autonomous and immutable nature, no agent 

can tamper with the smart contract to alter its function 

to his benefit. A possible application field of smart 

contracts is the control and enforcement of ownership 
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concerning properties and assets [69]. Blockchain 

technology can acts as the back-end of decentralized 

applications and distribute logic, instead of executing it 

on a centralized server [9]. As a result, blockchain 

technology and smart contracts allow conflicting or 

unfamiliar agents, who, to engage in transactions, 

omitting the intermediary. These transactions are 

cryptographically secured by providing a distributed 

software architecture and environment (a blockchain-

based platform). Therefore, it removes the need for a 

centralized platform or authority represented by one 

organization [9, 89]. Due to its distributed nature, 

blockchain systems and smart contracts lack a potential 

single point of failure while providing a 

comprehensive, transparent and intrinsically valid log 

of the transaction history. Having such a proven history 

has the ability to resolve conflicts among transacting 

parties [43].   

We suggest that the presence of blockchain 

technology affects trust at several stages and has the 

potential to solve trust issues in the sharing economy 

while at the same time facilitating disintermediation. 

Blockchain technology changes how the economy 

interacts with ledgers, which in turn represent a 

significant mechanism for transactional legitimation 

and a core element of modern market capitalism [5, 

70]. So far, the need for high-quality trusted ledgers 

translates into the need for central government 

institutions and large centralized aggregating 

organizations, which use centralized and trust-based 

ledger technologies, but depend on trust in their 

legitimacy and accuracy themselves to function 

properly [25]. Promising benefits of blockchain 

technology relate to the fundamental architectural 

change and organizational efficiency gains they 

introduce, potentially rendering trusted institutions and 

their layers of activities – like monitoring and 

regulating – obsolete [18, 25].  

Blockchain technology also has drawbacks and 

limitations. Autonomous transactional systems are 

reliant on predefined rules which need to be secure, 

reliable and accurate from the beginning, since they 

cannot be changed afterwards due to their immutable 

characteristics [2, 43]. The immutable characteristics 

makes the accidental loss of resources through false 

transactions irretrievable [7]. The development of 

blockchain systems is still in its early stages and 

struggles with lacking scalability, query issues, high 

latency as well as rising costs and energy consumption 

associated with present consensus algorithms [9, 37, 

71]. 

 

4.2. Solving trust issues with blockchain 
 

The resolution of trust issues is regarded as one of 

the greatest promises of blockchain technology [37]. 

Being titled the trust machine, it is assumed to provide 

abilities that eliminate the need for centralized 

mechanisms that convey or signal trust, supposedly 

altering the way trust is built altogether [16, 27]. Figure 

3 illustrates how the presence of blockchain technology 

mediates different aspects in the trust model.  

Existing literature about the impact of blockchain 

technology on trust generally examines the capability 

to impose and enforce algorithmic rules and 

contractual agreements without a trusted central 

authority [43]. One of the most ambitious proposition 

in this regard are trust-free systems [40]. The idea is to 

use blockchain technology to generate a system that is 

governed by the system itself to resolve trust problems 

in peer-to-peer networks. In this theoretically trust-free 

context, the implementation of smart contracts for 

contractual agreements allows to omit expensive 

centralized mechanisms to build institutional trust or 

trust in peers by design [40, 43]. With blockchain-

based reputation systems granting immutable 

information about the other party and smart contracts 

governing transaction details this seems possible. 

However, it is actually disputed if a blockchain-based 

system can be trust-free. 

Experience with an object facilitates trust in that 

object [14, 56]. Accordingly, familiarity with 

blockchain technology is considered in a way that the 

effect of antecedents of trust on trust in the platform 

(institution-based trust) is moderated by familiarity 

with blockchain technology. In particular, the effect of 

manageable trust building levers (IT-artefacts) on trust 

in the platform is mediated by the presence of 

blockchain technology. The willingness to rely on 

blockchain technology the effect on trust of the 

platform might be dependent on the party’s affinity to 

the technology itself [43]. Beck et al. [9] even state that 

trust in third parties is replaced by the understanding or 

familiarity of blockchain technology. If the 

disintermediated platform is based on blockchain 

technology, these effects should be considered. 

In a study with bitcoin users, it was found that the 

need for trust shifts from central authorities to the 

algorithms that govern the interaction of blockchain 

users, questioning blockchain technology as a trust-free 

systems [43, 57]. Since smart contracts form the 

foundation of trust-free systems, they also need to be 

considered trust-free. A Smart contract can be 

considered trust-free if it fulfils the prerequisites of 

intelligibility, integrity over time and the absence of 

unilaterally manipulable data, yet 40% of all 

Ethereum-based smart contracts do not meet the latter 

prerequisite, suggesting the need for a securing third 

party [30]. Furthermore, a variety of sociotechnical 
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factors, including the need for third party services, 

legal requirements, compliance with the existing 

institutional environment as well as transparency and 

clarity, seem essential for the user’s trust towards a 

trust-building platform. [3, 43, 57]. It can therefore be 

assumed that intermediaries will still exist and be 

relevant for the generation of trust in a blockchain-

based sharing economy. However, this does not imply 

that blockchain-based systems will not be able to 

subsidize intermediaries regarding certain aspects of 

the sharing economy. To account for different degrees 

of platform intermediation that might be needed, we 

argue that platform intermediation has an effect on 

trust of the platform. A variation of degree could be 

whether customer service or creation of smart contracts 

might still be supplied by an organization as 

intermediary, for example. 

The presence of blockchain technology also is 

expected to have an effect on trust in peers and trust in 

products, because blockchain technology could verify 

peer identities, their reputation or authenticity of 

products to prevent fraud.  

Following the model of Gefen and Straub [36] as 

well as McKnight et al. [62], the suggested triad of 

trust targets, we argue that opportunism (opportunistic 

betrayal) and the measurement of trust are an 

integrated construct. If presence of blockchain 

technology limits the possibilities for expected 

opportunistic betrayal in an online transaction, with its 

programmable, public and immutable nature and smart 

contracts, then the trust dimensions of integrity and 

benevolence are expected to increase [28, 64]. The 

level of trust in the platform (institution-based trust) 

and hence – mediated by opportunistic betrayal – trust 

in the peers is expected to be positively affected. 

 

 
Figure 3. Trust model with blockchain technology 

 

5. Discussion  
 

5.1. Theoretical implications 
 

If blockchain technology would allow for trust-free 

transactions, transaction cost theory and principal agent 

theory would be affected. This is due to the fact that 

the lack of trust and possibly differentiating interests 

form the basis for both theories, examining 

consequences for involved actors and organizations 

[21, 48]. Blockchain-based systems would give way to 

a new economy in form of collaborative, cryptographic 

and internet-based environments with decentralized 

autonomous organization, which operate trust-free 

through transactions based on self-enforcing rules [6, 

8, 9]. As a result, blockchain technology is argued to 

substantially reduce transaction costs by more 

efficiently coordinating economic activities compared 

to hierarchies (which utilize incomplete contracts to 

tackle opportunism) and relational contracting (which 

needs trust between parties and reoccurring 

interactions) [25]. This superior efficiency stems from 

the fact that firms primarily consist of incomplete 

contracts, which are associated with increased costs 

due to information problems, cost of writing contracts 

and necessary contract enforcement [41, 42, 48]. 

Blockchain technology does not overcome 

opportunism but rather suppresses opportunism at a 

cost to a third party. Namely, the party that ensures 

consensus via some consensus mechanism and through 

radical public transparency or enforcement with smart 

contracts [12, 84]. 

Using blockchain technology as a platform for 

transactions affects the principal agent dilemma. With 

blockchain-based systems, the task or agreement could 

be coded into a smart contract, so each part of the 

transaction can be monitored and executed with 

certainty if the conditions relevant to the principle are 

met, possible reducing the principle agent dilemma 

(the principal acting only in his own best interest) by 

mitigating information asymmetry between transacting 

parties and limiting moral hazard [6]. Hence, 

blockchain technology might not only facilitate the 

generation of trust, but is also able to monitor itself, 

making the need for non-market monitoring 

mechanisms introduced by Alchian and Demsetz [4] 

potentially unnecessary [25]. Nevertheless, blockchain 

technology may substitute classic institutional 

activities – where complete contracts can be deployed 

viably – but it will not replace existing institutions 

entirely. Qualitative and Quantitative research can help 

identify to which extent platform intermediation is 

necessary or desired by platform users when 

blockchain technology is present for building trust.  

 

5.2. Practical implications 
 

The model enables researchers to study the effect of 

blockchain technology on trust in the sharing economy. 

Results can help organizations to decide how to make 

the best use out of the nascent technology regarding 

strategic and organizational decisions. Depending on 
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how viable disintermediation is and to which degree 

blockchain technology affects trust in the 

intermediating platform, a possible disruption by 

blockchain technology can be predicted.  

Also, the model might help to prove that 

blockchain technology provides means to build trust 

more cheaply and even extends the creation of trust, 

because blockchain technology can limit opportunism 

where it has not been possible or viable before; such as 

in peer-to-peer transactions. There are several trust-

building, blockchain-based mechanism conceivable, 

such as personal identification or reputation systems 

stored on blockchains, lowering transaction costs and 

allowing users to measure and increase their level of 

trust in other users or the platform [43]. Blockchain-

based systems provide means to facilitate trust in 

transaction-intensive contexts, eroding the margin of 

institutional efficiency and shift it towards markets 

[18]. However, in order to interact securely with this 

new party to a transaction, a traditional intermediary 

may still be needed in the near future and people will 

need to become more familiar with the new 

technology. But the idea of blockchain technology 

decentralizing intermediary and trust-building services 

in the sharing economy is generally supported by 

Glaser [37] and Hawlitschek et al. [43].  

The authors argue that these systems might only 

work in the context of closed peer-to-peer platforms 

for now. Because smart contacts can be regarded as 

complete contracts, blockchain technology might not 

compete head-to-head with firms, but replace services 

of existing organizations where complete contracts can 

be implemented instead of incomplete contracts. This 

means, it may become the preferred underlying 

platform for transactions where opportunism exists. 

Still, a certain degree of control by an organization 

when implementing private blockchains could be 

feasible or desired [25, 91]. Due to the limitations of 

blockchains to govern real-life opportunistic behavior, 

it is proposed that blockchains only suppress 

opportunism to a certain extend instead of eliminating 

it entirely [43]. 
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