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Abstract

This research investigates digital akrasia, the
phenomenon of acting against one's better judgment,
specifically in the context of optional adoption of multi-
factor authentication (MFA). Through a mixed- method
study, we identified five factors contributing to digital
akrasia in MFA adoption: inconvenience, time
consumption, reliance on additional devices, security
concerns, and potential malfunctions. Additionally, we
discovered five factors that can mitigate digital akrasia:
improved overall security, account verification and
identity confirmation, enhanced peace of mind,
increased privacy and protection of personal
information, and prevention of identity theft.
Recognizing these influential factors allows us to focus
on inhibiting akrasia and encouraging users to embrace
MFA even when it is not mandatory.

Keywords: digital akrasia, MFA, security behavior
1. Introduction

As digital technology evolves, the need to secure
sensitive data and personal information has become
more critical than ever. One such security practice that
has proven to be effective is Multi-Factor
Authentication (MFA), a method that provides
additional layers of protection to the standard password
approach (Albayram et al., 2017). In domains with high
security requirements, such as work email and portals,
MFA is often mandated (Acemyan et al.,, 2018;
Krombholz et al., 2019). However, in other areas like
patient portals or social media, MFA is not always
enforced, thereby leaving personal and sensitive
information vulnerable to potential security breaches.
Consequently, the lack of stringent security measures in
these contexts could result in data breaches or involve
potentially devastating negative consequences (Schatz
& Bashroush, 2016; Sen & Borle, 2015).

Prior studies have found that end users believed that
MFA made their accounts more secure (Colnago et al.,
2018). However, despite the advantages offered by
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MFA and the potential risks associated with failing to
deploy it, many users in non-mandatory contexts choose
not to activate it. A study has shown that about 25% of
users still choose not to adopt MFA when it is optional
(Brooks, 2022). This paradoxical behavior is perfectly
described by the term 'digital akrasia'— acting against
one's better judgment (Romaioli et al., 2008). In this
study, we aim to study digital akrasia in the security
context, which is defined as the act of knowingly
disregarding best security practices. We specifically
focus on the research question: What factors lead to
digital akrasia in the context of MFA adoption?
Although digital akrasia has been examined in
fields like philosophy, psychology, and behavioral
economics, its digital manifestation has not been fully
investigated in the field of cybersecurity. On one hand,
existing literature on user behavior and decision-
making in the security context is abundant (Dutson et
al., 2019; Krombholz et al., 2019) but there is a lack of
exploration of MFA adoption. On the other hand, much
of the literature emphasizes the technical and procedural
aspects of MFA (Acemyan et al., 2018; Dutson et al.,
2019; Krombholz et al., 2019; Wang et al., 2021), yet
there is a dearth of research exploring akrasia, a human
factor contributing to the unwillingness and resistance
to embrace a useful best practice tool in cybersecurity.
To bridge the aforementioned gaps, we conducted
an exploratory study on the formation of akrasia in MFA
adoption. Specifically, we employed a mixed-method
(Venkatesh et al., 2013) approach using the online
survey tool Prolific, which was shown to provide
superior data quality for online behavioral research
compared to other survey tools (Peer et al., 2022). We
randomly assigned participants to one of the two MFA
deployment scenarios: online banking or social media,
both of which necessitated the use of MFA. Participants
were asked to respond to open-ended questions related
to their decision-making process, which further enabled
us to identify factors motivating and discouraging the
deployment of MFA from the user perspective. After
removing unqualified responses, we obtained a sample
with 198 responses. To measure digital akrasia, we used
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a two-step process. We first determined participants'
normative beliefs—what they thought they should do
regarding MFA usage—and then examined their
behavioral intentions when facing a decision on
whether or not they would agree to use MFA. This
two-step process enabled us to identify akrasia.

Our findings uncovered five factors that
contribute to digital akrasia in the deployment of
MFA: (1) inconvenience, (2) time consumption, (3)
dependence on additional devices, (4) security
concerns, and (5) potential MFA hardware or software
malfunctions. These elements appear to widen the gap
between users' perception and planned action (i.e.,
digital akrasia) of MFA. The results also revealed five
factors that encourage the use of MFA and thus reduce
digital akrasia: (1) increased security in general, (2)
account verification and identity confirmation, (3)
peace of mind, (4) privacy and protection of personal
information, and (5) prevention of identity theft. These
factors highlight the recognized benefits of MFA and
contribute to narrowing the gap between normative
beliefs and planned behaviors (i.e., digital akrasia).

The theoretical contribution of our paper is
twofold. First, this research stands as a pioneering
exploration of digital akrasia in the cybersecurity
context, extending the understanding of akrasia from
classical disciplines like philosophy and psychology to
the context of information security. Second, we
proposed a two-step process to measure digital
akrasia.

Our findings also have practical implications for
organizations, cybersecurity professionals, and
policymakers. Our study found that barriers such as
inconvenience, time, dependence on additional
devices, security concerns, and potential MFA
hardware or software malfunctions deter individuals
from adopting MFA, despite recognizing its
importance. Understanding these barriers,
organizations and policymakers can work towards
tailoring solutions to mitigate these issues, such as
developing more intuitive, user-friendly MFA systems
that require less time and fewer additional devices.
Conversely, highlighting factors that motivate MFA
use can inform the design of persuasive mechanisms
to encourage its adoption. This research thereby
provides insights for designing more user-friendly and
effective security nudges that persuade users to
prioritize  MFA by focusing on its positive
implications.

This paper is structured as follows. First, we
present a literature review on akrasia, akrasia-related
concepts in the security context, and MFA. Next, we
describe our research methodology. Following that,
we present our findings, highlighting five factors
contributing to akrasia and five factors reducing

akrasia in the deployment of MFA. Finally, we discuss
the implications of our work for the existing literature
and conclude the paper by summarizing key findings.

2. Literature Review

2.1. Akrasia and Security Behavior

The word "akrasia," Greek for "weakness of will,"
refers to the inability of people to act in their own best
interests (Aagaard, 2019). Aagaard's study reported
that the concept has roots as far back as Plato and
Aristotle but created the term digital akrasia to
describe poor habits of smartphone users that are
practiced despite the knowledge that those habits are
either rude or disruptive to others. Although Aagard's
work in akrasia addressed behaviors such as phubbing
(ignoring nearby people in favor of focusing on their
smartphones), he has also focused on other distraction-
driven behaviors such as multitasking (Aagaard,
2019), tech addiction (Aagaard, 2021), and technology
use while attending class (Aagaard, 2015, 2021;
Selwyn & Aagaard, 2020).

The concept of akrasia, well represented in
philosophy, religion, and social psychology literature,
is that people continually act in ways they know are
problematic (Romaioli et al., 2008). Romaioli et al.
provided some sample reasons for Akrasia tied to
concepts such as gratification, pain avoidance, and
expediency.

It is vital to differentiate akrasia from an
intention-behavior gap. While many studies in and out
of the information systems literature find intentions to
be an adequate predictor of behavior, the strength of
prediction is not as high as one might expect. Sheeran's
(2002) found that intentions only accounted for 28%
of actual behavior. While Sheeran identifies one
reason as automatic processes that sometimes occur in
people's behavior, there is a need to tease out akrasia
from the intention-behavior gap (Crossler et al., 2014;
Jenkins et al., 2021; Sun et al., 2020). Romaioli et al.
(2008) and Aagaard (2019) help us differentiate
akrasia by referring to temptation in several of their
discussions. Romaioli et al. describe someone wanting
to work late at night, intending to stay alert and avoid
alcohol, but succumbs to the temptation of a nearby
bottle of wine. Aagaard describes students in
interviews who strongly criticize their peers for
phubbing but then proceed to commit that very social
behavior, ignoring their nearby friends in favor of
browsing social media. Aagaard refers to this behavior
as unintentional.

This scenario illustrates the key differentiator of
the intention-behavior gap: A person might respond
that they know that MFA will improve security and
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perhaps prevent identity theft or loss of their data. This
is the desired behavior. However, when they think
operationally about the effort and/or inconvenience
that might be required, their intentions might not be
consistent with their assessment of the desirability of
the action, and there might be a breakdown in their
intentions. A common complaint of MFA is captured
in a recent study by describing it as "annoying," which
likely led to the fact that even five years after
introducing the technology on their platform, less than
10% of Google user accounts enable multi-factor
authentication (Colnago et al., 2018). Gatlan (2022)
reported that Google recently found it necessary to
begin automatically enrolling its users, resulting in a
50% reduction in compromised accounts for those
who were enrolled, compared to people who don’t use
MFA.

Therefore, we should differentiate the assessment
of the value of an infosec tool (such as the adoption of
MFA) from the intention to use it. Users might value
the action but never intend to activate MFA and
subsequently never activate it. In this case, an
intention-behavior gap is not the phenomenon of
interest but rather the impact of Akrasia. A person
answering a question about intentions could reflect on
what they would need to do (pull out their mobile
phone and confirm their authenticity) potentially every
time they initiate an action and then conclude that they
do not intend to use MFA.

In sum, akrasia in the context of MFA could be
understood as a conflict between an understanding of
long-term security needs and the desire for immediate
convenience or comfort, influenced by various
cognitive biases, such as present bias (Jackson &
Yariv, 2014; O'Donoghue & Rabin, 2015; Takeuchi,
2011), optimism bias (Rhee et al., 2012; Weinstein,
1989), and status quo bias (Fernandez & Rodrik, 1991;
Samuelson & Zeckhauser, 1988). Present bias
suggests that people tend to give stronger weight to
payoffs and costs that are closer to the present time
than those in the future (O'Donoghue & Rabin, 2015).
This can lead to inconsistencies in decision-making,
where immediate, minor inconveniences (like
spending a few extra seconds to use MFA) are
weighted more heavily than the potential future
benefits (like avoiding a significant security breach).
Optimism bias causes individuals to believe that they
are less at risk of experiencing a negative event
compared to others (Weinstein, 1989). In the context
of MFA, individuals may neglect to use it because they
believe they are less likely to be the victim of a
security breach, despite statistical evidence to the
contrary. Their lack of negative security experiences
might also feed the optimism. Finally, the "status quo
bias" could also play arole. This is a preference for the

current state of affairs, and the default option is often
chosen over alternatives (Samuelson & Zeckhauser,
1988). If MFA is not set as the default option, people
may stick with the less secure, but more familiar,
method of single-factor authentication.

2.2. Comparing Akrasia with Related
Concepts

2.1.1. Procrastination. It is a complex behavior that
involves delaying tasks or decisions (O'Donoghue &
Rabin, 2001). Procrastination usually refers to the
voluntary delay of an intended course of action despite
expecting to be worse off for the delay (Davidson,
2001; Holton, 2009; O'Donoghue & Rabin, 2001). It is
a self-defeating behavior that many people engage in,
even when they know it is against their better
judgment. Procrastination often involves trading
short-term comfort for long-term disadvantage
(Holton, 2009). However, some individuals may
perform better under stress and can use the sense of
urgency to increase productivity and achieve better
results (Chun Chu & Choi, 2005).

Like akrasia, procrastination involves knowing
the best course of action but delaying or avoiding it
(Steel, 2007). It's a voluntary delay of an intended
course of action despite expecting to be worse off for
the delay. The difference between procrastination and
akrasia is that procrastination is typically about delay
and akrasia represents outright avoidance. For
example, someone may know that it is in their best
interest not to consume unhealthy food, but in a
moment of weakness, they give in to temptation — that
is akrasia rather than procrastination. Table 1 details
the similarities and differences among akrasia and the
related concepts.

2.1.2. Security Fatigue. It is defined as a state of
fatigue and exhaustion with security rules and
procedures (Cram et al., 2021). Security fatigue can
lead to non-compliant security behavior, not due to
malicious intent, but rather due to the overwhelming
demands imposed by security policy requirements.
One telling statistic from a passwordless continuous
authentication vendor is that the average user must
respond to MFA requests 16 times per day
(SecureAuth, 2022).

Comparing security fatigue with akrasia, both
concepts involve a deviation from the ideal or
expected behavior. However, the key differences are
the different causes of the two behaviors. Security
fatigue is caused by external factors, such as
overwhelming security demands (Cram et al., 2021;
Furnell & Thomson, 2009), while akrasia is often
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Table 1. Summary of Comparison Between Akrasia and Related Concepts

Concept Similarity with Akrasia Difference from Akrasia Relevant Fields and
Reference
Both involve knowing the best Procrastination is typically about delay Psychology, Education
course of action but delaying or rather than outright avoidance, which (Holton, 2009;
Procrastination | avoiding it voluntarily, despite could be a distinguishing factor. O'Donoghue & Rabin,
expecting to be worse off for the 2001; Steel, 2007)
delay.
Both involve knowing the Security fatigue is caused by external Information security
importance of security practices factors, such as repetitive security (Cram et al., 2021;
Security but avoiding them due to demands, while akrasia is often attributed | Furnell & Thomson,
Fatigue perceived inconvenience or to internal factors, such as lack of self- 2009)
complexity despite knowing the control.
potential consequences.
Both involve a kind of tension or | Cognitive dissonance isn't necessarily Psychology, Marketing,
Cognitive conflict within the individual. about knowing the best course of action Communication (Bem,
Dissonance and doing otherwise; it's more about 1967; Brehm & Cohen,
holding contradictory beliefs. 1962; Festinger, 1962)
Both involve a disconnect Irrationality doesn't necessarily involve an | Psychology, Philosophy
between what is considered the awareness of what the "best" course of (Oaksford & Hall,
best course of action and the action is. Irrationality can be due to, for 2016; Sutherland, 1992)
Irrationality actual course of action taken. An | instance, a lack of knowledge, erroneous
individual behaving irrationally reasoning, or emotional biases. However,
often acts against their self- Akrasia implies that the individual knows
interest. the best action but chooses not to take it.

attributed to internal factors, such as lack of self-
control (Aagaard, 2019).

2.1.3. Cognitive Dissonance. It refers to the
discomfort a person feels when they hold two or more
contradictory beliefs, values, or attitudes, especially
when their behavior contradicts these beliefs, values,
or attitudes (Bem, 1967; Brehm & Cohen, 1962;
Festinger, 1962). Cognitive dissonance and akrasia
involve tension or conflict within the individual. In
cognitive dissonance, this conflict is between two or
more contradictory beliefs, values, or attitudes, or
between one's behavior and one's beliefs, values, or
attitudes (Bem, 1967; Festinger, 1962). In akrasia, the
conflict is between one's knowledge of what is best
and one's actual behavior (Romaioli et al., 2008).

However, the two concepts differ in how they
explain this conflict and how individuals respond to it.
According to Festinger's (1962) theory of cognitive
dissonance, individuals are motivated to reduce the
discomfort of the dissonance. While akrasia could be
seen as a failure of self-control, focusing on the role of
desire and emotion in overriding rational behavior,
rather than a matter of cognitive inconsistency.

2.1.4. Irrationality. It is a psychological concept that
significantly affects human decision-making and
behavior (Oaksford & Hall, 2016; Sutherland, 1992).
Sutherland (1992) argues that irrationality emerges
from a range of factors, including the denial of
information  to  preserve  personal  beliefs,

overconfidence, intuition, ignorance, and societal
influence. It captures behaviors that lack logic or
reasoning. Moreover, Oaksford and Hall (2016) focus
on the cognitive systems (i.e., system 1 and system 2)
that cause irrationality. They argue that irrationality
mainly originates from errors in System 2, which
involves working memory and language, rather than
the intuitive and automatic System 1, which is
typically considered the primary source of irrational
behavior. Irrationality and akrasia are both related to
sub-optimal decision-making. However, irrationality
arises from cognitive and emotional errors often made
unconsciously (Oaksford & Hall, 2016; Sutherland,
1992), while akrasia occurs when we knowingly act
against our rational judgment (Romaioli et al., 2008).

2.3. Multi-Factor Authentication and Security
Practices

MFA, a security measure necessitating two or
more distinct authentication factors for user
verification, enhances protection for users' credentials
and resources (Albayram et al., 2017). It offers a
higher assurance of security compared to single-factor
authentication methods, which typically rely solely on
a password or passcode. However, understanding user
behaviors and attitudes towards MFA is critical to
promoting its effective adoption and use.

Prior studies have explored the complexities of
user attitudes and behaviors towards MFA (Das et al.,
2014; Harbach et al., 2014; Weir et al., 2010). Das et
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al. (2014) reveal a paradox within users' attitudes:
while users acknowledge the security advantages of
MFA, they often regard it as burdensome, thus
fostering negative attitudes. This underlines the
necessity of creating MFA systems that seamlessly
blend security and user-friendliness. Harbach et al.
(2014) identified key determinants influencing MFA
adoption, including perceived security benefits, ease
of use, and social factors. They further observed that
users with a history of security breaches showed a
higher inclination towards adopting MFA,
emphasizing the role of personal experience in shaping
security behaviors. Moreover, Weir et al. (2010)
asserted that the perceived cumbersomeness and time-
consuming nature of MFA could negatively impact
user satisfaction. Despite these potential downsides,
users tend to accept these challenges if the security
benefits are deemed significant.

In conclusion, the acceptance and effective use of
MFA, while recognized as a vital security measure, are
contingent upon a nuanced comprehension of user
behavior and attitudes. Studying the concept of akrasia
could improve the rate of acceptance of MFA, as a
deeper understanding of akrasia could elucidate why
users sometimes neglect the best cybersecurity
practices, informing the design of more effective and
user-friendly MFA systems bolstering cybersecurity.

3. Method

3.1. Research Design

To investigate our research question, we
employed a mixed-methods design with a qualitative
emphasis. We used a scenario-based survey to identify
themes and patterns that could enhance our
understanding of the factors influencing digital akrasia
in the context of MFA. The survey presented
participants with a short video describing one of two
scenarios: an online banking situation or a social
media context, each offering the optional use of MFA!.
This method allowed us to cover both a high-stakes
scenario (banking) where the importance of security is
generally well-understood, and a more casual scenario
(social media) that reflects less critical, daily digital
interactions. Participants were asked to identify three
factors that would encourage them to use MFA and
three that might dissuade them from doing so.

To evaluate the level of akrasia, we followed a
two-step process. Initially, we determined the
participants' normative beliefs, asking them what they

thought they should do regarding MFA
implementation before providing the scenarios. After
the scenario, we immediately asked about their actual
behavior—whether or not they would use MFA.

3.2. Data Collection

After obtaining approval from the IRB, we
recruited participants from Prolific, an online
recruitment that was shown to provide high data
quality (Peer et al., 2022). We set a target sample size
of 200 respondents. 15 additional participants served
to pilot test the instrument. Respondents were
informed that the task typically took 5 minutes to
complete. Those who successfully finished the survey,
including attention checks, were compensated $1.21,
an amount that resulted from a small Prolific
adjustment to ensure fair payment given the time it
took to participate. To qualify, participants were
required to provide meaningful answers to the
qualitative questions, specifically listing factors that
encouraged and discouraged them from using MFA in
their assigned scenario. Ultimately, we obtained
usable results from a total of 198 participants. 102
participants randomly received the online banking
scenario, and 96 participants were assigned to the
social media scenario.

3.3. Qualitative Analysis

We aimed to understand participants’ reasoning
behind their akrasia for MFA adoption. After
participants made their decision about opting into
MFA, we prompted them with open-ended questions
about the benefits that would lead them to adopt MFA
and the drawbacks of using MFA that would lead them
to ignore an invitation for its use.

The qualitative data collected from the survey
responses were analyzed using thematic analysis. We
followed an iterative process of first-cycle inductive
coding (Saldafia, 2021). Following the recommended
procedure, one researcher performed the initial open
coding and identified categories representing the
benefits and drawbacks of using MFA. All three
authors of the research team then reviewed and
adjusted these categories. Two coders achieved
Cohen's kappa scores (across responses from 15
participants) of .7362 and .6547 for advantages and
disadvantages, respectively, signifying substantial
agreement (Fleiss, 1971). With this high level of inter-

! Animation of the online banking scenario: https://youtu.be/9JHtJy-aMBO; animation for the social media scenario:

https://youtu.be/x1Ucd_60gq¥Y
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rater reliability attained, one coder independently
coded the entire dataset.

4. Findings
4.1 Evaluating the Benefits of MFA

After conducting the qualitative analysis, we
divided the benefits of MFA into five broad
categories: (1) increased security in general, (2)
account verification and identity confirmation, (3)
privacy and protection of personal information, (4)
peace of mind, and (5) prevention of identity theft.
Table 2 provides details of each factor in reducing
akrasia in MFA deployment.

Respondents emphasized the increased security
offered by MFA, describing it as an added layer of
protection. For instance, one respondent mentioned,
"one advantage is that it is now harder for someone
else to login to my bank account, even if they guess the
password correctly."

Another crucial advantage of MFA highlighted by
respondents related to the verification of the account
holder's identity. As one respondent stated: "the extra
step confirms it's really me" which confirms the
identity of the user and ensures that only authorized
individuals gain access.

The role of MFA in safeguarding personal
information was another major theme that emerged
from the responses. For example, one participant
mentioned, "My personal info is much safer." By
providing an extra security layer, MFA helps to keep
sensitive personal information out of the hands of
hackers, thereby ensuring its safety.

The peace of mind offered by the added security
was often mentioned, with one respondent noting that,
"I sleep better at night knowing that my accounts are
secure."

Finally, several participants mentioned the role of
MFA in preventing identity theft. The second layer of
authentication makes it much more difficult for
unauthorized individuals to gain access to personal
information, thereby reducing the chances of identity
theft. A respondent shared, "It safeguards your
account against identity theft."

4.2 Evaluating the Drawbacks of MFA

From the responses collected regarding the
disadvantages of MFA, several prominent categories
emerged. These categories provide insights into the
various drawbacks associated with the deployment of
MFA. The most mentioned inhibitors of enabling
MFA are (1) inconvenience, (2) time consumption, (3)

dependence on additional devices, and some
participants also mentioned (4) security concerns and
(5) potential hardware or software malfunctions of
MFA when making MFA decision, as shown in Table
3.

Many respondents expressed concerns about the
inconvenience of using MFA. This category includes
responses that highlight the additional steps, time-
consuming processes, and general inconvenience
associated with MFA implementation. For example,
respondents mentioned the hassle of changing phones,
the need to have a phone readily available to receive
authentication codes, and the inconvenience of having
to enter a code every time they want to log in. A
respondent shared that MFA leads to "inconvenience
if I don't have my phone handy."

The category of time consumption focuses on the
extra time required for the MFA process. Respondents
mentioned delays in code delivery, expiration of codes
within a short time frame, and the overall increased
time needed to log in. Some respondents highlighted
situations where they needed immediate access to their
accounts but were delayed due to the time-consuming
nature of MFA. A respondent shared "sometimes the
code may not be sent in the time window given,
causing frustration and annoyance."

Respondents expressed concerns about being
dependent on additional devices for MFA. This
category encompasses responses related to the
potential loss, misplacement, or changing of phones or
phone numbers. Respondents mentioned the difficulty
in accessing their accounts if they do not have their
phones with them or if their phones are lost or stolen.
For example, one response stated that "reliance on
phone networks that can be spotty in certain areas, so
you may have difficulty receiving the code."

The security concerns category revolves around
doubts and apprehensions about the security of MFA.
Respondents mentioned potential vulnerabilities, such
as hacking, unauthorized access, and interception of
codes. Some respondents questioned the reliability and
privacy of text messages as a means of authentication,
expressing worries about the potential misuse of
personal information. For example, one response
stated that "it might not prevent hacking if the person
also has access to your phone or text messages."

The category of malfunctions pertains to
responses highlighting potential issues and technical
malfunctions associated with MFA. Respondents
mentioned delayed code delivery, codes not being
received, and difficulties in setting up or using MFA
due to technical problems. These concerns indicate
that malfunctions in the authentication process can
create obstacles for users and hinder their ability to
access their accounts. For instance, one respondent
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shared that "sometimes the code you need does not
come through, and you have to get another code."

4.3 Comparing Akrasia in Two Scenarios

The results also imply a strong correlation
between the degree of perceived data sensitivity and
the prevalence of akrasia among users. Specifically, in
the online banking scenario, only 6 out of the 102
participants exhibited akrasia by choosing not to use
MFA, and they appeared to be more inclined to adopt
MFA. In these high-stakes contexts, the sensitive
nature of the information—financial records, account
numbers, personal identity details—makes security a
paramount concern.

Contrastingly, in the context of social media,
where the perceived data sensitivity is typically lower,
a significant number of participants—31 out of 96—
demonstrated akrasia by choosing not to implement
MFA. Even though social media platforms often
contain a wealth of personal information and potential
security threats, users may perceive these platforms as
less crucial to protect compared to their financial
assets.

4.4 Formation of Akrasia in MFA Deployment

Our findings illuminate a significant tension
between the perceived benefits and drawbacks
associated with MFA. Users often acknowledge that
MFA provides an additional layer of security to their
digital accounts. However, this understanding is often
counterbalanced by perceived inconveniences related
to MFA usage. We proposed a process model to depict
the formation of digital akrasia in the context of MFA,
as shown in Figure 1. The model comprises three
stages:

Awareness of security measures: This is the
initial stage where users become aware of MFA and its
purpose in enhancing their account security.

Repeated evaluation of Dbenefits and
drawbacks: After becoming aware of MFA, users
enter a cycle of evaluating the benefits against the
drawbacks of implementing this security measure.
They repeatedly assess the added security provided by
MFA against the potential inconvenience it might
impose.

Decision making — Three paths: An important
moderating factor in this process is the context (i.e.,
the degree to which users perceive their data to be
important) where users decide their course of action.
This decision can take three forms: (1) Action: The
user decides to adopt MFA, deeming the benefits of
added security to outweigh the drawbacks of potential
inconvenience. (2) Delay in action: The wuser
postpones the decision to implement MFA, possibly
due to current inconveniences or the belief that the
potential security threat isn't immediate or severe. (3)
Emergence of akrasia: The user decides not to adopt
MFA despite understanding and appreciating its
benefits, thus acting against their better judgment. This
decision constitutes digital akrasia, where the user's
action deviates from their acknowledged
understanding of the best course of action.

Evaluate Benefits )

a

b -

Delay in Actions

Evaluate Drawbacks ¢

Emergence of
Akrasia
Figure 1. Process Model of Formation of Digital

Akrasia in MFA Context

Awareness of
Security Measures
(i.e., 2FA)

Table 2. Factors Reducing Akrasia in MFA Deployment

and identity authenticate

confirmation

Count: Count:
Factors Coding Lexicon Example Responses Online Social
Banking | Media
Increased security in Security, hack, "Safety of my account from the hackers",
1 " 3 "on S 154 ]42
general unauthorized access Protection of my account", "Better security
Account verification Verification, identity, "Verification that it's me using the account", "It

would help authenticate my presence in the 26 32
social media community"

Privacy and protection | Privacy, personal

"Preventable measures from identity theft",

of personal information, data privacy | "protection of personal information", "It would 13 20
information increase my data privacy"
Peace of mind Peace of mind, "You will feel more secure", "It gives me peace
L qn 38 16
confidence, secure, feel of mind",
Prevention of identity | Identity, theft "It safeguards your account against identity 5 9
theft theft."

Page 4780


n


Table 3. Factors Contributing to Akrasia in MFA Deployment

Count - | Count -
Factors Coding Lexicon Example Responses Online Social
Banking | Media
Inconvenience Annoying/bothersome, "It's an added step into signing in which can be
extra steps, hassle bothersome", "Requires an extra step to log in", 67 77
"Sometimes it's a hassle"
Time consumption Time, consuming "It takes extra time to log into my account", 73 55
"time-consuming", "It takes longer to log in"
Dependence on Phone requirements, "If I lose my phone, I may have trouble
additional devices dependence on device, accessing my account”, "You need a phone to 65 51
receive the code"
Security concerns Not secure, hacking risks, | "MFA via text message is not the most secure
misuse of personal option", "Device with MFA may be hacked and
. . . 17 17
information MFA can be used to gain access to an account
by hackers"
Potential MFA Delay, error "Sometimes the code may not be sent in the
hardware or software time window given, causing frustration and 14 13
malfunctions annoyance", "chance of code timing out before
entry”, "delay in receive the code"

5. Discussion

In this study, we explored digital akrasia in the
context of MFA, which refers to the gap between
users' understanding of the benefits of MFA and their
reluctance or delay in implementing it.

The identified factors provide valuable insights
into the motivations and barriers faced by users when
deciding whether to adopt MFA in non-mandatory
contexts. Specifically, the factors contributing to
digital akrasia, such as inconvenience, time
consumption, dependence on additional devices,
security concerns, and malfunctions, highlight the
challenges that users perceive in implementing MFA.
These factors create barriers and obstacles that lead
users to act against their better judgment, opting not to
use MFA despite understanding its benefits. On the
other hand, the factors that reduce digital akrasia,
including increased security in general, account
verification and identity confirmation, peace of mind,
privacy, and protection of personal information, and
the prevention of identity theft, provide insights into
the perceived benefits of MFA. These factors help
bridge the divide between users' normative beliefs
regarding the significance of MFA and their actual
behavioral choices.

Moreover, a potential moderating factor we
observed is the degree to which users perceive their
data to be sensitive. This perception of data sensitivity
may vary based on the user's understanding of the
potential consequences of a data breach, the nature of
the data involved, and the individual's attitudes toward
privacy and security. Users who perceive their data as
highly sensitive, regardless of the context, may be less

likely to demonstrate akrasia and more likely to adopt
robust security measures such as MFA.

From the qualitative data we have collected, we
identified instances where individuals recognized the
advantages of using MFA but didn’t implement it,
indicating an internal conflict between understanding
and action. Some responses illuminated skewed cost-
benefit analyses. For example, a participant
emphasized the hassles of adopting MFA, such as
awaiting a text message, more than the enhanced
security MFA offers. This underscores cases where
individuals may misjudge the balance between effort
and rewards. Akrasia represents irrational behavior,
stemming from a lapse in self-control. In contrast,
skewed cost-benefit evaluations are rational; they
involve purposeful, albeit sometimes misguided,
reasoning. Akrasia is when someone understands the
ideal acting but doesn’t pursue it. On the other hand, a
biased cost-benefit decision implies the individual has
deliberately assessed the pros and cons of an action,
like implementing MFA, and made an informed but
flawed decision. The distinction lies not in failing to
act on known benefits but in possibly misjudging the
value of those benefits relative to the perceived costs.

Our study not only pioneers the exploration of
digital akrasia in the field of cybersecurity but also
introduces this concept as a viable explanation for
users' unwillingness to adopt security measures,
particularly in non-mandatory and non-organizational
settings. This represents a significant theoretical
contribution to information security literature. While a
substantial body of work exists on user behavior and
decision-making in the security context, few have

Page 4781


n


specifically addressed the phenomenon of digital
akrasia in relation to the adoption of MFA.

Our study also has practical implications for
organizations and policymakers. They can use these
insights to develop strategies that mitigate the
inconveniences associated with MFA. For instance,
organizations could simplify the MFA process, make
it quicker, and ensure the procedure is less reliant on
additional devices. Strategies and security training
efforts can be designed to present MFA not just as a
technical requirement, but as a beneficial practice that
enhances online security and privacy. Moreover, the
implementation of MFA encompasses a range of
approaches, some of which may impose higher
burdens on users due to the increased effort, resources,
or expenses involved. For instance, methods like
hardware tokens or biometric authentication might
require users to invest in specialized devices or
undergo more intricate setup processes, potentially
deterring adoption. While these forms of MFA offer
heightened security, recognizing the potential trade-
offs between security and user convenience is crucial.
Making a balance between strong security measures
and user-friendly implementation is essential to ensure
that the benefits of enhanced protection are not
overshadowed by the challenges posed by higher
implementation burdens.

Our research presents several limitations worth
noting. First, it relies on self-reported data gathered
through an online survey tool, which may limit the
generalizability of our findings. Second, due to the
subjective nature of the qualitative approach, biases
may have unintentionally influenced the analysis and
interpretation of the responses. Additionally, while we
identified five factors each that contribute to or reduce
akrasia, there may exist other significant influences on
the adoption of MFA that our study did not capture,
such as unrealistic trust or distrust in technology or
biased perception of risk. These considerations point
to the need for further research to validate and expand
upon our findings.

Future research may investigate akrasia in various
security contexts where MFA is not mandatory, such
as healthcare. Moreover, the exploration of the
identified potential moderating factor, the perceived
sensitivity of data, warrants more comprehensive
scrutiny. Studies could explore whether altering
perceptions of data importance might decrease akrasia
and encourage wider adoption of MFA. Additionally,
researchers should consider the relevance of the
identified factors contributing to akrasia across diverse
cultural or situational contexts, thus providing a more
comprehensive perspective on akrasia.

6. Conclusion

In conclusion, this study explores digital akrasia
in the context of MFA deployment. By identifying the
factors that contribute to and reduce digital akrasia, we
provide insights for both theoretical research and
practical  applications in understanding the
complexities involved in decision-making and
adoption of security practices.
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