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Abstract 
Information privacy studies regularly measure 

people’s intention to disclose information with holistic 
(general) or analytic (specific) measures. As 
researchers have endeavored to uncover differences in 
findings within privacy-related research, the nature of 
this measure has not been considered. This work 
demonstrates the differences in findings when intentions 
are measured holistically vs. analytically. We surveyed 
participants from Amazon Mechanical Turk and showed 
that measuring intentions analytically or holistically 
influences the results found. Overall, our study 
demonstrates the importance of measuring disclosure 
intentions analytically to better understand the factors 
that influence information disclosure. We discuss how 
these measurement decisions can influence future 
privacy research.  

 
Keywords: Privacy Calculus; Behavior; Information 
Disclosure; Holistic vs. Analytical Intentions. 

1. Introduction  

Information privacy literature regularly measures 
people’s intentions by asking questions about their 
likelihood of sharing information. This is done in two 
different ways, either holistically, where disclosure 
intentions are asked in a general sense (e.g., Dinev & 
Hart, 2006; Keith et al., 2013), or analytically, where 
disclosure intentions are asked specifically about the 
information a person would share (e.g., Ozdemir et al., 
2017). As researchers have endeavored to uncover 
differences in when the theoretical underpinnings of 
information privacy theories hold (e.g., Kokolakis, 
2017), they have not considered this difference in how 
disclosure intentions are measured. This leads to the 
following question. How does measuring disclosure 
intentions, holistically or analytically, affect 
understanding of information disclosure?  

In answering this research question, we 
demonstrate the differences that happen depending on 

whether disclosure decisions are measured holistically 
or analytically.  We suggest that this could result in 
differences in privacy findings and that measuring 
disclosure decisions analytically provides more 
precision. We test this within the healthcare context. 

2. Literature Review 

It is necessary to position this within existing 
theoretical understandings to determine the difference 
that measuring disclosure intentions makes in 
understanding privacy decisions. In our research, we 
draw on the privacy calculus literature (Dinev & Hart, 
2006), and the APCO model (Smith et al., 2011) to 
establish a nomological net for determining differences 
in explaining information disclose intentions based on 
whether these are measured holistically or analytically.     

2.1. Privacy Calculus 

The privacy calculus is considered as one of the 
main paradigms used to explain users’ information 
disclosure (Dinev et al., 2015; Dinev & Hart, 2006). 
Privacy calculus suggests that users will consider both 
the perceived benefits and the perceived risks associated 
with the exchange of information and will be willing to 
take part in the exchange only when the benefits 
outweigh the risks (Dinev & Hart, 2006).  

In most privacy work, the dependent variable is the 
individual’s intention to disclose (e.g., Fox & Connolly, 
2018; Karwatzki et al., 2017; Warkentin et al., 2017). 
Intention to disclose refers to an individual’s intention 
to share their personal information with others.  

According to privacy calculus, perceived benefits 
have a positive relationship with information disclosure 
while perceived risks have a negative effect 
(Koohikamali et al., 2015; Lee et al., 2013). When 
individuals participate in a transaction, they decide 
based on the expected outcomes from that transaction 
(Ozdemir et al., 2017). They will disclose their 
information if they believe that participating in the 
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transaction and revealing personal information will 
enable them to earn a reward. Prior literature on privacy 
has shown that, whenever individuals take part in a 
transaction, they will be motivated by the expected 
benefit (Spiekermann & Korunovska, 2017). In most 
cases, benefits directly influence individuals’ intention 
to disclose or disclosure behavior. Therefore: 

H1: Health-related benefits will have a positive 
influence on Health-related information disclosure 
intentions (a) and behavior (b). 

Whenever individuals are thinking about 
transacting with a company, they will not only think 
about the potential benefit they could get from that 
transaction but will also consider the potential risk of 
sharing their information (Karwatzki et al., 2022). 
Perceived risk is defined as “the user’s perceived 
expectation of suffering a negative outcome as a 
consequence of online disclosure of personal 
information” (Dinev et al., 2013, p. 301). When 
individuals share information with organizations, they 
are doing so with the hope that only authorized 
personnel will access it. However, there is always the 
risk that some unauthorized person has access to it 
(Dinev et al., 2013). There is also a concern related to 
how organizations could use the information for some 
other purpose than what was expected (Bansal et al., 
2015; Dinev et al., 2013). Overall, prior literature has 
consistently shown that perceived risks are a strong 
predictor of disclosure intention and/or behavior (Fox & 
Connolly, 2018; Miltgen et al., 2016; Warkentin et al., 
2017).  We therefore hypothesize that: 

H2: Health-related risks will have a negative 
influence on health-related information disclosure 
intentions (a) and behavior (b). 

2.2. APCO Model 

The APCO model (Smith et al., 2011) describes the 
relationships between privacy concerns (PC) and 
various antecedents (A) and outcomes (O). It also 
introduces several mediating factors between privacy 
concerns and outcomes, such as benefits, risks, and 
trust. Various privacy studies have shown that when 
individuals tend to have high privacy concerns they will 
also have higher perceived risk (Dinev et al., 2015; 
Hong & Thong, 2013; Malhotra et al., 2004; Miltgen et 
al., 2016). When individuals have concerns that their 
health information may be accessed by unauthorized 
people or the organization may use it for other purposes 
than the original intended use, they tend to associate 
disclosure with higher perceived risk. Thus, it is 
expected that a higher level of privacy concern will 
result in a higher level of perceived risk. We therefore 
hypothesize that: 

H3: Health-related privacy concerns will have a 
positive relationship with health-related risks. 

Individuals’ concern for privacy is often measured 
along with their intention to share information or their 
disclosure behavior (Bélanger & Crossler, 2011; Smith 
et al., 2011). Prior research has extensively studied the 
relationship between privacy concerns and the intention 
to disclose information. This relationship has been 
tested in various contexts such as sharing data with 
Internet connected cars (Cichy et al. 2021), personalized 
event recommendation websites (Karwatzki et al., 
2017), e-commerce (Kim et al., 2016; Wakefield, 2013), 
technology adoption (Warkentin et al., 2017) and 
mobile health technology (Fox & Connolly, 2018). 
While some studies did not find any significant 
relationship between privacy concerns and intentions to 
disclose personal information or find significant results 
in one specific context but not another context (e.g., 
Crossler & Posey, 2017; Sheng et al., 2008) most studies 
found a negative relationship (Fox & Connolly, 2018; 
Karwatzki et al., 2017; Cichy et al., 2021).  Consistent 
with prior findings in this area, we expect that 
individuals with high privacy concerns will be reluctant 
to share their health information. 

H4: Health-related privacy concerns will negatively 
influence health-related information disclosure 
intentions (a) and behavior (b). 

Trust plays an important role when individuals 
decide to participate in a transaction and share their 
personal information. Trusting beliefs are individuals’ 
beliefs that the organization with whom the information 
is being shared would act in their best interest, even 
when they are vulnerable (McKnight et al., 2002). Prior 
studies on trust and privacy have argued that individuals 
personal traits influence their trusting beliefs (Malhotra 
et al., 2004; McKnight et al., 1998). When individuals 
are highly concerned about their privacy and worry that 
their personal health information could be misused if it 
is shared with an organization, they would also think 
that the organization might not act in their best interest. 
Therefore, individuals with high privacy concerns will 
tend to have low trusting beliefs.  

Most privacy work has confirmed a direct negative 
relationship between privacy concerns and trust (Hong 
& Thong, 2013; Miltgen et al., 2016). This relationship 
has been shown to be consistent in many contexts 
(Bansal et al., 2015; Lin & Armstrong, 2019; Malhotra 
et al., 2004; Warkentin et al., 2017) where individuals 
with high privacy concern have been shown to hold low 
trust in the organization with whom they wanted to share 
their data.  Therefore: 

H5: Health-related privacy concerns will have a 
negative relationship with trust. 

Trusting beliefs are strong predictors of intention  
(McKnight et al., 2002). This has been shown within the 
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context of privacy research as well where trust has been 
consistently shown to be a strong predictor of intention 
to share personal information (Bansal et al., 2015; Dinev 
et al., 2015; Lin & Armstrong, 2019; Malhotra et al., 
2004; Miltgen et al., 2016). When individuals have high 
trust in an organization’s capability to handle their 
personal information, they are more likely to share their 
information with them. This is because having high trust 
means that the organization is competent and willing to 
act in the best interest of the consumers when it comes 
to protecting their personal information (McKnight et 
al., 2002). The consumers will feel safe and thus share 
their personal health information. Therefore, we 
hypothesize:  

H6: Trust will have a positive influence on health-
related information disclosure intentions (a) and 
behavior (b).  

2.3. Holistic vs. Analytical Information 
Disclosure Intentions  

In the privacy literature, a common DV is intention 
to disclose or share information (Bélanger & Crossler, 
2011; Smith et al., 2011). This variable has, however, 
been treated differently in different studies. Some 
studies measure a holistic intention to disclose (e.g., 
Dinev & Hart, 2006; Keith et al., 2013). Holistic 
information processing means an “orientation toward 
the relationship between objects and the field” (Duff & 
Sar, 2015, p. 174). By holistic intention, we mean that 
the participants are asked to process the information 
about the intention to disclose as a whole. In the privacy 
literature, holistic disclosure intention means that 
participants are asked to provide an overall intention to 
provide all the information requested but are not given 
the opportunity to respond for each information item 
specifically.  

Other studies ask respondents to provide intentions 
at a more granular level, using an analytical process 
(e.g., Ozdemir et al., 2017). Analytical process refers to 
“an information processing style that promotes a focus 
on specific items” (Duff & Sar, 2015, p. 174). In 
analytic thinking, an individual considers each element 
of decision making separately (Hossain, 2018). In the 
privacy literature, analytic disclosure intention means 
that the respondents are asked for their intention at the 
item level, item per item.  

Even though there is a difference between these two 
types of intention measurements, to our knowledge, 
prior privacy studies have not examined these 
differences, neither theoretically nor empirically. It is, 
however, crucial that researchers are intentional when 
deciding on how they will measure this construct. The 
closest investigation we found related to this issue is in 
the information security literature where researchers 

differentiate specific and general intention to comply 
with security policies (Siponen & Vance, 2014). Studies 
in this area have shown that using general (holistic) vs. 
granular (analytic) intentions to comply with security 
policies lead to different results in terms of an 
individual’s behavior (Cram et al., 2019). We expect the 
same to occur in a privacy setting. 

Peripheral cues such as message framing can affect 
intention to disclose (Dinev et al., 2015). Individuals 
who are making decisions based on holistic processing 
could be more prone to framing effects as they are not 
scrutinizing the information in detail (McElroy & Seta, 
2003). We argue, therefore, that using intentions 
measured analytically would provide a more precise 
measure of user intentions. When holistic intentions are 
measured, respondents are not provided with an 
opportunity to express the exact information they would 
be willing to share. They may have more difficulty in 
accurately picturing what they are asked to disclose 
(Siponen & Vance, 2014) and how to make such a 
decision. It may be that they would be willing to share 
one piece of information but not another. As they must 
make a holistic decision, it is difficult to know how they 
make their decision and if everybody uses the same 
rationale to make it. If people use different rationales, 
this should influence the results. How the respondent 
will answer intention questions would therefore vary 
depending on how the respondent will make the 
corresponding calculus between items with positive 
intent and items with negative intent. When the intention 
question is formulated at the item level (analytical 
process), there is less likelihood that people will respond 
differently from what the researchers intended to 
measure. We therefore propose: 

P1: The effects of benefits, risks, privacy concerns 
and trust on disclosure intentions depend on whether 
intentions are measured holistically (H) or analytically 
(A), such that the relationships will be more consistently 
supported when intentions are measured analytically.  

Finally, to determine which measure of intentions 
is not only best determined by the privacy calculus but 
also determines behaviors we include disclosure 
behaviors in this research. To study the relationship 
between intention and behavior, scholars usually refer 
to the Theory of Planned Behavior (TPB) (Ajzen, 1991). 
TPB states that an individual’s attitude towards a 
behavior has a strong influence on his/her actual 
behavior. In previous privacy work, some studies 
measure both disclosure intentions and actual disclosure 
behavior in the same paper (Adjerid et al., 2018; 
Koohikamali et al., 2015) and find mixed results when 
it comes to the dichotomy between intentions and 
behavior (Kokolakis, 2017). Due to the differences in 
the finding, we expect that the differences in intentions 
and behaviors are related to how intentions are 
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measured.  Drawing from prior privacy literature and 
consistent with TPB, we also expect that disclosure 
intentions and behavior are positively related: 

H7: Health-related information disclosure 
intentions will have a positive influence on health-
related information disclosure behavior. 

P2: The effect of health-related information 
disclosure intentions on health-related information 
disclosure depends on whether intentions are measured 
holistically (H) or analytically (A). 

The resulting research model tested in this paper is 
illustrated in Figure 1. 

 
Figure 1. Research model 

3. Method 

3.1. Participants 

For the study, we followed the procedures 
approved by the Institutional Review Board. We 
recruited 279 U.S. participants from Amazon 
Mechanical Turk (MTurk) and solicited their 
participation in exchange for some monetary 
incentive. We obtained informed consent from all 
participants. Research has shown that data gathered on 
MTurk are comparable to data acquired through other 
means (Mason & Suri, 2012) if you follow careful 
steps to increase data quality (Jia et al., 2017; Lowry 
et al., 2016; Steelman et al., 2014), which we followed. 
We assessed participants’ attentiveness by using 
multiple attention check questions, monitoring the 
time spent in answering the survey, and asking 
questions to ensure the manipulations were well 
received and understood.  

After removing incomplete responses and 
participants who did not pass our attention check 
questions, we had 178 usable responses. Males made 
up 64.6% of our participants. Fifty percent of all 
participants had a bachelor’s degree and 17.6% a 
master’s degree. Our sample consisted of 12.2% 
individuals aged 25 years old or below, 50.6% 

between 26 and 35, and 37.2% above 36. A power 
analysis indicated that we had reasonable explanatory 
power in our model. 

3.2. Experimental Procedure and 
Manipulated Variables 

We tested our hypotheses using a scenario-based 
survey that examined the disclosure decisions of 
participants along with measuring their privacy 
concerns, trust, risks, benefits, and disclosure 
intentions. All the participants were asked for their 
behavioral intentions holistically and analytically.  

The scenario used for the survey featured an app 
that required participants to beta test it prior to launch 
on the market, with the app developer being 
considered as the organization collecting information. 
Following the advice of Bansal et al. (2016) and 
Martin & Shilton (2016), we voluntarily chose a 
sensitive context for the app, which we defined as an 
environment in which sensitive information about 
individuals is collected. More particularly, we chose a 
health-related app that requires different types of 
personal data, such as demographic and medical data, 
to personalize the health-related recommendations 
sent to the users.  
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As a cover story, participants were told the app 
was collecting a variety of health-related information 
to improve their health and were asked to behave as 
testers of the app and provide feedback about the 
registration process as part of market research for the 
company (Martin & Shilton, 2016).  

To measure disclosure, we required participants 
to submit personal information of high sensitivity. 
This sensitivity level was assessed through a pilot 
study that was run beforehand on other participants. 

Participants were first briefly introduced to the 
story about the health-related app. Consistent with 
Keith et al. (2013), they were asked to disclose 
personal data of high sensitivity before being asked 
other questions.  

3.4. Measurements 

We adapted previously validated scales to 
measure the constructs corresponding to the 
independent and mediating variables (see Appendix A 
for survey design and measurement items). For our 
study, we used the Internet Privacy Concerns scale 
(Hong & Thong, 2013). This scale comprises 18 items 
corresponding to six different sub-dimensions of 
concerns. We used four items to measure trusting 
beliefs and four other items to measure risk beliefs, 
with scales again adapted from Hong and Thong 
(2013). We also included three items to measure the 
perceived benefits associated with disclosure, adapted 
from Dinev et al. (2013). Intentions were captured 
with both holistic and analytic measures, with analytic 
measures asking for the willingness to disclose each of 
the five specific health-related types of information 
asked (5-item Likert scale), while holistic behavioral 
intentions asked for an overall willingness to disclose 
the same five items (1-item Likert scale). Disclosure 
was measured by counting how many of the five items 
of high sensitivity were disclosed. 

Manipulation check questions were used to assess 
whether the participants felt the sensitivity level of the 
data required and we confirmed that the data were 
appropriately perceived as highly sensitive.   

We also asked the participants to assess the 
realism of the scenario on a one-item seven-point 
scale. The perceived level of sensitivity and realism 
questions were asked immediately after reading the 
vignette and the associated manipulations Of the 178 
participants, 69.1% judged it at five or above (mean = 
5.04), demonstrating a realistic scenario.  

4. Analysis and Results  

We tested our research model using partial least 
squares structural equation modeling (PLS-SEM) 

(Fornell & Cha, 1994) such that we could check both 
the psychometric properties of the measurement 
model (reliability and validity) and at the same time 
estimate the parameters of the structural model. We 
consider PLS-SEM an appropriate method as our main 
aim was to predict disclosure behavior. We used the 
SmartPLS 4 (Ringle et al., 2022) program. All 
measurement items are reflective. 

We have two different models, one including 
disclosure intentions measured at the holistic level (H) 
and another at the analytical level (A). We tested each 
model separately to avoid multicollinearity effects.  

4.1. Assessment of the Measurement Model 

We completed the measurement model analysis 
for both models (H and A). To assess reliability, we 
examined each item’s loading on the corresponding 
construct, with the criterion that items with loadings 
greater than 0.7 are reliable. The loadings of each item 
satisfied the threshold except for three items 
measuring the error dimension of privacy concerns. As 
all those items come from previously validated scales 
(i.e., Hong & Thong, 2013), we decided to keep them 
in the model. We then examined construct reliability 
in terms of internal consistency and composite 
construct reliability. Each construct had a Cronbach’s 
alpha value greater than the common threshold of 0.7, 
and the composite reliability exceeded the common 
threshold of 0.7, which jointly suggested appropriate 
reliability. We evaluated convergent validity by 
examining the average variance extracted (AVE) and 
the variance captured by indicators. Each construct’s 
AVE was greater than the 0.5 common threshold, so 
our instruments exhibited appropriate convergent 
validity (Fornell & Larcker, 1981).  

We then tested whether the square root of the 
AVE of each construct was substantially higher than 
the correlation of each construct with any other 
construct. This was the case, supporting discriminant 
validity. We also tested discriminant validity using the 
heterotrait-monotrait method, which provides superior 
performance over the previously adopted methods, 
such as the Fornell-Larcker criterion (Henseler et al., 
2015). This assessment indicates that all our construct 
correlations hold for the most conservative criterion, 
establishing discriminant validity. 

Having confirmed the measurement model is 
reliable and valid, we assessed the structural model 
results for the full model. The variance inflation 
factors (VIF) for our predictor constructs were 
between 1 and 4.84, below the benchmark of 5.0 (Hair 
et al., 2016). Thus, multicollinearity was not 
considered an issue. 
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A bootstrapping procedure with 5,000 samples 
using the replacement method (Hair et al., 2016) was 
performed to test the statistical significance of each 
path coefficient and determine the coefficients of 
determination (R-square) for the dependent constructs 
(endogenous variables) (Fornell & Cha, 1994). 

4.2. Research Model Testing 

We assessed the model performance using the 
explanatory power (R²) and the predictive relevance 
(Q²) criteria. Our model explains a moderate portion 
of risks (60.7%) and a weak level of analytic 
disclosure intentions (38.9%), holistic disclosure 
intentions (28.1%), and disclosure behavior (26.4%) 
when considering the cutoff points of .50 and .25 for 
moderate and weak levels, respectively (Hair et al., 
2016). In addition, all R² values of the four 
endogenous variables of our model (trust, risks, 
intentions, and behavior) are statistically significant, 
indicating a reasonable explanatory power of the 
model. 

Q² values above zero imply the path model’s 
predictive relevance for a particular endogenous 
variable (Hair et al., 2016). Using a blindfolding 
procedure, we confirm all Q² are considerably above 
zero, in support of the predictive relevance for our four 
endogenous constructs.  

 
4.3. Antecedents to Disclosure Intentions and 
Behavior in a Healthcare context 

As demonstrated in Table 1, we confirm benefits 
significantly and positively influence disclosure 
intentions (p <= 0.001 and 0.001 for holistic and 
analytic intentions, respectively), supporting H1a. 
However, benefits did not significantly affect 
disclosure behavior, thus failing to support H1b.  

The results regarding risks are mixed, with the 
significance of the paths depending on whether 
intentions are measured holistically or analytically. 
Specifically, risks negatively influence analytic 
disclosure intentions (p <= 0.05) but do not influence 
holistic disclosure intentions, therefore partially 
supporting H2a. On the contrary, risks do not 
influence disclosure behavior, therefore failing to 
support H2b.  

We also confirm that privacy concerns 
significantly influence both risks (positive effect, p < 
0.001) and trust (negative effect, p < 0.001), fully 
supporting H3 and H5.  

Trust positively influences disclosure intentions 
(p <= 0.05) providing support to H6a, but not 
disclosure behavior therefore not supporting H6b.  

Our results also show that privacy concerns 
directly influence neither disclosure behavior nor 
disclosure intentions for both holistic and analytic 
intentions, therefore leading to rejecting H4. However, 
for analytic intentions, intentions significantly and 
positively influence disclosure behavior (p < 0.001) 
while for holistic intentions this relationship is not 
significant, therefore supporting H7 for analytic 
intentions only.  

Given the influence of both risks and trust on 
disclosure intentions/behavior presented above, this 
suggests that both risks and trust could act as 
mediators of the influence of privacy concerns on 
disclosure intentions/behavior.  

Table 1. Model results 

Hypotheses 
Holistic 

Intentions 
Path 

Analytical 
Intentions 

Path 
H1a: Benefits  Intentions 0.33** 0.35** 
H1b: Benefits  Disclosure 
Behavior 0.18 0.07 

H2a: Risks Intentions -0.08 -0.19* 
H2b: Risks  Disclosure 
Behavior -0.09 -0.04 

H3: Privacy Concerns  Risks 0.72** 0.72** 

H4a: Privacy Concerns  
Intentions 0.01 0.07 

H4b: Privacy Concerns  
Disclosure Behavior -0.04 -0.06 

H5: Privacy Concerns  Trust -0.28** -0.28** 

H6a: Trust  Intentions 0.17* 0.16* 
H6b: Trust  Disclosure 
Behavior -0.08 -0.09 

H7: Intentions  Disclosure 
Behavior 0.15 0.27* 

*p<=0.05; **p<=0.001 

4.4. Holistic vs. Analytical Intentions  

Table 1 summarizes the differences when 
intentions are measured at the holistic vs. analytical 
level. The measurement level of intentions changes 
both the influence of risks on disclosure intentions and 
the link between disclosure intentions and disclosure. 
When intentions are measured holistically, risks do not 
influence anything significantly. On the contrary, 
when intentions are measured using an analytic 
process, then risks influence intentions (H2a – A 
validated) but have no direct effect on disclosure. This 
provides partial support for proposition 1, that the 
effects of risk on disclosure intention depends on 
whether intentions are measured analytically or 
holistically. This proposition was not supported when 
looking at the relationships between benefits, privacy 
concerns, and trust with disclosure intentions. This 
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finding also provides clarity beyond what was 
established in Norberg et al. (2007) who also found no 
influence of risks on behavior with all the influence of 
risk going to intentions. Had they not captured both 
intentions and behavior, it may have been concluded 
that risks did not matter as part of the decision to 
disclose information. As we can see from these results, 
the way intentions are measured matters in 
determining where the effects of risk lie in the model. 
We also confirm that intentions influence real 
disclosure behavior only when intentions are 
measured analytically, but not when they are measured 
holistically, thus providing support for proposition 2. 

Overall, the factors that best explain individuals’ 
disclosure decision-making are different based on the 
type of intentions considered. When intentions are 
measured holistically, they are only influenced by 
benefits and trust. When they are measured 
analytically, they are influenced by benefits, risks and 
trust and they, in turn, directly influence real 
disclosure behavior. 

Based on the above findings, we recommend that 
future researchers utilize analytic measures of 
disclosure intention in their studies. Should holistic 
measures be used they should be reported as such to 
provide a possible explanation of why relationships 
were not supported. We also recommend that 
researchers be aware of the consequences this choice 
may have for their findings. While disclosure 
intentions, measured both holistically and analytically, 
were not influenced by some of the constructs present 
in our model, it did change the results related to the 
influence of risks on intentions and from intentions to 
real behavior. As scholars continue to explore privacy-
related research, being purposeful about collecting 
analytic behavioral intentions will help to further 
establish when the privacy calculus-based 
relationships are supported and how the decisions 
researchers make could change their model results.  

5. Discussion  

In this paper, we demonstrated how researchers’ 
decisions regarding the measurement of disclosure 
intentions can influence the results and how these 
decisions should be made to ensure that an adequate 
understanding of information disclosure in the 
healthcare context is detected. In this section, we 
discuss the contributions this research makes to theory 
and its limitations and future research opportunities. 

5.1. Contribution to Theory 

Our findings demonstrate the importance of the 
decisions that researchers make in privacy research. 

As researchers draw on theoretically sound 
underpinnings for their studies, the decisions they 
make on how to operationalize their measurement of 
disclosure intentions results in different findings.  

Decisions around the measurement of constructs 
is an important consideration in privacy research. 
When behaviors are measured, they are measured in 
terms of whether people disclose real information. 
Similarly, if included, it is important to also consider 
asking about intentions in such a way that people are 
asked whether they would disclose information at the 
item level. Doing so ensures that people are 
considering specifically what they are disclosing and 
is closer to the reality of actual information disclosure. 
This suggestion is specifically important to follow 
when it is not possible to measure an enacted behavior. 

Our findings also contribute to research regarding 
the privacy paradox. Prior literature has discussed the 
existence of the privacy paradox in two different ways.  
One is when privacy concerns (or attitude) do not 
result in a disclosure behavior consistent with these 
concerns.  The second is when a person’s disclosure 
intentions do not lead to protective behavior 
(Kokolakis, 2017). Our support of proposition two, 
that analytic intentions influenced disclosure behavior 
and holistic did not, provides explanation for 
situations when the privacy paradox might arise. 
Furthermore, our partial support for proposition 1, that 
risks determine intentions when measured 
analytically, provides evidence to suggest that 
differences in determining disclosure intention could 
also be due to measurement decisions. Therefore, 
these findings suggest the importance of considering 
measurement decisions in the design of information 
privacy studies to ensure it is not one possible cause of 
potential privacy paradox findings. 

5.2. Limitations and Future Research  

In this research, we studied the effect of how 
different measures of intention to disclose affect the 
theoretical relationships grounded in privacy calculus. 
While we followed scientific research methods and 
carefully tested the model we developed, our study 
still has some limitations. First, we conducted our 
study under one context only (i.e., healthcare). This 
context is one that often requires people to disclose 
very sensitive data. Future research should extend our 
results into more contexts to see whether different 
types of information have the same effect on our 
model’s relationships. Second, our experiment was 
conducted in an online environment using a vignette. 
Future studies could be conducted in person using real 
apps to determine whether the nature of the data 
collection could affect disclosure behavior and its 
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antecedents. Finally, we collected our data from 
MTurk users, and they may in general consider 
personal information sharing differently than people 
who did not self-select to complete surveys online. 
Future studies could broaden the scope of participants 
to include more individuals who might consider 
personal information disclosure differently.  

6. Conclusion  

The granularity in which disclosure intentions are 
measured has an important impact on the relationships 
supported when trying to understand privacy-related 
decision making. While differences in theoretical 
results have been discussed in prior literature, and 
various explanations have already been provided 
regarding why these results are found, our study 
contributes to the current literature in several 
important ways. By thinking more carefully about the 
measurement of the privacy-related constructs, 
researchers will be able to ensure that they are 
developing their theoretical framework and designing 
their research such that the relationships present when 
studying a given phenomenon are found and not 
confounded by incorrect design decisions. Rather than 
relying upon the way things have always been done in 
the past, by measuring disclosure intentions 
analytically, findings will be driven purposefully. 
Further, by ensuring that they are measuring items 
consistent with how people are answering survey 
questions, researchers will ensure that their results 
better reflect reality.  
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Appendix A – Survey Design 

Researchers are working with CodaHealth Inc., a 
medical research organization, to develop a new 
health / wellness app, called CodaCare. This app will 
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collect personal information about you and your 
health to estimate your risks of getting ill, depending 
on your current lifestyle. The app will also give you 
useful suggestions on how to improve your health 
and avoid such illness risks.  
This study is part of their market research before 
officially launching the app. This is a beta test where 
we need your input to develop the app further.  
The app will collect a variety of information about 
you to help improve your health.  
This information includes: Hours spent looking at 
pornographic material in an average week, 
Illness/Diseases, Mental health conditions, Number 
of sexual partners during past year, and Drug use.  
 
These five items were chosen based on a pilot study 
in which participants were asked to rate the 
sensitivity level of a list of more than 20 health-
related items using the same cover story. The 5 most 
sensitive items were retained for the main study. 
 
Privacy Concerns (1 being strongly disagree and 7 
strongly agree) 
• It usually bothers me when healthcare apps ask me 

for personal information. 
• When healthcare apps ask me for personal 

information, I sometimes think twice before 
providing it. 

• I am concerned that healthcare apps are collecting 
too much personal information about me. 

• I am concerned that when I give personal 
information to a healthcare app for some reason, the 
vendor would use the information for other reasons. 

• I am concerned that healthcare apps would sell my 
personal information to other companies. 

• I am concerned that healthcare apps would share 
my personal information with other companies 
without my authorization. 

• I am concerned that healthcare apps do not take 
enough steps to make sure that my personal 
information is accurate. 

• I am concerned that healthcare apps do not have 
adequate procedures to correct errors in my 
personal information. 

• I am concerned that healthcare apps do not devote 
enough time and effort to verifying the accuracy of 
my personal information in their databases. 

• I am concerned that healthcare apps databases that 
contain my personal information are not protected 
from unauthorized access. 

• I am concerned that healthcare apps do not devote 
enough time and effort to preventing unauthorized 
access to my personal information. 

• I am concerned that healthcare apps do not take 
enough steps to make sure that unauthorized people 
cannot access my personal information. 

• It usually bothers me when I do not have control of 
personal information that I provide to healthcare 
apps.  

• It usually bothers me when I do not have control or 
autonomy over decisions about how my personal 
information is collected, used, and shared by 
healthcare apps. 

• I am concerned when control is lost or unwillingly 
reduced as a result of a marketing transaction with 
healthcare apps. 

• I am concerned when a clear and conspicuous 
disclosure is not included in online privacy policies 
of healthcare apps. 

• It usually bothers me when I am not aware or 
knowledgeable about how my personal information 
will be used by healthcare apps.  

• It usually bothers me when healthcare apps seeking 
my information online do not disclose the way the 
data are collected, processed, and used. 

Trust 
• Healthcare apps in general would be trustworthy in 

handling my personal information. 
• Healthcare apps would keep my best interests in 

mind when dealing with my personal information. 
• Healthcare apps would fulfill their promises related 

to my personal information. 
• Healthcare apps are in general predictable and 

consistent regarding the usage of my personal 
information. 

Risk 
• In general, it would be risky to give my personal 

information to healthcare apps. 
• There would be high potential for loss associated 

with giving my personal information to healthcare 
apps. 

• There would be too much uncertainty associated 
with giving my personal information to healthcare 
apps. 

• Providing healthcare apps with my personal 
information would involve many unexpected 
problems. 

Benefits 
• Revealing my personal information on healthcare 

apps will help me obtain 
information/products/services I want. 

• I need to provide my personal information so I can 
get exactly what I want from healthcare apps. 

• I believe that as a result of my personal information 
disclosure, I will benefit from a better, customized 
service and/or better information and products. 
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