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Abstract 
This year’s Cybercrime minitrack highlights 

innovative approaches to tackling the complexities of 

cybercrime, with a special focus on the dark web and 

the role of blockchain. The three featured papers 

explore topics ranging from malware proliferation in 

darknet environments to the impact of blockchain 

security breaches on crypto token valuation. Together, 

they offer practical, innovative methodologies for 

analyzing and combating cybercriminal behavior, 

enhancing cyber-threat intelligence, and providing 

actionable insights. 
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1. Introduction  

The ever-evolving nature of cybercrime continues 

to challenge researchers, policymakers, and 

practitioners alike. In recent years, advances in digital 

technologies have provided new opportunities for 

criminals and avenues for innovative responses. As 

cybercrime’s scope and complexity grow, so does the 

research dedicated to understanding and mitigating its 

impact (Dupont et al., 2024; Gumma & Peram, 2024). 

The Cybercrime minitrack at the Hawaii 

International Conference on System Sciences (HICSS) 

seeks to make a footprint in this critical research. Over 

the past two years, this minitrack has brought together 

scholars from multiple disciplines to explore various 

issues, such as the socio-technical dynamics of 

ransomware attacks or the psychological dimensions 

of cyberdeception and cyberviolence. The HICSS-56 

minitrack highlighted the importance of 

interdisciplinary approaches in addressing diverse 

forms of online crime (Harviainen et al., 2023), while 

the HICSS-57 focused on the communicative aspects 

of cybercrime, particularly how organizations respond 

to attacks in real-time (Siuda et al., 2024). 

The papers presented in this year’s Cybercrime 

minitrack build on the foundations laid by the previous 

two editions while moving beyond their original scope 

and shifting attention to the blockchain and dark web. 

These are framed as a critical space for both the 

proliferation and detection of cybercriminal behavior.  

2. Cybercrime minitrack 2025 

Despite different methodologies, all three 

accepted articles in this year’s edition converge around 

the issue of malicious cyber activities in niche online 

spaces. Two papers investigate the dark web and its 

implications for cyber-threat intelligence and malware 

proliferation. They contribute to how criminal 

activities are facilitated, detected, and analyzed within 

darknet environments (e.g., Haasio et al., 2024). The 

third paper targets a specific market segment (crypto 

tokens), which, although rapidly expanding, is still 

niche compared to traditional stock markets or 

financial instruments.  

Additionally, what distinguishes this year’s 

research is its methodological innovation, particularly 

in automating the large-scale collection and analysis 

of darknet data. These papers extend the previous 

minitracks’ focus on broad theoretical insights into 

practical, actionable intelligence frameworks by 

combining web crawling, machine learning, public 

malware tools, and event study analysis. This shift 

offers not just new knowledge but new tools to combat 

online crime, as well as new answers to earlier calls 

for answering challenges in the datafication of 

cybercrime research (e.g., Custers, 2021). 
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3. Review of accepted research 

The first paper (Li, Zhou & Cavusoglu), The 

Impact of Blockchain Security Breaches on Crypto 

Token Valuation, investigates the influence of security 

breaches on the token value of blockchain projects. 

The research uses the event study methodology to 

analyze 99 breaches between January 2020 and May 

2023. The key aim is to understand how these affect 

the prices of crypto tokens representing stakes in 

blockchain projects, particularly focusing on whether 

the type of project (financial or non-financial) and the 

presence of breach announcements on social media 

(X, formerly Twitter) moderate the effects. The results 

reveal that blockchain security breaches lead to 

significant negative abnormal returns for affected 

projects. The findings suggest financial blockchain 

projects are more vulnerable to market backlash 

following breaches, and public announcements may 

worsen market reactions. 

The second paper (Stewart, Vessel & Glisson), 

Classifying Dark Web Executables Using Public 

Malware Tools, explores the prevalence of malware 

within the darknet by developing a web crawler that 

harvests source code, scripts, and executable files. The 

methodology involves crawling over 15 million dark 

web pages and collecting over 20,000 files. These 

were then analyzed using publicly accessible malware 

analysis services such as VirusTotal, Hybrid Analysis, 

and MetaDefender Cloud. The authors show that the 

analysis tools classified approximately 30% of the 

harvested executable files as malicious. The study also 

provides comparative insights into the effectiveness 

and differences between these tools and the most 

common malware types detected. 

Finally, the third paper (Kwan, Takahashi, Pham, 

Sista, Tran, Lee, Wang & Marin) titled DMDb: 

Uncovering Criminal Hacking on the Dark Web to 

Enhance Cyber-Threat Intelligence Research 

investigates hacking activities facilitated by the dark 

web. The authors have designed and implemented 

DarkMiner, a system that regularly scrapes forums and 

marketplaces on the Tor network and feeds into the 

DarkMiner Database (DMDb), a comprehensive 

repository that captures both textual and non-textual 

data related to hacking with an accuracy of 87%. This 

structured, regularly updated dataset allows for a 

deeper understanding of the strategies and behaviors 

of cybercriminals. The potential of the DMDb is 

demonstrated through three case studies related to 

tracking cyberoffenders, linking drug vendors, and 

predicting software exploitation risks. 

4. Conclusion 

Building upon the previous discussions, the 2025 

edition of the Cybercrime minitrack continues to foster 

a multidisciplinary exploration of both emerging and 

enduring cyberthreats. In light of the increasing 

sophistication of cyberattacks and the corresponding 

growth in cybercrime research, this year’s minitrack 

prioritizes investigations that reveal the latest criminal 

methodologies and provide actionable insights for 

prevention and response.  
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