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Abstract

Self-modifiable reversible circuits are introduced.
The purpose of these circuits is twofold: first, reversible
circuits can reduce the energy consumption in a digital
computer by orders of magnitude.  Second, self-
modifiable reversible circuits provide computational
advantages in cybersecurity and in AL Our focus is on
integrating quantum randomness into reversible circuits
that implement cryptographic algorithms. These new
circuits hinder Eve listening to the hardware computa-
tions because the physical locations of the bit computa-
tions are capable of moving randomly across different
parts of the circuit. These circuits are likely to hinder
Eve from capturing cryptographic keys even if she uses
acoustic, electromagnetic, or power cryptanalysis. At
the hardware level, these circuits also provide new
obfuscation tools that help keep an algorithm private.

Keywords: bit, circuit, energy, finite field, obfuscate,
quantum, random, reversible, self-modifiable, S-box

1. Introduction

In his foundational work, physicist Landauer
(1961) observed that computers were currently imple-
mented with physical devices (gates) that compute
logical functions which are not 1-to-1 (non-invertible).
Function f : X — Y is 1-to-1 if for all xy,22 €
X such that 1 # a9, then f(z1) # f(x2). AND
function A : {0,1}2 — {0, 1} is non-invertible because
A(1,0) = A(0,1) = 0.

Landauer posited that performing computation
which is mathematically non-invertibile creates physical
irreversibility and hence requires a minimal heat gener-
ation. Any non-invertible math operation executed in
a physical device must increase entropy and produce
heat. An irreversible AND gate (implemented with
transistors) erases one bit of information, and generates
heat. Physicist Bennett (1973) showed that it is theoret-
ically possible to build computing machines that are
logically reversible. Landauer and Bennett discovered a
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fundamental relationship between physics, information
and computation. Self-modifiable reversible circuits
extend reversible computing, and enable new cyberse-
curity applications.

1.1. Utility in Repair and Cryptography

Self-modifiable reversible computing enables a
circuit or machine to repair itself. From a scientific
perspective, self-modifiability introduces a new type of
stability to the theory of dynamical systems. From a
technological viewpoint, a hardware circuit can repair an
error in its design. Applying self-modifiability to repair
also can protect against various attacks by Mallory when
a circuit is executing cryptographic instructions.

Unpredictable computation of algorithms can be
achieved when randomness is integrated into a self-
modifiable circuit. A self-modifiable circuit can execute
the same sequence of cryptographic instructions across
different gates and different physical locations on the
circuit. Acoustic noise (Genkin et al., 2014), power
(Kocher et al., 1999) and timing (Bonneau & Mironov,
2006) cryptanalysis, and electromagnetic eavesdropping
(Quisquater & Samyde, 2001) were all used to extract
cryptographic keys. Overall, unpredictably moving the
execution of machine instructions across the circuit has
the potential to substantially hinder these attacks.

1.2. Roadmap

Section 4 defines a universal reversible gate os.
Section 5 introduces self-modifiable circuits and shows
how a o3 gate can swap the outputs of two subcir-
cuits Xy and ¥X,. By routing the outputs of Xy
and ¥, to different physical locations in the circuit,
computation can unpredictably move across a circuit.
Section 6 motivates unpredictable circuit compu-
tation and discusses Kerckhoff’s principle. Section 7
builds the AES S-box (NIST, 2001) with reversible
circuits. Section 8 explains why quantum randomness is
preferred. Section 9 obfuscates S-box circuits, by unpre-
dictably moving the location of S-box computations.
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2. Related Work

“Conservative Logic” (Fredkin & Toffoli, 1982)
is a foundational paper that proposes a new mathe-
matical model of computation, based on fundamental
principles of physics in its axioms. Using reversible
gates, this model studies energy efficiency and perfor-
mance of computing processes. The model does not
integrate randomness into reversible gates, nor dynami-
cally change how the computation is executed.

Yao (1982) presented secure multi-party compu-
tation!, where Alice and Bob jointly compute a function
on their private inputs without revealing those inputs to
each other. In (Barak et al., 2010), the authors proved
that it is impossible to obfuscate a program: the proof
depends upon assuming that one-way functions exist.”

Quantum random number generators (QRNGs) rely
upon the Heisenberg uncertainty principle (Heisenberg,
1927), and are used in various applications (Collantes
& Escartin, 2017). To the best of our knowledge,
randomness has not been combined with reversible
circuits to provide advanced cryptographic function-
ality: for example, unpredictably moving the physical
location of the hardware computation.

3. Math Notation and Definitions

{0,1}™ is the set of all bit strings of length n. A
Boolean function is f : {0,1}" — {0,1}. |A] is the
number of elements in set A. [{0,1}"| = 2™.

A® Bequals AXORB. 060 =161 = 0and
1®0=0®1 =1 Symbol = : {0,1} — {0,1}
represents NOT. =(0) = 1 and —(1) = 0. Symbol V :
{0,1}?> — {0,1} represents OR. V(1,1) = V(1,0) =
V(0,1) = 1 and V(0,0) = 0. Symbol A represents
AND. A(0,0) = A(1,0) = A(0,1) =0and A(1,1) = 1.

4. Reversible Gates

An n-bit reversible gate has n binary inputs and n
binary outputs that computes a function f : {0,1}" —
{0,1}™ such that f({0,1}™) = {0,1}™. This means
f is 1-to-1: every n-bit output of a reversible gate is
reversible to a unique n-bit input. A 1-bit NOT gate is
reversible because 0 — 1 and 1 — 0.

Fig. 1 shows a 3-bit reversible gate, named o3, that
swaps inputs Z; and Z, when input .S = 0. Z; and Z; are
called o3’s first and second input lines, respectively. S
is the swap input line. Fig. 1 shows o3’s logic. If input
S = 1, no swapping occurs: O; = 73 and Oy = Z,. If
S = 0, then output lines O = Z, and Oy = 7;.

1Yao’s protocols depend upon one-way functions.
2No one has mathematically proven that one-way functions exist.
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3-bit Reversible Gate Logic
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0O 0 O 0O 0 O
0o 1 0 1 0 O
1 0 O 0 1 0
1 1 0 1 1 0
0o 0 1 0 0 1
0o 1 1 0 1 1
1 0 1 1 0 1
1 1 1 1 1 1
Fig.1.  3-bit Swap Gate o3

When input Z; = 1 and Zo = 0, Fig. 2 shows that
reversible gate o3 computes a NOT gate: Oy = —S.
When input line S = Z;, Fig. 3 shows that gate o3
computes O; = OR(Z1,Z5) and Oy = AND(Z;, 7).
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55— — S
Oy =8
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Fig.2. GateozwithZ; =1andZ; =0
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Oy =IT1VIs. Os=11 NIs.
Thn s T, O Oy S

0O 0 O 0O 0 0

0O 1 0 1 0 O

1 0 1 1 0 1

1 1 1 1 1 1
Fig.3. GateoszwithS=1;

From the logic in Figs. 2 and 3, Fig. 4 shows a o3
gate circuit with outputs Oy = —(Z; V Zy) and Oy =
—(Z; AN I). A gate is universal if a circuit composed
of one or more gates can compute any function f :
{0,1}" — {0,1}, where one output line computes
f(b1,...,by). NAND is universal, so o3 is universal.
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5. Self-Modifiable Circuits

A hardware circuit is called self-modifiable if the
Boolean function computed at a gate output can be
changed without changing the physical connections of
the input and output lines and not adding, replacing or
removing the electronic components (e.g., transistors).

Fig. 5 shows an example of a self-modifiable circuit
built from four o3 reversible gates. By switching input
S between 0 and 1, one Boolean function can replace
another. For both cases S = 0 or S = 1, Fig. 3 indicates
that input line 1 of the purple o3 gate receives Z; V Zo
and input line 2 receives Z; A Z,.

O,
03 0O,
I~ -
Ir— 03 L0,
i~ 03 O,

Fig. 5. A Self-Modifiable Circuit

If S = 1, then no swap occurs at the purple o3 gate.
Hence, the circuit in Fig. 5 computes O4 = NOR(Z1,Z>)
and Oy = NAND(Z;,Z>), as shown in Fig. 4.

If S = 0, then inputs Z; V Zy and Z; A Z5 into the
purple o3 gate are swapped. Thus, the circuit in Fig. 5
computes Oy = NAND(Z;,Z5) and Os = NOR(Z1,Z2).

When S flips from 1 to 0, the NOR function is
replaced by the NAND function at output Oy4; and the
NAND function is replaced by the NOR function at Os.

Fig. 5 demonstrates a reversible circuit that can be
dynamically reconfigured without physically moving or
severing the connections between the gates. Theorem 1
expresses the general case.

Theorem 1. Consider Boolean functions f : {0,1}" —
{0,1} and ¢ : {0,1}" — {0,1}. There exists a
reversible circuit composed of a finite number of o3
gates so that one part of the circuit named Xy, with
output line Oy, computes f and another part named X,
with output line Oy computes g. The circuit can self-
modify so that O computes g and O, computes f.

PROOEF. Since o3 is a universal gate, a finite number
of o3 gates can be composed as a subcircuit >y so that
one of the output lines computes f. Similarly, a finite
number of o3 gates can be composed as a subcircuit X,
so that one of the output lines computes g.

In Fig. 6, a circuit adds one o3 gate to subcircuits
Y ¢ and Xg. o3’s first input line receives the output from
subcircuit X ¢ that computes f. o03’s second input line
receives the output from subcircuit 3, that computes g.

When S = 1, then output line @7 computes f and
output line O, computes g. If S flips from 1 to 0, then
g’s computation replaces f’s computation at O and f’s
computation replaces ¢g’s computation at O;. W

ot o

>
'

S 02

Fig. 6. A Self-Modifiable Circuit

By routing outputs O, and Oy to different physical
locations in the circuit, and integrating randomness,
computation can unpredictably move across a circuit.

6. Motivation for Unpredictable Circuits

In section 9, self-modifiable reversible -circuits
unpredictably compute a critical part of AES (NIST,
2001). Self-modifiability and randomness are integrated
into reversible circuits so that the execution of AES
cryptography is more difficult to attack.

A fundamental idea is that every time AES executes
with self-modifiable reversible circuits, the hardware
always computes AES, yet how and where the gates
perform the computation unpredictably changes. Since
Eve cannot transparently see where and how the gates
compute AES, Kerckhoff’s principle (Kerckhoff, 1883)
is violated. This is an advantage — not a disadvantage.

This advantage can be viewed through the lens of
evolutionary biology. The Red Queen hypothesis (Van
Valen, 1976) proposes that organisms constantly adapt
and change to maintain their survival fitness in response
to coevolving competitors, parasites, and predators.

The hypothesis is a primary explanation for the
evolution of sexual reproduction (Langerhans, 2008).
Some empirical studies (Clay & Kover, 1996; King
et al.,, 2011) offer evidence that sexual reproduction
provides an organism with greater resistance to infection
due to variability in its offspring. Abstractly, offspring
variability poses a new computational problem in each
generation that parasites must overcome in order to
infect the offspring.
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During Kerckhoff’s lifetime, there was no notion
of machine instructions executing a cryptographic
algorithm, nor Eve listening to and/or Mallory
sabotaging the machine’s instructions. Bellovin & Bush
(2002) do not discuss uncompromised execution of
machine instructions. The authors quote Kerckoff: “Il
faut qu’il n’exige pas le secret, et qu’il puisse sans
inconv’enient tomer entre les mains de ’ennemi.” In
(Bellovin & Bush, 2002, p. 1), their translation roughly
states: “the system must not require secrecy and can be
stolen by the enemy without causing trouble.”

A cryptographic algorithm’s transparency has value
so that the community can search for vulnerabilities and
repair them if found. However, Kerckhoff’s principle
is applied too broadly because it does not value unpre-
dictably executing in hardware the same algorithm
each time it executes. Algorithmic transparency and
execution predictability address different threat models.

Randomness in reversible circuits creates variability
in the execution of the AES S-box. Acoustic and electro-
magnetic cryptanalysis are typically effective because
Eve can obtain the machine instructions, and observe the
order of their execution. Also, the timing of execution
of the instructions is fixed for a particular processor.

Consequently, Eve can listen and Mallory can
disrupt the execution (Valbuena, 2020) of a register
machine’s instructions (Hennessy & Patterson, 2012)
due to structural instability (Fiske, 2020). This is
why unpredictably executing cryptographic instructions
enhances cybersecurity. Unpredictable execution can be
applied to other types of algorithms too.

7. AES S-box Circuits

An S-box circuit is designed because its nonlinearity
is a critical part of AES.? The S-box is more difficult
to implement in a circuit than the affine operations
computed in each AES round, and the affine operations
can be built from XOR gates that implement the S-box.

One might ask why not use a lookup table? First,
a table, based on finite fields Fyn, requires too much
memory even for small values of n. Fo16 has 2'€ distinct
polynomials and each polynomial requires 16 bits. Set
B(n) = n2". For n = 16, a table needs [(16)
= 1,048, 576 bits of memory. For n = 32 and n = 64,
a table consumes ((32) = 137,438,953, 472 bits, and
B(64) =1, 180,591,620, 717,411, 303, 424 bits.

Second, obfuscating even a small table with 256
elements requires far more gates in the circuit. Third,
the obfuscation techniques described in section 9
are applicable to other cryptographic operations and

3AES cryptography requires a nonlinear operation; otherwise, it
can be easily broken.

other algorithms beyond cryptography because o3 is
universal. Fourth, the irreducible polynomial is fixed
when a table is used. If Alice and Bob execute a public
key exchange, they can send extra bits that determine the
irreducible polynomial, and hide the S-box from Eve.
Let IF5 be the finite field with two elements 0 and
1. In Fy, @ (XOR) is addition, and * (AND) is multipli-
cation*. Polynomial m(z) = 2% + 2* + 2 + z + 1
is irreducible in the polynomial ring Fa[z]. Let (m(z))
be the ideal generated by m(x) in Fa[z]. Since m(x)
is irreducible, (m(x)) is a maximal ideal in Fa[z], so

Fy[z] / (m(z)) is a field, and is isomorphic to Fas.
7
A polynomial Y azz® in Folz] / (m(z)) is
k=0

expressed as an 8-bit array. [0,1,0,1,0,1,1,1] repre-

sents %+ 2%+ 22+ 2+ 1. Procedures 1-5 compute p*1 s

Whenp = [p17p27p37p47p57p67p77p8] is HOH-ZGI'O.S

7.1. Procedures 1-6 Compute the S-box

Procedure 1. Add Polynomials r(z) + w(x)

function add_polynomials(r,w)
return [ri ® wi, re ® wa, r3 ® wz, ra D wa,
r5 @ ws, 16 S we, r7 O W7, T8 B Ws |
end

Procedure 2. Multiply Polynomial x x p(x)

function multiply_by_x(p)

return [p2,p3,pa,Ps ® p1,P6 © P1,P7, P8 & P1,pi]
end
Procedure 3. Multiply Polynomial x™ * p(x)
function multiply by _x_ to_n(p,n)

r=p

if (n>0)

for j in 1:n
r=multiply_by_x(r)

end
end

return r
end

Procedure 4. Multiply Polynomials p(x) * q(z)
function multiply(p,q)

w=1[0,0,0,0,0,0,0,0;, n=0; j=8
while (n<7)
if (g ==1)

r=multiply_by_x_to_n(p,n)
w = add_polynomials(w,r)
end
increment n
decrement j
end
return w
end

4Sometimes multiplication operator * is omitted. For example,
x2p(x) represents x2 * p(x), where p(z) is a polynomial.
SPolynomial coefficient ay, = pg_j, for k = {0,...,7}.
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Example 1. Polynomials p(z) = 2% 4+ 2* + z and
q(x) = 2241 are multiplied in the field ]FQ[ 1/ ( (2)).
Since the coefficients are added in Fy, 2™ + ac = 0.
A computation yields p(z) * q(x) = (2% + 2* + x) +
(2 + 2% +2%) mod m(z)= (28 +2* + 23 +2) +
(B +at+ad+ax+1)=

As bit arrays, p = [p1,p2, D3, Pa, D5, D6, 7, 8] =
[0,1,0,1,0,0,1,0] and q = [q1, g2, g3, 44, G5, g6, G7, Gs]
=[0,0,0,0,0,1,0,1].

Before carrying out a computation below, set
[wl, Wwa, W3, W4, W5, We, W7, wg] = [1, O7 1, 0, 0, 1, O7 0}
Procedure 4 calls procedure 3, which calls procedure 2:
2?p(z) =z * (z* p(z))

= x*[p2, 3, pa, P5s D1, P6 DP1, P7, PsDP1, P1]
=x%[1,0,1,0,0,1,0,0]

= 2 % [w, wa, W3, Wy, W5, We, Wy, W)

= [wa, ws, wa, ws B w1, we Pw, wr, ws Bw, w)
=10,1,0,081,191,0,0® 1,1]
=10,1,0,1,0,0,1,1].

Per procedure 3, 1 % p(z) = [0,1,0,1, 0,0,1,0].
On the last step p(z) * ¢(x) = [0,1,0,1, 0,0,1,0] &
[0,1,0,1,0,0,1,1] = [0,0,0,0,0,0,0, 1], which corre-
sponds to 1 as a polynomial. W

For a # 0 in Fgs, a?®® = 1 because the multi-

-1

plicative group in Fos has 255 elements. Thus, a
a®5*. For any non-zero polynomial p(x), then the multi-
plicative inverse of p is p?°*, where p? = p(z) * p(z),
p3 = p(x)*p(z)*p(x), and so on. This is why procedure
5 correctly computes the inverse.

Procedure 5. Compute the Inverse of p(x) if p(z) # 0
function mult_inverse (p)
if (p==10,0,0,0,0,0,0,0])
return p
end

p4 = multiply (p2, p2)

p5 = multiply (p4, p)

p5, p2)

pl0 = multiply (p5, pb5)

p20 = multiply (pl0, plO0)
P40 = multiply (p20, p20)
P80 = multiply (p40, p40)
pl20 = multiply (p80, p40)
pl27 = multiply(pl120, p7)
p254 = multiply(pl27, pl27)

(
(
p7 = multiply(
(
(
(

return p254
end

For a = (as, ar, ag, as, a4, as, as, aq) in Fas, define
affine map A : Fos — Fas as A(a) =
(a1 ® a2 ® a3 ® a4 @ as, az ®az®as®asDag®1
az®as®asDagDar D1, asdasDagDar Das

a1 G as S as S ar ©as, a1 Daz DasDar Das
a1 ®az®az®ar®ag D1, a1 ®az®azDas®agd1).

Procedure 6 shows an implementation of A.

Procedure 6. Affine Map A Applied to Inverse a
function affine(a)

by =a1 PaxPazPasDas DO

b =ax®azPas®as BagD1

b3 =a3PasPas DasDar D1

bi=asPasDasDarPag DO

bs =a1 ®as DasDarDag DO

b =a1 PaxDasDarDag DO

b7 =a1®ax®azDarDasD1

bs =a1 PaxPazDasDag D1

return [bi,b2,bs,ba, bs, be, b7, bs)
end

In procedure 6, argument a is the inverse element
of p in Fa[z] / (m(x)) when p # 0. If p = 0, then
a = 0 is passed into function affine. Thus, the S-
box computation on p in Fa[z] / (m(z)) is computed as
affine( mult_inverse(p) ).

Lastly, before designing reversible circuits that
compute procedures 1-6, Julia source code was written
to implement all six procedures. One test applies
procedure 5 to all 255 non-zero elements in Fa[x] /
(m(a:)) For every element, procedure 5 computes the
correct inverse. A second test combines procedures
5 and 6 and correctly computes the AES S-box table
(NIST, 2001, page 16).

7.2. o3 Gate S-box Implementation

Procedures 1-6 use the XOR function. In Fig. 7, a
circuit with three o3 gates computes A @ B = (A V B)
A —(A A B). Fig. 8 shows an XOR circuit, composed of
three o3 gates in Fig. 7, that helps compute the S-box.

4 AV B L Aa B
B+ 03 1 - 03
A+ - A 04 03 -
ANB (AN B)
Fig.7. Three o3 Gates Compute A @ B
FAADB
A7 L (A A B)
P taes
—A
Fig. 8.  Reversible XOR Circuit

Fig. 9 shows a reversible circuit,® built from three
copies of the XOR circuit shown in Fig. 8. This circuit
computes z * p(z) in Fo[z] / (m(x)), by computing
procedures 2 and 3 when n = 1.

%In Fig. 9, each XOR circuit is rotated 90 degrees clockwise
relative to the circuit in Fig. 8.
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Fig. 9. Reversible Circuit Computes xp(x)

Fig. 10 shows a reversible circuit that computes

q(z) = x? = p(x) in Fo[z] / (m(z)), by computing
procedure 3 when n = 2.

D1D2 P3 P4 D5 Pe D7 bs
e £ ¢ Vd VA Vd
AEA LA
@ D S

L/ 77 Va ([ [ /

TTJTT TTITT TT 7T
1 Ll 1

T21722 T23 Toy4 Tos  T26 T27 T28

Fig. 10. Reversible Circuit 7(x) = 22p(z)

The circuit in Fig. 11 computes procedure 3 for
n = 1,2,3,4,5,6,7. After the first layer, it computes
q(z) = zp(x) in Foz] / (m(z)). After the second

layer, it computes ¢(z) = z%p(z) in Fa[z] / (m(z)).
After the seventh layer, it computes ¢(x) = x"p(z). In
binary, [r71, 77,2, 7.3, 77,4, T7,5, T'7,6, 77,7, '7,8] Tepre-
sents the computation of 27p(z).

In Fig. 12, a reversible circuit computes
procedure add_polynomials (r, w). In order
to build procedure multiply (p, q), with ¢ =
(91,92, - . .,gs], the condition if (¢; == 1) can be

implemented with a reversible binary AND function.

In the loop of procedure multiply (p, ), when
n=20,7 =8 whenn = 1, j = 7; and so on up to
n = 7and j = 1. Observe that n + j = 8 in the loop.
When n = 0, the procedure computes 1 * p(x).

Set so = [p1 A g8;p2 A Gsy---,Pn A ggl-
The test (gs 1) is satisfied by executing

PP D5 B pro B
2 zZ7/ Va (7 Va
ARNATANA
3] @ 3]

WA A S A
I\ [ [
@ -

TTITT

TTTT

/// /

O

L, 77

@

TTITT

T[T

//// / // /

L/
€B @ EB
o
2 /27 / /7 /
T 1%

2]

=)

S

L

TTTIT

TTTTT

A

//

Va

N

7

(L

[ \

[N

&)

EB

TTITT

T[T

TTIT

/

\

//

A

L2/ Va V4
[ \ [
@ @ D
TT I TT TT I TT : TT : TT
71 772 f75 74 T7s T76 TT7 T8
Fig. 11. Reversible Circuit 7(x) = x"p(z)

LWy T9 wy T3 W3 T4 Wy Ts Wh
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1

1

1

|
T

D || D | D

S3)

53]

53]

S2)

r1:

53]

TTITT TT[TT TTJTT

TTTT

TTTT

TTTTT

LU

L) 1
b w p. 3 B ws
1 1 Ty & Wy 3 3

Fig. 12.

add_polynomial (sO,

w), where initially w =

Ty wy

)
rs D w

TTITT
I

. |
Sre B we' Dwr e & wg

Reversible Circuit Computes () + w(x)

0,0,0,0, 0,0,0,0. If gs is 0, then sy =
[0,0,0,0, 0,0,0,0] and adding sy to w remains at

0. If gs is 1, then s9 = [p1,p2,...,ps] and
add_polynomial (sO, w) returns [p1,pa,...,Ds].
For each j such that 1 < j < 8, sets; = [rj1 Ags—j,

ri2/NGs—j, T§3Nqs—j, Tj4Nq8—j, 755/ Nq8—j, Tj6/\
qs—j, Tj7 Nqs—j, Tj8 N q8_j]. Hence, the circuit in
Fig. 12 adds s; to the current value of w, and computes
the correct value at the jth layer of the circuit in Fig 11.

Output line 1 (labelled A) of the circuit in Fig. 13
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Tk -A
qs—j 03 rB
q3—j - d8—j

A= Tk N qs—j. B = ik V gs—j.

Tik Qs—j G8—j A B gs_j
0 0 0 0 0 0
0 1 1 0 1 1
1 0 0 0 1 0
1 1 1 1 1 1
Fig. 13.  Gate o3 with § = gs_;

computes 7; 1 A gs—;. Eight of these circuits handle the
condition g; == 1 in the loop.

Executing this computation in a reversible
circuit, all the outputs after the jth layer
[’I“j’h T5.2,75,3,75,4,75,5,75,6575,75 ’I“j’g] are each sent to
the top line of eight different o3 gates as shown in Fig.
14. gs—_; is sent to the second input line and input swap
line of all eight o3 gates as shown in Fig 14.

qs—j . 48— as—j . 48— as—j . as—j . qs—j .. qs—j .
/ Tj1 / T2 'J_: T3 IJ‘Jl T4 / 75 IJ'Jl T'j6 J T IJ'Jl Tig8
1 1 1 1 1 1 1 1

03 03 g3 g3 g3 g3 g3 03

A I e e e B e e

rj1 A Gs—j T2 N s 73N Qs—j Tia N s—j Tj5 /N qs—j Ti6 NG rj7 /N qs—j Tis N s

Fig.14.  If (gs—; == 1) Circuit

8. Quantum Randomness is Preferred

In section 9, a QRNG is integrated into self-
modifiable circuits. Other sources of unpredictability
can be used. However, quantum randomness is preferred
because unpredictability is maximized based on a
fundamental physical principle: information cannot be
captured before it exists. Quantum theory states that
outcomes are unpredictable until measurement occurs
(Heisenberg, 1927; Colbeck & Renner 2011).7 Empir-
ically, QRNGs using photon detection (Stiplevi¢ &
Rogina, 2007) have been rigorously tested on Diehard
(Marsaglia, 1995) and NIST (Rukhin et al., 2010).

A pseudorandom number generator (PRNG)
executes an algorithm with an input seed. Since the
algorithm already exists, a PRNG violates the physical
principle. If the obfuscation techniques in section 9 use
a PRNG and Eve captures the seed, Eve can find the

7Heisenberg (1927) demonstrates fundamental measurement
limitations for conjugate variables such as position and momentum.
Colbeck & Renner (2011) show that no extension of standard quantum
theory can predict measurement outcomes before they occur, nor
improve predictive power.

locations of the bit computations. A PRNG also begs
the question: How is the seed generated?

Stipéevi¢ & Kog (2014) explain that other physical
systems which are non-deterministic ultimately come
from quantum effects, but randomness in these systems
is difficult or impossible to prove. Non-deterministic
random number generators can have pitfalls. For
example, an attacker can predict “random” bits of a ring
oscillator, using a frequency injection attack into the
power supply (Markettos & Moore, 2009). The attack
reduced the keyspace of a secure microcontroller from
264 to 3300, and successfully compromised a chip and
pin ATM payment card.

9. Moving Locations of Bit Computations

T U
Y1 03 rv

QL -

Random Swap Circuit

Fig. 15.

Fig. 15 shows a random swap circuit that can unpre-
dictably move the output bit of a computation. In Fig.
15, the rectangle labelled QR is a QRNG that generates
random bits. If random bitb = 1, thenu = x and v = y.
If random bit b = 0, then © = y and v = z. Output u is
sent to a different part of the S-box circuit than output v.
If Eve listens to the electromagnetic noise emitted, this
physical change can help hinder her eavesdropping.

The next circuit, shown in Fig. 16, is fundamental
to physically moving the location of the relevant opera-
tions and also obfuscating the computation. This circuit
combines a random swap circuit in Fig. 15 and an XOR
circuit in Fig. 8.

yx
11

o] @

[T

a3

R

Fig. 16. Random XOR Circuit

The logic of the random XOR circuit operates as
follows. If QR generates random bit b = 1, no swap
occurs and outputs w = z and z = x @ y. If random bit
b =0, then w = x @ y and z = x. The random XOR
circuit can augment the circuit in Fig. 11.

Fig. 17 shows a circuit that computes x * p(z). This
can be seen by observing in Fig. 8 that the 5th output
line is A when the top line input is A. Hence, the output
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lines of the circuit in Fig. 17 compute the same values
as the corresponding output lines of the circuit in Fig. 9.

There are two additional points to consider. In Fig.
9, the outputs ps @ p1, pg ® p1, and pg B p; are
likely to take more time to stabilize than the outputs
P1, P2, D3, P4, and pr.

P1Dp2 b3 P4 D5 De b7 DPs
l | | l I | |

|| D 2] S b S @

TTTT TTTT TTTT TTTT TTTT TTTT TTTT TTTT
R A | |

1 1 1
D2 P3 Pi ps®OpipeOp1ipr PsOpP1 D1

Fig. 17.  Reversible Circuit Computes x * p(x)

InFig. 17, the inputs p1, ps . . ., ps all are fed into the
same circuit that is shown in Fig. 8. Due to symmetry,
the outputs of the circuit in Fig. 17 should stabilize at the
same time. This should make it more difficult for Eve to
identify a voltage / time signature that can help Eve gain
information about the computation. Second, the circuit
in Fig. 17 is ready to augment with randomness in order
to move the locations of the bit computations.

bip2  P3 PaPs Ps  P7 P8

D2 b3 Wz ps®p1rpr psdp1 P1

Fig. 18.  Circuit z * p(z) Swaps p4 and ps.

Fig. 18 shows a circuit that swaps inputs p4 and ps
when QR generates random bit b = 0. In Fig. 18, the
circuit behavior is analyzed below in two cases: b = 1
and b = 0.

CASE b = 1. p4 and ps are not swapped by the blue
o3 gate. Hence, py is sent into the right line of the red
XOR circuit and py @ p; is sent into the first line of the
red o3 gate. Since b = 1 is sent to the swap input line
of the red o3 gate, the output lines of Fig. 8 imply that
u=pgand v =ps S p1.

Also ps is sent into the right line of the green XOR
circuit and ps & p; is sent into the first line of the green

o3 gate. Since b = 1 is sent to the swap input line of
the green o3 gate, the output lines of Fig. 8 imply that
w = ps and z = ps S p1.

CASE b = 0. p4 and p5 are swapped by the blue o3
gate. Hence, pj is sent into the right line of the red XOR
circuit and ps & p; is sent into the first line of the red o3
gate. Since b = 0 is sent to the swap input line of the red
o3 gate, the two inputs to the red o3 gate are swapped,
so the output lines of Fig. 8 imply that u = ps & p; and
UV = Ps.

Also py is sent into the right line of the green XOR
circuit and p4 & p; is sent into the first line of the green
o3 gate. Since b = 0 is sent to the swap input line of
the green o3 gate, the two inputs to the green o3 are
swapped, so the output lines of Fig. 8 imply that w =
pa @ p1and 2 = py

In both cases b = 0 and b = 1, the correct two bits
of xp(x) occur at the u and z output lines. The only
difference is that when b = 0, the bits at v and z are in
the wrong order. To deobfuscate the bits of x p(z), then
u and z must be swapped. Another o3 gate is added,
where b is sent to the swap input line; z is sent to the
first line of the o3 gate; and w is sent to the second line.
This deobfuscation circuit is shown in Fig. 19.

b u z
L1

(%]

L
b p1 ps®m

Fig. 19.  Deobfuscating Circuit with v and z

Fig. 20 shows an alternative method of deobfus-
cation. In Fig. 18, the circuit’s output lines v and w
compute v @ p; and w G py. If b = 1, then v B p; =
PysBpr ®pr = pgs ®0 = pyg. Similarly, if b = 1
w @ p; = ps D p1. Forthe case b = 1, v & py equals u
and w & pp equals z.

03

T T T
b P4 ps D p1

Fig. 20.  Deobfuscating Circuit with v and w

If b =0, then v ® p; = ps & p1. Hence, if b = 0,

then v @ p; equals u. Similarly, if b = 0, then w G p; =
P4 ® p1 ® p1 = py. Hence, w @ p1 = 2.
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Fig. 21 shows the deobfuscation circuit in Fig. 19
combined with the circuit in Fig. 18. Fig. 22 shows
the deobfuscation circuit in Fig. 20 combined with the
circuit in Fig. 18. The computational equivalence of
the circuits in Fig. 21 and Fig. 22 illustrates a design
principle, expressed in Corollary 1. This principle is
useful for designing reversible circuit obfuscation.

D1 D2

%1‘) IlIUZ)pﬁ@ZhP? pPsdp1 D1
g3

b1 Lepsp
P4

Fig. 21.  Deobfuscated x * p(x) Circuit with » and z

03

T T T
b P ps D1

Fig.22.  Deobfuscated = * p(z) Circuit with v and w

g O
Yy O,
b b

Fig. 23. Random Bit b: Outputs O; = Os

Consider circuits X ¢, and X, such that when b = 1,
circuit Xy, computes Boolean function f; : {0,1}" —
{0, 1}, and circuit ¥4, computes g; : {0,1}" — {0,1};
also, when b = 0, circuit X, computes fy : {0,1}" —
{0, 1} and circuit ¥4, computes go : {0,1}™ — {0, 1}.

Circuits Xy, and X, are said to be equivalent
independent of b if fo(a) = go(a) for all @ in {0,1}"
and f1(a) = g1(a) for all a in {0,1}™. This definition
leads to corollary 1, which builds upon theorem 1.

Corollary 1. Suppose circuits Xz, and X, are equiv-
alent independent of b. Then for b = 0 and b = 1,
01 = Os in the circuit shown in Fig. 23. N

Fig. 21 and Fig. 22 can represent special cases of
corollary 1, by sending appropriate outputs from each
circuit into additional o3 gates.

In Fig. 11, each circuit layer can be obfuscated with
one or more swaps. Any permutation of a sequence of
8 bits requires at most 7 swaps. Procedure 7 generates a
random permutation p on a sequence of n bits. For the
AES S-box, n = 8. Each o3 gate swaps the first and
second input lines when S = 0, so procedure 7 can be
implemented in a circuit with o3 gates.

Procedure 7.
Input: n
set p(1):=1 set p(2):=2
set k:=n
while k>2 {

a QORNG helps randomly choose positive

Random Permutation p

set p(n):=n

integer r in the set {1,...,k}
set t:= p(r)

set p(r) = p(k)

set p(k):=t

decrement k by 1

}
Output: Permutation p on {1,...,n}

10. Summary

Self-modifiable reversible circuits were introduced.
The AES S-box was implemented so that the part of
the reversible circuit that computes the S-box changes
its location without physically changing the hardware
lines of the circuit. Theorem 1 and corollary 1 imply
that the execution of any algorithm can be obfuscated
with methods similar to the methods used in section 9.
A hardware implementation is feasible, since the binary
logic of a universal o3 gate can be built from transistors.
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11. Future Research

Near term research should further develop obfus-
cation with random, reversible circuits. A hardware
prototype should be developed and tested. To test the
obfuscation’s effectiveness, the electromagnetic signal
emitted by the circuit should be measured to see if
a voltage as a function of time signature exists while
executing cryptographic operations.

Building on self-modifiable dynamical systems
(Fiske, 2023; Fiske, 2024), long-term research should
explore how reversible circuits can repair themselves
either due to sabotage or design errors. Similar to error
correcting codes (Hamming, 1950; Gallager, 1960),
repair will require spare o3 gates in the original circuit;
meta variables that detect errors; and meta operators that
reconfigure gate connections. The self-modifiability of
reversible circuits — where o3 gates implement meta
computation that heals — provides a mechanism for
dynamic hardware repair without replacing physical
components. Overall, long-term research should strive
to develop mathematical and physical systems whose
complexity can increase over time.
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