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Abstract
In this editorial, we will introduce the two papers
accepted for presentation and inclusion in the
‘Machine Learning and Cyber Threat Intelligence and
Analytics’ mini-track.

1. Introduction

As we noted in our previous editorial [1], cyber
security remains an important policy and national
security agenda items in technologically advanced
nations such as Australia, Canada, New Zealand,
United Kingdom, and United States. This trend has not
changed since our mini-track was first introduced in
HICSS 2018 [2]-[4].

In this year, we accepted two papers, as described
below.

(1) Universal Spam Detection using Transfer
Learning of BERT Model, by Vijay Srinivas
Tida and Sonya HY Hsu

(2) Walk This Way: Footwear Recognition
Using Images & Neural Networks, by
Valentin Gazeau, William Glisson, Cihan
Varol and Qingzhong Liu

In addition to the topics discussed in these two
accepted papers, the following topics remain of
relevance and importance to our cyber and national
security conversation:

e Blockchain and its application in cyber security

e Detection and analysis of advanced threat actors
tactics, techniques and procedures

e Application of machine / deep learning tools and
techniques in cyber threat intelligence

e  Theories and models for detection and analysis of
advanced persistent threats

e Automated and smart tools for collection,
preservation and analysis of digital evidences
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e Threat intelligence techniques for constructing,
detecting, and reacting to advanced intrusion
campaigns

e Applying machine / deep learning tools and
techniques for malware analysis and fighting
against malicious cyber activities (e.g., cyber
crime)

e Intelligent incident response tools, techniques and
procedures for contemporary technologies, such
as cloud and cyber-physical systems

o Intelligent analysis of different types of data
collected from different layers of network security
solutions

e Threat intelligence in cyber security domain
utilizing big data solutions such as Hadoop

o Intelligent methods to manage, share, and receive
logs and data relevant to variety of adversary
groups

e Interpretation of cyber threat and forensic data
utilizing intelligent data analysis techniques

e Infer intelligence of existing cyber security data
generated by different monitoring and defense
solutions

e Automated and intelligent methods for adversary
profiling

e Automated integration of analyzed data within
incident response and cyber forensics capabilities
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