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Abstract

Cyberattacks pose a significant risk for organiza-
tions. As employees are often the primary target of cy-
berattacks, they are an organization’s last line of de-
fense. Incentives can be used to motivate employees to
engage in cybersecurity. However, the lack of a consol-
idated framework for positive cybersecurity incentives,
such as rewards, hinders decision-makers from identify-
ing suitable incentives and adapting them to their or-
ganizational needs. This can lead to limited motiva-
tional effects, inefficient resource use, and inconsistent
outcomes. To address this research gap, we developed
a taxonomy of positive cybersecurity incentives from a
systematic review of 46 papers and insights from 15 cy-
bersecurity decision-makers. This taxonomy provides a
comprehensive knowledge base and structured frame-
work for categorizing and designing cybersecurity in-
centives, aiming to increase their effectiveness. The 15
cybersecurity decision-makers evaluated the taxonomy
and showed very high inter-rater agreement, and we cre-
ated an interactive version to enhance its applicability.

Keywords: Cybersecurity, Incentives, Human Behav-
ior, Taxonomy, Literature Review, Information Systems.

1. Introduction

As digitization advances and new technologies
emerge, organizations face significant threats from cy-
berattacks. Despite increased investments in cybersecu-
rity, attackers often remain one step ahead, as the effec-
tiveness of cyberattacks has increased (Mair & Schwon-
dra, 2023). The consequences are severe: In 2023, the
financial impact of cyberattacks reached 8.15 billion US
dollars, a figure projected to rise by nearly 70% to over
13 billion US dollars by 2028 (Statista, 2024).

Employees are often the primary targets of cyber-
attacks, mainly through stolen credentials or phish-
ing (Verizon, 2024), highlighting their crucial role as
the last line of defense in cybersecurity (Kirsch & Boss,
2007). While education and awareness are founda-
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tional (Kavrestad et al., 2024), they may not necessarily
lead to behavioral change. Thus, motivating employees
to actively engage in cybersecurity practices is essential.
Positive incentives, such as rewards, can help address
this challenge by fostering motivation and encouraging
desired behaviors (Ryan & Deci, 2017). In short, or-
ganizations can sustain employees’ cybersecurity com-
mitment by combining education, awareness, and incen-
tives (Reittinger et al., 2024).

However, cybersecurity incentives require further re-
search. Decision-makers lack a comprehensive knowl-
edge base about positive cybersecurity incentives, which
hinders their ability to identify and tailor suitable op-
tions to their specific needs, thereby limiting their im-
pact on cybersecurity posture. Furthermore, the absence
of a structured framework for designing cybersecurity
incentives can lead to limited motivational effects, inef-
ficient resource utilization, and inconsistent outcomes.
In this paper, we facilitate this research gap by address-
ing the following research questions:

RQ. How can positive incentives be categorized and
designed to motivate cybersecurity behaviors?

To tackle this research question, we developed a tax-
onomy of cybersecurity incentives using the methodol-
ogy of Kundisch et al. (2021). We conducted a sys-
tematic literature review (SLR) of 46 papers from five
databases and interviewed 15 cybersecurity decision-
makers from diverse backgrounds. These decision-
makers evaluated the taxonomy by categorizing incen-
tives from 10 illustrative scenarios, allowing us to mea-
sure reliability through their level of agreement. We
also gathered feedback on the taxonomy’s completeness,
comprehensibility, and applicability. Beyond the prac-
tical implications for decision-makers, these insights
could advance the understanding of cybersecurity incen-
tives in research, aiding their optimization and enhanc-
ing organizational cybersecurity posture. In summary,
this paper offers the following contributions:

* We developed a taxonomy of cybersecurity incen-
tives, including five dimensions, eight layers, and
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32 characteristics. This taxonomy covers incen-
tives inside organizations (e.g., for employees),
outside organizations (e.g., for bug bounties), and
between organizations (e.g., for threat intelligence
sharing). It serves as a comprehensive knowledge
base and a structured framework to help decision-
makers design and categorize cybersecurity in-
centives, aiming to enhance their effectiveness.

e We evaluated the taxonomy with 15 cybersecu-
rity decision-makers and found a very high inter-
rater agreement (Fleiss, 1971; Landis & Koch,
1977). We developed an interactive open-source
tool with illustrative examples to enhance com-
prehensibility and applicability.

In this paper, we focus on positive incentives, which
we define as those incentives that reward behavior, as
opposed to penalties and punishments. This term does
not imply that the recipients perceive these incentives
positively, e.g., winners may appreciate a competition
reward, but losing participants may not.

The structure of this paper is as follows: Section 2
covers the background and related work. Section 3 out-
lines the study’s methodology. Section 4 details the tax-
onomy development process, while Section 5 presents
the taxonomy and its application. We evaluate the tax-
onomy in Section 6, discuss findings and future work in
Section 7, and conclude in Section 8.

2. Background and Related Work
We outline the background and related work below.

2.1. Background

Incentives are based on the principles of human mo-
tivation. Self-Determination Theory (SDT) (Ryan &
Deci, 2017), a well-known motivational theory, identi-
fies two types of motivation: Intrinsic motivation, which
comes from the inherent enjoyment of an activity, and
extrinsic motivation, driven by external factors like re-
wards and punishments. While intrinsic motivation sup-
ports long-term engagement, extrinsic motivation can
prompt immediate action (Deci & Ryan, 2014). Thus,
combining both forms of motivation can lead to a more
comprehensive motivational cybersecurity strategy.

Most organizations aim to enhance intrinsic motiva-
tion in cybersecurity through education and awareness
campaigns (L. Li et al., 2019). However, extrinsic mo-
tivation is currently underutilized in the industry (Re-
ittinger et al., 2024), leaving substantial potential un-
tapped. Relying solely on intrinsic motivation may not
ensure comprehensive cybersecurity engagement. To

boost extrinsic motivation, incentives can be strategi-
cally integrated into the approach (Goel et al., 2021).
One way organizations can integrate extrinsic mo-
tivators is security policies, which specify actions and
behaviors employees must follow to ensure a secure
work environment (Reeves et al., 2021). Compliance
with these policies could be linked to tangible rewards,
such as performance bonuses for employees who adhere
to security protocols and report phishing emails. This
connection between following policies and receiving re-
wards can enhance employees’ motivation for cyberse-
curity efforts (Goel et al., 2020; Ryan & Deci, 2017).

2.2. Related Work

Research on incentives was initially developed out-
side the cybersecurity domain. Holmstrom and Milgrom
(1994) provide a foundational framework by examining
how organizations design incentives to align employee
behavior with organizational goals. This framework
is expanded by Gibbons and Roberts (2013), who ex-
plore the complexity and implications of incentive sys-
tems across various organizational contexts, synthesiz-
ing economic theories to explain how incentives influ-
ence behavior within firms. However, Boss et al. (2009)
suggest that incentives in cybersecurity may differ from
other domains, as employees often view rewards as in-
centives to exceed expectations—a strategy not typically
feasible in cybersecurity (Luft, 1994). These insights
highlight the need for a more nuanced investigation.

Recently, research has increasingly emphasized the
importance of human factors in cybersecurity. Zimmer-
mann and Renaud (2019) advocate for shifting the per-
spective from viewing humans as problems to recogniz-
ing them as essential solutions in cybersecurity. This
view is echoed by Sharma and Warkentin (2019), who
argue that the organizational context is critical for ef-
fective cybersecurity, and by Warkentin and Willison
(2009), who highlight the need for a deeper understand-
ing of human factors in information security. In sum-
mary, while incentives are crucial in cybersecurity, they
must be analyzed separately from other domains to ad-
dress the unique challenges inherent in cybersecurity.

Thus, incentives in cybersecurity have been increas-
ingly explored. Goel et al. (2020) examine the effective-
ness of financial incentives in improving security pol-
icy compliance, finding mixed results depending on the
context and implementation. Vance et al. (2012) apply
protection motivation theory to understand the motiva-
tions behind security compliance, which is fundamental
to developing effective incentives. Additionally, specific
incentives, such as gamification, have been studied, with
Friedl et al. (2024a, 2024b) suggesting it could be an ef-
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fective tool for increasing cybersecurity knowledge.

To summarize findings on cybersecurity incentives,
several taxonomies have been developed. Alkalabi et
al. (2021) conduct an SLR to create an overview of in-
centives for threat information sharing within a specific
geographical region. Similarly, Gelhaar et al. (2021)
develop a taxonomy of incentive mechanisms for data
sharing, offering a detailed classification of the compo-
nents of incentive mechanisms and their application in
data ecosystems. Additionally, Wessels et al. (2021) cre-
ate a typology for cybersecurity investments, exploring
how incentives influence stakeholders’ decisions. How-
ever, no existing paper has developed a holistic taxon-
omy of positive cybersecurity incentives applicable to
motivate cybersecurity behavior. This paper aims to ad-
dress this research gap.

3. Methodology

We explain the research methodology in this section.
3.1. Taxonomy Development

We methodically developed the taxonomy using the
extended taxonomy design process (ETDP) by Kundisch
et al. (2021). The ETDP consists of 18 steps and en-
hances the well-known methodology of Nickerson et al.
(2013) by incorporating evaluation guidelines. We con-
ducted a systematic literature review (SLR) of 46 papers
from five databases and 15 semi-structured interviews'
with cybersecurity decision-makers, allowing us to in-
tegrate multiple sources and leverage industry experi-
ence (Kundisch et al., 2021). For the SLR, we followed
the guidelines of Okoli and Schabram (2015), and for
the expert interviews, we used the cognitive interview-
ing methodology by Willis (2004).

3.2. Evaluation

We evaluated the taxonomy through another round
of semi-structured interviews' with the same 15 cy-
bersecurity decision-makers, using cognitive interview-
ing methodology (Willis, 2004). First, we inquired
about the taxonomy’s completeness and comprehensibil-
ity. To assess its reliability, the cybersecurity decision-
makers categorized incentives from 10 illustrative sce-
narios (five each from the literature and the industry)
using the taxonomy. We calculated the inter-rater agree-
ment using Fleiss’ Kappa (Fleiss, 1971). After the tax-
onomy’s use, we collected feedback on its applicability.

! Questionnaires and codebooks for the taxonomy development and
evaluation: https://github.com/IncentiveTaxonomy/Availability

Table 1. Participating cybersecurity decision-makers

ID Position Sector Employees Exp. Country
El CISO Technology 100-999 5 Germany
E2  Security manager  Consulting 100-999 3 Us

E3  Security engineer ~ Manufacturing 1,000-9,999 3 Germany
E4 CEO Law firm 100-999 7 Germany
E5  Project manager Pharmaceuticals +10,000 13 Switzerland
E6  Security consultant IT services 1-9 10 Germany
E7 CEO Healthcare 10-99 22 Austria

E8  Security consultant Retail 1-9 1 Germany
E9 ISO Energy 1,000-9,999 2 Switzerland
E10 CISO Finance 100-999 8 Austria

E11 Cyber risk manager IT services 100-999 1 Us

El12 CEO Retail 10-99 35  Germany
E13  Security advisor Finance 100-999 17 Germany
El14 Security manager ~ Government +10,000 7 Germany
E15 CEO Manufacturing  10-99 12 Germany

3.3. Participants

The study targeted cybersecurity decision-makers to
ensure the relevance of insights for designing and imple-
menting cybersecurity incentive programs. Participants
were recruited through purposive sampling using the au-
thors’ professional networks and were incentivized with
a free cybersecurity incentive workshop based on the re-
search results. We recruited 15 participants with exten-
sive experience across various positions, sectors, orga-
nization sizes, and countries, as described in Table 1.
These 15 cybersecurity decision-makers participated in
both the taxonomy development and its evaluation.

3.4. Coding and Analysis

The semi-structured interviews were transcribed us-
ing Whisper Transcription. Following the flexible cod-
ing approach (Deterding & Waters, 2021), one re-
searcher conducted the initial coding, and a second re-
searcher co-interpreted the codes. Any coding conflicts
were resolved through multiple rounds of discussion, re-
sulting in the final codebooks.'

4. Taxonomy Development Process

In the present section, we develop the taxonomy fol-
lowing the 18 ETDP steps by Kundisch et al. (2021).

4.1. Objective Definition

In Section 1, we emphasized the need for a tax-
onomy of cybersecurity incentives. Building on this,
we established the meta-characteristic: Characteristics
of positive incentives to motivate cybersecurity behav-
iors, forming our taxonomy’s foundation. Following
the guidelines of Nickerson et al. (2013), the objec-
tive ending conditions were: i) examining all objects,
ii) identifying at least one object for each characteristic
in every dimension, iii) ensuring no merging or split-
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Empirical-to-conceptual

Initial Taxonomy:
Taxonomy

Development Four dimensions, six layers,

and 23 characteristics

Conceptual-to-empirical

Refined Taxonomy:

Five dimensions, eight layers,
and 29 characteristics

Empirical-to-conceptual

Final Taxonomy:

Five dimensions, eight layers,
and 32 characteristics
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Figure 1. Taxonomy development with corresponding number of characteristics

ting of dimensions in the final iteration, and iv) preserv-
ing the uniqueness of each dimension and characteristic.
To complement these objective criteria, we also defined
subjective ending conditions, aiming for the taxonomy
to be i) concise, ii) robust, iii) comprehensive, iv) ex-
tendable, and v) explanatory.

Furthermore, we established four evaluation goals to
ensure the taxonomy meets its defined objectives. We
selected completeness and comprehensibility to confirm
that cybersecurity decision-makers easily understand the
taxonomy, and it covers all aspects of positive cyberse-
curity incentives. Additionally, we chose reliability to
verify that the taxonomy consistently yields accurate re-
sults and applicability to ensure it can be practically ap-
plied in diverse organizational contexts.

4.2. Development and Demonstration

In the taxonomy development, we started with the
empirical-to-conceptual approach, as significant data
on cybersecurity incentives is available from publica-
tions (Nickerson et al., 2013). The taxonomy develop-
ment is visualized in Figure 1, whereas changes to the
previous step are highlighted in bold font.

(1) Initial Taxonomy. The first iteration of the tax-
onomy uses an empirical-to-conceptual approach, con-
ducting a systematic literature review (SLR) based on
the guidelines by Okoli and Schabram (2015), aiming to
identify characteristics of positive incentives in cyberse-
curity. The SLR, covering the period from 01/01/2014 to
04/30/2024, spanned five reputable databases: AIS eLi-
brary, IEEE Xplore, ACM Digital Library, ScienceDi-
rect, and SpringerLink”>. We searched the title for the
following keyword combinations: Incentive + Cyberse-
curity, Incentive + Security, Reward + Cybersecurity,
and Reward + Security. Inclusion criteria required the

Zhttp://aisel.aisnet.org, http://ieeexplore.ieee.org, http://dl.acm.org,
https://www.sciencedirect.com, https://link.springer.com

literature to be in English, within the cybersecurity do-
main, and covering incentive characteristics. Initially,
73 publications were found, but after removing dupli-
cates and applying the inclusion criteria, 46 papers re-
mained. The significant reduction was primarily due to
the keyword combination Incentive + Security, which
identified literature outside of cybersecurity. We then
extracted 23 characteristics of positive cybersecurity in-
centives, classifying them through the ETDP into four
dimensions with six layers. The initial classification is
based on the foundational work of Gibbons and Roberts
(2013), Holmstrom and Milgrom (1994), and Ryan and
Deci (2017). For full transparency, the selection and
classification process is available online.'

(2) Refined Taxonomy. The second iteration fol-
lows a conceptual-to-empirical approach, involving 15
expert interviews with cybersecurity decision-makers to
explore the characteristics of positive cybersecurity in-
centives in practice. These interviews provided practi-
cal insights that were not initially evident from the SLR
and were critical for understanding positive incentives.
This process led to the identification of one new dimen-
sion and two new layers. The new layer, Terms, was
added to the existing dimension Distribution, reflecting
the various ways incentives are structured and commu-
nicated within organizations. Decision-makers empha-
sized the need to differentiate between incentives given
in advance (prepaid) versus those awarded after achiev-
ing specific outcomes (postpaid) and whether the terms
are disclosed to participants or kept undisclosed. Ac-
cording to the decision-makers, these terms significantly
influence the effectiveness of incentives. Additionally,
the new dimension Evaluation with the layer Method
emerged from the interviews, underscoring the impor-
tance of evaluating incentives through direct engage-
ment with employees or stakeholders. Decision-makers
noted that user studies and interviews provide valuable
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insights into how incentives are perceived and their real-
world impact, revealing that evaluation is essential for
designing effective cybersecurity incentives tailored to
specific organizational contexts.

(3) Final Taxonomy. The third and final iteration
uses an empirical-to-conceptual approach. After refin-
ing the taxonomy based on expert interviews, we reex-
amined the 46 papers from the SLR to assess the newly
added layers. This revealed two new characteristics for
the Terms layer and one for the Method layer. Table 2
shows the finalized classification of the 46 papers.

Finally, we demonstrated the final taxonomy in ac-
cordance with Nickerson et al. (2013). Two authors in-
dependently verified that the objective ending conditions
were met by reviewing the taxonomy development pro-
cess and performing an iterative analysis of the taxon-
omy. The subjective ending conditions were confirmed
by evaluating all incentives identified in the SLR and the
10 illustrative scenarios used in the evaluation process.

5. Taxonomy of Cybersecurity Incentives

We present the taxonomy of positive cybersecurity
incentives as a morphological box in Table 3. It com-
prises five dimensions, eight layers, and 32 characteris-
tics, which is an appropriate size for a taxonomy (Nick-
erson et al., 2013). The taxonomy includes incentives
within organizations (e.g., for employees), external to
organizations (e.g., for bug bounties), and between or-
ganizations (e.g., for threat intelligence sharing). Inte-
grating these three perspectives facilitates the applica-
tion and transfer of insights about incentives across dif-
ferent areas of cybersecurity. The dimensions are or-
dered according to the design science research method-
ology by Peffers et al. (2007). The last column indi-
cates whether the characteristics are mutually exclusive
(E) or not (N), determining how many can be selected.
The taxonomy is applied by selecting at least one char-
acteristic from each dimension, moving from top to bot-
tom. Still, some contexts might require more flexibility,
in which cases not all dimensions need to be mandatory
Kundisch et al. (2021).

The first dimension, Target, distinguishes whether
the incentive targets individual employees, the organiza-
tion as a whole, or specific technological aspects (e.g.,
distributed security systems). The second dimension,
Outcome, categorizes the desired results of the incen-
tives, distinguishing between the impact on behavior or
technical systems and the temporal aspect of short-term
and long-term effects. The third dimension, Mechanism,
outlines the means through which incentives operate.
Economic mechanisms have a financial effect that typi-
cally has an objective value, including money, regulation

Table 2. SLR classification in the final taxonomy

Incentive Design

Author - — -
Target Outcome Mechanism Distribution Evaluation

August et al. (2014)
Giannetsos et al. (2014)
M. Li et al. (2014)

Liao and Chen (2014)
Shoshitaishvili

etal. (2014)

Nepal and Jamasb (2015)
Gisdakis et al. (2016)
Naghizadeh

and Liu (2016a)
Naghizadeh

and Liu (2016b)
Chatfield and

Reddick (2017)

Farhadi et al. (2017)
Gonzalez and

Treek (2017)
Korczynski et al. (2017)
Abe et al. (2018)

Xu et al. (2018)

Zhan et al. (2018)
Zhao et al. (2018)
Berenjian et al. (2019)
Kenneally (2019a)
Kenneally (2019b)
Yang et al. (2019)

Zhu et al. (2019)

Goel et al. (2020)
Morgner et al. (2020)
Alkalabi et al. (2021)
Goel et al. (2021)

Kroll et al. (2021)
Vlachos et al. (2021)
Wessels et al. (2021)
Arulprakash and
Jebakumar (2022)
Kolini and

Janczewski (2022)

H. Liet al. (2022)

Q. Lietal. (2022)

Lu et al. (2022)
McConnell et al. (2022)
Wang et al. (2022)
Wang (2022)

Ali et al. (2023)

Bates et al. (2023)

Cai et al. (2023)

He et al. (2023)
Kalpana et al. (2023)

Y. Li and

Hoffman (2023)
Rathore and

Griffith (2023)
Yoshioka et al. (2023) ° . . °
Sohail et al. (2024) . . . . .

P 45 33 35 35 33

(e.g., for security patching like Morgner et al. (2020)),
data (e.g., for threat intelligence sharing as Kolini and
Janczewski (2022)), and subsidies. Social mechanisms
have a social effect that usually has a subjective value,
encompassing reputation, gamification, feedback, and
certification. The most used mechanisms are money
and reputation, which typically have a strong immedi-
ate effect. The fourth dimension, Distribution, focuses
on how incentives are distributed. It covers three lay-
ers. First, the mode of distribution describes the form in
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Table 3. Taxonomy of positive cybersecurity incentives

Dimension Layer Characteristics N/E

Target Type Individual Organization Technology E
Outcome Impact Behavior Technical Short-term Long-term N
Economic Money Regulation Data Subsidy E

Mechanism
Social Reputation Gamification Feedback Certification E
Mode Physical Digital Manual Automatic N
Distribution Terms Prepaid Postpaid Disclosed Undiscl. Fixed Dynamic N
Event Competition Evaluation Surveillance Deadline & Goal E
Evaluation Method User study Interviews Simulation E

which the mechanism is delivered to the target. A digital
mode occurs more often than a physical distribution, and
an automatic distribution is more common than a man-
ual one. Second, the terms further detail whether incen-
tives are prepaid, postpaid, disclosed, undisclosed, fixed,
or dynamic. Third, decision-makers can employ events
such as competitions (primarily used in bug bounties),
evaluations, surveillance, or deadlines as the distribution
of an incentive. The most applied events by cybersecu-
rity decision-makers are competitions, while the liter-
ature analyzes punishment in-depth. The final dimen-
sion, Evaluation, describes the methods used to evaluate
the effectiveness of cybersecurity incentives, highlight-
ing the importance of empirical and practical assessment
techniques. The layers here include user studies, inter-
views, and simulations, with the latter primarily used in
combination with technology as the target. This taxon-
omy offers a structured framework and a comprehensive
knowledge base for decision-makers, enabling them to
design and implement cybersecurity incentive programs
tailored to their organizational needs. It aims to improve
motivational effects, optimize resource utilization, and
ensure consistent outcomes in cybersecurity practices.

Beyond the incentive design classified in the taxon-
omy, we examined the use of incentives across sectors,
technologies, and stages of the cybersecurity lifecycle in
the literature. Incentives are commonly applied in sec-
tors such as security management, human aspects, and
education (European Commission, Joint Research Cen-
ter et al., 2019). They are also increasingly integrated
into emerging technologies like cyber threat intelligence
and artificial intelligence. When examining the use of
incentives across the lifecycle based on the NIST Cyber-
security Framework (Barrett, 2018), we found that the
protect phase prominently employs incentives, particu-
larly in combination with human aspects and education.

6. Evaluation

Next, we evaluated the taxonomy through 15 ex-
pert interviews following the ETDP by Kundisch et al.
(2021). The cybersecurity decision-makers agreed that
the taxonomy encompasses all components of cyber-
security incentives, indicating its completeness. Most
found the taxonomy comprehensible, though three ex-
pressed uncertainty about the target of technology and
the technical outcome. To enhance the taxonomy’s com-
prehensibility, we provide illustrative examples online
that describe all characteristics.> One expert shared the
perception of the taxonomy:

“I am surprised that incentives in cybersecurity
can be designed in such a variety of ways. |[...]
We could customize them more precisely to our use
case.” (E12)

To assess the taxonomy’s reliability, the cybersecu-
rity decision-makers categorized incentives from 10 il-
lustrative scenarios (five from literature and five from
industry), which we published online,® using the tax-
onomy. The scenarios included incentives within orga-
nizations (e.g., rewards for employees reporting phish-
ing emails), outside organizations (e.g., bug bounties),
and between organizations (e.g., financial payments or
a marketing label for threat intelligence sharing). We
calculated each dimension’s inter-rater agreement using
Fleiss’ Kappa (Fleiss, 1971). The results are displayed
in Table 4 and indicate a very high inter-rater agreement,
with Fleiss” Kappa exceeding 0.8 for each dimension of
the taxonomy (Landis & Koch, 1977). These findings
indicate a strong reliability of the taxonomy of positive
cybersecurity incentives.

3Mlustrative scenarios and open-source interactive taxonomy with
examples: https://github.com/IncentiveTaxonomy/Availability
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Table 4. Inter-rater agreement with Fleiss’ Kappa

Inter-rater agreement

Di . Interpretation
Imensions  gieigs, 1971)

(Landis & Koch, 1977)

Target ~£=0.89 Very high
Outcome ~k=0.85 Very high
Mechanism  k=0.82 Very high
Distribution x£=0.81 Very high
Evaluation £=0.92 Very high

After the cybersecurity decision-makers applied the
taxonomy, we inquired about its applicability. Most
agreed that the taxonomy was highly applicable and suc-
cessfully classified the 10 scenarios. Two participants,
unfamiliar with morphological boxes, experienced mi-
nor difficulties with its application, as explained:

“I haven’t used a taxonomy in the past, so I'm not
sure where to start.” (E11)

To further improve applicability, we developed an in-
teractive taxonomy,* addressing these drawbacks. The
interactive tool enhances the utility of the developed
framework by making it more adaptable, accessible, and
user-friendly. It also allows the customization of incen-
tive characteristics to fit organizational contexts and en-
ables cybersecurity decision-makers to explore and en-
gage with the taxonomy interactively. By offering illus-
trative examples and guiding users through its applica-
tion, the interactive version can facilitate the understand-
ing and implementation of cybersecurity incentives.

Additionally, one participant was uncertain about
classifying an incentive that offers multiple mechanisms
(e.g., bug bounties can result in money and reputation).
Hence, we added a note to the interactive taxonomy, rec-
ommending selecting the primary incentive mechanism
(e.g., money for bug bounties). A participant summa-
rized their experience with the taxonomy:

“With the taxonomy, we can design cybersecu-
rity incentives based on a guideline, as we lacked
knowledge in that area.” (E15)

7. Limitations and Future Work

We outline limitations and potential for future work.
Since we used purposive sampling, participants might
not have been selected randomly. Still, we included di-
verse participants to enrich the study’s insights. Most
participants were from Europe, which may limit the gen-
eralizability of our findings. Future research could ad-
dress this by replicating the study in other regions to
validate the results in different contexts. Additionally,

“4Interactive taxonomy: https://taxonomy.uversy.com

the same participants were involved in the taxonomy
development and its evaluation, which could introduce
bias. Recruiting cybersecurity decision-makers is chal-
lenging due to their limited availability, but we success-
fully gathered input from a diverse group.

While most dimensions of the taxonomy are mutu-
ally exclusive and collectively exhaustive (MECE), the
Outcome and Distribution dimensions are not. Kundisch
et al. (2021) suggest aiming for a MECE taxonomy but
allowing justified deviations. During expert interviews
in the second iteration of taxonomy development, the cy-
bersecurity decision-makers noted that in practical sce-
narios, multiple selections within the Outcome and Dis-
tribution dimensions would be necessary, making strict
mutual exclusiveness difficult to maintain. They empha-
sized that this approach better reflects the complexity of
cybersecurity incentives, justifying the decision to retain
the non-exclusiveness of these dimensions for a more
accurate and practical representation.

Our proposed taxonomy offers a comprehensive
knowledge base and a structured framework for positive
cybersecurity incentives. Future research could explore
which combinations of the 32 identified characteristics
are most effective in different cybersecurity contexts and
investigate the longevity to sustain motivation. Another
potential extension of the taxonomy could involve in-
tegrating nudges, as emerging research in this area has
shown promising results (Baumer et al., 2024).

8. Conclusion

This paper investigates the categorization and de-
sign of cybersecurity incentives, offering the following
contributions: (1) We developed a comprehensive tax-
onomy of positive cybersecurity incentives based on an
SLR of 46 papers and 15 interviews with cybersecurity
decision-makers. (2) The evaluation by these decision-
makers shows high inter-rater agreement, indicating the
taxonomy’s completeness and reliability. (3) We created
an interactive version of the taxonomy to further im-
prove its applicability and usability. Overall, this paper
provides a knowledge base and structured framework to
guide cybersecurity decision-makers in designing incen-
tive programs tailored to their organizational needs.

Use of Generative Al

We refined the language and readability of this paper
with DeepL, Grammarly, and ChatGPT (Version 40) and
take full responsibility for the content.’

SFor full transparency, we report Al Usage Cards (Wahle et al.,
2023): https://ai.uversy.com/incentive-taxonomy
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