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Abstract

Regulation is key for effective information systems
use and emerging technologies, such as artificial
intelligence (Al), place particular challenges for
regulation, as functionalities of these technologies are
largely unknown at time of regulation. This study
systematically reviews the body of knowledge on
regulation in Information Systems (IS) research. The
review identifies two research streams, (1) regulation of
IS and (2) regulation through IS. We elaborate on three
thematic areas regulation imposes in IS research — (1)
the fragmented regulatory landscape (2) regulatory cost
and (3) the impact of rapid technological change.The
review proposes a research agenda to advance the
understanding of IS regulation and highlight areas for
Sfurther investigation.
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1. Introduction

Regulation of Information Systems (IS) refers to
the development and enforcement of rules and standards
governing the use of technology and the compliance
requirements of IT systems within organizations (Butler
et al., 2023). While society has been regulated by legal
standards for many decades, the volume of laws,
regulations and policies is increasing and can
overwhelm those affected. Regulation affects many, if
not all, business areas, requiring organizations to
continuously adapt their systems and practices (Cleven
and Winter, 2009). Economic crises, geopolitical
conflicts and pandemics can trigger new regulatory
demands, forcing organizations to quickly respond to
evolving regulatory landscapes.

In course of digital transformation, regulation
strongly relates to information technologies, which
makes regulation an important area of IS research. From
an IS perspective, two key challenges are prevalent in
regulation: First, regulation needs to deal with the
emergent nature of digital technologies (Seidel et al.
2024), that is the challenge to regulate a technology,
such as artificial intelligence, of which at the time of
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regulation the potential use of such technology is largely
unknown. Research has investigated how to abstract
from specific functionalities and contexts and to
regulate affordances of emerging technologies (Seidel et
al., 2024), supporting law making and risk mitigation for
organization.

Second, regulation needs to deal with continuous
change the business environment (Grisold et al. 2023).
Adaptation to new or mutated rules is challenging for
individuals, as seen during the COVID-19 pandemic
when individuals struggled to understand and comply
with evolving health guidelines, such as travel
restrictions. For organizations, this challenge is
magnified due to the need to rapidly adjust policies on
new compliance measures. The political management of
the financial crisis of 2008 triggered a wave of
regulation increasing the importance of regulatory
topics in IS research (Boud and Wilson, 2019).
Organizations, particularly in heavy regulated
industries, such as financial services, face challenges
adapting to the constant flow of new regulations that
alter their daily operations (Smith and McKeen, 2006).
Research has investigated how information systems
may facilitate rapid adaptation and compliance by
leveraging technology and digital tools, such as
automated compliance checks and digital reporting
systems (Karanasios, 2022). These tools help
organizations and individuals comply with the new rules
more efficiently, reducing the burden of manual
processes.

Beyond such examples, the field of IS lacks a
systematic understanding of the multifaceted role of
regulation. The role of regulation in IS research has
garnered increasing interest in both research and
practice (Benedict and Gill, 2022; Butler et al., 2023;
Miltgen and Smith, 2015). However, we still know little
regarding the relationship between technological
developments and the risks they present (Butler et al.,
2023), particularly in understanding how quickly
evolving technologies can sometimes outpace
regulatory frameworks and user adaptation. There is
consensus that a more systematic understanding of
regulation in information systems is needed, to mitigate
risk for organizations and support effective information
systems design and use (Butler et al., 2023).
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We conduct a systematic literature review on the
role of regulation in IS to contribute to a more
comprehensive understanding of regulation in IS. We
provide an overview of how regulation is
conceptualized and how technology is applied in this
context. Our research seeks to identify priority areas,
further research opportunities and pressing questions for
advancing the field of regulation in IS research.
Specifically, we ask: What are challenges and
opportunities in the regulation of and through
Information Systems, and how can these areas be
addressed to advance the field of IS research? Following
Butler et al. (2023), we explore the current state of
knowledge, implementation mechanisms, contextual
applications and overarching themes in IS regulation
forming the structural framework of the paper.

The remainder of this paper is structured as follows:
First, we provide a research background, followed by
the research methodology, our findings and the
discussion and implication section.

2. Research Background

In recent years, regulatory interest has returned to
the forefront as businesses, regulators, and other key
social groups grapple with hurdles related to
information security in the context of information
technologies (Miltgen and Smith, 2015). Technology
plays a key role in the move from traditional regulatory
considerations so setting modern standards (Benedict
and Gill, 2022). However, regulation influences how
organizations pursue their daily business. This influence
extends not only across the organizational and strategic
levels of a company but also finds its way into
processes, organizational communication, information
systems, and data flows (Cleven and Winter, 2009).
These technological advancements necessitate ongoing
evaluation of regulatory frameworks, highlighting the
critical role of IS research in understanding and adapting
to evolving challenges, which this study aims to address.

In its original thoughts, regulation is the vehicle to
provide safety and order for society. The concept itself
is not new in any sense (Cleven and Winter, 2009). As
with any social concept, it develops and evolves over
time. In the case of law-making, regulating authorities
introduced rules and regulations to all levels of social
life. In business, regardless of the size of an enterprise,
all participants in the market must follow certain rules
and regulations to maintain the order of the system,
create a fair environment for other participants, and
avoid harm. Yet, what does the term regulation mean?
Officially, regulation is considered a control or
constraint. In other words, the term regulation describes
the control of society through rules and limitations
(Orbach, 2012). Understanding this evolution is

essential as it frames the current research focus on how
IS can support regulatory processes and in particular the
need for updated research perspectives in the digital age.
Anyhow, due to the changing nature of regulation and
its application, it is almost impossible to find a uniform
definition (Taylor, 2005). In the context of this paper,
regulation constitutes a multifaceted concept involving
the control and facilitation of societal activities through
the establishment and enforcement of rules and
limitations. Gunningham and Sinclair (2017) state that
regulation in its pure form implies social control.
According to Orbach (2012), the terms regulation and
control are mostly regarded as restrictions with a
negative connotation.

Historically, regulation is viewed as a bi-directional
process involving a regulator and a regulated entity
(Gunningham and Sinclair, 2017). This traditionally
means that one entity (the regulator) imposes standards
that the other party (the regulated entity) must comply
with, often under threat of punishment for non-
compliance. However, the 2008 financial crisis and
other similar events highlight that it is not just the fear
of punishment that drives compliance but also the
consequences of regulatory gaps or insufficient
oversight (Davydova and Makarov, 2021). The absence
of effective regulation, influenced by lobbying and self-
interest, has often led to systemic risks and financial
instability. In a principles-based regulatory structure,
traditional regulation often relies on self-management
and the integrity of market participants (Currie et al.,
2018; Currie and Seddon, 2017, 2022). Compliance is
expected to mirror responsible behavior, but significant
changes in behavior typically occur only once explicit
rules are established. This highlights that regulation
should not merely be seen as a punitive measure but also
as a necessary framework to prevent market failures and
guide behavior (Benedict and Gill, 2022). There is a
growing need to rethink regulatory approaches to foster
dialogue, transparency, and proactive compliance rather
than relying solely on reactive measures (Davydova and
Makarov, 2021).

Tracking the entire life cycle of a regulatory act,
cross-cutting accountability of authorities at different
levels, and the central role of the opinion of those
affected by regulation are still relevant (Stakeholder
Consultation on Smart Regulation, 2010). Therefore,
the modern way of thinking about regulation envisages
the use of complementary combinations of instruments
and actors tailored to the needs of specific regulatory
problems (Gunningham and Sinclair, 2017). According
to the European Commission, regulation is in the next
stage in addressing the problem of policy making. As
defined by them, the concept is about achieving
outcomes with the minimum burden possible
(Stakeholder Consultation on Smart Regulation, 2010).
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This resulted in a quest for alternative strategies to
better manage the further evolving environmental and
governmental challenges. Through the exploration of a
broader range of political as well as economic
instruments, self-regulation, and information-based
strategies, regulation evolved into a combination of
instruments and actors (Gunningham and Sinclair,
2017). The concept of regulation can be addressed by
shifting the focus from the regulatory process itself to
its outcome and by attempting to understand what is
impeding the achievement of the desired outputs
(Davydova and Makarov, 2021). This shift towards
outcome-focused regulation informs the research
agenda of this paper, particularly in identifying how IS
can facilitate modern regulatory practices.

Nevertheless, the implementation of and
compliance with regulations become more complex
every year, which is why companies need help to
overcome the challenge of keeping track of the evolving
regulatory jungle (Cleven and Winter, 2009).
Technology-aided information systems shall therefore
facilitate corporate regulatory compliance.

At the end of the 20th century, the search for new,
alternative forms of stakeholder participation in the
legislative process began worldwide. However, interest
in asking regulatory questions in the context of IS
decreased a few years after the financial crisis (Cleven
and Winter, 2009). Regardless, digital solutions and
global digitalization play a major role in the
considerations of bringing coherence and perspective
into the research field (Cooper, 1988). At the latest with
the emergence of Distributed Ledger Technologies
(DLT), the question of the regulation of emerging
technologies have gained momentum again (Seidel et
al., 2024; Wurzer, 2019).

3. Research Design

We have conducted a literature review to assess the
body of knowledge on regulation in IS (Frank and
Hatak, 2014; Paré et al., 2015; Webster and Watson,
2002). We have chosen to conduct a systematic
literature review (vom Brocke et al., 2015) to provide
transparency on our search strategy and coverage of the
review, supporting fellow researchers to build on and
extend on our review.

Our review provides an overview of the current
state of research and engages with the discourse on
regulation in IS. We focus on articles published in the
Senior Scholars' List of Premier Journals (in its latest
version including 11 journals, see Table 1), in order to
be able to make a first rigorous contribution. We
understand that other sources are relevant and that
analyzing these sources will add to the understanding of
regulation in IS in the future. We deem the Senior

Scholars' List of Premier Journals a good start in light of
our research interest, since these publications are held
representative for the established body of knowledge
and state of the field. Future research will add to our
results taking into account articles from further outlets.

To conduct the literature review, we identified two
main keywords: “regulation” and “regulatory”. The
search terms are intentionally chosen holistically, as
regulation is a very broad research field. It is applied in
all areas of social life. Therefore, in this literature
review, we consider regulation in its entirety in the
context of IS. To retain the clear terminological
character of the term “regulation”, we decided not to
include any synonyms. The goal is to find out where the
focus is placed in the discourse. The search process was
sequential in nature and contained three queries. The
search includes articles published up to the 11th of
November 2023.

Before performing the final query, two further
queries were conducted. Each query was tested with the
same search options within the List of Premier Journals.
For all queries, the boolean search operator “OR” was
used to improve results. A manual recheck of the
database searches was performed to ensure the validity
and rigor of the outcomes. The first one included a
search in all relevant fields, where the keywords
“regulation” OR “regulatory” were included.

The second, more specific search, included a search
within the title, the keywords, and the abstract using OR
operators. As the last and third query, the search
operators were further reduced to only searching for the
pre-defined search terms in the title of the journal
papers. Each query for the individual journals was tested
with identical search options. The outcome of the
queries of the literature search is illustrated in Table 1.
Following the search, we analyzed and synthesized the
selected literature. We coded the studies based on
various categories, including purpose, data type, data
source, research context, method of analysis, and
measures.

We limit the scope of our literature review to papers
that directly discuss regulation. Therefore, three
inclusion criteria were defined to only review relevant
literature for this research paper. First, regulation must
be the key contribution in the paper. To ensure that we
conducted an abstract evaluation. Second, the journal
article must be in one of the Premier Journals. Third, the
work must be original research; so one article was
excluded from the review since it was a commentary
that was nevertheless displayed in the database search.
The remaining 35 journal articles were relevant and
reviewed (R&R) for the underlying literature review.
The respective articles are marked with an asterisk (*)
in the references. The core contribution regarding
regulation in the research papers brought us to the
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conclusion to follow a holistic approach. By only
searching through the List of Premier Journals listed
above, we want to get representative coverage of the
field from the most important IS journals. The final
decision to only search for the keywords in the title of
the publications is grounded on the desire to identify
seminal works with their focus on regulation in IS
research. However, our approach has some limitations.
The focus on the Premier Journals list may exclude
relevant contributions from practitioner journals.
Additionally, concentrating solely on titles may
overlook relevant studies where regulation is a
significant, though not primary, focus.
Table 1. Detailed search results from the Senior
Scholars’ List of Premier Journals.

Journal Title Hits 1st Hits 2nd Hits 3rd R&R
query query filtered query
without by Title OR | filtered by
filter Abstract OR Title
Keywords
Decision Support 639 46 7 3
Systems
European Journal of 427 29 5 4
Information Systems
Information and 591 52 15 4
Management
Information and 109 11 3 1
Organization
Information Systems 290 24 2 1
Journal
Information Systems 197 14 6 5
Research
Journal of AIS 265 17 2 1
Journal of 357 42 14 7
Information
Technology
Journal of MIS 232 17 6 5
Journal of Strategic 217 11 3 3
Information Systems
MIS Quarterly 262 10 1 1
Total 3°585 272 58 35
4. Findings

We base our research on four questions that are
central to our research endeavor. We ask (1) how
regulation is conceptualized in IS, (2) how regulation
can be implemented, (3) in which contexts IS facilitates
regulation and (4) what patterns and themes are mainly
involved in the discourse. Our findings reveal two
distinct research streams. First, regulation through 1S
and second, regulation of IS. We further conceptualize
both streams based on the detailed analysis of the
relevant literature, focusing on their distinct objectives
and implication.

Additionally, we found three thematic areas
emerging from our review: (1) the unclarity and
fragmentation of the regulatory landscape, (2) the cost
implications of compliance and (3) the rapid pace of
technological change and its impact on regulation.

These themes were specifically identified by analyzing
patterns and discussions within the selected journal
articles, linking them to broader regulatory challenges
and opportunities in IS research.

4.1. The Concept of Regulation in IS Research
Varies

The concept of regulation in IS research can be

categorized into two research streams: regulation
through IS and regulation of IS. This section explores
both perspectives to highlight how the concept of
regulation varies in IS research.
4.1.1. Regulation through IS. Regulation through 1S
varies between industries. We explore three specific
sectors: (1) Digital Business, (2) Financial Services, and
(3) Healthcare. Analyzing these sectors helps identify
key differences and commonalities in regulatory
approaches. On a general level, reaching all industries
discussed, some regulations apply to all companies,
which work with or store data (Hovav et al., 2021). The
General Data Protection Regulation (GDPR) is one of
the regulations that applies to all industries and
companies (Regulation (EU) 2016/679 on the protection
of natural persons with regard to the processing of
personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data
Protection Regulation), 2016).

Digital Business. In digital business, trust and
regulation are crucial for building confidence and
minimizing risk (Miltgen and Smith, 2015; Tsatsou et
al., 2010). Regulations set standards and penalties for
non-compliance (Hovav et al., 2021). However, the
regulatory landscape is fragmented, with conflicting
national laws and EU regulations (Tsatsou et al., 2010).
This fragmentation originates from unclear distinctions
between regulations and policies (August et al., 2017).
Laws and regulations are externally imposed by entities
like governments and are binding, while internal
policies are voluntary guidelines set by organizations to
protect their interests (Hovav et al., 2021). In sectors
like e-business and intellectual property incomplete and
evolving regulations lead to wuncertainty. Clear
regulations are missing in a variety of business sectors
(Bauer et al., 2016; Tsatsou et al., 2010). This may be
caused through fast innovation and technological
change overwhelming regulatory mechanisms and
developments (Clemons and Madhani, 2010).

Finance. The financial services industry is one of
the strictest regulated industries worldwide (Fisher and
Harindranath, 2004). There is a difference between rule-
based and principle-based regulation. Europe primarily
uses principle-based approaches, while the US follows
rule-based methods (Currie et al.,, 2018; Currie and
Seddon, 2017, 2022). Principle-based regulation aims to
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prevent market failures and foster a culture of
compliance, transparency, and accountability (Fisher
and Harindranath, 2004). The financial sector is known
for its stringent regulations, which increased
significantly after the 2008 financial crisis (Currie et al.,
2018). Regulatory waves often correlate with historical
events, leading to increased cost for compliance (Currie
and Seddon, 2022; Williams, 1994). Despite these
efforts, the financial industry faces fragmented
regulation, with requirements varying by sector (Fisher
and Harindranath, 2004).

Healthcare. The healthcare sector differs from
other business sectors insofar that the quality of care
depends mainly on the availability of correct patient
information, rather than the goods or services provided
(Anderson et al., 2023). Regulatory requirements in
healthcare focus on data protection, privacy and
confidentiality, emphasizing the protection of sensitive
data, such as patient information (Foth, 2016).
Requirements in the healthcare sector enforce to
measure ubiquitous regulations, while customizing
them to local disparities (Anderson et al., 2023).
Healthcare organizations and their employees are
required to protect the privacy of their patients’ data and
comply with privacy standards to maintain data security
(Foth, 2016). Moreover, the integration of medical
innovations, as highlighted by Steinhauser et al. (2020),
underscores the importance of aligning regulatory
frameworks with digital asset considerations to ensure
that emerging technologies enhance the quality of care
while adhering to strict privacy and security standards.

4.1.2. Regulation of IS. The main goal of the regulation
of IS is to encourage innovation and provide
transparency in the market (Fast et al., 2022). This
transparency could be achieved through clear guidelines
that promote accountability = while allowing
organizations the flexibility to innovate. The idea of
regulating IS came up through digital media and the
associated debates on the need for the accountability of
cyberspace (Mlcakova and Whitley, 2004). R egulation-
oriented capabilities of a firm include various aspects of
IS, where the focus on surveillance and transparency
necessitates decision-making rules (Kude et al., 2018).
Generally, there are four main modalities of
regulation, initially developed by Lessig in 1999: (1)
law, (2) markets, (3) norms, and (4) architecture. These
modalities enable regulation both in the real world and
in cyberspace (Mlcakova and Whitley, 2004).
Furthermore, regulating IS often involves amandatory
standards regime, where the government establishes a
set of minimum standards applicable across all sectors
(Tang etal., 2008; Xu etal., 2012). An exception is peer-
to-peer networks, which are typically considered self-
regulating (Benedict and Gill, 2022; Mlcakova and

Whitley, 2004). However, according to Nan et al.
platforms providing user-generated content can bring a
number of risks in the social context, which need
orchestration  (2023).  Additionally, peer-to-peer
networks include DLTs, which regulators are
increasingly concerned may hinder the identification of
systemic risks (Benedict and Gill, 2022). These risks
could include fraud, illegal financing, cyber violence,
adverse social events and the distribution of
inappropriate content (Currie et al., 2022; Nan et al.,
2023). Ultimately, while regulators set the framework
and requirements for compliance, the implementation of
specific measures is the responsibility of the platform
operators (Chen et al., 2021; Nan et al., 2023). How
regulation is developed highly depends on national
legislation as well as the economic and political
contexts. All in all, authors repeatedly see that
regulators intervene in current regulatory requirements
due to emerging or changing technologies (Hosein and
Whitley, 2002; Kim et al., 2007, Seidel et al., 2024)

4.2. The Implementation of Regulation
Differentiates

When looking at regulation in the context of IS
research, the question arises what types of technologies
are discussed in current literature as well as which ones
are already in use in organizations. Technologies and
systems that overreach all industries, especially
regarding security efforts aiming at data protection, are
for instance firewalls, network monitoring, and
intrusion detection (Foth, 2016; Kwon and Johnson,
2013). E-signatures and authentication systems, such as
encryption, electronic  storage, or e-payment
technologies add up to the set of technologies used in all
industries discussed (Hosein and Whitley, 2002;
Tsatsou et al., 2010). Additionally, different hardware
devices are used to regulate access with the help of
badges or cards, guards, and codes to access certain
rooms or hardware and trace data in a certain business
process (Kwon and Johnson, 2013).

Another way technologies are used to facilitate
business endeavors is by deploying business rules and
supporting daily business operations. For these use
cases, organizations apply software, such as Enterprise
Resource Planning (ERP) systems (Kim et al., 2007).
Those systems can be enhanced with IS applications or
interfaces to improve access to needed information,
which ultimately helps with making decisions
(Chellappa and Shivendu, 2007; Williams, 1994). This
is especially relevant in the financial services sector
because multiple information streams must come
together to have a proper information base to stay
compliant when fulfilling a client’s order. To stay
transparent, accountable, and compliant, surveillance
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technologies find their place in financial services, too
(Currie et al., 2018).

4.3. Technology as a Facilitator Finds its Use in
Regulatory Issues where it is Applicable

Generally, technology regarding regulatory issues
finds its use where it is applicable and needed (Currie
and Seddon, 2022). There is no guideline on when or
where to benefit from facilitation through IS. However,
regulatory technologies have become more important in
recent years. Especially when it comes to monitoring,
reporting and compliance in an organization,
technologies facilitate authorities and governments
(Siering, 2022).

In the financial industry, for example, IS have
emerged so far that human handling of repetitive and
highly standardized tasks is almost obsolete. As an
example, trading algorithms can perform faster, can
handle a higher number of trades in less time, while
being perfectly compliant (as long as the algorithm has
been programmed correctly and is maintained) without
any human activity involved (Currie and Seddon, 2022).

In the healthcare sector, sharing protected health
information via platforms between healthcare
organizations helps to improve the quality of care and
ultimately reduce cost (Anderson et al., 2023; Menon
and Lee, 2000). In general, sharing data on the one hand
but also sharing knowledge on the other hand,
technology is an enabler for the secure transfer of
information (Hovav et al., 2021; Kim et al., 2007).
Especially regarding the handling of big data, regulation
of data-driven market power is necessary (Fast et al.,
2022).

It becomes clear that fast-developing technology is
a disruptive force challenging traditional approaches to
regulation. Fundamental changes in the landscape of
industries, which underlie laws and regulations can be
observed due to the technological impact (Hosein and
Whitley, 2002).

4.4. The Relationship between Regulation and
its Thematic Areas is Complex

4.4.1. The regulatory landscape is fragmented and
unclear. Summarizing the outcomes of the outlined
seminal papers, almost all detect a pattern of an unclear
and fragmented landscape of regulation in their
associated fields. Currie et al. (2018) note that financial
services organizations face constant deregulation and
re-regulation, resulting in a frequently changing set of
valid jurisdictions, in which organizations need to
orientate and quickly adapt to sustainably stay
compliant (Currie et al., 2018; Currie and Seddon,

2022). Additionally, the inconsistent application of
regulation creates barriers (Currie et al., 2022; Fisher
and Harindranath, 2004). Technologies intend to
support regulatory compliance become valuable when
they help organizations manage these multi-sourced
laws effectively (Foth, 2016). Topics, such as network
neutrality gain relevance for the regulating parties,
however, the approach and the results of such rules are
unclear (Krdmer and Wiewiorra, 2012). Clemons and
Madhani (2010) emphasize that regulatory clarity is
crucial; Otherwise, this can harm both competition and
customers.

4.4.2. Achieving compliance comes with cost. Another
main finding reaching the reviewed works is the cost
aspect of compliance. Kim et al. (2007) among others
state that achieving compliance comes with a high cost.
Adding to that, Hovav et al. (2021) argue that especially
in highly regulated industries the integration of suitable
compliance mechanisms into traditional business
processes requires investments. Menon and Lee (2000)
found in their study that investments in the healthcare
sector increase due to accumulating regulatory
requirements.

In general, it is common that regulators fine
organizations for poor implementation of regulation
(Nan et al., 2023). To manage marges, organizations
have to increase prices, which ultimately fall back to
customers (Tang et al., 2008). Hence, an ideal regulation
strategy in organizations largely depends on the cost to
change the intensity of regulation within the
organization (Nan et al., 2023). Nonetheless, initial
investments in IS supporting compliance processes can
have positive effects (Kude et al., 2018). In the long run,
IS can decrease the cost of compliance, while at the
same time increasing the efficiency of business
activities (Williams, 1994). As a result, according to
Kwon and Johnson (2013), less mature organizations
profit from compliance activities as they significantly
improve security, while in more mature organizations
the effect is less significant.

4.4.3. Technological development influences the
implementation of regulation. When looking at
technology and its speed of change and evolution it is
hard for regulating parties to keep up (Currie and
Seddon, 2017). Technological developments and big
data show that regulation as well as its agile
implementation is essential in today’s economic
environment (Fast et al., 2022). However, digitized
processes are not per se better than traditional ones. In
regard to trading, the consideration of its different forms
is important, yet technology-supported trading shows
accelerated executions with higher volumes (Clemons
and Weber, 1996). Hence, it must always be carefully
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evaluated what is the best option for the implementation
of the regulation. Especially for evolving trends it must
be determined whether regulation can adapt to emerging
industries and new ways of implementing regulatory
requirements (Chen et al., 2021). This is why authors,
such as Gozman and Currie (2014) doubt that
comprehensive technology-supported compliance can
be realized.

5. Discussion and Implications

In this paper, we reviewed literature on the
discourse of regulation in IS research. The literature
analysis showed themes that are discussed within the
field. In the following, we discuss and summarize our
findings, linking them to the research question and
providing implications for advancing the field.

5.1. The Complex Relationship between
Regulation and its Thematic Areas Requires
Action

Jurisdictional considerations are vital regarding the
digital world (Tsatsou et al., 2010). Incorporating IS
support into traditional compliance processes increases
the security for organizations concerning data breaches
or other malicious occurrences (Kwon and Johnson,
2013). Adding to that, introducing regulatory
technologies to help with transparency, accountability,
and surveillance increases the efficiency of processes
and simplifies staying compliant in the fragmented
landscape of regulations (Currie et al., 2018; Siering,
2022). Our findings emphasize that the detected themes
of regulatory inconsistency, cost implications, and
technological speed of change represent key challenges
that must be addressed to unlock the full potential of IS
in the regulatory context.

These thematic areas cover recurring issues
discussed within the analyzed papers from the literature
search. First, regulation directly influences the issue of
inconsistency, uncertainty, and unclarity for the
regulated parties due to the fragmented landscape of
laws and regulations, posing significant challenges for
organizations seeking consistent compliance strategies.
Second, there is a direct relationship between regulation
and compliance cost, as regulations often necessitate
costly adjustments in software, technologies, or
processes. And third, the rapid pace of technological
change creates a loop with regulation, where each
influences the other, adding to the complexity and
unpredictability of the regulatory landscape.

Whilst some regulations can slow down the
implementation of new technologies due to their
unclarity, others can incentivize organizations to invest

in new technologies. The relationship between these
thematic areas highlights a crucial opportunity:
leveraging emerging technologies like Al to enhance
clarity, reduce compliance costs, and better manage the
pace of regulatory adaptation. By exploring how these
technologies can streamline regulatory processes, future
research can offer practical solutions to these identified
challenges, advancing both theory and practice in IS
regulation. This suggests a need for systematic
approaches to (1) contextualize regulation within the
evolving technological landscape and (2) investigate
how emerging technologies can serve as enablers for
more effective regulation and compliance management
at the organizational level.

5.2. The Concept of Regulation in IS Needs
Systematization

Literature shows application-domain specific
varieties of contextualizing regulation. The meanings of
regulation differ across the identified areas of
application. First, we understand that we can regulate
through IS by using workflows and processes for
instance. Process science allows us to see through IS and
analyze behavioral visibility within processes (vom
Brocke et al., 2021). This can be a new way to ensure
compliance through IS. Therefore, we suggest applying
process science to regulatory studies, to find out how IS
can bring the highest value to regulatory processes.
Second, regulation of IS shall empower innovation and
trust in the market (Fast et al., 2022). The risk of fraud,
financing terrorism or other kinds of criminal actions is
high. AI, blockchain, and other emerging technologies
offer significant opportunities to enhance regulatory
effectiveness by automating compliance, providing
transparency and reducing manual intervention. We
encourage future research to dive into these emerging
mechanisms to understand their role in systematizing
regulation in IS, addressing both the challenges of
regulatory implementation and the opportunities for
innovation. Taking action and shaping this field of
research can open new perspectives and solutions for
practice.

The complexity and abundance of regulations
increases steadily. We recommend practicing further
conceptional work on the general understanding of
regulation in IS to promote and further build knowledge
in this field. Adopting theoretical frameworks such as
sense-making could help researchers and practitioners
better conceptualize regulation, offering pathways to
address the challenges of fragmentation and
inconsistency in the regulatory landscape. Future
research should explicitly address how IS can be used to
foster better regulatory outcomes, enhancing both
compliance and organizational performance.
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5.3. Emerging Technologies could Provide
Beneficial Insights

Authors state that fast-developing and emerging
technologies can be disruptive to traditional approaches
to regulation (Seidel et al., 2024). The regulatory
landscape across all industries fundamentally based on
technological developments (Hosein and Whitley,
2002). Nonetheless, strong regulation and compliance is
crucial, especially in the context of internet use, big data
and the data-driven market power but also knowledge
sharing (Fast et al., 2022; Hovav et al., 2021; Kim et al.,
2007; Xu et al., 2012). Literature concludes that since
there is no guideline on which technology or method to
use, technology finds its use wherever applicable and
beneficial in the regulatory context (Currie and Seddon,
2022). There is a significant opportunity for future
research to explore Al, blockchain and other
technologies as proactive regulatory tools. These
technologies can not only help address the challenges
identified but also open new avenues for regulatory
innovation, making the system more adaptive,
transparent, and efficient.

5.4. Future Research Opportunities

Building on our literature review, we present a
research agenda for regulation in IS (see in Table 2). The
review identifies two major research streams of
regulation in IS: (1) regulation of IS and (2) regulation
through IS. Both research streams require further
examination; in addition, our review shows the need to
further provide (3) conceptual foundations for
regulation research in IS. For each stream, we outline
research opportunities, which we exemplify by means
of selected research questions to guide future research.

The review highlights three thematic areas in
regulation within IS research: (1) the fragmented
regulatory landscape (2) regulatory cost and (3) the
impact of rapid technological change.

IS has the potential to address regulatory challenges
and support decision-making in today’s digitalized and
globalized environment. The rapid pace of technological
advancements  disrupts  traditional  regulatory
approaches.

While IS alone cannot fully handle regulation, it
can play a crucial role in implementing and supporting
regulatory frameworks. Due to the disruptive nature of
technological development challenging the status quo,
regulatory theory needs to be reclaimed (Hosein and
Whitley, 2002). Regulation shifted from being a bi-
directional process, as Gunningham and Sinclair
described (2017). Future research should explore how
IS can develop methods and solutions for these
emerging issues, leveraging borderless monitoring and

communication mechanisms to enhance law-making,
auditing and collaboration between technology and
regulation.

Table 2. Exemplary Research Questions.

Research Area Research Opportunity Research Questions
‘Conceptual Foundations | Building the theoretical concept of | What are the key clements and foundational principles in
regulation in IS research the development of a theoretical framework for regulation
in IS research?
‘Analyzing processes by using Digital | How can Digital Trace Data help with conceptualizing
Trace Data regulation in IS?
Explaining regulation through IS with | How can the principles of process science be applied to
process science provide a comprehensive explanation of regulation
through IS?
Regulation through IS | Finding new ways to facilitate What are future directives from technological
regulation in organizations advancements such as machine learning and AI?
Behavioral visibility through process | How can process science show us new ways of ensuring
science compliance through IS?
Regulation of IS Developing mechanisms to ensure How can emergent technologies, or technologies that we
regulation for IS do not yet fully understand and know, be regulated?

6. Conclusion

In this review, we analyzed the body of knowledge
on regulation in the IS literature. We identified (1) how
regulation is conceptualized in IS, (2) how regulation
can be implemented, (3) in which contexts IS facilitates
regulation and (4) what patterns and themes are mainly
involved in the discourse. We elaborated on two major
research streams of regulation in IS - regulation of
information systems and regulation through information
systems - and elaborated on three thematic areas
regulation imposes in IS research - the fragmentation of
the regulatory landscape, costs and the rapid change of
technology.

We are aware of the limitations of this work, which
intends to set a foundation for future research and is not
at all exhaustive. We analyzed a total number of 35
journal articles from the List of Premier Journals to
provide an overview of regulation in IS research. We
invite fellow researchers to build on and add to our study
to  collaboratively and  continuously further
conceptualize and develop the field of regulation in IS.

IS plays a significant role to and is reliant on
regulation at the same time. Expanding legal and
regulatory constraints requires the development of
innovative strategies, processes, and systems to assist
companies in complying with and managing their
business practices. However, to this point in time, we
lack systematic knowledge of the conceptualization of
regulation in IS, as well as forms of its implementation.
Further, the elaborated thematic areas need to be studied
on a fine-granular level to better understand issues
within the discourse. For that cause we developed a
research agenda to demonstrate potential future research
avenues.

To further advance the field, it is crucial to broaden
the scope beyond traditional IS research and integrate
perspectives from adjacent fields such as economics,
law and public policy. These disciplines offer valuable
insights into regulatory frameworks, enforcement
mechanisms, and policy implications that can enrich the
IS discourse. Exploring interdisciplinary approaches
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will help address complex regulatory challenges and
foster innovative solutions. Future research should
consider these intersections to promote a more
comprehensive understanding of regulation of and
through IS. Expanding the dialogue to include these
perspectives will be essential in developing the field
further.
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