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Abstract

Technological advancement is associated with job
insecurity, which refers to threats to the stability and
continuity of work. The recent emergence of biometric
technologies, which can collect, store, and analyze
physiological and behavioral human data, have led to a
new form of managerial control over workers: shared
control of the body. Biometric technologies have the
potential to infringe upon human rights and elicit job
insecurity, but the mechanisms through which this
occurs are not well understood. In this conceptual
paper, we propose three pathways of how shared
control of the body elicits job insecurity. First, shared
control of the body threatens job autonomy, which
elicits job insecurity. Second, perceived creepiness
mediates the relationship between shared control of the
body and job insecurity. Finally, shared control of the
body erodes inherent and meritocratic dignity, which
elicits job insecurity. We contribute to scholarly
discussions regarding technology agency, surveillance,
and human wellbeing.

Keywords: biometric technologies, job insecurity,
shared control of the body, perceived creepiness, dignity
erosion.

1. Introduction

Technology advancement has long been associated
with fears over the potential loss of work (Roskies &
Louis-Guerin, 1990). This is especially true with recent
developments in artificial intelligence (AI) and
automated machines (Sirola, 2024). As a result, there is
a growing area of scholarship regarding how emerging
technologies elicit job insecurity, which may be defined
as perceived powerlessness to maintain one’s desired
continuity in a threatened job situation (Greenhalgh &
Rosenblatt, 1984). For instance, remote workers were
disempowered during the COVID-19 pandemic as
managers turned to digital surveillance tools to monitor
daily engagement and productivity (Aloisi & De
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Stefano, 2022). There are also concerns regarding Al’s
ability to automate tasks and threaten the discretion with
which people carry out their work (Yam et al., 2023).
Moreover, the intrusiveness of mobile technologies has
made workers accessible at all times, increasing job
demands and stress (Ayyagari et al., 2011). Emerging
technologies are often associated with a host of threats
to human productivity and wellbeing.

Despite increasing scholarly interest in how
emerging technologies elicit job insecurity, one
innovation that has received relatively scant theoretical
attention is biometric technologies, such as facial
recognition algorithms, fingerprint scanners, and
emotion capture systems (North-Samardzic, 2020).
These have become prevalent tools for organizational
security, safety analysis, and productivity monitoring
(Downie et al., 2023; Lai & Rau, 2021). The ability to
capture, analyze, and interpret physiological and
behavioral human data has enabled managers to glean
novel insights into reducing operational inefficiencies,
enhancing training programs, and identifying structural
weaknesses to redesign workspaces (Alimahomed-
Wilson & Reese, 2021; North-Samardzic, 2020).
Notwithstanding these benefits, the use of biometric
technologies is also critiqued for excessive surveillance
(Park et al., 2024), propagations of racial inequities
(Buolamwini, 2023), infringements of privacy (North-
Samardzic, 2020), and a loss of control over one’s own
bodily data (Downie et al., 2023).

Given the potential for harm, there has been a lack
of theorizing around biometric technologies and how
they may elicit job insecurity. We believe this to be a
critical oversight for two reasons. First, biometric
technologies collect, store, and analyze sensitive human
data, including fingerprints, heart rates, blood types,
genetic makeup, retinal configurations, walking
patterns, typing strokes, and emotional expressions (De
Keyser et al., 2021; Ferguson et al., 2021). This has
resulted in a new form of control enacted by managers
over workers: shared control of the body (Downie et al.,
2023). Shared control of the body refers to when both
an employer and an employee can utilize one’s
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biometric data as an object of work performance. Such
a novel form of control has important implications for
job insecurity because a loss of control over one’s own
body can be characterized as a loss of autonomy and
erosion of dignity (Leidner & Tona, 2021). As the
construct of dignity is a common theoretical
representation of psychological wellbeing and self-
worth (Leidner & Tona, 2021), an erosion of dignity
may elicit job insecurity.

Second, biometric technologies have been
associated with dystopian perceptions of excessive
monitoring and surveillance (Zuboff, 2022). As
biometric technologies are commonly deployed by
those with power to control or monitor others, the
experience of Dbeing monitored by biometric
technologies for surveillance purposes may evoke a
sense of ominousness and fear because of the possibility
of oppression (Kane et al., 2021). While other
technologies may also be used for oppressive purposes,
biometric technologies are particularly ominous
because they are predominantly used for monitoring,
evaluating, and controlling human bodies (Zuboff,
2022). Beyond job demands, job autonomy, pace of
change, and outsourcing labor as established
technology-induced antecedents to job insecurity
(Ayyagari et al., 2011; Shoss, 2017; Sirola, 2024; Wang
et al,, 2020; Yam et al., 2023), there is a need to
explicitly theorize the sense of ominousness that is
pervasive with biometric technologies.

In this conceptual paper, we extend existing
scholarship on technology-induced antecedents to job
insecurity by theorizing how shared control of the body
(Downie et al., 2023), which is unique to biometric
technologies, elicits job insecurity. We posit that this
occurs through three causal pathways. First, shared
control of the body threatens job autonomy, which
elicits job insecurity. Second, shared control of the body
elicits job insecurity through the mediation of perceived
creepiness, which refers to anxiety that is aroused by the
ambiguity of whether a potential threat is present
(McAndrew & Koehnke, 2016). Perceived creepiness,
we argue, theoretically captures the salience of
ominousness and fear that are commonly associated
with biometric technologies, which also addresses the
aforementioned lack of theorizing around monitoring
and surveillance. Finally, we posit that dignity erosion
also mediates the relationship between shared control of
the body and job insecurity. We draw upon two types of
dignity to depict this final causal pathway: inherent
dignity (i.e., a right to moral respect and human safety),
and meritocratic dignity (i.e., human performance or
status, and the respectful treatment that accompanies
such status) (Leidner & Tona, 2021; Pirson, 2019). We
specify that shared control of the body elicits job

insecurity through erosions to inherent and meritocratic
dignity.

The main contribution of our paper is the theoretical
extension to technology-induced job insecurity
scholarship with the proposed antecedents of shared
control of the body, perceived creepiness, and dignity
erosion. The theoretical model and propositions offer a
grounding for future empirical research to explore job
insecurity antecedents in situations involving the use of
biometric technologies by employers. Through
delineating these three causal pathways, we aim to
contribute a mindful approach to the shared
management of biometric data by managers and
employees, which we believe will inform interventions
to prevent workers from experiencing job insecurity.

2. Technology-induced antecedents to job
insecurity

Technology-induced antecedents to job insecurity
refer to the roles that information and communication
technologies play in the perception of threats to one’s
job stability or potential job loss (Greenhalgh &
Rosenblatt, 1984; Sirola, 2024; Wang et al., 2020). Four
technology-induced antecedents have been identified to
have a profound influence on job insecurity: technology
increasing job demands, technology threatening job
autonomy, concerns over future employment viability
due to rapid technological change, and technology-
enabled outsourcing jeopardizing work stability
(Ayyagari et al., 2011; Shoss, 2017; Sirola, 2024; Wang
et al., 2020; Yam et al., 2023). A summary of the four
technological antecedents is presented in Table 1.

Table 1: Technological antecedents to job

insecurity
Antecedent Description Example
When technology Social media
increases use at work
information exhausting
overload, the need the ability for
for continuous workers to
learning, or usage process
Job hassles, such as information
demands malfunctions and (Yuetal.,
security risks, job 2018).
insecurity is
increased due to
elevated stress and
exhaustion (Wang et
al., 2020).
When technology Electronic
Job exposes workersto  monitoring
autonomy managerial control technologies
and coerces workers  surveilling
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to always be worker
accessible, job productivity,
insecurity is eliciting job-
increased due to related strain
perceptions of (Sprigg &
deteriorating Jackson,
working conditions 2006).

(Harraca et al.,
2023; Zuboff, 2022).

Technology-oriented

The adoption

transformations to of robots in

industries, leaving manufacturing

workers insecure firms inciting
Employment about the future of existential
viability their jobs as concerns over

organizations modify  their future

business practices employment

(Benach et al., (Yam et al.,

2014). 2023).

When technological ~ Major hotel

innovations enable chains using

knowledge work to third-party

be contracted outat management

. low cost and high companies for

Outsourcing e front-desk
labor transmlssmn,' . ront

thereby contributing  services

to the (Weil, 2014).

precariousness of
work stability (Berg,
2019).

Technology has been found to have a mixed role in
relation to job demands (Wang et al., 2020). On the one
hand, technology may reduce job demands through
automating routine work and helping employees
become more productive. For instance, Bautista,
Rosenthal, Lin, and Theng (2018) found that the use of
smartphones by nurses for work purposes were
associated with enhanced care for patients and higher
reported levels of productivity. On the other hand, many
studies have found that technology can increase job
demands, most notably by increasing the need for
continuous learning, information overload, or managing
technology malfunctions and security risks (Bala &
Venkatesh, 2013). The increase in job demands is
associated with greater job insecurity because workers
have elevated levels of stress and experience cognitive
exhaustion, making it difficult to complete their daily
work tasks (Ayyagari et al., 2011; Tarafdar et al., 2015).

Technology has also been found to have competing
effects on job autonomy. Videoconferencing
technologies offer more flexible job scheduling
(Raghuram et al., 2019), which was particularly evident
during the COVID-19 pandemic (Brammer et al., 2020),
while smartphones enable workers to handle multiple
demands simultaneously (Konig & de la Guardia, 2014).
However, the flexibility of technology enabling

working from home is counterbalanced by managers
setting expectations that workers are always accessible,
thus reducing their scheduling autonomy (Aloisi & De
Stefano, 2022). Moreover, electronic monitoring
technologies that are constantly watching over
employee actions and outcomes induce job insecurity
through perceptions of excessive surveillance (Sprigg &
Jackson, 2006). As a consequence, workers experience
job insecurity because constant surveillance threatens
safe working conditions (Harracd et al., 2023; Jiang &
Lavaysse, 2018).

The third technology-induced antecedent to job
insecurity is a threat to employment viability, in which
a worker perceives their long-term job prospects to be
endangered as organizational fields change (Shoss,
2017). A common theme with research on emerging
technologies in the workplace is that they engender
existential concerns over the future of employment
(Shoss, 2017; Yam et al., 2023). Firms are increasingly
adopting digital technologies to transform business
practices and automate work (Benach et al., 2014;
Majchrzak et al., 2016). Beyond the need for continuous
learning as part of the technology-induced antecedent of
job demands (Tarafdar et al., 2015), the digital
transformation of entire industries, such as automobile
manufacturing (Llopis-Albert et al., 2021), leads many
workers to question their own skillsets in a rapidly
changing environment. Thus, the rapid transformation
of fields elicits job insecurity because of the perception
that industrial change threatens employment viability.

Finally, technology has enabled firms to easily
contract out work to other organizations at low cost,
known as outsourcing labor (Berg, 2019). Typical labor
functions that are outsourced are those that are not
central to a firm’s core operations, such as production,
distribution, and transportation activities (Quinn &
Hilmer, 1994). While advances in outsourcing
capabilities offer opportunities for geographically
dispersed freelance workers to obtain short-term
employment opportunities from around the globe, they
have also threatened the stability of work (Corporaal &
Lehdonvirta, 2017). Freelance workers rely on a steady
stream of contracted work to make up a sustainable
income; their livelihood is threatened if they stop
receiving contracts. Moreover, the stability of work for
those in standard employment contracts benefitting
from labor protections, such as call center employees
and technology support workers, is becoming
threatened as options for lower cost labor proliferate in
other nations (Corporaal & Lehdonvirta, 2017).
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3. Biometric technologies and shared
control of the body

Biometric technologies allow organizations to use
a data-driven approach to analyze, manage, and control
their workforce, which is known as people analytics
(Downie et al., 2023; North-Samardzic, 2020). The use
of Al-embedded sensor technologies that can pick up on
unique  physiological characteristics, such as
fingerprints, retinal configurations, and heart rates
(Ferguson et al., 2021), as well as behavioral
characteristics, such as walking patterns, voice
fluctuations, typing strokes, and emotional expressions
(De Keyser et al., 2021; Killoran et al., 2024), offer
nuanced insights into managing employee productivity,
health, and performance. Collecting and analyzing
biometric data, as part of the growing movement toward
people analytics, is claimed to be more efficient than
traditional forms of management, offers more objective
representations of human performance, and allows
managers to exert greater control over their workers
(Downie et al., 2023; Leonardi & Treem, 2020).

For instance, wearable devices, such as Fitbit,
capture heart rates and body temperatures as biomarkers
of human health. These health indicators not only enable
employees to manage their own health, but they are also
of use to managers because these biomarkers offer an
approximate measure of employee interest or disinterest
at work (Maltseva, 2020). As a result, managers have
begun providing employees with wearable devices to
track real-time engagement levels in the workplace. The
potential for this data to be used benevolently to
restructure training programs or modify work practices
that enhance engagement levels is promising (De
Keyser et al., 2021). However, managers may begin
punishing employees who exhibit consistently lower
levels of engagement at work. Instead of redesigning
work to become more engaging for employees,
managers may use biometric data to justify reprimands
and job terminations (Sud & Van Sandt, 2015).

There is a growing chorus of concern from scholars
that biometric technologies engender discriminatory
practices (Alimahomed-Wilson & Reese, 2021),
infringe upon worker privacy (North-Samardzic, 2020),
and threaten human rights and dignity (Leidner & Tona,
2021; Park et al.,, 2024). Employees can experience
discomfort from having their bodies surveilled without
visibility into what managers might do with this data
(Kim & Routledge, 2022; Park et al., 2025). The unique
problem with biometric data is that the collection of
physiological and behavioral human data leads to a new
form of organizational control, which Downie, Pachidi,
Huysman, and Hafermalz (2023) term shared control of
the body. This refers to when managers and workers
jointly control the body as an object of performance.

Shared control of the body is a unique form of
organizational control because it has only been made
possible by recent advances in machine learning
systems that can collect, store, and analyze
physiological and behavioral characteristics (Downie et
al., 2023).

In the domain of elite sporting, athletes and coaches
share control of the body by working together closely to
optimize athlete performance (Downie et al., 2023).
Shared control of the body for elite sporting purposes
offers a perspective of control that relies on
participation, care between parties, shared goals, and
trust. Given that some of the primary goals in elite
sporting are to train an athlete’s body to compete at a
high level of physicality and prevent injuries, shared
control of the body becomes essential as athletes and
coaches are mutually invested in the same outcomes.

While the introduction of shared control of the body
has informed scholarly understanding of the need for
managers and employees to work together closely and
respectfully in the pursuit of mutual goals (Downie et
al., 2023), shared control of the body may be used by
managers to enact stricter regimes of control through
excessive surveillance and the potential to create harm
(Zuboff, 2022). To advance scholarly knowledge, we
posit that shared control of the body, which is a unique
form of control enabled by the ability of biometric
technologies to collect, store, and analyze physiological
and behavioral data (Downie et al., 2023; Ferguson et
al., 2021), is a novel antecedent to job insecurity that has
yet to be explicitly theorized. Our goal, therefore, is to
offer a theoretical model to explain how shared control
of the body elicits job insecurity in workers.

4. A model of shared control of the body
and job insecurity

Our theoretical development method follows an
inductive theorizing process in which we draw upon
prior scholarship and emerging phenomena, such as
biometric technologies, shared control of the body, and
dignity, to posit new relationships and propositions,
consistent with the approaches of Vanneste and
Puranam (2024) and Leidner and Tona (2021).

We feel it is important to theoretically represent a
darker depiction of shared control of the body because
of the potential for organizations to create threatening
work environments. Second, we theorize multiple
causal pathways by which shared control of the body
may elicit job insecurity. For this, we build on prevailing
scholarship on technology-induced antecedents to job
insecurity, drawing specifically on job autonomy as a
mediating variable. We also identify two novel
mediations between shared control of the body and job
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insecurity: perceived creepiness, and dignity erosion.
Our theoretical model is presented in Figure 1.

The first input to our model is the established
relationships between technology-induced antecedents
to job insecurity from existing literature. We stipulate in
our model that technology may lead to job insecurity by
(i) increasing job demands; (ii) threatening job
autonomy; (iii) endangering future employment
viability due to rapid technological change; and (iv)
contributing to the precariousness of work stability
through outsourcing (Ayyagari et al., 2011; Shoss,
2017; Sirola, 2024; Wang et al., 2020; Yam et al., 2023).
These relationships were delineated previously, and as
such we position these four antecedents as established
technology-induced precursors to job insecurity.

Causal pathway 1: Threatening job autonomy. For
our theoretical model, we first direct the reader’s
attention to the established technology-induced
antecedent of job autonomy. Individuals experience job
autonomy when they are provided with the discretion to
complete tasks how they want, when they want, and
where they want (Parker, 2014). Job autonomy is
threatened, if a manager uses remote monitoring
software to keep track of productivity when employees
work from home (Wang et al., 2020). Instead of
experiencing flexibility to complete tasks how and when
they want, workers may experience greater stress when
working from home because the remote monitoring
software is continuously watching over them (Aloisi &
De Stefano, 2022). This was particularly pervasive
throughout the COVID-19 pandemic as many managers
turned to monitoring software to keep track of
employees, which was perceived by workers as an
extreme form of micromanaging and intruding upon
family life (Brammer et al., 2020). Workers experienced
stress because they no longer felt that they had complete
autonomy over their work, and as such job insecurity
was elicited due to the monitoring.

Figure 1: Theoretical model

Technology-induced antecedents
Job demands

Job autonomy

viability

insecurity

Outsourcing labor P

+

Shared control Perceived R4
of the body creepiness ,

Inherent dignity

Meritocratic dignity

'
’
»

Dignity erosion

Extending these findings to the biometric-specific
construct of shared control of the body, we highlight in
the first proposed causal pathway that the collection and
control of workers’ bodily performance data by
managers, such as number of steps taken or speed of
walking to retrieve inventory from a warehouse
(Alimahomed-Wilson & Reese, 2021), threatens job
autonomy by monitoring how and when employees
perform tasks. If an Al-embedded video camera
calculates that a worker could save 15 seconds by
following an alternative walking route to retrieve
inventory rather than allowing the worker to choose
their own route, managers may direct the employee to
follow the route as specified by the video camera.
Across thousands of employees, for instance, reducing
walking by 15 seconds a day may amount to substantial
efficiency gains over the course of a fiscal year.
However, instructing workers to follow precise routes
risks compromising job autonomy, and thus eliciting job
insecurity, if employees feel they no longer have choice
in how they walk or the pace at which they walk.
Moreover, only relying on objective measurements of
walking speeds and steps taken may overlook intangible
considerations for performance variations, such as if a
worker is grieving the loss of a loved one. Rather than
penalize the worker for walking at a slower pace,
providing compassion and autonomy to the worker may
help with overcoming their grief (Kaunonen, 2000).

As such, the danger of shared control of the body is
that job autonomy may be threatened due to perceptions
of limiting freedom, damaging employee motivation
and morale, and overlooking intangible considerations
pertaining to work performance (Downie et al., 2023).
We explicitly recognize for this causal pathway that
shared control of the body threatens job autonomy when
physiological and behavioral human data are used by
managers to designate how employees should work,
when they should perform tasks, and where tasks should
be carried out.

Proposition 1. The more that bodily data is used to
control how, when, and where employees work, the
greater the perception that job autonomy will be
threatened, thereby eliciting job insecurity.

Causal pathway 2: The mediation of perceived
creepiness. A perception of creepiness is an unpleasant
feeling where an individual experiences anxiety because
a potential threat might be present, but there is
ambiguity as to the source of the threat (McAndrew &
Koehnke, 2016). Consider a situation in which someone
is walking to their car in a secluded parking garage late
at night. While walking the person hears unsettling
sounds, so they turn around, but nothing is in sight. They
then hear footsteps approaching, but they cannot
identify the source. We surmise that if placed in this
situation, most people would describe this as creepy.
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What makes this situation creepy is not that an
immediate threat is readily identifiable, such as if a man
verbally threatens us with a knife, but rather that there is
an ambiguous perception of a potential threat (Zhong &
Leonardelli, 2008). The situational characteristics of
being late at night, a secluded parking garage, the
unsettling sounds, and the approaching footsteps all
contribute to a sense of ambiguity and a potential threat.

We extend this notion of a perceived ambiguous
threat, which may or may not be present (Tene &
Polonetsky, 2013), to biometric technologies. In
particular, biometric technologies, through shared
control of the body, afford novel surveillance practices
that are increasingly perceived as creepy because of the
possibility of oppression (Kane et al., 2021; Park et al.,
2024). We find a relevant analogy in Orwell’s (1949)
fictional novel Nineteen eighty-four. The ominousness
of Big Brother represented a future dystopia of fear,
suffering, and a high potential for harm (Suddaby,
Isrealsen, Mitchell, & Lim, 2023) brought about by
sophisticated, omnipresent technology and a controlling
organization. In contemporary society, organizations
that leverage biometric technologies for controlling
purposes, such as monitoring worker productivity in
warchouses (Alimahomed-Wilson & Reese, 2021),
induce perceptions of oppression because the
technology may be used to surveil human behavior for
signs of delinquency or nonconformity (Kane et al.,
2021). Any person within the field of view of a facial
recognition camera may be subjected to scrutiny and the
possibility of sanctions if their actions are determined to
be reckless or inefficient. Employees in this situation
may experience fear because of ongoing uncertainty as
to whether their actions at work will be reprimanded due
to incessant surveillance of a biometric system. Using
biometric technologies for such controlling purposes is
reminiscent of an oppressive regime that has a high
potential to dehumanize workers.

It should be noted that while any form of
surveillance may be perceived as creepy, we argue that
the surveillance of biometric data is exceptionally
creepy because of the invasiveness of the data being
shared with managers (Park et al., 2024). Unlike one’s
social media posts or website browsing history, the
collection, storage, and analysis of physiological and
behavioral human data is considered far more sensitive
and valuable (Downie et al., 2023; North-Samardzic,
2020). Moreover, the permanence of sharing biometric
data with managers is much higher than other forms of
data because one’s bodily data cannot be easily changed.
Social media posts and browsing histories may be
deleted or modified, but one’s fingerprints and retinal
configurations are persistent throughout a person’s
lifetime (De Keyser et al., 2021). Behaviors, such as
speaking and typing patterns, may be consciously

modified but normally become habitual, and thus are
also more difficult to permanently modify. We thus
posit that shared control of the body elicits perceived
creepiness because of the belief that a potential threat
might be present, but there is ambiguity as to if or when
the threat will materialize.

Proposition 2a. When the collection, storage, and
analysis of biometric data is seen as a potential threat,
shared control of the body will be perceived as creepy
because of the high sensitivity and permanence of bodily
data that could lead to future harm.

Continuing with this causal pathway, perceived
creepiness is anticipated to elicit job insecurity because
perceptions of potential threats risk the stability and
continuity of employment (Sirola, 2024; Shoss et al.,
2023). If workers experience anxiety from the belief that
incessant biometric surveillance could be used to
reprimand them in the future, we posit that workers will
experience job instability in the present because of a
degradation to psychologically safe working conditions.
Workers experience degradations to psychological
safety when they are afraid of punishment or
humiliation for speaking their mind, making mistakes,
or expressing their individuality (Edmondson & Lei,
2014). Psychologically safe working environments are
likely to be degraded, and threaten the continuity of
work, if employees are continuously subjected to
biometric surveillance in their daily activities.

Consider the increasingly prevalent use of wearable
devices for deciphering employee engagement levels at
work (Maltseva, 2020). If an employee believes the
collection of their heart rate and blood pressure as an
indication of engagement is creepy, perhaps because of
the possibility that low engagement could be met with
chastise from managers, the employee is likely to
experience anxiety and ongoing worry over their heart
rate and blood pressure. We believe that in this situation,
a perception of creepiness will alter how the employee
views the stability of their job, lead them to second-
guess how they approach tasks, and induce a constant
state of apprehension when they are performing tasks
due to the knowledge that their bodily data could be
leveraged to threaten the psychological safety of their
working environment. Thus, job insecurity is elicited
through a threat to job stability and perceived reduction
in psychological safety (Shoss, 2017; Shoss et al., 2023)

Proposition 2b. When shared control of the body is
perceived as creepy, workers will experience job
insecurity because of the potential threat to job stability
and psychological safety.

Causal pathway 3: The mediation of dignity
erosion. The construct of dignity is related to human
wellbeing; dignity may be broadly considered the notion
that humans have intrinsic value and are deserving of
respect (Leidner & Tona, 2021; Pirson, 2019). Dignity
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is realized when people are treated with respect
irrespective of their background or individual
preferences, and when humans are given recognition for
their accomplishments. Treating a stranger with
kindness or complimenting a coworker on a job well
done are examples of supporting human dignity.
Conversely, dignity is eroded when there is a lack of
respect for humans or if certain individuals are treated
differently based on their background or individual
preferences.

There are two relevant forms of dignity for our
theorizing: inherent dignity and meritocratic dignity.
Inherent dignity refers to the belief that all humans are
unconditionally deserving of respect (Pirson et al.,
2016) and should not treated as objects, while
meritocratic dignity refers to the treatment that one
receives based on their accomplishments or status
(Leidner & Tona, 2021). Inherent dignity is often
integrated into major accords, such as the European
Union Charter of Fundamental Rights, the U.S.
Constitution, and the Canadian Bill of Rights.
Supporting inherent dignity may be as simple as talking
to a coworker who appears to be stressed, giving them
attention, and asking if they need support. Meritocratic
dignity, however, is regarded as conditional in that
accomplishments and status are not entitled but are
earned or garnered through one’s personal
circumstances (Leidner & Tona, 2021; Pirson et al.,
2019). An athlete may earn meritocratic dignity through
receiving an Olympic medal in their respective sport;
this respect is not entitled to all people but can be earned
through a lifetime of training and successful
performance. Meritocratic dignity may also be garnered
in situations when someone is born into status, such as
a member of the British Royal Family. While this form
of dignity is not necessarily earned, it is nevertheless
garnered because of an individual’s privileged social
standing, which is not available to all people.

Several scholars note the high potential of
biometric technologies to erode inherent and
meritocratic dignity (Buolamwini, 2023; De Keyser et
al., 2021; North-Samardzic, 2020). Organizations using
facial recognition technologies to monitor worker
productivity have been accused of disproportionately
penalizing immigrant workers and racialized employees
(Alimahomed-Wilson & Reese, 2021; Buolamwini
2023). Relatedly, the propensity for facial recognition
technologies to misidentify racialized populations more
frequently than lighter skinned individuals is part of the
growing phenomenon of techno-racism (de Vera, 2023),
where “racism experienced by people of color is
encoded into the technical systems used in our everyday
lives” (p. viii). Beyond race, facial recognition
technologies have also been used to predict one’s sexual
orientation, giving rise to discrimination concerns over

the hiring and firing of LGBT+ workers (North-
Samardzic, 2020). Moreover, Downie, Pachidi,
Huysman, and Hafermalz (2023) note that professional
athletes may fear admonishment from coaches when
biometric technologies reveal that the athletes lack
adequate sleep, which can lead to a loss of recognition
or status. Moreover, wearable technologies may suggest
that employees have low engagement at work, which
can result in managerial scrutiny (Maltseva, 2020). We
believe these examples illustrate the potential for
managers to erode meritocratic dignity through
penalizing or controlling performance through
reprimand or standardization, respectively.

Thus, shared control of the body may erode
inherent dignity when certain groups of workers are
discriminated against because of their race, gender,
sexual orientation, or other bodily or behavioral
characteristics. While shared control of the body may
not inevitably lead to discrimination, sharing control of
one’s bodily data has the potential to engender
discriminatory practices (Downie et al., 2023; Killoran
et al., 2024). Similarly, shared control of the body may
also erode meritocratic dignity when biometric data is
used to penalize worker performance or standardize
human behaviors, which reduces the individuality of
human expression.

Proposition 3a. When the biometric data of workers
is used to engender discriminatory practices and
denigrate performance, shared control of the body will
erode inherent and meritocratic dignity, respectively.

When there is an erosion to inherent and
meritocratic dignity, we posit that this will elicit job
insecurity because the diminishment of respectful
treatment induces perceptions of a bleak and/or hostile
working environment. When organizations create
positive working environments that enable employee
dignity to thrive, this fosters improved relationships
between workers and managers, leading to enhanced
feelings of job security (Hodson & Roscigno, 2004).
Conversely, organizational initiatives that erode dignity
and disrespect workers create tense relationships
between workers and managers due to a deterioration of
trust. For instance, organizations can use fingerprint
scanning as a timestamp of arrival. If an employee is
consistently late, a manager may interpret this as
laziness and penalize them, even if the individual is
facing personal hardships. Biometric data strips away
context, reduces recognition of effort, and can lead to
punishment, undermining dignity (Killoran et al., 2024).
In turn, feelings of job insecurity are elicited due to fears
of punishment or job termination (Lucas et al., 2017).
As such, when shared control of the body erodes
inherent or meritocratic dignity, such as when facial
recognition data is used to disproportionately penalize
racialized  workers  for inferior  performance
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(Alimahomed-Wilson & Reese, 2021), we posit that
workers will experience job insecurity due to heightened
fears of continued reprimands or abuse from managers.
Proposition 3b. When shared control of the body
erodes dignity, workers will experience job insecurity.

5. Discussion

The increasing adoption of biometric technologies
highlights a critical development in the relationship
between employees and organizations that remains
underexplored in prevailing scholarship related to job
insecurity. The advent of biometrics has introduced the
phenomenon of shared control of the body (Downie et
al., 2023), which has new implications for how
employees experience job insecurity. When managers
have equal insight into the physiological and behavioral
characteristics of employees, it enables novel
opportunities for employers to scrutinize and exert
control over workers. As a new class of innovation
providing employers with new ways to control workers,
it is an important theoretical puzzle to understand how
biometric technologies elicit job insecurity.

We propose a theoretical model with three causal
pathways depicting how the construct of shared control
of the body, which is specific to biometric technologies,
may elicit job insecurity. Building on the existing
literature of technology-induced antecedents to job
insecurity, we suggest that the relationship between
shared control of the body and job insecurity is mediated
by a degradation to job autonomy. The second
mediating variable in our model is perceived creepiness,
where the introduction of biometric technologies in an
organization may induce feelings of imminent or future
threats for employees, which is exacerbated by the
permanence of biometric data. Finally, shared control of
the body has the potential to erode inherent and
meritocratic dignity, and thus elicit job insecurity, due
to a bleak or hostile working environment.

While the concept of shared control of the body has
been previously introduced (Downie et al., 2023),
existing theorizing has largely focused on the positive
ways shared control can be configured to benefit
organizations and employees, as research on the dark
side of technology is often underrepresented (Tarafdar
et al., 2015). When shared control of the body is done
respectfully, we believe managers and employees can
jointly enhance work performance and foster trust
between parties. However, a mismanagement of
employee biometric data may deteriorate trust and
create an oppressive working environment. As a
potential threat to work stability, we feel it is important
to understand how shared control of the body may elicit
negative outcomes. Specifically, we build on existing
research that elucidates the ways in which novel,

emerging technologies can have negative consequences
on individual emotions and perspectives, such as trust,
agency, and human wellbeing (Glikson & Woolley,
2020; Vanneste & Puranam, 2024).

Our theorizing also has relevance to a burgeoning
area of research regarding the responsible usage and
ethical oversight of modern Al systems (Buolamwini,
2023; Leidner & Tona, 2021; North-Samardzic, 2020).
In particular, the agency of modern Al systems, which
learn and improve their capabilities based on extensive
training on human-generated data, does not cleanly fit
into prior notions of high human agency or the low
agency of inanimate objects (Choudhary et al., 2025;
Vanneste & Puranam, 2024). Modern Al systems lack
the reasoning capabilities of humans and thus do not yet
possess commensurate levels of human decision-
making autonomy (Choudhary et al., 2025; Matthews et
al., 2025). Nevertheless, modern Al are substantially
more agentic than inanimate objects or organizational
technologies of the past (Vanneste & Puranam, 2024).
With a unique degree of agency situated somewhere
between human agency and traditional technology
agency, modern Al has a greater potential for harm than
older, rule-based technology systems. Biometric
technologies that are endowed with Al capabilities may
evoke greater perceptions of creepiness or erode human
dignity in novel ways beyond a human’s explicit
instruction because these innovations can act
independently and have a high potential to enact harm
(Buolamwini, 2023).

Our model of shared control of the body and job
insecurity offers an initial scaffolding for future streams
of research to investigate how biometric technologies
that collect intimate human data can have causal effects
on job insecurity. Critical questions remain that may
help improve the explanatory power of our proposed
theoretical model. For instance, our theorizing focuses
on constructs proximal to the individual use or
subjection to information technologies: shared control
of the body, perceived creepiness, and dignity erosion.
While we believe these are the most salient constructs
for our theorizing, we encourage future research to take
an expanded view of how organizational influences
elicit or prevent job insecurity. This may include other
salient variables, such as managerial trust (Glikson &
Woolley, 2020), organizational culture (Michaelson et
al., 2014), and technostress (Ayyagari et al., 2011). We
believe our work is an important first step, but we also
acknowledge that we are likely scratching the surface of
a broader research topic requiring a more
comprehensive understanding of the relationship
between organizations, biometric technologies, and job
insecurity.

Page 5700



6. Conclusion

Biometric technologies are increasingly viewed as
threatening job autonomy, eliciting anxiety, and
infringing upon human rights and wellbeing. This paper
focuses on how shared control of the body between
workers and managers has the potential to elicit job
insecurity. Prior scholarship into technology-induced
antecedents to job insecurity have informed our
theorizing. However, we believe that the advent of
biometric technologies that collect physiological and
behavioral human data is far more sensitive than other
forms of data, which has enabled organizations to exert
greater control over workers. By delineating a
theoretical model and propositions, we extend job
insecurity scholarship in the context of biometric
technologies, which are rapidly proliferating in
contemporary societies. In doing so, we inform a more
mindful approach to managing bodily data and
preventing a loss of human wellbeing and dignity.
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