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Abstract

Data sharing in a digitalized world is increasingly
important, but its inherent tension between data
verfiability and privacy limits stakeholders engagement.
Data consumers need to confirm the data’s authenticity
while providers fear privacy breaches. In the course
of the sustainable energy transition, this tension
also hinders the integration of small-scale flexibility
devices in electricity grids. Grid operators must
rely on verifiable data for secure operations, while
device owners seek to ensure data protection and
thus privacy. Based on Action Design Research,
we develop a Flexibility Provision Data Flow and
propose a conceptual Trust Diamond that leverages
wallet-based identity management to ensure verifiability
and privacy-preserving data sharing. We derive the
design principles of Verifiability through Delegation
and Derived Sovereignty and show their applicability
for optimized grid operations. This study highlights
the importance of Information Systems-based solutions
to enhance data sharing and address trust concerns
between stakeholders.

Keywords: Data Sharing, Privacy, Verifiability,
Flexibility Markets, Action Design Research

1. Introduction

The energy system is currently undergoing a
transformation from a centralized fossil-fuel based
system to a decentralized renewable power system.
One major driver for this transformation is the
decarbonization of the economy and its inherent trend
of electrification, as it offers the opportunity to reduce
emissions in the sectors heating, transportation, and
industry by transitioning them to electric power (Fridgen

et al., 2020). This shift leads to increasing usage
of decentralized small-scale devices such as heat
pumps, electric vehicles, and energy storage systems,
which in turn partly raises the overall demand for
electricity (Priesmann et al., 2021). The other key
driver is the decentralization of electricity supply, since
renewable energy technologies like solar panels and
wind turbines are generally more distributed compared
to traditional fossil fuel power plants (Shrestha et al.,
2018). Particularly, grid operators (GOs)’ congestion
management has changed over the last years, due to the
intermittent nature of renewable energy (Lind et al.,
2019). While GOs managed congestion using very large
loads offered by a limited number of power plants in
the past, system stability is currently dependent on more
costly congestion management measures as a result of
the decentral and volatile electricity supply (Hirth &
Glismann, 2018). A promising approach to reduce
these costs is to use flexibility potentials of small-scale
devices for congestion management. Doing so requires
system stakeholders to process large amounts of data
in short time steps, since GOs balance the grid at
high frequencies (Fridgen et al., 2022). Yet, a
field of tension between verifiability and privacy arises.
Data on flexibility of households or companies reveals
sensitive information about either private consumer
behavior or production patterns (Ferrag et al., 2018),
but still automatically sharing this data with GOs is
essential for safely balancing grid operations (Faquir
et al., 2021). In response to these problems,
researchers are tasked to develop Information Systems
(IS)-enabled solutions that increase verifiability in data
sharing while preserving privacy to achieve widespread
acceptance of information sharing and thus economic
and environmental impact (Van Wassenhove, 2019).
Against this background, our paper explores this tension
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within the context of energy flexibility provision. We
therefore address the following research question: How
can IS mediate the tension between verifiability and
privacy to facilitate energy flexibility provision from
small-scale flexibility devices?
To answer this, we conduct an Action Design
Research (ADR) approach based on Sein et al.
(2011) which integrates the iterative development
of artifacts with practical challenges encountered in
organizational settings. We introduce a flexibility
provision data flow and conceptualize a trust diamond
for energy flexibility provision leveraging digital identity
management and data sovereignty principles. Our
solution involves decentralized data storage where
stakeholders control their data, sharing only the relevant
information for verification. This is achieved through
wallet-based identity management and zero-knowledge
proofs (ZKPs), ensuring data minimization and privacy.
Additionally, our findings underline the use of an
intermediary that aggregates flexibility from various
device owners and presents it to GOs, reducing the data
load and preserving privacy (Körner et al., 2024).
The remainder of our paper is as follows: Section 2
provides relevant background information on the
transition of the energy system and digital technologies
for data verifiability and privacy. Section 3 outlines our
methodological approach using ADR. Our findings and
proposed solution are presented in section 4, followed
by a discussion in section 5 and our conclusions in
section 6.

2. Background and previous research

2.1. Transition of the energy system

For decades, IS research has studied opportunities
to support the energy transition and to use digital
technologies for solving this major societal challenge in
the context of Green IS and Energy Informatics (Fridgen
et al., 2016; Watson et al., 2010, 2022). Especially the
digital and physical integration of small-scale devices
such as heat pumps or electric vehicles is subject of
investigation, because they have significant potential
to address challenges of grid congestion by providing
small-scale flexibility (Michaelis et al., 2024; Nieße
et al., 2018).

By using available electricity at the right time and
place, small-scale flexibilities can help balance supply
and demand, reduce operational costs, and minimize the
need for additional infrastructure investments. However,
to significantly exploit the devices’ potential, several
challenges must be addressed.

While the vast number of small-scale devices is

located behind a (smart) meter from, e.g., a household,
GOs do not have direct access to primary data from these
devices as a meter constitutes the system boundary of
GOs. The resulting information asymmetry known as
a key challenge in agency theory (Meckling & Jensen,
1976) about the device’s prequalification creates a trust
gap between GOs and flexibility device (FD) owners.
GOs cannot rely on the correct provision of flexibility
without the respective prequalification inspection and
sharing of relevant device data. Moreover, GOs aim
to reduce the burden of complex (privacy-related) data
management for each device and its owner (Körner
et al., 2024). Hence, conceptual approaches already
propose FD owners to offer and communicate their
flexibility to an independent entity, referred to as the
aggregator instead of dealing directly with GOs (Brandt
et al., 2022; Ross & Mathieu, 2020). Nevertheless,
when incorporating aggregators, GOs still require a
clear, tamper-proof tracking of the offered flexibilities.
However, as device data is closely linked to consumers’
privacy (Hinterstocker et al., 2017) and is passed along
the flexibility chain – from owner to aggregator to
GO – a tension arises between the need for data
verifiability and the imperative of maintaining privacy
through data protection (Döbelt et al., 2015). In detail,
the first issue of concern arises from the need for
GOs to validate aggregated flexibility offers to reduce
operational uncertainties that can threaten the stability
and reliability of the grid (Parag & Sovacool, 2016).
The second issue arises from the need to transfer
FD owner data to GOs. Addressing this tension is
essential for the successful integration of decentralized
small-scale flexibilities into the energy system.

2.2. Digital technologies for data verifiability
and privacy

To mediate this tension, our paper dives into the
realm of IS and digital technologies. Hence, in the
following, we provide a brief overview of related
concepts and applications. In general, while privacy
is a major concern in IS research, it deals with
when, how, and to what extent personal information is
disclosed (Bélanger & Crossler, 2011; Laufer & Wolfe,
1977). In the context of the described tension between
data verifiability and privacy, the concept of data
sovereignty gains increasing importance in discussions,
recently.

In the field of IS, data sovereignty is defined as the
self-determination of the individual or organization to
exercise control over their data and the ability to share
data securely without compromising control (Hummel
et al., 2021; von Scherenberg et al., 2024). Employing
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principles of data sovereignty allows individuals and
organizations to either detect or prevent privacy
violations (Ernstberger et al., 2023; Hummel et al.,
2021).

A promising technological concept that facilitates
data sovereignty is decentralized identities, according
to Ernstberger et al. (2023). Self-sovereign
identities (SSI) is an emerging wallet-based identity
management paradigm that offers a decentralized
solution by providing individuals and organizations
applications to control and store cryptographic
keys and machine-verifiable attestations, and can
hence be considered as a key in promoting data
sovereignty (Babel & Sedlmeir, 2023), also in the
context of energy services (Gramlich et al., 2023).
Following Mühle et al. (2018), an identity management
architecture based on SSI, mainly consists of a
trustworthy issuer (e.g., a trusted third party (TTP)), a
holder, a verifier, verifiable claims, and a storage for
these claims (wallet). The issuer defines, creates, and
eventually revokes so-called verifiable credentials (VCs)
which contain relevant data that prove the respective
verifiable claims. The holder stores the VCs in its
wallet that provides functionality to present claims of its
credentials in a so-called verifiable presentation (VP) to
the verifier, who is able to verify the origin and validity
of the presented claims (Mühle et al., 2018; Sedlmeir
et al., 2021; Tobin & Reed, 2017). Although originally
designed for individuals, research already demonstrates
how SSI principles can be adopted in an identity
management system for individual machines (Bochnia
et al., 2024; Guggenberger et al., 2023). To ensure
verifiability while reducing information, the verifier
gains in the VP, the application of ZKPs can be useful.

Goldwasser et al. (1989)[p. 1] introduced ZKPs
as proofs that ”convey no additional knowledge other
than the correctness of the proposition in question.”
Unlike traditional mathematical proofs, ZKPs allow
provers to convince verifiers that they possess the private
information—referred to as the witness with sufficient
soundness, without revealing the information itself. A
well-known example is Schnorr’s protocol, where the
signer proves possession of the secret key corresponding
to a public key without disclosing any information about
the key (Babel & Sedlmeir, 2023).

Early ZKPs faced high computational overhead, but
their application in digital identities and decentralized
finance has significantly improved their practicality in
recent years (Principato et al., 2023). General-purpose
ZKPs, such as zero-knowledge succinct non-interactive
arguments of knowledges (zk-SNARKs) and
zero-knowledge scalable transparent argument of
knowledges (zk-STARKs), address the statement by

Ben-Or et al. (1990): ”everything provable is provable
in zero knowledge.” In the context of SSI, a holder
creates ZKPs on their own device, selectively disclosing
only the claims they choose. They then sent them to
the verifier through a VP. This approach supports the
idea of using ZKPs to minimize data sharing between
aggregators and transmission system operators (TSOs),
addressing the challenge of balancing data verifiability
and privacy in the context of energy flexibility provision
from small-scale FDs.

3. Research method

To address our research question, we adopt the ADR
methodology as proposed by Sein et al. (2011). ADR is
particularly well-suited for our study because it allows
for the simultaneous development of artifacts and the
refinement of theoretical concepts, all while engaging
with the practical challenges faced in real-world
settings. This method has been successfully applied
in other IS use cases such as in Beer et al. (2014)
or Herath Pathirannehelage et al. (2023). ADR is
uniquely appropriate for our research endeavor because
with its four stages – Problem formulation, Building,
intervention, and evaluation, Reflection and learning
and Formalization of learning – it integrates the
iterative development of solutions with the evolving
requirements of the environment in which these
solutions are applied. For our research, these iterative
cycles are crucial for continuously refining a solution
that balances the competing demands of verifiability and
privacy in a real-world context.

The setting of our research is a publicly funded
research project involving both researchers and
practitioners to develop solutions for enabling
decentralized energy flexibility. More specifically, our
project team consists among others of IS researchers,
two small companies providing software and hardware
solutions for digital energy systems, one of which
acts as a flexibility aggregator for small-scale FDs and
one of which implements the privacy-preserving data
sovereign information flows, and a transmission system
operator representing a GO as a key stakeholder in the
energy flexibility provision use case.

Step 1: Problem formulation Acccording to Sein
et al. (2011) the first step of ADR is grounding the
research in a practice or theory-inspired problem. The
problem at the core of our research is the tension in
energy flexibility provision, which is characterized by
the need for verifiability and privacy when integrating
decentralized FDs. This tension presents a significant
barrier to effective data sharing among stakeholders in
the energy system. Our research is conducted within a
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Figure 1. ADR methodological approach, source: own illustration based on Sein et al. (2011)

project that aims at integrating small-scale FDs into the
energy system.

The central research focus guiding our study is
how IS can be used to mediate the aforementioned
tension between verifiability and privacy. The need
for verifiability lies in the principles of agency theory
and more specifically in the occurrence of information
asymmetry (Meckling & Jensen, 1976) concerning the
correct delivery of flexibility. This research focus
reflects a broader class of problems related to trust
dilemmas in sustainability contexts, such as supply
chain traceability, where data sharing among multiple
stakeholders is crucial. The application-inspired nature
of our research ensures its practical relevance, while
grounding our approach in agency theory not only
provides a theoretical lens for understanding the tension
between verifiability and privacy but also guides the
practical design of IS that can effectively manage this
tension. By addressing the information asymmetry
identified by agency theory (Eisenhardt, 1989), we
aim to develop systems that solve trust gaps among
stakeholders, particularly in complex sustainability
contexts such as energy flexibility provision.

Step 2: Building, intervention, and evaluation
In the ADR framework, the iterative development

of the artifact is central to addressing the identified
problem. It involves a continuous cycle of building the
artifact, intervening in the organizational context, and
evaluating its effectiveness (cf. Figure 1 based on (Sein
et al., 2011)). The initial design of our artifact is based
on a comprehensive requirement analysis for our use
case conducted over six months. This design is then
refined through multiple design and evaluation cycles,
incorporating stakeholder feedback over the course of
another 12 months.

Data collection and analysis are facilitated through
weekly consortium meetings, two focus group

workshops, and four interviews with single stakeholders
affected by our artifact. These interactions ensure that
both IS researchers and energy sector practitioners
contribute to shaping the artifact, leveraging their
combined expertise to address the trust gap. All
outcomes of the data collection formats were recorded
using meeting minutes, whiteboards, and project
reports.

Evaluation is not a separate stage but is interwoven
with the design process, ensuring that feedback is
continuously integrated. Initially, the conceptual
design is evaluated (Alpha Version) in collaboration
between researchers and practitioners affected by
or involved in the energy flexibility provision.
Real-life implementation and field tests are planned
for subsequent phases (Beta Version) including the
perspective of the artifacts’ end-users, i.e., small-scale
FD owners. This approach ensures that the artifact
remains relevant and effective in mediating the
identified tension between verifiability and privacy and
thus, bridging the existing trust gap.

Step 3: Reflection and learning
Reflecting on the development process and the

artifact’s impact is crucial for extracting broader insights
that can be applied to similar contexts. The ongoing
emergence of insights from different project partners
and external factors, such as regulatory changes in
the energy system, guides the artifact’s development.
Regular reflection sessions are conducted to assess the
artifact’s impact, identify lessons learned, and derive
design principles based on Gregor et al. (2020). These
reflections help to understand how the artifact can
address other application areas (e.g. with sustainability
context) where a tension between verifiability and
privacy exists.

Step 4: Formalization of learning
The final stage of our ADR applied involves
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formalizing the knowledge gained throughout the
research process into generalized outcomes that can
inform future research and practice (Sein et al., 2011).
We formalize the results in this paper by presenting a
Flexibility Provision Flow and conceptualizing a Trust
Diamond. Additionally, in several reflection sessions
throughout the iterative process of development and
evaluation we derive two core design principles from
our Trust Diamond that can be applied to a class of
trust dilemmas, ensuring their broad applicability and
impact in IS research and beyond. This documentation
of our research outcomes serves as a foundation for
future research and practice in addressing tension in data
sharing environments.

4. Results

In the following, we present the results of our
study addressing the tension between data verifiability
and privacy given the use case of energy flexibility
provision. Therefore, we present a Flexibility Provision
Data Flow as a condensed requirement analysis of
our use case, a Trust Diamond for Energy Flexibility
Provision (cf. Figures 2 and 3), and derive the design
principles Verifiability through Delegation and Derived
Data Sovereignty. In our solution, we further develop
wallet-based identity management and verifiable data
management. The Flexibility Provision Data Flow
demonstrates our use case of integrating small-scale FDs
involving an aggregator and our Trust Diamond builds
upon the concept of trust triangles that originated in
SSI literature (Mühle et al., 2018) and exploits their
functionality for our specific use case. Through our
derived design principles, we demonstrate applicability
to other use cases.

To explain our use case more precisely, we
present the Flexibility Provision Data Flow depicted in
Figure 2 that illustrates a comprehensive framework for
understanding the specific steps of data sharing within
energy flexibility provision. Each arrow represents
a step in our Flexibility Provision Data Flow and is
marked with a number according to the sequence order.
Having optimized their flexibility potential (1), FD
owners delegate the VC of their device master data
and a flexibility offer to the aggregator (2). In this
step, FD owners also grant the aggregator permission
to offer their flexibility in their place. Following
this, the aggregator aggregates flexibility offers from
multiple FD owners (3) and sends the aggregated
flexibility offer alongside a VP with aggregated master
data to the GO (4). Through the application of
ZKPs, the respective master data of corresponding
FDs is hidden to ensure privacy-preserving and

data-minimizing flexibility offers. Hence, the GO
can still verify the data’s authenticity referring to the
VPs and the holders retain their privacy through the
attached ZKP, enabling the validation of the aggregated
flexibility offers. In addition, the aggregation of the
various VPs leads to data minimization, which benefits
the GO, as less data from the individual FD owner has
to be managed and protected on the GO’s side. On FD
level, derived sovereignty enables households to offer
their flexibility and attach the respective data needed
to qualify for flexibility provision. Upon the GO’s
request (5), the aggregator disaggregates the flexibility
activation from the GO into corresponding small-scale
activations for the FD owners (6) and activates the
required flexibility (7). The FD owner reports the
delivered flexibility back to the aggregator (8), who
then aggregates the flexibility data (9) and provides an
aggregated version of the delivered flexibility to the
GO (10). The GO verifies the delivered flexibility using
the VPs, closing the loop of trust and ensuring the
reliability of the flexibility provision process.

Secondly, we conceptualize the Trust Diamond as
our ADR artifact (cf. Figures 3), depicting a framework
that can enable GOs and FD owners to bridge the current
trust gap.

Regarding the integration of small-scale FDs into
congestion management, GOs must, among other
things, check whether a specific FD is able to offer
flexibility and contribute to grid stability. To that end,
device-specific identities are necessary for the GOs to
verify the characteristics of the FD to be integrated. In
line with SSI principles, each FD is provided with a VC
containing claims the GO requires to validate that the
FD is allowed to contribute flexibility. With the help
of an identity management system based on SSI, GOs
are able to verify the shared data, which is a crucial
precondition for the integration of small-scale FDs into
the grid management. To convince the GO of the
correctness of their claims, FD owners need to provide
additional, personal and sensitive data. Disclosing this
information could lead to unwanted data usage and
privacy violation.

Our solution incorporates wallet-based identity
management and verifiable data sharing and builds upon
the concept of SSI and exploits their functionalities for
our specific use case. Using a wallet-based identity
management our solution provides mechanisms for
delegating VCs and the VP of aggregated data in a data
minimizing fashion. This solution improves the privacy
of FD owners and provides mechanisms for the VP of
aggregated data. In our Trust Diamond, FD owners use
digital wallets to store their VCs. These credentials
are issued by a TTP, e.g. an original equipment
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Aggregator

(3) Aggregates flexibility

(6) Disaggregates flexibility
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Grid OperatorFlexibility Device
Owner
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(4) Offers verifiable aggregated flexibility 

(5) Activates flexibility 

(7) Activates flexibility 

(8) Reports verifiable delivered flexibility 

(10) Reports verifiable
aggregated delivered flexibility 

Figure 2. Flexibility provision flow, source: own illustration

manufacturer, which the GO trusts. Hence, the TTP is
the issuer in our Trust Diamond.

The digital wallet allows FD owners, as holders, to
manage and control their VCs, maintaining sovereignty
over their identity data. In the first step, the FD
owner presents the VC to the aggregator, who acts
as the verifier. In the second step, the FD owner
delegates the use of the VC to the aggregator, allowing
the aggregator to act as the holder of the FD owner’s
VCs. The aggregator then presents aggregated data from
multiple devices through VPs, using ZKPs to ensure
that only necessary information is disclosed. The GO
acts as the verifier of the VPs shared by the aggregator.
This multi-role interaction is crucial for maintaining the
integrity and trustworthiness of the flexibility market.

Moreover, our results reveal two fundamental design
principles (Gregor et al., 2020) that can be derived from
our Trust Diamond, which are essential for the use case
and in line with the underlying tension: Verifiability
through Delegation and Derived Sovereignty:

We term the fact that the FD owner delegates the
aggregator to provide the relevant data on the provision
of flexibility to the GO and thus make it traceable for
the GO as Verifiability through Delegation. This is
especially important for the decentralized nature of our
concept. Through Verfiability through Delegation large
amounts of data exchanged between stakeholders can be
verified and thus the security level of distributed systems
is strengthened.

In addition, through our solution, detailed FD owner
information is only shared with those aggregators with
whom they have a trusted relationship. Hence, private

data is not shared with other parties, such as the
GOs. Through aggregation and selective disclosure of
information, we protect the privacy of the FD owners
and minimize the amount of shared data. The FD owner
delegates its credentials on to a trusted aggregator that
is self sovereignly chosen, and thus derives sovereignty.
By doing so, system participants are enabled to set their
own standards concerning time, location and horizon
of their individual participation within the system,
while still enhancing scalability of the system through
automated data processing. We therefore define the
design principles based on Gregor et al. (2020) as
follows:

DP1 – Verifiability through Delegation: To reduce
the necessity of trust (aim) between stakeholders
in data sharing ecosystems (users and context),
adopt delegation mechanisms of wallet-based
identity management systems (mechanism), because
verifiability of the correctness of data is often
crucial for their utilization, especially in critical
infrastructures (rational).

DP2 – Derived Sovereignty: To retain privacy and
sovereignty of user data maintaining verifiability (aim)
as business stakeholder (user) while sharing this data in
respective ecosystems (context) apply data aggregation
in combination with ZKPs (mechanism), because
sharing verifiable data poses a huge privacy and thus
sovereignty loss to data owners (rational).

Through our Flexibility Provision Data Flow we
introduce an approach how FD owners can efficiently
participate in flexibility markets and leverage their
potential for stabilizing electricity grids. Backed by
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Holder
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Figure 3. Trust diamond for energy flexibility provision, source: own illustration

the Trust Diamond we demonstrate how wallet-based
identity management can be applied to deal with
the tension between privacy and verifiability and
thus solves for scalability concerns. Our design
principles Verifiability through Delegation and Derived
Sovereignty give guidance for application in energy
markets but retain validity in other domains, which
qualifies our solution for a broader field of problems.

5. Discussion and Contribution

5.1. Practical Implications

Our Flexibility Provision Data Flow and the
Trust Diamond mediate the identified tension in
flexibility provision for decentralized small-scale FDs
by leveraging a digital data sovereign solution. By
implementing wallet-based identity management and
verifiable data, our solution directly addresses concerns
related to the verification of aggregated flexibility offers
and to privacy-preserving data sharing. Firstly, the
use of wallet-based identity management fundamentally
changes how data is managed and shared among
stakeholders. FD owners shift their data control to a
trusted aggregator, which stores respective VCs issued
by TTPs in its digital wallet. The use of SSI and
ZKPs ensures that aggregators can selectively disclose
only the necessary information through VPs, thereby
maintaining data sovereignty and FD owners’ privacy.
Consequently, our proposed solution approach mitigates
the issue of privacy by eliminating the need for FD
owners to fully give up control over their data to GOs.
Through their trust relationship with the aggregator, FDs
owners retain derived data sovereignty and their privacy
remains largely protected by the limited sharing of data
between the aggregator and GOs. The second issue,
concerning integrity of aggregated flexibility offers
provided for GOs’ operations, is addressed through the
use of verifiable data. With our approach, GOs can
verify the authenticity and integrity of the data presented
by aggregators using an existing signature system

on VPs. This substitution of trust with verifiability
enhances operational transparency and reliability as well
as automation and efficiency. By ensuring that only
validated data influences grid operations, our solution
consisting of the Flexibility Provision Data Flow and
the Trust Diamond supports a more robust and secure
management of the grid.

5.2. Theoretical Implications

Our solution extends existing IS discussions by
integrating advanced digital identity management
techniques into the energy sector that is undergoing
fundamental changes in the course of the energy
transition. This integration provides a concrete
example of how wallet-based identity management
systems can solve specific, real-world problems, thereby
contributing to the broader discourse on data sovereignty
and trust in digital environments.

The Trust Diamond for energy flexibility provision
in this paper expands on the idea of trust triangles
by adding an intermediary, the aggregator, which is
necessary for our use case. Other extensions of Trust
Triangles, also called Trust Diamonds, already exist.
For example, Lacity and Carmel (2022) enhance the SSI
Trust Triangle by including a governance authority. The
combination of SSI and ZKP concepts as in our Trust
Diamond can also be useful in other situations where
trust gaps between different stakeholders need to be
bridged and where a tension between data verifiability
and privacy exists - for example, in the context of value
co-creation (Wu et al., 2020) or the implementation of a
circular economy (Zeiss et al., 2020) or digital product
passports (Heeß et al., 2024).

Thus, our solution addresses significant societal
challenges, particularly those related to sustainability
and the transition to renewable energy sources in the
context of Green IS and Energy Informatics research.
By enabling a more effective integration of small-scale
FDs into the grid, the Flexibility Provision Data
Flow contributes to the stability and efficiency of a
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sustainable electricity system. This, in turn, facilitates
the increased use of renewable energy sources, which
are essential for reducing carbon emissions and
achieving climate goals. The Trust Diamond’s emphasis
on data sovereignty and verifiability also ensures
that the transition to a decentralized energy system
respects individual privacy and data rights, which is
crucial for gaining public support and participation
in sustainability initiatives (Bertsch et al., 2016).
Moreover, other sustainability use cases may also
benefit from our wallet-based identity management
solution and application of the two fundamental design
principles Verifiability through Delegation and Derived
Data Sovereignty.

In conclusion, our developed Trust Diamond not
only addresses a significant tension in flexibility
provision, but also advances the field of IS by
demonstrating the practical application of digital
identity management in a new context. Future research
should explore the scalability of this approach and its
potential applications in other sectors requiring trusted
data exchanges, thereby extending its benefits beyond
the energy domain.

6. Conclusion

In this paper, we address the tension that arises when
data is shared across stakeholders’ boundaries. Using
the provision of energy flexibility from small-scale
FDs as an example, we (1) develop a context-specific
Flexibility Provision Data Flow, (2) a novel approach
for solving trust issues, i.e., our Trust Diamond,
and (3) derive overarching design principles that are
also relevant for other, sustainability-related use cases
such as supply chain traceability or sustainability
certification. Based on an ADR approach, our solution
uses wallet-based identity management and verifiable
data to ensure privacy and enhance the verifiability
of aggregated flexibility offers, thus bridging the trust
gaps between FD owners and GOs. By integrating
wallet-based identity management, our solution relies
on verifiable data sharing rather than general mutual
trust, bringing data control and data verifiability into
the digital energy system. This approach not only
supports more secure and efficient grid operations but
also extends the existing IS discussions by applying
advanced digital identity management techniques to
the energy sector. By facilitating the integration of
FDs into the energy grid and thus exploiting their
flexibility potential, our solution can also contribute
to the transformation of the energy system towards a
decentralized flexibility grid. Despite its promising
potential, our solution has limitations that need

consideration.
The Flexibility Provision Flow as well as the

Trust Diamond developed during our design research
is influenced by the insights from the corresponding
ADR team. More feedback cycles with practitioners
from external energy companies would bring in further
perspectives and support the robustness of our artifact.
Correspondingly, while our concept has been developed
over several months in manifold discussions with
relevant stakeholders, it has not yet been tested with FD
owners.

Nevertheless, our results offer several opportunities
for future research. First, scholars may aim at tackling
the oracle problem to solve the challenge of verifying
the initial correctness of the data before it enters
the system. Also, with our solution approach in
place, the initial correctness of the data provided by
the TTP still needs to be verified and needs further
control mechanisms such as tedious audits or costly
prequalification processes. Therefore, future research
may focus on simplifying this process, and develop
concepts for information flows that are verifiable
from end to end. Moreover, further research may
also elaborate on the delegation with SSI and the
forwarding of VPs. While our solution is based
on trust relationships between specific stakeholders,
future concepts could explore the possibility of enabling
selective disclosure and VPs to be passed on without
knowing the exact data basis and hence replace reliance
on TTP. A further extension of our research could
be studying how to prevent the double spending
problem when multiple offers based on the same
conditions are made by the same device to different
aggregators and how to avoid gaming in a regulated
market which could restrict market efficiency. Finally,
scholars may also investigate how our solution can be
transferred to other application areas and thus enable
new privacy-preserving data sharing and verifiability
concepts that bring value to business and society.

In summary, our work provides a novel and
applicable approach to bridging trust gaps in the
provision of energy flexibility from highly promising
small-scale FDs, offering valuable insights and
contributions to both the field of IS and the broader goal
of achieving a sustainable future.
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