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Abstract

Many paradoxes accompany the vast digitalization
taking place in society today. There is a digitalization
paradox, there are myriad cybersecurity paradoxes;and
there are digital versions of other well-known para-
doxes. This paper explains a paradox arising when na-
tions (or organizations) seek to improve society (or op-
erations) by empowering citizens (or clients) and gov-
ernance (or processes) through digitalization. This em-
powerment paradox results from the use of digitaliza-
tion to empower a class of digitalization beneficiaries
that simultaneously disempowers a class of digitaliza-
tion victims. The effects on these classes of people or
organizations may be intended or unintended. This pa-
per uses historical research methodology to examine the
case of the digitalization of Denmark, one of the most
digitalized nations in the World. Our study of the devel-
opment of this national digitalization experience is a cy-
cle of victory in achieving massive digitalization accom-
panied by defeat in helping to victimize its citizens and
other stakeholders.

Keywords: eGovernment, digitalization, cybersecurity,
paradox, historical research

1. Introduction

It is widely accepted that digitalization delivers
great benefits to society, organizations, and individuals.
It is also widely accepted that mistakes in the execution
of digitalization lead to security compromises, criminal
opportunities, and the large-scale victimization of own-
ers and users of information systems. In this paper, we
report our results from an historical analysis of a very-
large-scale digitalization program. These results show
how such negative outcomes are frequently an inevita-
ble effect of digitalization as a learning process, not
merely the mistakes or oversights of the digitalizers.
Digitalization-as-learning is not a process that can com-
plete. It is a continuous process of digital empowerment
and disempowerment of different classes of system us-
ers. For our purposes here, empowerment is enabling
people to accomplish what is important to them. Digital
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empowerment arises with information technology (IT)
from which people gain new abilities to achieve their
goals or participate in society (Mékinen, 2016). As a
marginalized idea, digital disempowerment arises with
IT from which people lose their abilities to achieve their
goals or participate in society. On the part of developers,
digital empowerment or disempowerment of certain
classes of users may be intentional or accidental. Figure
1 illustrates four classes of people affected by digitali-
zation.

Empowerment | Disempowerment
Intentional | Beneficiary Opponent
Accidental | Opponent Victim

Figure 1. Intentional/accidental empowerment

Digitalization nearly always intends to empower a
class of people who are the intended beneficiaries (e.g.,
the digitally adept members of the organization and its
clients, or a nation and its citizens). There is a concom-
itant need to provide the cybersecurity necessary to pro-
tect the beneficiaries by disempowering a class of oppo-
nents (e.g., competitors or cyberattackers like larrikins,
criminals, or adversaries). For our purposes, we will also
treat opponents as a class of users, albeit unwelcome
ones.

Furthermore, digitalization is a complex sociotech-
nical landscape. Digitalization can accidentally disem-
power victims who cannot cope with the digitalized pro-
cesses (e.g., the marginalized or digitally inadept mem-
bers of the organization and its clients, or the nation and
its citizens). Finally, digitalization can accidentally em-
power opponents by creating unexpected vulnerabilities
against which there are no established cybersecurity
measures.

There is a natural stage of empowering new classes
of beneficiaries and thereby presenting new forms of
vulnerabilities to cyberattackers. This stage is followed
by unhappy experiences of other classes of people: the
concomitant disempowering of victims and opponents.
This two-stage process repeats ad infinitum as the learn-
ing process of digitalization continuously seeks to both
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relieve the unintended victims and encumber the unin-
tended beneficiaries; minimizing nevertheless any di-
minishment of the empowerment of the intended bene-
ficiaries and disempowerment of any intended or unin-
tended opponents. We show how digitalization renders
an organization (or a nation) as digitalizent'; one in a
state of continuous digitalization. A digitalizent organi-
zation (or nation) is always becoming digitalized, but
never completely achieving digitalization.

2. Background

A paradox is “An apparently absurd or self-contra-
dictory statement or proposition, or a strongly counter-
intuitive one, which investigation, analysis, or explana-
tion may nevertheless prove to be well-founded or true.”
(Oxford English Dictionary, 2023).

Digitalization brought us many novel paradoxes,
including a widely accepted digitalization paradox,
which “suggests that although companies may invest in
digitalization, they often fail to achieve the expected
revenue enhancement.” (Gebauer et al., 2020, p. 313).
Here we find an echo of the 1990°s productivity para-
dox, in which sizable investments in white collar and
service sector IT had produced little of the intended
productivity increases (Brynjolfsson, 1993; Guo et al.,
2023; Roach, 1991). The similarity is borne out by evi-
dence, e.g., “a more recent article finds that 70% of the
digital transformation initiatives fail to reach their
goals” (Sengupta et al., 2021, p. 182).

2.1 Poor cybersecurity as an unfair practice

Unlike the revenue-oriented digitalization paradox,
cybersecurity paradoxes arise from the performance ex-
pectations in society. Cybersecurity has evolved into a
competence requirement. The vast majority of the legal
literature regards cybersecurity as a mandate for operat-
ing information systems. European laws take a regula-
tion perspective (Hiller & Russell, 2013). The update to
the 2016 Cybersecurity Directive, known as the NIS2
Directive, went into effect in 2023. The update boosts
the requirements for organizations and member states to
take security measures that guarantee the level of secu-
rity appropriate for the risk. The USA, in contrast, takes
a remedy perspective, regarding poor cybersecurity as
an unfair and deceptive practice (Brown & Lee, 2017;
Pardau & Edwards, 2016). This American view arose
when the US Federal Trade Commission began “to use
its authority to prohibit “unfair’ practices under Section
5 of the FTC Act (FTCA) to challenge the failure to pro-
tect consumer data.” (Brown & Lee, 2017, p. 981) This

! coined here out of emerge, emergent, so digitalize, digitalizent

work assumes that the underlying cybersecurity prac-
tices of many companies provide inadequate protection,
thereby deceiving the customers who become victims in
the companies’ data breaches.

Whether regulation or remedy, all of this work re-
gards cybersecurity as a wholly desirable service and a
purely beneficent good. Other than a trace of work that
concerns wasteful or unnecessary cybersecurity (e.g.,
Nolan et al., 2019), it is rare to find any notion that cy-
bersecurity can itself be harmful to society.

2.2 Cybersecurity paradoxes

By their nature, performance expectations have var-
ied aspects and features. Grounding any paradox on per-
formance creates not just one conceptual paradox, but
many paradoxes. As a consequence, researchers have
found a litany of different paradoxical aspects in cyber-
security. Here are prominent examples.

Kolini and Janczewski (2022) cite Greiman (2015,
p. 31) for defining their concept of the cybersecurity
paradox: “National intelligence has become entangled
with the need for cybersecurity, which has become in-
tertwined with corporate competitiveness concerns,
which in turn has amplified the inadequacy of privacy
protection.”

Because governments, corporations, and individu-
als use cybersecurity for different purposes, conflicting
goals mean conflicting performances. Improving any
single cybersecurity performance issue can easily con-
flict with others. A plethora of paradoxes is an inevitable
outcome.

Lindsay (2014) describe a cybersecurity version of
the stability-instability paradox: between adversaries,
mutual vulnerability to cyberattack and its conse-
quences encourages stealthy, nontraditional attacks. The
cybersecurity stability brought by mutual vulnerability
leads to destabilizing activities in more limited ways;
ways that inflict costs but are hidden by stealth and plau-
sible deniability. Thus, when one government improves
the cybersecurity of its national infrastructures, an ad-
versary may institute somewhat minor, cloaked harass-
ment attacks on vulnerable commercial or not for profit
organizations. Improving the performance of cybersecu-
rity in one sector will diminish the performance of cy-
bersecurity in another sector.

Maschmeyer (2023) applies the capability-vulnera-
bility paradox in cybersecurity: In deploying powerful
information technologies that enable our leadership and
creativity, we unavoidably empower our adversaries
and competitors. (National Security Strategy, 2010). As
a government organization betters its performance
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through new information technologies, it grows increas-
ingly dependent on that technology. That dependence it-
self constitutes a new vulnerability.

Sawyer and Hancock (2018, p. 597) describe a
prevalence paradox in cases where humans and ma-
chines work together as a cybersecurity team: “As auto-
mation reduces attack [signal probability], the human
operator becomes increasingly likely to fail in detecting
and reporting attacks that remain.” The prevalence par-
adox helps us understand why investments in computer
technology sometimes have no effect on cybersecurity
incidence rates (Wang, 2022).

Vardi (2021) concludes that the ubiquity of the In-
ternet has created a seemingly complex and insurmount-
able problem for personal privacy. This sand-heap par-
adox arises because any single company website may
only collect small amounts of personal information;
however, smart searching and big data analytics make
an easy job of collecting and compiling these small bits
of data into extensive dossiers on individuals. “Internet
companies have mastered the art of harvesting the grains
of information we share with them, knowingly or un-
knowingly, and using them to construct sand heaps of
information about us.” (Vardi, 2021, p. 5)

This litany of cybersecurity paradoxes is not a
bandwagon effect from the many potential compromises
of current information systems. Collectively, these show
us that there is a serious, multifaceted, paradoxical im-
pact in the emergence of the interaction of vulnerability
and security in present information systems.

3. A digital empowerment paradox

The learning aspect of digitalization can also be ex-
pressed as an empowerment paradox.

Digitalization empowers some of its beneficiaries
and disempowers some of its opponents thereby making
victims of some of its beneficiaries and empowering
some of its opponents.

This paradox arises because large-scale digitaliza-
tion (such as that at a national level) is so complex in its
integration into society, and so mammoth in its scale,
that it is necessarily a cyclical learning process. As this
learning cycles through its stages, some portion of the
intended beneficiaries must inevitably be marginalized
as victims and some portion of the intended opponents
will be empowered as adversaries. The digitalization
project must learn which beneficiaries were victimized
and which opponents were empowered. Next comes
learning how to correct such unintended consequences.

Identifying this paradox (along with the learning
cycles) arose from a 20-year study of digitalization at
the country level. This study identified seven unin-
tended consequences in a long and continuing series of
struggles between the public sector digitalization and

opponents trying to take unintended advantages of new
digital opportunities. Our study contributes to the litera-
ture on digitalization and cybersecurity paradoxes by
highlighting not only technical issues but also the cycli-
cal social technical challenges and resolutions.

4. Methodology: Historical research

Using historical research methods, we explored the
digitalizent empowering paradox following steps de-
scribed by Mason et al. (1997) for developing histories
in the IS field (Porra et al., 2014). In this section, we
describe the focus questions and the domain; then how
we gathered and critiqued the evidence; then how we
determined patterns in the evidence; and finally how we
composed and transcribed the story (Mason et al., 1997;
Porra et al., 2005).

4.1 Focus questions and specify the domain

We seek to answer the question, how does digital-
izing the public sector affect a nation? This question is
surely broad, so we have narrowed our study to focus on
one of the most digitalized countries in the world:
Denmark (EuropeanCommission, 2022, p. 19;
UnitedNations, 2022, p. 8). We explore the events that
paved the way for Denmark’s success as a digitalized
nation. To achieve a compelling history, we have fo-
cused our historical lens on the story of the establish-
ment of the single digital entry point of online public
services in Denmark: the digital signature. Guiding
questions included, which significant events occurred at
a technical, strategical, and political level to foster this
development of the digital signature? How was this ele-
ment implemented and introduced to the public and
businesses having to use and accommodate this func-
tionality? What were the opportunities and challenges
encountered in the wake of this implementation?

Our methodological assumptions and the bounda-
ries of our domain of interest were defined by the ques-
tions above. Our main approach has been to study how
the story of the digital signature project has developed
and unfolded in the news media over the course of more
than two decades. Our primary source of information
has been seven national newspapers’ coverage of this
story supplemented with periodic grey literature and
coverage of important events from other news media,
especially online media covering tech news. Therefore,
our unit of analysis has not been one single organization,
but rather how the news media has portrayed this story
nationally. Our story of the digital empowerment of the
Danish nation commenced back in the late 1990°s and
early 2000s with projects about digital signature.
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4.2 Gathering and critiquing the evidence

We have used Infomedia, a Danish company lead-
ing in media intelligence in the Nordics, to search the
nationwide news coverage of the digital signature story.
We have conducted five independent searches of three
main concepts, TastSelv, NemID, and MitID, all related
to this story.

Table 1. Overview of Infomedia searches

Search term How Where in Timeframe Result
TastSelv All words Heading All media ;ggg?;g} 469
NemiD All words The full article All media gg;g:?;:g}‘ 81,241
NemID Precisely like that Heading Nationwide daily papers gg;g?;g: 250
MitiD All words The full article All media gg;g?;g: 8,279
MitiD Precisely like that Heading Nationwide daily papers 2010-01.01- 83

2022.12.31

These three main concepts that we researched rep-
resent the three different technologies important for the
process of digitalizing the Danish nation. TastSelv (E-
tax) was introduced in the early 2000s and is an online
self-service system provided by the tax authorities. Tast-
Selv enabled citizens and business owners to access
their tax information and change their preliminary as-
sessments of annual income and tax returns. NemID
(EasyID) was introduced in 2010 to serve both private
individuals and business owners. It was a secure login
to public and private digital self-services. NemlID,
scheduled for decommissioning by October 31st, 2023,
was replaced by MitID (myID). With MitID, you can
identify yourself (prove that you are you) when you are
online transferring money, purchasing goods, using self-
services, etc.

We first searched all available hits on each of the
concepts to determine when each concept first appeared
in the media. We then conducted more focused searches
for each concept from the time of its first appearance
until 2022. Browsing through the results we noticed that
many of the stories were identical, so we narrowed our
search to the stories that appeared only in eight of the
nationwide daily newspapers, and only to the stories
where the concept was appearing in the headline of the
article. This narrowing ensured that the story was actu-
ally about the subject concept and eliminated reports
where it was mentioned only as an aside in a different
story. Our focused searches were divided into two types.
One type was a search for publications of the entire con-
cept (e.g., publicly available technical documents) and
another type was a search for the concept in the afore-
mentioned eight newspapers.

We then searched through each title or heading one
year at a time to determine which stories were the year’s

most striking stories. A precis of each of these stories
was then plotted into a timeline using Padlet™. The
timeline reveals when one technology started to overlap
another and become the dominant story.

In our data gathering process, we utilized an estab-
lished and credible search service, cross-referencing in-
formation from multiple sources to ensure the authentic-
ity of our data. It is important to note that the historical
narrative presented in this paper does not aim to provide
a comprehensive and singular account of what tran-
spired during Denmark's transformation into a digital
nation. Instead, we have intentionally selected and inter-
preted significant events that we believe are crucial in
understanding the empowerment and disempowerment
of the actors affected by the digitalization process in
Denmark.

It is important to note that our data is partly based
on newspaper articles, which may introduce a certain
framing to the historical narrative. We recognize that
newspapers can shape and influence the perception of
events, and thus our account of the significant events in
Denmark's digitalization process reflects this particular
lens.

4.3 Determine patterns

Patterns are regularities in the data. A causal chain
was one type of pattern appropriate for analyzing our
evidence. Causal chains intend to be inductive and are
limited to explaining causes that are necessary, but not
sufficient conditions for effects in a historical context
(Mason et al., 1997, p. 315-316).

Our exploration of the digitalization of Denmark
stems from a previous study on Denmark's emergence
as a highly digitized nation (Fleron et al., 2022). This
earlier study serves as a crucial anchoring point for our
current research, allowing us to trace the accumulative
effects of remote causes and their role in shaping the
present situation (Mason et al., 1997). We identified
causal chain patterns through the retrospective overview
of events provided by our timeline. A recurring pattern
seemed to emerge from the events noted in our time-
line—an iterative cycle of technical development and
solutions aimed at empowering the nation's digitaliza-
tion. However, adversaries would exploit system flaws
or technological failures would occur, exposing the sys-
tem to security breaches or leading to distrust. Address-
ing these flaws often resulted in poor system usage, thus
perpetuating the cycle. Therefore, the events we have
deemed significant revolve around the responses and ef-
fects triggered by governmental initiatives to accelerate
the digitalization process. This has given rise to a dis-
cernible pattern characterized by empowering allies and
subsequently disempowering adversaries. The identifi-
cation of consequential (dis)empowering structures was
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influenced by our research backgrounds in IS research,
and the pattern we discovered helped construct a com-
pelling narrative that effectively underscores the past
(Porra et al., 2014).

4.4 Compose and transcribe the story

The branch of Danish national digitalization history
that we have presented is rooted in the evidence we have
gathered and the studies we have conducted, following
the established timeline. It encompasses significant
events that have influenced the progression of Denmark
as a digitalized nation, particularly at the governmental
level.

Our narrative of a digitalized nation's history re-
flects a cyclic process of empowerment and disempow-
erment experienced by influential actors involved in the
digitalization process. We have approached this narra-
tive with the intention of constructing a comprehensive
account of the past (Munslow, 2006). This account is
shaped by our interests and perspectives as information
systems researchers, drawing upon the hermeneutic tra-
dition to derive meaning from the evidence rather than
solely reporting it (Smith, 1999).

Through this lens, we have approached the narra-
tive as a duality, seeking to make sense of the entire un-
folding history as well as interpreting individual events
portrayed in the individual news stories. In doing so, we
have embraced the principles of the hermeneutic tradi-
tion, which allows us to create meaning and understand-
ing from the evidence at hand. Thus, this history serves
not only as a chronicle of Denmark's digitalization jour-
ney but also as a narrative about the field of information
systems, told through the lens of IS scholars (Porra et
al., 2014).

5. Learning cycles reveal a paradox

We applied historical research methodology to
Denmark’s learning approach to creating digital re-
sources for each of its citizens and residents. A pattern
of learning cycles reveals how a nation copes with the
digital empowerment paradox.

5.1 Denmark introduces digital signature

According to the Agency for Digital Government’s
account of NemlID, the Ministry of Science conducted
nine digital signature pilot projects back in 1999. From
these projects, they gained valuable knowledge and ex-
periences. The industry partners were spurred to deliver
a digital signature system. This system did not happen
at first as no profitable business case existed; meaning
citizens were required to pay for the certificates. In

2001, public agencies developed the groundwork for an
October 1st law about electronic signatures to ensure
qualified certificates thereby empowering users (citi-
zens). But the market investments failed to materialize.
Initiatives had to be put in place to circumvent the mar-
ket barriers and ensure sustainable business models, in-
frastructures, and a standardized process for public cer-
tificates for electronic services. In 2002, the Ministry of
Science launched a project competition for a singular
standard certificate that would grant individuals access
to all national, regional, and municipality services while
the industry would gain from the establishment of the
infrastructure supporting such services. As a result of
these project proposals, a requirements specification
was drafted and put up for bid. On February 6th, 2003,
the Ministry of Science signed a contract with TDC, a
major Danish telecom company (DIGST, 2023a).

In the bidding competition was also a consortium
representing, among others, the banking sector. This
sector predicted a prosperous future and millions in in-
come if they were to get the bid. It looked promising
because the banks already had more than half of the
adult population on Netbank (online banking), which
could be hooked up to the digital signature. Citizens
would be able to digitally access public services that
otherwise would require a physical signature including:
enrolling for daycare, reporting change of residence, re-
ceiving public benefits, sending deeds to land registry,
applying for housing subsidy, etc. The bid was won by
TDC and their solution was hooked to the pin code
mailed to all of legal age together with the tax return for
which citizens could wuse the TastSelv service
(Jorgensen, 2003).

The contract’s ink was hardly dry before something
was amiss. The banking sector announced that they did
not consider the system offered by TDC to be secure
enough for managing their financial transactions. The
system would therefore require citizens to have at least
two different digital signatures. The government’s strat-
egy was for citizens to have only one single digital sig-
nature for all online services, whether it be public or pri-
vate. This conflict would reduce the effective empower-
ment by digital signature. Naturally, the CIO of TDC
denied the accusations of insufficient security in their
system and announced that “our signature is more se-
cure than today’s online bank systems” (our translation).
Regardless, it was vital for the national strategy of digi-
talizing the nation that the citizens would have only one
digital signature; one that would be distributed through
the banking sector where many citizens had their only
other experience with online digital signatures (Bjerge,
2003).

For little more than a decade, NemID became the
object of the public’s love/hate relationship with digital-
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ization of the nation. Since 2010, NemID was both pri-
vate individuals’ and businesses’ single point of entry to
access public and private online services. Hence,
NemlID empowered citizens for 10+ years.

NemlID consists of a user-ID, an access code and a
keycard with one-time-access-codes (i.e., a paper ver-
sion). Alternatives to the paper keycard included an
electronic authenticator or a mobile app. NemID used
two-factor authentication. In order to use the private
key, the user need to have both a personal access code
(something that only you know) and a code from the
keycard (something that only you have). The login pro-
cess consists of the user first typing their user-id and ac-
cess code followed by the code from their keycard. For
IT-criminals to misuse the NemID they have to acquire
both the user’s user-id, their access code and their
keycard. This login process heightened the security
level significantly compared to solutions relying on ac-
cess codes only (DIGST, 2023b). Nevertheless, crimi-
nals were able to gain unauthorized access and misuse
NemlID. Thus, empowerment of opponents arose.

In 2021, a new and improved digital ID was intro-
duced: MitID. MitID was developed and introduced to
improve the security of the national digital ID. The im-
provement was related to three areas; 1) the technical
solution, 2) the way in which MitID is used, and 3) the
requirements for identity protection. Further, the infra-
structure of MitID had changed. It was no longer possi-
ble for a service provider to directly connect to MitID as
this has to happen through a certified MitID broker. The
broker mediates the authentication process between the
end user and the underlying technical integration to
MitID. Moreso, MitID was developed modularly to en-
sure that MitID can easily adapt to new security de-
mands and manage continuously changing threats
(MitID-partnerskabet, 2021).

5.2 Rivalry and a flawed digital signature

In the aftermath of the loss of the digital signature
bid the banking sector campaigned against the official
digital signature in 2004. Still retaining about two mil-
lion online bank customers, the banking sector launched
their alternative to the digital signature, Net-ID. With
only a few clicks the customers could acquire the Net-
ID, which was useful for secure identification and pur-
chases online. However, the plan for the public digital
signature also supported future secure business-govern-
ment e-mail correspondence and binding signatures
Stougaard2004; Breinstrup 2004).

This rivalry for the customers was a severe threat to
the diffusion of the public digital signature because the
project faced critical security flaws. These flaws not
only threatened the security of the system but also the
publics’ trust in the system and its ability to keep their

data secure. The threat steered the ministry to require the
TDC to inform 150,000 of their customers of the flaw,
provide them with a solution, and implement action
plans to resolve the issues. These security issues became
toxic to the dissemination of digital signature as TDC
struggled to get citizens on to their digital solution.
From the beginning, TDC had no customers whereas the
banks had about 1.6 million. Further, contractually TDC
would only get the full amount only if they could man-
age to issue 1.3 million digital signatures to private citi-
zens within the four-year contract period (Stougaard,
2003) If they had issued 350,000 signatures by June
18th, 2004, they would get a bonus (Barfod 2004). Their
tiny number of 175,000 issued signatures was a
challenge.

5.3 The rise but mostly the fall of NemID

On the opening day in 2006, when people were sup-
posed to get information about whether they got tax re-
funds or not, the TastSelv system was down. A software
bug crashed the system. One might think that such les-
sons learned from this predecessor of NemID would
ease the commissioning of the new system when it
launched in 2010. However, it seemed to be a misnomer
to call it easy (“Nem” in Danish) as many citizens strug-
gled to get NemID to work (Aagaard, 2010). It only
worked on computers, not on smart phones or tablets
(Christensen 2010). In the first half year of its existence
from July 1st till December the system had been down
for just over 19 hours (Ritzau, 2010). During the course
of 2010 several issues with NemID were reported. Some
related to security issues. Some regarding the services
not ready for NemlID, and some concerning the
difficulties for citizens in accessing and using NemID.
There ensued a social divide between those who can and
cannot use the digital signature, and terms like IT-less
and IT-weak surfaces as ways to talk about the hierarchy
of the digital Danish class society (Bredal 2010). Hence,
here we can see that only some citizens were
empowered while others were disempowered by the
rising security restrictions.

One of the more spectacular security issues turned
out to be a well-known and well-hidden security breach
that allowed entities on the same company network as
the digital signature to gain access to citizens’ private
information via the use of Java applets. The breach led
members of parliament to require the minister in charge
to explain herself in council (Dilling 2010).

The ups and downs of the account of NemID con-
tinued in the news media in 2011. Young people were
dissatisfied with NemID because they were forced to
use it and found it clumsy to use. Thus, they complained
that the empowerment envisioned was not achieved. Se-
curity-wise, banks are held responsible if customers’
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NemlID was hacked. One of the bigger scandals was the
scamming of eight bank customers through false emails.
The customers mistakenly handed over not only user-1D
and access codes, but also key codes to criminals in the
belief that they were communicating with bank officials.
Shortly thereafter, in the autumn of 2011, an electronic
authenticator (code viewer) was introduced to replace
the previous paper key code card (Dilling 2011). Un-
fortunately, in early 2012 IT-criminals managed in eight
instances to hack and defraud victims for close to
700,000 DKR (circa USD102,000). The hackers got the
NemlID login codes from users by installing malware
that gave the hackers access to their accounts. When the
hackers were asked for the personal key code, they just
forwarded the request to the customer, who then reen-
tered a key code that the hackers could use (Nielsen,
2012). Besides the bank fraud in the beginning of the
year, 2012 is relatively shy of severe problems, so only
lesser issues were reported in the news media. A
demand for a mobile solution to NemID arose and fewer
Danes gamble online because they have to use NemID
each time money was involved. Then IBM takes over
the running of NemID and 1 billion transactions with
NemlD are executed ahead of time.

In 2013, a Java update created security issues with
NemlID. Navigating the issues amounted to a regular
shutdown of several days (Ritzau, 2013). Four young
men are charged with hacking NemID with a
Distributed Denial-of-Service (DDoS) attack. In DDoS
attacks, the targeted system is overloaded, preventing
regular users from accessing and using the system
(Jyllandsposten, 2013). The company behind NemlID,
Nets, wants to rid themselves of the problem-child, Java,
as they risk a fine for the breakdowns with NemID.
Indeed, by the early days of 2014, Nets was fined
675,300 DKR (circa USD 100,000) for technical issues
that prevented many people from using NemID for
several days (Berlingske, 2014).

Also, in 2014 an anonymous source at Nets, who
had access to private and personal information of royals
and celebrities, sold such information to a tabloid paper.
Though the anonymous source did have access to the
NemlID database a report concluded that misuse had not
taken place (Ritzau, 2014). Then in 2015, NemID
reached three billion transactions. In 2016 three young
men pled guilty to executing a cyberattack on NemID
three years prior. That attack paralyzed the NemID
system for seven hours. It denied 3.8 million Danes
access to their online bank accounts or entering
information into the tax system. To the convicts, it was
surprisingly easy to shut down a vital infrastructure by
pinpointing the fragile NemID component (Ritzau,
2016a). They received a suspended sentence of three to
four months (Ritzau, 2016b). In 2017, the last Java
dependency was eliminated. The elimination opened up

new alternatives for browser usage and allowed easier
ways to keep the key file program up to date (DIGST,
2017). The banks also launched a new mobile app to
replace the paper key code card (Ritzau, 2017).

In October 2020 a story breaks about a big data
fraud in Danish public libraries. In the period from 2015
to 2018 keyloggers were installed in 23 libraries. Subse-
quently, a further 23 libraries report NemID fraud with
keyloggers.

The fraud technique in these cases involved three
stages. First, criminals install keyloggers on library
computers. A keylogger captures all keystrokes on a
keyboard. The criminal's keyloggers are designed as a
USB stick or built into a keyboard, which the group ex-
changes with the original keyboard of the library com-
puters.

Second, library clients use NemlID on library com-
puters — typically because they do not have access to
their own computer at home. Through the keyloggers,
the criminals harvest usernames and passwords for the
victims’ NemlID.

Third, the criminals, that now have the victims'
usernames and passwords for NemlID, can now check
how many keys (6-digit numbers) are left on the victims'
key cards. When the criminals can see that there are no
more keys left, the group monitors the victims' physical
mailboxes and fish out the victims' new NemlID key card
when it arrives.

Finally, armed with passwords, usernames and key
cards, the criminals can now access the victims' bank
accounts and try to take out loans.

This crime is also an example of the digital empow-
erment paradox. People with computers at home are em-
powered. People without computers at home are victim-
ized. Criminals are unintentionally empowered by the
victims’ dependence on public computers.

Christian Harslef, the CEO of the Association of
Danish Municipalities says: “We will constantly have to
refine our IT security in the municipalities. It is because
the IT criminals are becoming more and more skilled.
So there will always be a need for us to become more
and more skilled and work more and more with security
in this area” (translated from Frandsen et al., 2020).

Thus, we see a vicious cycle developing between
the authorities trying to improve security and usability
and the criminal opponents unintentionally empowered
by unrecognized security flaws. Some citizens become
empowered, some become victims.

On 10 February 2022 nine men are sentenced to a
total of 41 years in prison for the NemlID fraud. The trial
case documents reveal that they have been defrauding
more than 170 library users of their NemID information.

After the story breaks in 2020 the police recom-
mend that libraries take action. Among the recommen-
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dations were three physical measures to secure key-
boards, USB ports and the computers themselves to
make it harder for fraudsters to install keyloggers on
them. However, a newspaper report from 2022 reveals
that only 15 municipalities followed the advice
(Frandsen & Gertsen, 2022).

5.4 MitID takes over

MitID has become a common log-in solution for
use on both private and public websites in Denmark.
MitID gradually replaced NemID. The tender process
for developing MitID ran in 2018. A supplier — the com-
pany Nets — was chosen in 2019. MitID opened to the
public in October 2021.

Shortly after it opens there are critiques that it may
be too secure and too difficult for the users. The news-
letter Version 2 writes “... the Digitalization Agency,
Nets and the banks have created a solution that for many
Danes it is an almost insurmountable task to get con-
nected. A requirement to scan one's passport to activate
the MitID app means, for example, that a modern
smartphone worth thousands of kroner in practice be-
comes the entry ticket to the next generation of modern
signatures” (Fribo, 2022).

Further, the Digitalization Agency completely mis-
judged how many citizens could not meet MitID's tech-
nical requirements and therefore needed help. This trig-
gered a definite stampede on municipal citizen services,
and across the country there was an average waiting
time of more than a month in May 2022 (Dam, 2022)
and 16 days in November 2022 (Finanswatch, 2022b).
Hence, the desired empowerment was not at all
achieved.

Shortly after opening on the 31st of October a prob-
lem appears with MitID. For example, if you want to
access your online bank, you only use a username to
send a login request, which is then approved with the
mobile app. In comparison, with the 'old' NemID app,
sending a request required both a password and a
username. That means that just by guessing someone's
username, you can send a login request to that person’s
mobile phone. It becomes relatively easy to cheat if you
are a criminal. “They have not looked critically enough
at how to balance ease of use and security with each
other”, says Henrik Kramselund, an IT expert
(translated from Jersild et al., 2021). Thus, the new
MitID system accidentally helped to empower criminals
and victimize citizens.

Another MitID-challenge is clearly demonstrated
by the internet media Version2. They write in
September 2022 that they have been able to — with a
very simple piece of code — to guess 11,000 correct
usernames in a single night (Lorenzen, 2022b). A part-
ner in a company specializing in security comments like

this: “Holy shit. I knew it could be done, but not how
easy it was. I really think MitID has failed, and I think
your study shows it to A+” (Finanswatch, 2022a).

This published case makes it necessary for the
Danish Digitalization Agency to respond and so they do.
However, they “repeatedly refused to say exactly what
it has done to better secure the system after Version2's
discovering of a number of design flaws” (Lorenzen,
2022a)

On 24 June 2022 the Digitalization Agency pub-
lishes a press release saying: “NemlID has been affected
by a crash since 21 June, and there are still NemID users
who cannot use their NemID”. They continue at put the
blame onto the developer — the company Nets: “NemID
has been affected by a crash since Tuesday evening.
Nets, which owns and operates the NemID solution, has
since then been working on solving the challenges ... It
is deeply unsatisfactory for all parties that the national
digital ID solution can be affected by such an extensive
breakdown that extends over such a long period of time.
The Danish Digitalization Agency views the breakdown
with the utmost seriousness and is in ongoing dialogue
with the supplier. Nets must currently focus all efforts
on solving the problem, but as soon as normal opera-
tions are restored, Nets must provide a thorough account
of the entire process, including how to ensure that some-
thing like this cannot happen again.” (DIGST, 2022).

In March 2023 a new story about MitID breaks. It
turns out that the Danish Data Protection Agency
(“Datatilsynet”) has given the Digitalization Agency
both 'serious criticism' and a direct order to change the
situation concerning how MitID security is too poor. In
reality it turns out that some users have been able to see
other users’ data solely because their MitID usernames
and login times were too close to each other.

Furthermore, a week afterwards, the Danish Data
Protection Authority expresses criticism in a case where
the Digitalization Agency had reported a breach of per-
sonal data security to the Danish Data Protection
Authority. Twenty-six curators were mistakenly given
access to the digital mailboxes of the wrong companies.
After the incident, the Digitalization agency introduced
a procedure where an additional employee reviews the
lists for errors before they are sent to the supplier, in
order to minimize the risk of errors (Datatilsynet, 2022).

The introduction of MitID shows how the digital
empowerment paradox triggers the learning cycle.
MitID is meant to eliminate the paradoxes in NemID.
MitIDs arrival is itself a result of the learning cycle. Fur-
thermore, like NemID before it, MitID brings its own
paradoxical effects on empowerment. There were major
learning cycles as NemID learned from TastSelv, and
MitID learned from NemID. There were more learning
cycles as each of these encountered its own empower-
ment paradoxes.

Page 1898



6. Discussion and conclusion

This paper develops three significant contributions
to the information systems literature.

The digitalization history contributes an analysis of
a mammoth and longitudinal sociotechnical eGov Pro-
ject. This case expands the literature with detailed dis-
cussions of its challenges and resolutions. It spans the
timeline of an eGov setting that approaches the scale of
completing the digitalization of an entire country.

As a minor contribution, the case analysis in this
paper also provides an example of the use of historical
research and analysis methodology in information sys-
tems, eGov, and digitalization.

This paper also extends the literature on the digital-
ization paradox and the cybersecurity paradoxes. The
case analysis finds and presents a novel and unrecog-
nized digital empowerment paradox. While the evidence
for this paradox arises in an eGov case, it has strong po-
tential for explaining digitalization challenges in any or-
ganization or sociotechnical setting. Also, the resolu-
tions present in the case can serve practice as paradigms
for resolving challenges encountered in digitalization.

The case analysis also reveals the fundamental na-
ture of digitalization as a learning continuum. Denoted
as an organization that is digitalizent, we can recognize
that, once begun, digitalization is a continuous process
of learning and improving. Digitalization does not com-
plete, but continues cyclically in a manner similar to
quality management, continuous design, or agile devel-
opment.

Similarly, we also encounter issues in large-scale
digitalization familiar in developing other kinds of
large-scale information systems. For example, future re-
search in cybersecurity is needed to explore the presence
of Asheby’s law of requisite variety in securing the
functionality of digitalization. It seems likely that a
complex digitalized sociotechnical system such as the
ones in our case can never have sufficient variety of con-
trols to manage the vast constellation of perturbations
yet to be encountered and largely unanticipatable. Secu-
rity vulnerabilities and insufficiently accessible func-
tions are often portrayed as oversights, mistakes, or in-
competence by digitalization developers. However,
Asheby’s law suggests that such events are a natural out-
come of the large scale and public accessibility of digi-
talized government systems. Such future research could
show that proper management of the learning continuum
in a digitalizent organization can rapidly enlarge control
variety in an ongoing response to newly opened pertur-
bations.

Our case offers practical value in implied design
principles. For example, any empowerment directed at
users must eliminate empowerment of adversaries or
victimization of any portion of the user population.

7. References

Aagaard, J. (2010) NemID er overhovedet ikke nemt.
Berlingske Tidende, July 29, page 3

Barfod, N. (2004) Kapleb om digital signatur. Borsen, June 2,
page 26

Berlingske. (2014). Nedbrud: Nets far bede for NemID-fejl.
Berlingske, January 15, page 13

Bjerge, P. (2003). Bank-nej til digital signatur. Politiken,
February 7, page 15

Bredal, B. (2010) Debat: NemID. Politiken, September 20,
page 6

Breinstrup, T. (2004, June 2) Banker gér i krig mod den
digitale signatur. Berlingske Tidende, page 8

Brown, T. P., & Lee, D. H. (2017). "Unfair" Practices in The
Financial Services Industry: The New Boss Is the Same
as The Old Boss. Antitrust Law Journal, 81(3), 981-996.

Brynjolfsson, E. (1993). The productivity paradox of infor-
mation technology. Communications of the ACM,
36(12), 67-77.

Christensen, P.M. (2010) NemID er lukket land for din
smartphone. Borsen, August 24, page 26

Dam, K. (2022). Op til seks ugers ventetid: Sddan kan du f&
hjelp til MitID uden borgerservice. TV2 Fyn,

Datatilsynet. (2022). Digitaliseringsstyrelsen faar kritik.

DIGST. (2017). NemlID til virksomheder er nu fri for Java.
https://digst.dk/nyheder/nyhedsarkiv/2017/marts/nemid-
til-virksomheder-er-nu-fri-for-java/. Retrieved June 14,
2023

DIGST. (2022). Vedrerende nedbrud for nemlID
(https://digst.dk/nyheder/nyhedsarkiv/2022/juni/vedroer
ende-nedbrud-paa-nemid/) Retrieved June 14, 2023.

DIGST. (2023b). Om lesningen ("About the solution").
https://digst.dk/it-loesninger/nemid/om-loesningen/

Dilling, S. (2010, September 15) Ministeren skal forklare
NemlID-brist. Politiken, page 4

Dilling, S. (2011, October 25) Slip for NemID’s papkort.
Politiken, page 13

EuropeanCommission. (2022). Digital Economy and Society
Index (DESID) 2022. https://digital-
strategy.ec.europa.eu/en/library/digital-economy-and-
society-index-desi-2022

Finanswatch. (2022a). Medie: Simpelt hack kan blokere
MitID.
(https://finanswatch.dk/Finansnyt/Pengeinstitutter/articl
€14450872.ece)

Finanswatch. (2022b). Ventetid til at fa hjeelp til MitID stiger
igen.
https://finanswatch.dk/Finansnyt/article14580448.ece

Fleron, B. F., Pries-Heje, J., & Baskerville, R. (2022). Becom-
ing a most digitalized country: A history of digital organ-
izational resilience in Denmark. Communications of the
Association for Information Systems, 51, 120-139.

Frandsen, M., & Gertsen, L. (2022). Trods omfattende
NemlID-svindel folger kommuner ikke politiets réd
https://www.dr.dk/nyheder/indland/trods-omfattende-
nemid-svindel-foelger-kommuner-ikke-politiets-raad

Frandsen, M., Gertsen, L., Lambek, B., & Serensen, L. M.
(2020). Mindst 46 biblioteker indgar i sager om NemID-
svindel: Se, om dit bibliotek er iblandt
https://www.dr.dk/nyheder/indland/mindst-46-

Page 1899



biblioteker-indgaar-i-sager-om-nemid-svindel-se-om-
dit-bibliotek-er

Fribo, A. (2022). Leder: MitID ma tilbage pa tegnebrattet.
Version2,

Gebauer, H., Fleisch, E., Lamprecht, C., & Wortmann, F.
(2020, 2020/05/01/). Growth paths for overcoming the
digitalization paradox. Business Horizons, 63(3), 313-
323.

Greiman, V. A. (2015). Building a Sustainable Collaboration
Public/Private Partnerships in Cyberspace. Journal of
Information Warfare, 14(3), 30-42.

Guo, X., Li, M.,, Wang, Y., & Mardani, A. (2023,
2023/08/01/). Does digital transformation improve the
firm’s performance? From the perspective of digitaliza-
tion paradox and managerial myopia. Journal of Business
Research, 163, 113868.

Hiller, J. S., & Russell, R. S. (2013, 2013/06/01/). The chal-
lenge and imperative of private sector cybersecurity: An
international comparison. Computer Law & Security Re-
view, 29(3), 236-245.

Jersild, A., Mirzaei-Fard, M., & Moltke, H. (2021). MitID
skulle vaere mere sikkert — nu sar eksperter tvivl: ’Det er
en skidt lesning'. DR.DK,

Jyllandsposten. (2013). Unge sigtet for at hacke Nemld. JP
Aarhus, June 8, page 4

Jorgensen, B. (2003). Banker kan tjene pa signaturer. Jyllands-
Posten, Ferbuary 6, page 5

Kolini, F., & Janczewski, L. J. (2022). Exploring Incentives
and Challenges for Cybersecurity Intelligence Sharing
(CIS) across Organizations: A Systematic Review. Com-
munications of the Association for Information Systems,
50.

Lindsay, J. R. (2014, Winter2014/2015). The Impact of China
on Cybersecurity [Article]. International Security, 39(3),
7-47.

Lorenzen, M. (2022a). Efter afdaekning af MitID hack:
Digitaliseringsstyrelsen laver ukendte @ndringer.
Version2,

Lorenzen, M. (2022b). Uhyre simpelt hack kan gette bruger-
navne og blokere adgangen til MitID. Version2,

Mikinen, M. (2016). Digital Empowerment as a Process for
Enhancing Citizens' Participation. E-Learning and
Digital Media, 3(3), 381-395.

Maschmeyer, L. (2023). Subversion, cyber operations, and
reverse structural power in world politics [Article].
European Journal of International Relations, 29(1), 79-
103.

Mason, R. O., McKenney, J. L., & Copeland, D. G. (1997). An
Historical Method for MIS Research: Steps and
Assumptions. MIS Quarterly, 21(3), 307-320.

MitID-partnerskabet. (2021). Whitepaper on the background

for MitID. Version 1.0.
https://www.mitid.dk/media/ua3nndat/om-mitid-
whitepaper.pdf

Munslow, A. (2006). Deconstructing history. Taylor &
Francis

National Security Strategy. (2010). Executive Office of the
United States

Nielsen, H.B. (2012, February 11) Danske Bank-kunder
hacket via NemlID. Jyllands-Posten, page 4

Nolan, C., Lawyer, G., & Dodd, R. M. (2019, 2019/09/02).
Cybersecurity: today’s most pressing governance issue.
Journal of Cyber Policy, 4(3), 425-441.

Oxford English Dictionary. (2023). "paradox, n. and adj.".
Oxford University Press

Pardau, S. L., & Edwards, B. (2016). The FTC, the unfairness
doctrine, and privacy by design: new legal frontiers in cy-
bersecurity. Journal of Business & Technology Law,
12(2), 227-276.

Politiken. (2004). Section 1, page 15. 2003-02-07.

Porra, J., Hirschheim, R., & Parks, M. S. (2005). The history
of Texaco's corporate information technology function:
A general systems theoretical interpretation. MIS
Quarterly, 721-746.

Porra, J., Hirschheim, R., & Parks, M. S. (2014). The historical
research method and information systems research.
Journal of the AIS, 15(9), 3.

Ritzau (2010, December 22) NemID gar for meget i sort.
Berlingske Tidende, December 22, page 6.

Ritzau (2013, October 19) Kort Nyt: Nets risikerer bade for
NemID-sammenbrud. Kristeligt Dagblad, page 3

Ritzau (2014, May 13) Tys-tys-kilde havde adgang til Nem-
ID. Kristeligt Dagblad, page 3

Ritzau (2016a, April 15) Unge har tilstaet angreb pd Nemld.
Jyllandsposten, page 2

Ritzau (2016b, April 22) Betinget fengsel for NemlID-
nedbrud. Jyllandsposten, page 2

Ritzau (2017, May 16) Digitalt alternativ til NemID-kort.
Jyllandsposten, page 9.

Roach, S. S. (1991). Services Under Siege--The Restructuring
Imperative [Article]. Harvard Business Review, 69(5),
82-91.

Sawyer, B. D., & Hancock, P. A. (2018). Hacking the Human:
The Prevalence Paradox in Cybersecurity [journal
article]. Human Factors, 60(5), 597-609.

Sengupta, S., Dreyer, H., & Powell, D. J. (2021). Breaking Out
of the Digitalization Paradox. In D. J. Powell, E. Alfnes,
M. D. Q. Holmemo, & E. Reke (Eds.), Learning in the
Digital Era (pp. 182-190). Springer International
Publishing

Smith, D. G. (1999). The hermeneutic imagination and the
pedagogic text. Counterpoints, 15, 27-44.

Stougaard, M. (2003) Signatur: Digital strid dyr for TDC.
Jyllands-Posten, February 13, page 3.

Stougaard, M. (2004, June 2) Digital signatur: Banker angriber
digital signatur. Jyllands-Posten, page 1

UnitedNations. (2022). E-Government Survey 2022 - The
future of digital government.
https://desapublications.un.org/sites/default/files/publica
tions/2022-09/Web%?20version%20E-
Government%202022.pdf

Vardi, M. Y. (2021). The Sand-Heap Paradox of Privacy and
Influence [Article]. Communications of The ACM,
64(9), 5-5.

Wang, P. (2022). Deciding to Fail: Three Essays about Self-
Interest in Systems Computer Information Systems
Dissertations, Georgia State University, Atlanta.

Page 1900



