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Abstract 
Data-driven technologies enable organizations to 

innovate new services and business models and thus 

hold the potential for new sources of revenue and 

business growth. However, such new data-driven 

business models impose new ways for unwanted 

knowledge spillovers. Current research on data-

driven business models and knowledge risks provides 

little help to identify and discuss such novel risks 

within the innovation process. We have developed a 

network-based representation of data-driven business 

models within one case organization, where it helped 

to identify knowledge risks in the design process of 

data-driven business models. In this paper, we further 

evaluated the artifact through 17 interviews with 

experts from the domain of business models, data 

analytics and knowledge management. We found that 

the network-based representation is suitable to 

visualize, discuss and create awareness for knowledge 

risks and see types of data-related value objects and 

quantification of risks as two recommendations for 

further research. 

 

 

1. Introduction  

The increasing amount of data available and the 

advances in data analytics enable organizations to 

improve their existing business models and to create 

new offerings [50]. Such data-driven business models 

(DDBMs) based on data analytics not only hold the 

opportunity for business growth and new revenues for 

organizations [9], they might also cause new types of 

risks in regard to data. Methods from data analytics 

and machine learning are used to generate insights 

from data (e.g. through predictions or 

recommendations) and form the basis of an offering. 

Depending on the degree of analytics, the offering 

could be a report or visualization of descriptive data 

analysis, support for further decisions or actions in 

form of recommendations or predictions [38] or even 

machine learning models [22]. To create such models, 

knowledge on the domain is required and materialized 

in those models. Such an offering or specifically 

exchange of data, insights, or models, what we further 

refer to data-related value objects may cause 

knowledge risks in DDBMs.  

We already found evidence for such knowledge 

risks within one case study [15]. Based on this, we 

frame the problem as follows: Knowledge risks in 

data-driven business models occur when valuable 

knowledge of a company is materialized in data-

related value objects (e.g., algorithms, models, 

insights, predictions, or recommendations) and used 

as the basis of an offering. Through the exchange of 

such objects, critical knowledge may leak the 

organization’s boundary and put the company's 

competitive advantage at risk. Thus, from a risk 

management perspective, managers need support to 

identify and manage such risks in the design process 

of DDBMs. 

Current research on tool support for innovating 

DDBMs is mainly focusing on supporting idea 

generation and the design process [16]. Likewise, risks 

and risk management in business model innovation is 

an under-researched field [5]. Further, novel risks 

evolving from business models based on digital 

technologies make new risk management frameworks 

and tools necessary [10]. 

To address this gap, in line with the call for more 

research on managing knowledge risks in strategic 

Information Systems (IS) settings [31] and the call for 

research in IS on tooling for risk management in 

business model innovation based on digital 

technologies [44], we have developed an artifact to 

identify knowledge risks in DDBMs in a Design 

Science Research project within one case organization 

[15]. The essence of the artifact is a network-based 

representation of a business model, i.e. it emphasizes 

the flows of value objects between business actors. In 

this case, the artifact was found to be useful to discuss 

and identify knowledge risks. 

In the present paper, we further evaluate this 

artifact in order to generalize from development and 

validation in a single case; and ask the following 
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research question in this paper: Can a networked-

based representation of business models provide 

support for identifying and understanding knowledge 

risks in data-driven business models? 

To answer this research question, we conducted 

an interview study with 17 experts from industry and 

academia to evaluate the ease of use in terms of 

structure and understandability as well as the 

perceived benefit and problem fit of our artifact. 

The rest of this paper is structured as follows: 

Section two provides the background and related work 

for this study. A brief description of the overall Design 

Science Research project, the initial artifact and the 

applied interview evaluation method follows in 

section three. Subsequently, section four presents the 

findings from the artifact evaluation including 

recommendations on the artifact design from the 

interviewees. The paper closes with a discussion and 

outlook in section five. 

2. Background and Related Work 

Organizations have to find an appropriate 

business model to capture value from new 

technologies [8] and to ensure competitive advantage 

[2]. Business models can be understood as an 

“architecture for the product, service and information 

flows, including a description of the various business 

actors and their roles; and a description of the 

potential benefits for the various actors; and 

description of the sources of revenue” [46]. Data-

driven business models (DDBMs), in particular, 

describe a new type of business models [19] where 

data is used as a key resource [13, 20] to generate 

insights with the aid of data analytics methods [23] 

that form the basis for a value proposition [29]. Data 

represents here both a firm’s resource [20] and a flow 

across business actors [43]. Organizations can develop 

new business models with the aid of business model 

innovation [7], i.e. experimenting with new business 

model designs [8]. Data-driven business model 

innovation in particular is understood “as the process 

when an organization adopts a novel approach to 

commercialize data as its new underlying asset to 

deliver value to existing or new customers” [16].  

In general, tools and methods, supporting 

managers and organizations in business model 

innovation [3, 37]  through the visualization [42] or the 

evaluation of business models [44], are available. 

However, the evaluation of business models should 

not only focus on the estimation of returns, but also on 

identifying relevant risk factors, such as knowledge 

risks, in a business model [5]. Existing research on 

DDBMs in general and tools and methods in 

particular, is predominantly focusing on tools and 

methods to support idea generation [16]. Literature 

provides several “canvas” or “maps” to structure 

ideation workshops or communicate ideas (e.g., [28] 

or [29]). However, there is a lack of support for 

decision making, including risk management, in 

innovating DDBMs [16]. 

During the design of (data-driven) business 

models, business managers have to find a balance 

between estimated return and acceptable risk in their 

business model design choices [6, 44]. Identifying risk 

factors within a new or existing business model 

enables decision makers to adopt the business model 

design or to take proper measures [5]. One type of such 

risks in business models is the drainage of intellectual 

property or know-how from the business model owner 

[5]. Knowledge management literature denotes such 

events as knowledge risks [11, 32].  

The management of knowledge risks, i.e., 

knowledge protection, is considered as one core 

strategy of knowledge management [31]. Knowledge 

risks can arise from human, operational or 

technological factors [12] and their management is 

crucial for organizations because knowledge typically 

forms the core of the competitive edge [26]. Current 

knowledge risk literature is mainly focused on 

preventive measures; however, managing knowledge 

risks also requires preventive measures, like 

contingency plans for a leakage [45]. Knowledge 

protection literature focused very much on explicit and 

document knowledge in organizations so far and 

neglected tacit knowledge [32] as well as knowledge 

which is embodied in data streams [25]. Especially the 

latter becomes more and more important with rising 

digitization [12]. 

Knowledge risks can arise from shared data sets 

in data-centric collaborations or digital supply chains 

[27, 49]. It is challenging for organizations to be aware 

of which knowledge could be extracted out of shared 

data sets via data analytics methods by other actors 

leading to unintended knowledge leakage [25, 49]. 

Managing such knowledge risks require, legal, 

organizational or technical measures [49]. For 

instance, grey-box modelling together with a variety 

of more fine-granular knowledge protection practices 

have been found as potential solution to deal with 

knowledge risks in such data-centric collaboration in 

an in-depth investigation of knowledge protection 

practices in an industrial case study [27]. Of course, in 

data-centric collaborations as in DDBMs, not only 

data but also other data-related value objects such as 

predictions, models or their configuration are 

exchanged between actors [22]. The exchange of such 

value objects holds the potential for knowledge risks 

in DDBMs [15]. This diversity of knowledge risks 
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requires a set of tools and methods “to identify, 

prevent or manage them” [12]. 

In the wider context of business models based on 

digital technologies that don’t specifically focus on the 

exchange of data or data-derived value objects, a few 

studies that explicitly provide tools and methods for 

risk management exist. [10] provide a 4-steps risk 

management framework for innovation risks in digital 

business models. [4] provides an adopted method of 

the Value Network Analysis to identify risks in 

ecosystems of Internet of Things business models. 

And [5] provides a list of business model risk 

categories, such as data risks or intellectual property 

risks, that can be used by decision-makers as a 

checklist to identify risk and uncertainty factors in 

their business models to further adapt the business 

model design. Nevertheless, knowledge risks are 

missing in current literature reviews on business 

model innovation (e.g., [37] or [44]). Further 

knowledge management literature provides several 

tools and methods to manage knowledge risks, such as 

a knowledge risk management framework [33], a 

proactive process for managing knowledge security 

risks [24] or mapping information and knowledge 

assets for security risk assessment [35]. However, in 

the context of DDBMs such tools are scarce [16]. 

In this space, the present work evaluates the 

suitability of a network-based representation of 

business models to represent knowledge risks 

specifically in the case of DDBMs. The present work 

thereby complements the above literature by the 

investigation of an artifact for risk management in the 

development of DDBMs; and complements the few 

such existing artifacts in the wider space of business 

models that rely on computational technologies. 

3. Methodology 

Overall we follow a Design Science Research 

methodology [21, 36] to address the problem of 

knowledge risks in DDBMs and to provide sufficient 

support. We have identified the problem of knowledge 

risks within one case organization and developed and 

evaluated an artifact within this case [15] (see section 

3.1). To further “observe and measure” [36], how 

well our artifact supports decision-makers in 

organizations to identify and manage knowledge risks 

in DDBMs, we follow a continuous evaluation 

approach [41, 48]. In the present study, we describe 

the evaluation of the artifact based on expert 

interviews (the focus of this study, see section 3.2), 

and derived design recommendations. 

The investigation of the artifact in its application 

context, i.e. within organizations and business model 

innovation projects, in the sense of naturalistic 

evaluations, is subject of future research. 

3.1. Description of the Initial Artifact 

We created the initial artifact through four design 

iterations within one case organization in the 

automotive industry [15]. We represented DDBMs as 

a value network, including the elements of actors and 

exchanged values. An actor is “an independent 

economic (and often legal) entity” [18] and has one or 

several roles in the network, like the business model 

owner, a customer, a data provider, or another key 

partner. Actors are exchanging tangible and intangible 

value objects like money, data, knowledge, services, 

products, or other benefits. Further, the knowledge 

boundary is visualized to make the potential transfer 

Data
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Model
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Customer 
Segment
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Customer
Segment

B

Money

Data

Money

Model

Knowledge Boundary

Knowledge

Money

Prediction

Sharing knowledge in Data Service 2

Knowledge to be protected in Data Service 1

Figure 1. Representation of knowledge risks in the initial artifact [15]. 
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of knowledge visible. The initial artifact design was 

informed by previous research on business models 

(like network-based representations of business 

models [4, 18, 43] and knowledge risks [30]. 

Figure 2 shows a fictitious modified example of a 

DDBM based on the case study to illustrate an 

instantiation of the artifact [15]. The actor Business 

Model Owner is acquiring data from a Data Provider 

in exchange for money to develop a model of a real-

world phenomenon (i.e. predicting the residual 

lifetime of a novel technical component) based on his 

engineering knowledge, data from research projects, 

as well as data from a Data Provider. Thus, the 

Business Model Owner is materializing his core 

engineering knowledge in this data-driven model. This 

model enables several options for offerings by the 

Business Model Owner for customers A from Industry 

1 and customers B from Industry 2. In case one, the 

Business Model Owner is offering the model as a 

service to Customer Segment A and is sharing only 

predictions and therefore can protect the knowledge 

materialized in the model. In case 2, the Business 

Model Owner is selling the model to Customer 

Segment B from another industry and thus also sharing 

his core knowledge. We have presented here only the 

types of labels for simplification and retaining the 

anonymity of the original use case. In the real-world 

case, we have precisely named the flows and actors as 

suggested by [1]. 

3.2. Artifact Evaluation through Expert 

Interviews 

To further qualitatively evaluate the structure and 

understandability as well as the perceived benefit of 

our artifact, we have chosen expert interviews as our 

evaluation method, as it enabled us to collect 

descriptive justificatory knowledge on the artifact 

design from experts who have experience in the 

domain, before applying the artifact into a naturalistic 

setting to proof its usefulness [41]. 

Via snowball sampling we selected 17 experts in 

the domains of Business Models (7), Data Science (9), 

and/or Knowledge Management (6) from academia (8) 

and industry (9) to collect feedback for our artifact 

from those related perspectives. Academic experts 

held positions as professors or senior researchers; and 

practitioners were working in the Automotive, 

Information Technology or Consulting industry and 

held technical or management positions. Table 1 gives 

an overview of the interview participants. 

 
1 Not mutually exclusive. One expert might have a 

background in more than one domain. 

The semi-structured interviews were structured in 

two parts: in the first part, we explored and discussed 

the problem of knowledge risks in DDBMs to provide 

the application context and background for the 

innovation tool. In the second part, we first presented 

the artifact and an exemplary case, as described in 

section 3.1, and asked the experts questions regarding 

the structure and applicability of the artifact. 

 

Table 1. Description of recruited participants 
in this interview evaluation study. 

Institution Position Background1 

Academic 

(A1-A8) 

 

Practitioner

(P1-P9) 

 

8 

 

 

9 

 

Professor 

Senior 

Researcher 

CEO/Director 

Senior 

Manager  

Consultant / 

Data Scientist 

6 

2 

 

4 

3 

 

2 

Business 

Models 

Data 

Science 

Knowledge 

Manage-

ment 

 

7 

 

9 

 

6 

 

The evaluation of our artifact based on a single 

exemplary use case induced some limit on the 

generalizability of our results: one might argue, that 

findings are specific to the use case we have 

instantiated. Two characteristics of our study mitigate 

this limit: Firstly, we have interviewed experts with a 

variety of backgrounds. Hence, the exemplary case 

served as grounding and starting point for the 

discussion; of course, interviewees also gave feedback 

based on their own experience. Secondly, the 

exemplary use case corresponds to the anonymized 

version of a real business case. This implies on the one 

hand a realistic example, and on the other hand, 

through anonymization one that isn’t domain-specific. 

Though, the scope was limited to use cases in the B2B 

environment with explicit money flows. 

The interviews were conducted between 

November 2019 and May 2020 via face-to-face 

meetings or through digital communication software 

(such as Skype or GoToMeeting) in German or 

English. All interviews were audio-recorded and 

transcribed. To further analyze the text material from 

our interviews we applied the Qualitative Content 

Analysis approach suggested by [34]. As a starting 

point themes were defined corresponding to the goals 

of the evaluation and the questions asked in the 

interviews (e.g., relevance, structure of the artifact, 

understandability of the artifact or expected benefit). 

Categories were built inductively within these themes 

through coding of the interview material. The text was 
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cleaned and passages without relevant content were 

dropped. Codes belonging to the same subject were 

consolidated under new categories. Quotes from 

interviews conducted in German were translated into 

English, overlooked by a second researcher and 

marked with a (*) in the manuscript. Names of persons 

or organizations were replaced by pseudonyms to 

maintain anonymity. We describe the results of the 

interviews in the following section. 

4. Findings 

In this section we present the results of our data 

analysis of the transcripts from our artifact evaluation. 

First, we discuss the relevance of tool support for 

identifying knowledge risks during a DDBM 

innovation process. Secondly, we discuss the ease of 

use of the network-based representation in the sense of 

structure and understandability. Finally, we discuss 

the fit of the network-based representation to the 

problem of identifying knowledge risks during the 

DDBM innovation process. 

4.1. General Relevance of Use Case 

The challenge of knowledge risks in DDBMs, as 

outlined in the introduction, was generally perceived 

as a novel and relevant problem by the interviewed 

experts. As one consultant mentioned: 

"Fundamentally, I do believe this is a risk. It's just 

that reconstructing knowledge is currently not a 

discipline that is often or prominent published. 

Because reverse engineering is in the European, 

Western world not a prominent engineering discipline. 

I'm pretty sure that companies are doing it." (P1*) 

Further, the interviewee also highlighted that this 

reverse engineering of knowledge happens hidden. In 

this context, the interviewees mentioned their need for 

tool support to make the (potential) reverse 

engineering more transparent. It makes sense to 

consider such potential risks already during the design 

process of business models, which was the intention of 

the tool, as one industry consultant (P3) stated: 

"If I initiate an innovation process to identify new 

business areas from data, it makes sense as a second 

step that I immediately go with such a tool and assess 

the business model not only from an business 

perspective, because that's what you usually do 

anyway, but also to accompany the risk [assessment] 

with such a tool. And to do that as part of the process 

and not at the end." (P3*) 

Overall, the wish to perform the risk assessment 

as part of the design process seems important. One 

academic expert (A4) reported from one company in 

which analyzing risks was part of their strategy 

development process and thus in front of business 

model innovation. However, currently knowledge 

risks are assessed quite traditionally as one 

interviewee described: 

"Risk management is actually more like simply 

working with lists. We calculate business cases on the 

basis of experience and of course we have assumptions 

regarding profitability; and the more sensitive the 

assumptions are on a business case, the higher we 

estimate the risk. And then we track that risk more or 

less with lists." (P7*) 

This “hands-on” approach has clearly limitations 

if it comes to complex settings and hidden knowledge 

risks in big data sets. The interviewees are aware of 

this limitation and lack suitable guidelines and tool 

support: 

"If you ask me, what sets of rules do we have to 

make sure, when we develop and sell models to our 

customers, that they are not somehow misused. There's 

still little available." (P4*) 

Our interviewees showed awareness for 

knowledge risks and they articulated a need for 

systematically identifying and managing such risks 

that arise from the exchange of data-related value 

objects. However, currently there is a lack of guidance 

and tool support. 

4.2. Structure and Understandability 

Next, we presented our artifact with a synthetic 

case, created based on our experience from the case 

study [15] (i.e., abstracted from a real company but 

still reasonable), as described in Section 3.1 above. 

Generally, interviewees perceived the network-based 

approach as understandable and appropriate. The 

representation was sufficient to communicate the 

example and to discuss the knowledge risks with the 

experts. One industry expert (P5) brought up the 

suitability of the network-based representation: 

"I think exactly this kind of network makes it clear 

that you have risks that differ from those that you have 

traditionally. And that's what it's all about. To say, you 

have to look at the data topic separately, because the 

nature of these risks is somewhat different compared 

to selling a classic product" (P5*) 

The interviewee acknowledged the novelty of 

risks arising from data-driven collaborations and 

appreciates the additional perspective. Another 

industry expert (P7) highlighted to the benefit of 

extending the common representation with the 

dimension of data to identify and assess the impact of 

knowledge risks: 

"Yes, all in all such network models are already 

established tools for representing business models. 

Therefore, it [this artifact] can be seen as extension of 
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the already existing network tools with data, as one of 

various aspects, what it makes sense in any case to 

consider additionally, to develop business models 

iteratively. And I think the language you're using [...] 

is definitely appropriate." (P7*) 

Our interviewees confirmed that the main 

elements of the artifact (the actors and flows of data, 

knowledge, money and benefits) are sufficient and 

easy to understand to describe, communicate and 

discuss the business model. The flow of money for 

instance was mentioned as necessary element to 

balance the estimated benefit with the expected risks.  

However, there were several comments and 

recommendations to further subdivide the main 

elements on a more granular level. Table 2 gives a 

summary of the results structured by the category of 

design element and with exemplary evidence from the 

interviews, that are further discussed. 

 
Table 2. Identified recommendations for 
improvements of the artifact’s structure. 

Artifact 

Element 
Expert 

recommendation 
Exemplary 

evidence 

Types of 

data flows 

Subdivision of data flows 

into different types of 

data-related value objects 

P1, P2, P5, 

A2 

Types of 

knowledge 

Specification and 

visualization of the 

different types of 

knowledge  

P6, A4 

Bi-

directional 

flows 

Visualize bi-directional 

flows of data and 

knowledge 

A2, A4, 

A6, P1, P2 

Intensity of 

flows 

Add intensity of flows 

(quantification) to 

balance acceptable risk 

for expected return 

P7, P8 

Visualization 

of 

Knowledge 

Risks 

Potential knowledge 

risks should be visually 

marked for decision 

makers when identified.  

A6, P7, P8 

Knowledge 

Boundary 

Misleading interpretation 

of the visualization of the 

knowledge boundary as a 

security measure vs. 

awareness measure. 

A2, P1, P7, 

P9 

 

To identify and discuss potential knowledge risks, 

the different types of data-related value objects that are 

currently subsumed under data flows should be 

specified on a detailed level in the representation. A1 

for instance pointed out that knowledge risks may 

arise from the transfer of data, or from the access to 

data (e.g. single queries), that are different kinds of 

data-related value objects. In this regard, a toolkit of 

sub-elements could be helpful. P5 underpins that as he 

mentioned that it is hard for people in practice to type 

elements in such network-based representations. 

The type of knowledge should be also visualized 

in the representation. Involved knowledge could be 

expert knowledge from engineers, knowledge on the 

development of the algorithms or training of the 

model, or the knowledge on the application context. A 

representation should specify what knowledge is 

critical or confidential and what knowledge flow is 

uncritical or even necessary for the business model.  

Our interviewees also mentioned that there are 

bidirectional flows of knowledge between actors that 

should be visualized, i.e. there are also knowledge 

flows from other actors (e.g., customers) to the 

business model owner. A6 for instance said:  

"And what is missing here, you have one-sided 

flows of information and knowledge. [...] in a modern 

company, that learns from the customers, who also 

sends information to me. And knowledge as well. So, I 

would make bilateral flows". (A6*) 

Thus, a DDBM could also create a knowledge risk 

for a customer or partner, when they transfer data to 

the business model owner. P1 for instance mentioned, 

if the business model owner wants to calculate a 

prediction for the customer, the customer has to 

transfer data to the business model owner that form the 

input for the prediction and thus could create a 

knowledge risk for the customer.  

The exchanged value flows should be quantified, 

in order to conceive the trade-off between the potential 

risks and the estimated returns for management 

decisions or actions from the visualization. P8 for 

instance mentioned as a manager he needs more 

information, not only the titles but also the intensity of 

the flows. P7 further mentioned the approach to 

visualize this through the strength of the flow. 

When identified, the potential knowledge risks 

should be visualized within the business model 

representation. As pointed out by P7 or P8, only the 

results of such an analysis are presented to executive 

management for decision. Thus, the visualization of 

the risks should be clear and easy to understand. P8 for 

instance suggested:  

"I think it [the artifact] needs some more color. 

Risk is for me always associated with danger, which 

means I need something red somewhere." (P8*) 

The visualization of the knowledge boundary was 

controversially discussed by the interviewees: P1 for 

instance mentioned that this approach is interesting to 

get this barrier into people’s heads. On the contrary A2 

for instance mentioned that such a barrier could 

assume that such a barrier could be technically 

possible. Interviewees P7 and P9 questioned the utility 
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of the knowledge boundary and mentioned that the 

drain of knowledge could have been identified just by 

the flow elements. 

4.3. Expected benefit and fit of designed 

artifact to the problem 

The representation was found to be appropriate to 

discuss the different types of potential knowledge risks 

with the interviewed experts, to extend the model 

presented in section 3.1 and to think about other 

potential risks. The interviewees stated that they 

perceive the artifact in its current version as helpful to 

visualize and communicate knowledge risks and to 

create awareness for this problem. Table 3 provides 

exemplary statements as evidence for those expected 

benefits. 

Further, our interviewees pointed out that in 

addition to the benefit of visualization, 

communication, and rising awareness; IS for 

managing knowledge risks in DDBMs also require the 

provision of actionable information to the 

management. Decision makers need clear and easy to 

understand conclusions and recommendations for 

decisions. P7 here for instance reported on his 

experience in a large organization:  

"Often this practically fails because it is 

challenging to discuss very abstract relationships in 

practice. COMP works in such a way that decisions 

are made straight top down by senior management. 

[...] In the end, you should have a result that points to 

a very clear recommendation for action. That is the 

most important thing, also a learning that I had myself. 

[...] that you have a statement afterwards that you can 

write down in three sentences. Otherwise all the tools 

and methods are worthless. Because it does not 

influence the main decision, because the main decision 

makers cannot grasp it" (P7*). 

As this interviewee stated, there is a demand for a 

low complexity of the visualization, but on the other 

hand interviewees request many details which should 

be included, such as weights or probabilities. Such 

details should include the assessment and 

quantification of the risk in terms of probability and 

impact, as for instance interviewee P8 noted:  

"For me, risk always has something to do with 

probability. Thus, to add weighting somewhere, a risk 

weighting." (P8*) 

In particular the estimation of the impact was 

desired as this is very important for balancing between 

potential risks and estimated return as one manager 

from industry mentioned:  

"I think it's great if I can see at a glance, where 

are the risks, and how serious they are, because I want 

to be able to identify any management decisions at the 

end of the day." (P8*) 

 

Table 3. Statements to the expected benefit 
of the artifact. 

 Exemplary Statements 

C
o

m
m

u
n

ic
at

io
n

 

"What is the value of the tool? For me it is at this 

point a pure communication of the service. Where 

are the streams of data? If that is the purpose, then 

it has value. Would I use it in practice? Yes, I could 

imagine, if the network is complex enough. If I have 

many data streams that I find difficult to 

communicate. Then it can be a good 

communication tool." (P9*) 

"[...] if it's really about doing this as a core 

business, then I should think about how I'm giving 

the information to the outside world; and that the 

different aspects you should think about, that 

they'll come up for discussion, I think that's good.” 

(P2*) 

V
is

u
al

iz
at

io
n

 

“Yeah, I think it is good. Because you can visualize 

and see ok, this are the situations, I can exchange, 

data and money and these are the dynamics, the 

wall. I think that is more easily to see, visualize and 

think about these relationships.” (A3) 

"This is some kind of flow modelling, of flows of 

data, knowledge, money. I think it's pretty good for 

visualization." (P6*) 

R
is

in
g

 A
w

ar
en

es
s 

"Yes, it creates this awareness. [...] the warning 

sign, to be aware of the fact of having the 

distinction, to whom I offer the service and to 

whom not. I imagine that this can help.” (P1*) 

"And it definitely makes sense to create awareness 

that I need to think about it [the risks]." (P3*) 

“If I just want it for awareness, a network thing 

isn't bad.“ (P5*) 

"I believe that this is already helpful for 

companies, if they are aware of how knowledge 

can leak from their own company borders, i.e. how 

knowledge can leak and where the problem is 

perhaps somewhat higher and where the problem 

is perhaps not so high.” (A4*) 

 

In this regard, our interviewees request 

quantifications of all measures in regard to the risk:  

"However, it [the tool] doesn’t quantify the risk of 

data loss or the importance of the data in your 

company. Hence, the quantification is missing." (P1*) 

Identifying and evaluating knowledge risk 

requires information on a more detailed level of 

granularity in addition to the abstract modelling of the 

flows and actors in the business model, in particular 

the detailed description of the flows of particular data 

and knowledge. Especially, the quantification of the 

exchanged value and the value of the knowledge is 
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needed for balancing the risk is extremely challenging 

as one interviewee P7 resonates: 

”And there you would need some understanding 

of how to measure money against data, how to 

measure the value of data, or the value of knowledge, 

or the value of predictions. This is, of course, very 

difficult.” (P7*) 

Our interviewees suggested questions to collect 

the required information. Table 4 presents such 

exemplary questions mentioned by our interviewees. 

 

Table 4. Exemplary assessment questions. 

Valuation 

of data-

related 

value 

objects 

“Which data, which algorithms, which 

actions are especially worth protecting, 

especially important to me as a 

company?“ (P6*) 

“Is the algorithm proprietary, so how 

valuable is it? Can it be developed easy in 

the beginning? Because he may or may not 

have also the engineering skills.” (P6*) 

Data-

related 

questions 

"Do I have any contractual obligations in 

this data that I'm not allowed to give 

away?“ (P9*) 

„Does the data give any inference to 

something else of my company, like the 

metadata, the meta-information of the 

data?“ (P9*) 

“Do only I have this data? Can the data 

be generated or approximated by someone 

else?“ (P6*) 

Model-

related 

questions 

„At the model level I have to evaluate, is 

such a model inversion possible, what 

information does my model reveal, in what 

form does it reveal it?“ (P9*) 

5. Discussion and Outlook  

Our interview study highlights that both 

practitioners and researchers in the fields of business 

models, data science and knowledge management are 

aware of knowledge risks arising from data-centric 

collaborations in DDBMs. Further, they agree on the 

potential usefulness of systematic support for 

assessing and monitoring such risks from the start of 

developing a DDBM. Such tool support doesn’t exist 

so far. It was also mentioned that knowledge risks can 

be an important factor while taking the strategic 

decision on establishing or withholding a new DDBM. 

Thus, the present work contributes to the call for 

research on managing knowledge risks in strategic 

settings [31] and the call for risk management tools in 

business model innovation [44]. We contribute to the 

literature on business model innovation [2, 7, 8] by 

suggesting the consideration of knowledge risks 

already in the business model design supported by our 

artifact. Further it complements existing research on 

technical and organizational measures to manage 

knowledge risks in data-centric collaborations [27, 49] 

as well as methods for managing knowledge risks in 

general [24, 35].  

Our study further showed that the network-based 

representation of business models was easy to 

understand, and was perceived as useful to discuss 

knowledge risks in a given DDBM. It was perceived 

as helpful as it visualizes the different flows of 

knowledge, money, and data between actors in the 

network and thus enable DDBM designers to identify 

unwanted outflows of knowledge and balance them 

with the exchanged benefits. Knowledge refers to an 

expert judgement what knowledge could be embedded 

in exchanged data. In terms of money, we focused only 

on business models with money-related flows in a 

B2B environment. We acknowledge that also non-

monetary returns exist in multi-sided revenue models 

of DDBMs (e.g., advertising or paying with data) [39]. 

Further research could adopt the artifact to such types 

of revenue models. Data refers to a type of exchange 

between actors in business models that needs to be 

describes as concretely as possible in the 

representation of each individual case. 

Further, the discussions with our interviewees, 

and the derived design recommendations, highlight 

two elements of particular importance in the studied 

network-based representation, namely different types 

of value objects; and quantifications of risks. Both 

elements are a design recommendation for us for re-

designing the artifact in further iterations. Specifically, 

these design recommendations call for clarification on 

what are key conceptual elements in considering risks 

in DDBM. We see both as valuable starting points for 

our future research. 

Different types of value objects: Existing 

transaction-based representations of business models 

encompass flows of data [43] or flows of knowledge 

[40]. In DDBMs, different types of data-related value 

objects are exchanged, such as raw data streams, 

models or predictions. Thus, design recommendations 

from our interviews show that such nuanced 

differentiation of data-related value objects should be 

included as different types of exchanged entities in a 

network-based representation, as they have different 

characteristics in regard to knowledge risks. 

Thus, further research could examine, how the 

types of exchanged value objects are associated with 

different types of, or different severity of, knowledge 

risks. Such nuanced distinction of exchanged values 

would need to discuss two fundamental questions of 
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risk management: In what sense does this value object 

contain critical knowledge of an organization; and 

how easy it is to retrieve the knowledge from the 

shared value object. For instance, current research in 

computer science show, that and how machine 

learning models could be retrieved from sharing 

predictions via an API [47]. Such technical knowledge 

needs to be translated to risk assessment for DDBMs. 

Further, data value objects could of course also be 

classified concerning other characteristics, such as 

their licensing or publishing model. 

Risk quantification: The evaluation interviews 

revealed that managing knowledge risks in DDBMs 

also requires an estimation of the probability (i.e., how 

easy is it to retrieve the knowledge) and the impact 

(i.e., what is the value of the leaked knowledge) of 

such risks as a decision input for the members of the 

DDBM design team. For such an estimation, 

collection of relevant data is needed. On the one hand 

our interviewees expressed their desire for 

comprehensive and quantifiably indicators, but on the 

other hand also see the practical challenges and efforts 

to collect the required data for such a decision support 

tool. Hence, a suitable balance needs to be found and 

tool support could help to lower the efforts of 

collecting the required data. Hence, research on how 

to collect the required data for our proposed network-

based representation best, seems an interesting 

research topic and a practical prerequisite for 

deployment in practice.  

One avenue for supporting this data-collection 

could be the design of reflection prompts [14], 

attached to the elements of the representation as a 

qualitative support to increase the decision basis for 

the DDBM design team. Asking questions on business 

model design was researched as an evaluation 

approach for business models [17]. Such guiding 

questions could be automatically asked during the 

design process, when instantiating the artifact as a 

software implementation. 
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