Proceedings of the 50th Hawaii International Conference on System Sciences | 2017

Introduction to the Cyber-of-Things: Cyber-crimes and Cyber-Security
Mini-track

William Bradley Glisson
University of South Alabama, USA
bglisson@southalabama.edu

Abstract

The continuous amalgamation of technology into
the ever increasing facets of everyday life are
conducive to encouraging cyber-crimes and cyber-
security evolution and diversification. Hence,
responses that address resulting concerns presented
in this mini-track include ‘A Synchronized Shared
Key Generation Method for Maintaining End-to-End
Security of Big Data Streams’, ‘A Threat-
Vulnerability Based Risk Analysis Model for Cyber
Physical System Security’ and an analysis of ‘How
Espoused Culture Influences Misuse Intention: A
Micro-Institutional ~Theory Perspective’. These
contributions highlight the growing need to highlight,
investigate and address cyber-security vulnerabilities
in the broad context of cyber-of-things.

1. Introduction

As technology is incorporated into more aspects
of daily life, cyber-crimes and cyber-security evolve
and diversify. This is what some scholars have coined
as “cyberization” of everything [16], or Cyber-of-
Things (CoT). The changing landscape results in the
need to develop innovative managerial, technological
and strategic solutions. Increasing mobile device
sales; increasing digital evidence requests in legal
environments [1, 18, 22, 23]; increasing generation
and storage of digital transactions through CoT or
Internet-of-Things (IoT) [7, 14]; the applicability of
organizational policies, standards and procedures in
rapidly evolving environments [6, 8]; and the
development of cyber-physical attacks [2, 5, 9, 10,
17], all highlight the broad societal impacts of
technology  that  encourage data  intensive
environments.

This mini-track is dedicated to reporting the state-
of-the-art and recent advancements in this emerging
area of enquiry. In the second year for the mini-track,
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we received 6 submissions, of which only 3 were
accepted for publication. The low number of
submissions is, perhaps, an indication of the
emerging nature of this area. Each paper went
through a rigorous peer review process, in addition to
multiple follow-up rounds with the authors. A
summary of each paper is provided below.

2. Secure end-to-end communication

Ensuring the privacy of wuser data and
computations is a crucial component in any
technology which involves data outsourcing, cloud
computing, and user data. The reality is that this data
can potentially be the subject of surveillance [3, 17].

In this mini-track, Puthal, Nepal, Ranjan and
Chen [21] highlight the importance of ensuring one
of the key problems in big data stream which is
ensuring end-to-end security in an Internet of Things
(IoT) deployment. Specifically, in this work, the
authors present Dynamic Prime Number Based
Security Verification (DPBSV) and Dynamic Key
Length Based Security Framework (DLSeF) methods
that are designed for big data streams based on a
shared key derived from synchronized prime
numbers in their earlier research.

Natural discussions elicited from this research
include the examination of the applicability of
forensic frameworks such as the one presented by
Rahman, et. al., [24] and the suitability of such
solutions to problems that have been highlighted in
next generation aircraft architectures [19] and in anti-
forensic situations [13].

3. Risk management and mitigation
Risk management is a topic that has been widely

studied, although the decentralized architectural and
composition of a cyber-physical system (CPS) may
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require a different risk management and mitigation
strategy.

Ledwaba and Venter [15] present a risk model
designed for CPS. The authors demonstrate how the
risk model can be used in practice. The findings from
this work highlight the importance of ensuring that
security solution designers are aware of the
asymmetric computational nature of components with
a CPS deployment. This is an observation echoed by
Yang, et. al., [26], who recommend that CPS security
solution designers shift from focusing on designing
individual lightweight cryptographic primitives to
taking a whole-of-system approach to achieve (1)
system/collective lightweightness, (2) outsource
expensive computations from resource-constrained
field devices to neighboring devices and equipment
that have more computational capacity, and (3)
selectively protect critical data (partial/selective
protection of Data of Interest). As Yampolskiy, et. al,
[25] note these types of issues become paramount
when considering the protection of intellectual
property in conjunction with practical outsourcing
solutions.

4. Effect of culture on system misuse

In addition to technological solutions described in
the other two papers of this mini-track, it is important
to reinforce security awareness at the individual /
user level, as well as to understand the effect of
espoused institutional pressure at an organizational
level. Previous work highlights the fact that
employees do not always follow organizational
policies, standards and procedures [6] and that
polices and systems need to evolve as technology
advances [8, 11].

Hovav [12] presents the results of their work
where they wused micro-institutional pressures,
namely: coercive, normative and mimetic, to examine
motivators and inhibitors of information system
misuse in South Korea. Based on the analysis of 232
usable survey responses, the author suggested that
normative pressure is generally more effective than
the use of sanctions in an Asian culture, and
recommended that organizations cultivate a proactive
management environment to maximize cyber security
compliance.

5. Potential research roadmap

In summary, the papers presented in this mini-
track contribute to filling the knowledge gap between
existing scholarship and challenges in the field of
cyber-of-things: cyber-crimes and cyber-security.

However, there remains a number of challenges to be
addressed in this emerging research area.

For example, there is an ongoing need to research
a) technology investigation efficiency, b) technical
integration and solution impact, ¢) the abuse of
technology through cyber-physical attacks along with
d) the cost effective analysis and evaluation of large
data repositories. Hence, identifying and validating
technical solutions to access data from new
technologies, investigating the impact that these
solutions have on industry and understanding how
technologies can be abused from a cyber-physical
perspective are crucial to the viability of government,
commercial, and legal communities.

Potential future research would include:

* Research agendas that investigate
vulnerabilities and solutions to devices that
belong to CoT (e.g. CPS, and IoT) ';

* Research agendas that identify cyber-crimes,
digital forensic issues and resolutions,
security  vulnerabilities, solutions and
approaches to solving complex investigation
problems; and

* Research agendas that investigate cost
effective retrieval, analysis and evaluation of
large data repositories.
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