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Abstract

Increasing collection of individuals’ information
has led to several security and privacy issues, such as
identity theft and targeted marketing. These risks are
further heightened in the mobile realm as data
collection can occur continuously and ubiquitously.
Most existing research considers threats to privacy
and security as separate concerns, resulting in
separate research streams. However, focusing on
information privacy alone results in a lack of
understanding of the security ramifications of
individual information  disclosure. Using the
Information Motivation Behavioral (IMB) Skills Model
as a theoretical foundation, we develop the Knowledge
Gap Model of Security and Privacy Behavior. In the
model, we propose that two knowledge gaps exist that
affect how individuals enact security and privacy
behaviors: the security-privacy knowledge gap, and the
knowledge-belief gap. We use the model to develop a
research agenda for future research.

1. Introduction

As multiple entities increasingly collect personal
information about us, sensitive profiles are created that
we often do not have control over. In fact, individuals
often decide to disclose their personal information for
the purpose of receiving some benefit [1-3]. However,
the release of this information can result in security
breaches for the individual because hackers target
organizations’ information repositories. As a result,
individuals face a heightened risk of identity theft,
targeted marketing, and reputational damage. If people
who were subject to the security breaches of
companies such as Ashley Madison, Adobe, or Sony
would have viewed the disclosure of their information
in terms of having their information stolen, odds are
they would not have shared their information. These
examples are manifested by disclosing information via
a personal computer. However, with over 58% of all
Americans owning a smartphone, including 83% of 18
to 29 year olds and 74% of 30 to 49 year olds [4], and
many of them downloading large numbers of apps,

URI: http://hdl.handle.net/10125/41651
ISBN: 978-0-9981331-0-2
CC-BY-NC-ND

France Bélanger
Virginia Tech
belanger@vt.edu

even more information is being disclosed with little to
no consideration or concern for the security of the
information disclosed via these apps.

In the USA, 7% of the population accesses the
Internet solely through their smartphone [5]. With the
proliferation of these smart devices comes a unique set
of challenges for organizations, individuals, and
society at large [6], in particular with respect to
information security and privacy as companies and
governments continue to collect vast amounts of
personal information from these smartphones [7], often
without individuals’ awareness. Issues identified in
prior research with information privacy and security
include default settings for pictures and videos having
geo-tagging of location information [8, 9], malicious
code attached to apps [10], and hidden data collection
tools in apps [11]. The simplicity of data collection that
occurs through the ubiquitous use of smartphones only
increases this risk. By agreeing to download and use
smartphone apps, users are implicitly giving
permission to disclose sensitive information.

In this paper, we propose that there are two types of
gaps that affect information privacy and security
behaviors of individuals. The first gap is the privacy-
security knowledge gap. This gap illustrates the
different understanding of individuals regarding
impacts of information being shared when presented
with privacy or security-based decisions. The second
gap is the knowledge-belief gap in which a person may
believe they can do something but do not necessarily
have the knowledge to do so. In the following
sections, we describe these gaps and discuss how the
Information-Motivation Behavioral (IMB) Skills
Model can be a useful framework for exploring how
these knowledge gaps affect behaviors, providing a
bridge between information security and privacy
research streams. Based on the model, we propose a
research agenda that can help researchers understand of
the reasons for the existence of these gaps and their
consequences.
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2. Background and theoretical foundations

A key premise of this research is that individuals
have different levels of knowledge about mobile
information  security, information privacy, and
technology, and that these differences create a
knowledge gap and influence individuals’ disclosure
behaviors, putting their information at risk. Disclosure
of information, even voluntary, is not only an
information privacy issue but also an information
security issue. Information security refers to
individuals protecting themselves against threats to
their information assets [12], while information privacy
is viewed as an individual’s ability to control
information about themselves [e.g., 13, 14, 15].
Today’s smartphones are typically set up with complex
information security and privacy settings, with many
default settings often set to give away most
information. These settings often change over time
with little to no notice provided to the user. In fact,
today’s “smartphone operating systems frequently fail
to provide users with visibility into how third-party
applications collect and share their private data” [16, p.
1]. As a result, many users are not aware nor
knowledgeable enough to keep up with these changing
settings. In fact, prior research has shown that
individuals have limited awareness of how what they
should do to protect their information privacy on
mobile devices [17, 18]. Indeed, users often feel
overwhelmed with how to control others’ access to
their personal information [19]. This is crucial because
citizens’ understanding of information security and
privacy threats, and knowledge of the tools they can
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use to protect themselves, are necessary to provide a
more secure society, particularly since individuals are
the weakest link in security [12] and the last line of
defense in information privacy [20].

While existing research treats information security
and information privacy threats mostly separately, we
argue that research on information privacy alone
results in a lack of understanding of the security
ramifications of information disclosure for individuals.
For example, Figure 1 suggests that when individuals
face a choice that may impact their privacy (e.g.
sharing personal information to access a social
networking site), they often decide to disclose the
information. This view is supported by privacy
paradox research [e.g., 21, 22, 23], which suggests that
even when individuals are concerned they will still
share their information if there are some benefits for
doing so. However, if individuals believe the
information that is shared can be accessed fraudulently
(e.g. sharing credit card information with a
guestionable website), then they may refrain from
sharing this information [24]. In other words,
individuals may decide not to perform behaviors that
would affect the security of their information, but they
may share this same information without much thought
when they benefit from such sharing (e.g.,
convenience, reduced costs, etc.). This suggests that
citizens may not fully understand the difference
between protecting the security of their smartphone
information and protecting the privacy of the
information shared with others via the same
smartphone. We refer to this as the security-privacy

knowledge gap.
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Figure 1. The Information Security-Privacy Knowledge Gap
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In this research, we focus on the knowledge gap in
the mobile environment since in today’s society many
individuals use smartphones for numerous everyday
tasks, and often use their smartphone as their main
device for all interactions. In this context, threats are
growing more rapidly than in the traditional online
environment. For example, users download apps
without trying them, relying on descriptions of the
apps, reviews and ratings [25]. Yet, apps are
executable files that can be used for mischievous acts
since information security is often weakly
implemented in smartphones [26] and there is
generally a weaker mobile regulatory framework for
privacy [26]. In fact, the average user has over 200
apps on their smartphone, with several possibly unsafe
ones [27]. Some apps allow app developers to collect
individuals personal information for any purpose they
chose to [28]. Research shows that in the mobile
context individuals may not even know they are giving
away such information [17, 18, 29]. Furthermore, this
information is often mingled with data collected via
other computers and stored in organizational databases.
Therefore, with the proliferation of smartphones, the
mobile platform has become a new target-rich
environment for hackers [30]; this context provides a
uniquely rich contextual source to study the security-
privacy knowledge gap.

2.1. The Information-Motivation Behavioral
(IMB) skills model

Most of the research on mobile information
security and privacy has been conducted either without
strong theoretical foundations or uses the privacy
calculus [e.g., 2, 3, 31, 32-34], privacy paradox [e.g.,
22, 23, 35], or protection motivation theory [36-39].
However, since this research has not focused on actual
knowledge, we turn to a theoretical foundation that
specifically addresses the need to recognize knowledge
or skills in affecting individual behaviors: the
Information Motivation Behavioral (IMB) Skills
Model.

The Information-Motivation Behavioral (IMB)
Skills Model [40-43], presented in Figure 2, has been
mostly used in the behavioral health and social
psychology literatures. Examples of its applicability
include prediction of self-examination for breast cancer
[44], risk-reduction behaviors related to HIV [40-42,
45], or condom usage [46]. In most of these studies,
the IMB Skills Model is used to predict actual
behaviors whereas factors associated with other
theories, such as the Theory of Planned Behavior [47-
49] tend to focus on intentions. The model has not

been used in the contexts of information security or
privacy, although most of the information security
research discusses skills in the form of perceived
ability (self-efficacy) [36, 37, 50-52]. Contrarily to that
research, we argue researchers need to measure actual
skills and the resulting behaviors. While protection of
one’s information is different from protection related to
one’s health, the IMB Skills Model offers an avenue to
better understand individual behaviors related to
information security and privacy. There are some
studies outside the realms of behavioral health that
have used the model, such as a study of young adults’
voting behaviors [53].

Information

Behavioral Skills Preven?lve
Behavior

Motivation

Figure 2. The Information Motivation Behavior
Skills Model [43]

As seen in Figure 2, there are three key components
that lead to individual behaviors: information,
motivation, and skills related to the behavior.
According to the IMB Skills model, information is a
pre-requisite for behaviors to be enacted. Information
relates to the individuals’ understanding of the
concepts related to the behavior of interest and of the
means necessary to achieve the behavioral change. In
behavioral health, this would include knowing about
the risks related to HIV or cancer. In the context of
mobile information security and privacy, this would
suggest that individuals need to be aware of the risks
related to their use of the mobile device. This is
consistent with research on information security and
privacy, although this research often relates awareness
to behavioral intentions to protect oneself. For
example, individuals who are aware of information
security in general have a more positive attitude
towards information security, with positive attitudes
ultimately leading to compliance intentions [54].
Similarly, as users become aware of privacy threats
online, they become more willing to change their
online behaviors [55]. These studies, and others [e.g.,
56], demonstrate that the nature of people’s choice to
perform information security and privacy related
practices is driven by their awareness of the issues
surrounding mobile environments. What is not known
from prior research, however, is the link between the
information (awareness) that individuals have and the
development of their knowledge or skills. IMB Skills
Model suggests that such a link exists. It would
suggest that the more familiar a person is with the
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information security and privacy issues that can arise
from their use of mobile devices, the more likely they
are to learn the skills that are needed to protect
themselves.

The IMB Skills model suggests that motivation is
required for behaviors to occur, and that such
motivation include both personal motivation and social
motivation. Personal motivation is related to
individual affect and attitudes (personal attitude and
reasons for performing the behavior), while social
motivation deals with social support systems that can
reinforce one’s motivation (perception of support to
engage in the behavior). Motivation is related to
information as an individual needs to understand the
concepts (e.g. the risks of smoking) to be motivated to
enact a behavior (e.g., stop smoking). In the context of
mobile information security and privacy, personal
motivation can occur when one wants to protect
oneself. Prior research suggests that a key motivator
here can be a prior security or privacy invasion
experience [23, 57]. For example, one bad experience
of information privacy violation can change a
consumer’s perception of all companies in the
marketplace [57] while people who have more
favorable experiences have higher trust in Internet
stores [58]. With a prior security or privacy invasion
experience, the loss of personal information will likely
lead to an increased motivation to protect oneself in the
future. One prior study found that when information
was collected covertly or without the mobile device
user knowing about it [23], individuals perceived
increased risks of using mobile devices. Other studies
confirm that prior security or privacy invasion
experiences increase individuals’ concerns [59, 60].

In terms of social motivation, there is abundant
research that suggests social norm influences
individual technology related behaviors. In fact,
several information security studies have used social
influence concepts as determinants of information
security behavioral intention [e.g., 50, 51]. A variety of
concepts are inter-mixed, with some researchers using
subjective norm [e.g., 61], overall social influence
[62], or other forms of norms such as group norm or
social norm [63, 64]. In the context of information
security and privacy, we turn to more a more recent
definition of social norm to reflect the social
motivation of individuals in protecting themselves.
Cialdini and Trost define social norm as “Rules and
standards that are understood by members of a group,
and that guide and/or constrain social behavior without
the force of laws” [65 p. 152]. If one’s important others
believe they should protect their information on their
mobile devices, individuals may be more willing to
learn how to enact these protections, and to actually
perform them. Just like the information component of

the model, however, information privacy and security
research has not yet tested the link between motivation
and skills as proposed in the IMB Skills model.

The final component of the IMB Skills model is
behavioral skills. The model suggests that both actual
and perceived skills are necessary for individuals to be
able to enact the behavior. Knowing about something
and wanting to protect oneself is not sufficient if the
individuals do not have the skills necessary to perform
the required behavior. In this regard, adaptations of the
IMB model vary, with some suggesting that self-
efficacy is sufficient, while others emphasize the need
to learn the actual skills necessary to enact the
behavior. Self-efficacy is “the conviction that one can
successfully execute the behavior required to produce
outcomes” [66]. Since its initial conceptualization, a
number of studies have applied the concept of self-
efficacy to explain individual computer usage
performance [e.g. 67, 68, 69]. As research has
emerged in the information security literature, self-
efficacy has also regularly been found to influence
people’s security behaviors [e.g. 36, 37, 50, 51, 52]. In
the information privacy literature, self-efficacy has not
been as regularly included but has been shown to
influence intentions to follow a privacy policy [70] and
to protect oneself on the Internet [71].

2.2. Knowledge-belief gap

While the IMB Skills model suggests that both
perceived an actual abilities are necessary to enact a
preventive behavior (Figure 2), most prior research on
information security and privacy has focused mostly on
measuring self-efficacy (a perceived ability) to
evaluate knowledge [e.g., 37, 70, 72, 73]. Self-efficacy
deals with one’s perceived confidence at performing a
behavior, such as utilizing a technology. Not
surprisingly, there have been conflicting findings as to
the role of self-efficacy in affecting security and/or
privacy behaviors. Research suggests that a limiting
factor to people performing protective behaviors is
their lack of knowledge of technical tools to do so [74].
Likewise, we propose that actual knowledge is
necessary to be able to mitigate information security
and privacy issues. A survey conducted on behalf of
the Privacy Commissioner of Canada suggests that
over time individuals have been feeling less and less
confident that they have the knowledge needed about
how new technologies affect their personal privacy
[75]. Further supporting the argument that knowledge
is necessary to mitigate information security and
privacy issues is a recent study in which knowledge of
security actions via organizational policies was found
to be different between organizations and led to
differences in the performance of security actions [76].
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Information security and privacy knowledge is
likely to vary across different populations. Prior
research suggests that older adults are less likely to be
comfortable and  knowledgeable about new
technologies [77], suggesting that “the use of privacy
tools on social network sites is not randomly
distributed among users,” and “some individuals’
information and reputations may be more at risk than
others” (p. 1650). Similarly, Li, Gupta, Zhang and
Sarathy [78] suggest that some age groups are better
able to take advantage of privacy tools to protect their
privacy than others. Age may therefore impact privacy
concerns and the resulting interest that individuals may
have in protecting themselves. The information
privacy literature has often examined how a set of
determinants impact information privacy concerns, and
the related behavioral intentions to share information,
transact with a website, or protect oneself. Some
studies have included covariates to reflect the thought
that the digital divide may impact individuals’ privacy
or security protection intentions or practices. For
example, individual characteristics found to impact
willingness to share information include education [33]
and age [78]. Age and education have also been found
to affect concern for information privacy [26]. All of
those prior studies did not examine the possible
impacts of the differences within the samples beyond
using demographics as covariates. While it would be
valuable to understand why demographic variables
impact security and privacy behaviors, prior research
does not typically address this question, although there
are exceptions [77].

In summary, we argue that in the context of
information security and privacy, actual knowledge is
necessary in addition to perceived abilities for
individuals to understand the threats and to know how
to use the mobile device settings to protect themselves
from both information security and privacy threats.
Therefore, we expand the IMB Skills model to include
both self-efficacy and actual knowledge in the model.
However, we suggest that a gap exists between the
actual knowledge of an individual and that individual’s
perceived abilities. In other words, what an individual
thinks he can do may be different from what the
individual’s actual knowledge is. Since there is limited
research in this domain, we propose several research

guestions in the next section to explore this gap in
future research.

3. The mobile privacy-security knowledge
gap model

Based on the IMB Skills model discussed above,
we propose the Mobile Privacy-Security Knowledge
Gap Model presented in Figure 3. As illustrated in the
Figure, there are three parts to framework, consistent
with IMB - information and motivation, behavioral
skills, and behaviors.  The model illustrates the
relationships between each of these sections within the
information privacy and security contexts, as well as
the gaps that exist between privacy and security, as
well as between knowledge and beliefs. Resulting
from this model is a research agenda, presented in the
next sub-section.

The ultimate dependent variables in the proposed
model are information privacy and security behaviors.
In the mobile environment, protecting an individual’s
information security and/or privacy requires an actual
behavior to be enacted. Prior research has suggested
that intending to protect one’s information privacy or
security is not sufficient; one needs to actually use
information protection practices to be protected [12]
[76]. These information security and privacy
protection practices should be holistic (limiting the
amount of information provided via location-based
information, browsing habits, and other settings; using
a passcode; encrypting one’s mobile device; etc.), as
enacting only one protection is not sufficient [24].

3.1. Research agenda

The Mobile Privacy-Security Knowledge Gap
Model extends the IMB Skills model in several ways.
First, it provides a contextualization of the IMB Skills
model to the mobile information privacy and security
contexts. Second, the proposed model explicitly
differentiates between actual knowledge and beliefs as
behavioral skills. Finally, the model breaks down
behavioral skills into technology, security and privacy
knowledge and beliefs. Each of these areas lead to
numerous research questions that can be explored in
future research.
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Figure 3. The Mobile Privacy-Security Knowledge Gap Model

3.1.1. Exploring the security-privacy knowledge
gap. The prior discussion based on information
security and privacy research shows that individuals
might have different understandings of the use of their
personal information when the context of study is a
security threat as opposed to a privacy threat. This
needs further testing, answering questions such as: how
are individuals’ information sharing decisions
impacted by the security/privacy framing of a
disclosure decision? What is the relative importance of
the level of knowledge about information security and
the level of knowledge about information privacy in
affecting behaviors? These studies could be designed
using experimental or quasi-experimental settings
where actual knowledge can be tested and framing of
disclosure of information as security or privacy could
be manipulated.

3.1.2. Exploring the knowledge-belief gap. The IMB
skills model suggests that knowing how to do
something and believing you know what to do are
important in enabling behaviors.  However, this
relationship has not yet been tested within information
privacy or security contexts. Researchers could
determine whether knowledge or beliefs is more
important  within this context. Furthermore, as
knowledge is put into a nomological net of
understanding privacy and security behaviors, future

research could help to identify factors that lead to an
increased level of knowledge.

3.1.3. ldentifying determinants of knowledge. The
IMB Skills model highlight the roles of having
information and having motivation in determining both
the skills and the ultimate protection behavior. While
several studies have explored the roles of information
factors such as awareness on information privacy or
security behaviors [e.g., 54, 79], studies have typically
not considered the effect of these on behavioral skills,
whether self-efficacy or actual knowledge. Numerous
studies can be conducted to answer questions such as:
What factors besides awareness affect individual
knowledge? What factors besides awareness affect
individual self-efficacy and other behavioral skills
beliefs? How are information factor sand motivation
factors related in the contexts of information security
and privacy? What is the relative effect of social norms
in affecting knowledge, behavioral beliefs skills, and
behaviors?

3.1.4. Developing artifacts to bridge the knowledge
gaps. The Mobile Privacy-Security Knowledge Gap
model identifies to key gaps that may affect how
individuals protect their information privacy and
security. While it is important to have research that
provides an undertaking of the issues leading to these
knowledge gaps and the consequences of these
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knowledge gaps, it is also crucial to develop IT
artifacts that can help improve privacy [14] and
security behaviors. Such artifacts could target reducing
the gap in knowledge between privacy and security,
such as educational websites, apps, or other tools.
Furthermore, IT artifacts can help reduce the
knowledge-belief gap by providing hands-on training
and self-evaluation.

4. Conclusion

The Mobile Privacy-Security Knowledge Gap
model can serve as a foundation for future research to
explore factors that lead individuals to perform
desirable mobile information security and privacy
protection practices. Given the global growth of
mobile computing, and the related security and privacy
risks, it is important to understand what will lead to
such proactive behaviors. Since knowledge is not
likely to be equally distributed [18], researchers need a
better understanding of the effects mobile technologies
have on the privacy and security of vulnerable
individuals.
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