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ABSTRACT 

Traditionally IT data security efforts have focused primarily on access control, 
surveillance, and punishment for externaI and internaI threats. While these approaches 
can be highly effective for extemal perpetrators, they do not address a significant amount 
of internaI security risks or risk factors such as: excessive job stress, a dishonest 
corporate culture, and employee dissatisfaction. Employee surveys indicate that a failed 
management relationship, and stress is a primary cause of work dissatisfaction, poor 
performance, absenteeism and high turnover. It also appears to be implicated in more 
extreme forms of actions taken against the organization such as workplace theft, data
base breaches, and sabotage. This thesis shows that high levels of stress and 
dissatisfaction on the job are associated with high data security risk. 
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PREFACE 

The Problem 

Current research has failed to explore the relationship between job satisfaction 

and data security risks. Data security breaches by employees, is the main contributor to 

identity theft. Identity theft accounts for many financial and personal problems. These 

problems have been linked to bankruptcy, divorce, and suicide. The lack of models to 

investigate the relationship has hampered research, and possible prescriptions for this 

problem. Employee dissatisfaction and data security have not been dissected and mapped 

into risk categories, to aid a firm in managing the problem. 

The Purpose of This Study: 

The current study will investigate the relationship between job satisfaction of 

employees who have access to data-bases and data-base security risk. Data-base security 

risk and dissatisfaction of the employee will be broken down into their basic elements 

and a schematic will be designed to study the relationship they share. Similarly, this 

thesis aims to: 

1. Determine if there exists a relationship between job satisfaction and data

base risks 

2. Ascertain which componentls of work environment are most critical to 

reducing data-base security risk. 

3. Explore what administrative changes could be made to better facilitate 

secure data-bases. 

Significance of the Study 

Although, some governmental investigative agencies have identified disgruntled 

employees as the main perpetrator of data-base breaches (77%), qualitative or 

quantitative research has not quantified, or verified their belief. In order to gain 

legitimacy for their claim a study needs to be conducted. This study will serve as a basis 

to substantiate or reject their claim. 
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Hypothesis: 

The following hypotheses are proposed. 

1. Decreasing employee satisfaction would increase data security risk. 

2. Increased employee satisfaction decreases security risk. 

3. Dissatisfying jobs and data-base breaches are highly correlated. 

I PersoneDty I I stress I I Rewnge I 
• ~ ~ 

, II' II' 

Employee ~ Environment ~ Dissatisfied 

• ~ ~ 

0 • a 
I PredIspositions I r=:':...":""..:. I I Data·Base Risk I 

Opemtionalize Dissatisfaction model 

This model is based on Kurt Lewin's (1935) field research theory which states 

that behavior is a function of the person and their environment. This model proposes that 

dissatisfaction is both a result of the person (constitutional predispositional factors), and 

their environment. This model describes the pronunciation of data-base breaches. which 

is produced by the intemction of a vulnemble predisposition, with precipitating events in 

the environment. 

In the Dissatisfaction model, a persons' vuInembility or predisposition intemcts 

with the environment and life events (stressors) to trigger behaviors. The greater the 

underlying vuInembility, the less stress is needed to trigger the behavior. Conversely, 

where there is a smaller personality contribution greater stress is required to produce the 

particular result. Although, someone has a predisposition towards dissatisfaction does 

not necessarily mean they will ever breach a data-base. Both the predispositions and the 

stress are required for dissatisfaction to happen. 
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Setting of the Study 

University of Hawai'i at Manoa is located in the Hawaiian Islands on the island of 

Oahu. The campus is approximately 5 miles east of downtown Honolulu. Founded in 

1907 under the auspices of the Morrill Act, the University ofHawai'i is a land-grant, sea

grant, and space-grant institution. As Hawai'i's sole state public university system, it is 

governed by a single Board of Regents and is composed of graduate/research, 

baccalaureate, and community college campuses. In addition. the University of Hawai'i 

operates an Employment Training Center, three University Centers, multiple learning 

centers, and extension. research, and service programs at more than 70 sites in the state of 

Hawai'i. 

The University is also engaged in instructional, research, and service activities at 

hundreds of Hawai 'i schools, hospitals, and community sites, and carries out these 

activities across the Pacific islands and in foreign countries. The University ofHawai'i 

system's special distinction is found in its Hawaiian, Asian, and Pacific orientation and 

its position as one of the world's foremost multicultural centers for global and indigenous 

studies. University ofHawai'i attendees are members of student populatious in which no 

one ethnic group constitutes a majority, and the educational experience is enriched by the 

diversity of their classmates 
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CHAPTER I 

INTRODUCTION 

According to the Federal Trade Commission and United States postal service, 9.9 

million Americans were identity-theft victims from January to December, of2005. Of 

those, 6.6 million reported fraudulent use of existing accounts and more than 3 million 

reported new accounts being opened in their names (US Post office 06)1. A recent 

survey found that nearly half of the fastest growing companies in the United States have 

suffered a breach of data security in the past two years. 

The FBI states that 70% of all data-base breaches (internal or externa1) are a result 

of employees and former employees (CSI 06). The FBI CSI report for 2006, states that 

77% of all data-base breaches by employees (reported) were the result of employment 

dissatisfaction. While CO!llpanies typically focus on the technology aspects of data 

protection, they often neglect a critical component of any data security program: their 

employees. Research has uncovered (Meinsma 85) that employees with high levels of 

dissatisfaction were more likely to steal or harm their firm. A pattern of dissatisfaction 

and data-base breaches perpetrated by employees has been noted, and the relationshipl 

between employee job satisfaction and data security risk will be explored in this study. 

This study will review the internal and external threats and possible administrative 

solutions to the problem. Interestingly, a select group of researchers believe if a company 

treats its employees right, then the employee will reciprocate with devotion (Spitzmuller 

etal.06). 

Data Security origins 

Companies, govermnents and educational institutions are continually moving 

more of their activities to computers as a way to improve service and increase 

productivity while cutting costs. This approach works well for management, employees, 

and customers. Management can access data and view the companies financial and 

I US Post office 2006 Identity Theft Americas fastest growing crime. 
2 Price Waterhouse Coopers 2005 
3 A close or prolonged association that may be mulUally beneficial, harmfu) or create dependence. (a 
biological concept) 
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inventories data in seconds, from almost any location. Similarly customers can access 

web sites and obtain services or data for their specific needs. 

Companies have digitized almost all data for ease of storage and access. 

Historically companies believed that barriers to access could inhibit productivity and 

slam the door on potential customers hence complex protection devices were not put in 

place: firewalls etc (port 06)4. This judgment error has given rise to the breed of people 

known as hackers (A person who creates, modifies computer software and computer 

hardware, including computer programming, administration, and security with out 

permission). 

External Risks to Company Data 

Because of the threat of external hackers, companies began to build complex 

security schemes to protect their vital information. Early on the hackers were equally 

eqnipped with the knowledge and skills of their data security counterparts. Almost as 

fast as a security scheme was implemented, hackers would find a weakness and gain 

access to their information systems. Currently companies have found creative ways 

coupled with security schemes to foil the majority hackerss. Hence, the major threat of 

data theft has shifted from external hackers to internal hackers on the inside: Employees 

with trusted access. 

The FBe, Department of Justices, and Dr J~ Collins9 believe that the internal 

threats to data-base security are greater than the ~ata-Base Breach Rates I 
external threats. Only 30% percent of data-base 

security breaches are perpetrated by external 

persons. 

breaches External Employee 

Mounting concerns over stolen identities are prompting banks to review Table I 

account-access policies and implement sophisticated fraud-detection systems. Banks 

have unleashed a large amount of technology against the problem, such as pattern-

4 Dr Port informal interview 2006 
, Gregory Carlton interview 2006 Computer Forensics investigator HPD white collar crime division. 
• FBI CSI Report 2005 
7 FBI CSI report 2006 
, Department of Justice report 2005 
• Investigating data base crime 2006 
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recognition software to flag suspicious transactions or new account creation. They are 

also requiring customers to verify online credit-card purchases with IDs and passwords; 

equipping customers with anti-spam software; and setting up shared data-bases for 

reporting and exchanging infonnation about ID crimes. Banks are trying to thwart ID 

thieves with two main tools: consumer education and ITIO. Using statement mailings and 

alerts on their Web sites and at branches, banks have stepped up warnings not to divulge 

sensitive infonnation over the phone and in E-mail. 

To prevent employees from stealing data, an Edmonton, Alberta 11, bank (A TB 

Financial), is using a mix of passwords, personal-ID numbers, and encryption devices 

such as key fobsl2
• Banks have also created a counter initiative under the auspices of 

the Financial Services Technology Consortium. The initiative's first phase includes 

compiling a list of known threats and vulnerabilities and developing a test plan for 

solutions. The second phase, which started in January 2006, involves a large-scale pilot 

and deployment of "quick hit" solutions. Those include banks testing their systems via 

simulated attacks and creating a process for quickly shutting down Web sites. 

Internal Risks 

The applications of advanced security hardware and software coupled with virtua1 

private networks have significantly hampered external hacker's abilities and minimizing 

external risks to data-base security. The greatest risk is now internal: Employees who 

have been issued clearance to sensitive files to complete their job, who perfonn 

unauthorized activities for personal gain, or take revenge (Carlton 06). These activities 

could damage if not destroy the internal integrity of a data-base and its infonnation. 

A company's investment in firewalls, encryption, password protections, and other 

security measures can be completely undennined (even accidentally), by a single 

employee (port 06)13. At the same time, employees can be one of the company's best 

lines of defense against internal or external data security breaches (Carlton 06)14. The 

10 Information Technology 
II A 1B website 2006 
12 Fobs are a high-performance data transfer engine designed for the high speed transfer, associated with 
computational grids for banking transactions. 
13 Interview Dr Port 2006 . 
14 Interview Dr Carlton (Computer forensics investigator, 2006) 
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risk of intentional theft or misuse of data by employees should not be underestimated. 

While companies should generally trust their employees, at the same time they should 

protect their data from disgruntled or careless employees. The traditional low tech 

approach utilizes the fundamental principle of data security: to grant access only to the 

data that an individual actua1ly needs to perform his or her work is a good first step along 

with monitoring, and data redundancy. 

Data security practices tend to focus on the risks posed by an outside computer 

hacker, while overlooking the risks posed by a colleague in the next cubicle (Wugmeister 

& Lyon 05). The vast majority of employees may be trustworthy, but a moment of haste, 

anger, or greed may transform an employee into a serious threat to the company's data 

There are countless accounts in the media about data security breaches caused by 

employees. Examples include: (a) an employee of a financial institution who left a laptop 

computer containing customer data in an unlocked car, and the laptop was stolen; (b) a 

former employee gained access into the company's personnel data-base and deleted 

records of compensation, promotions and awards, and employee transfers; (c) a support 

center employee at an Internet access company secretly downloaded personal information 

of half a million subscribers and threatened to post it on the Internet unless the company 

paid millions of dollars in rausom. Interestingly, the rate of internal breaches by 

comparison of the US and the UK employees illustrates the effectiveness of UK s' 

nontraditional approach. The rates in the US are 77%, and only 25% in the UK. This 

vast difference is the result of their conducive work environment approach Gob 

satisfaction). 

Dissatisfied Employees 

According to FBI statistics discontented employees account for 65% of all the 

data-base security breaches (internal & external), and 77% of the internal breaches in the 

United States (05)15. This illustrates that only 23% of all (interna1) data-base security 

breaches are perpetrated for reasons other than being dissatisfied. 

The department of justice has written a press release warning employers of the 

growing problem of dissatisfied employees and data-base securityproblerns. It cites 14 

I' FBI CSI Report 2005. 
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incidents of costly damages caused by disgruntled employees who tampered with their IT 

systems 16. The department of justice has constructed a data-base specifically to monitor 

and track this phenomenon. The department of justice notes that 95% of all disgruntled 

employee data-base intrusions result in significant 10sses17
• 

Why do employees steal? Meinsma, a well established criminologist, consultant, 

and scholar explored this issue. Meinsma (85) concluded that relatively few employees 

steal because of personal economic problems. The study found that employees with 

higher levels of job dissatisfaction were more likely to steal. This study has become a 

focal point for many police academy investigation classes, and police investigation 

protocolsl8
. 

A fundamental question that needs to be addressed is: why are employees 

dissatisfied? Although, there is an exhaustive amount of academic quantitative data on 

this issue, there are only a few qualitative studies that ask employees the question: ''why 

are you dissatisfied"? The issue of construct validity and biases should be raised on 

research that proposes to test an emotional state on a person using a measure that is 

strictly quantitative. A review of literature has only yielded three viable studies: the first 

was conducted by the Gallup poll,19 the second by Money magazine,2° and the third by 

Computer World21 . According to them, the studies were equally balanced with 

qualitative, and quantitative measures, and asked employees some open ended questions. 

Money Magazine and Computer world Magazines both have concluded that stress 

and rising stress levels have contributed to employee dissatisfaction. However, 

Computer World and Money Magazine differ on management's contributions to 

dissatisfaction of the employees. Money magazine believes that management is not 

flexible enough in the work force and this is a major contributor. 

16 www.department of justice.gov 
17 Over one hundred thousand us. dollars 
18 Rio Hondo college police academy phone interview. 
19 Work and Work place 2006 
2. Best jobs in America 2006 
21 Job satisfaction of IT Workers 2002 
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The Computer World Magazine believes that management' s poor communication 

skills are the main contributor to employee 

dissatisfaction. All three of the magazines note that 

salaries were not a major contributor to job 

dissati sfaction. The Gallup poll revealed a steady 

increase in job dissatisfaction for 16 years (from 

1989-2005). 

Legislative Approach : Encryption 

Government's main task is to create and 

Contributions to 
Dissatisfaction 

DPoorf1 Comml.llication 

. lnlexable -cSlress 

o Salaries 

maintain order. The traditional means to create and maintain order is the creation of a 

law, and or a regulatory agency, and policies. With 9.9 million cases involving identity 

theft the legislative branch of the United States government addressed the problem. 

California was the first to spearheaded the problem. California enacted a security breach 

notification statute in 2005. This statute, codified as Section 1798.82 of the California 

Civil Code, requires any person or business conducting business in California to provide 

notice in the event of a security breach of computerized data containing unencrypted 

personal information. Personal information is defined as an individual 's first name or 

initial and last name in combination with one or more of the fo llowing, (a) Social 

Security number, (b) driver's license number or California identification card number, or 

(c) account number or credit or debit card number, along with any required security code, 

access code, or password that provides access to that account. Similarly, in the event that 

the security of this data is breached, the company is required (by law) to provide a notice 

in writing to every California resident whose personal information may have been 

accessed. 

Japan has enacted similar legislation. The data protection law went into effect in 

April 2005, similarly it contains an obligation to notify individuals and the appropriate 

government ministries in the event of a security breach. The costs of notifying customers 

of a security breach are not so lely monetary, but can include reputation and relationship 
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damage as well. In Japan, several companies have recently given notice to customers as 

a result of significant security breaches (Morri son & Foerster. 06i2. 

The United Kingdom (1992), under the Management of Health and Safety work 

Regulations bill , enacted legislation: 205 1. This act requires all companies with more 

than fi ve employees to conduct a ri sk assessment for their finn . Similarly, this act 

requires them to ensure a healthy functional, low stress work environment. . 

Interestingly UK.s' data-base breaches by di ssatisfied employees that lead to identity 

theft is significantly lower (60%). 

The UK and the US have similar 

languages, legal systems, ideologies, and 

bases for moral foundations. Furthennore, 

they have similar economic and monetary 

systems. UK's white collar crime rates are 

similar the US. The data-base security 

systems uti Iized in the UK are from the same 

sources as the ones used in the US. The only 

notable difference between the UK and the US 

Identity Theft Rates 

DUnned Kingdom 

Incidents Rates 
internal 

Fig3 

is the governmental mandated programs, which propose to create homeostasis23 in the 

work envirorlllent. The initial objective of the program was to create a healthy work 

environment. Interestingly it appears iliat ilie program yeilded an unexpected benefit: 

Lower data-base breaches. 

United Kingdom & United States Comparisons 

Table 1 compares the United Kingdom and the United States. The two countries 

have similar rates of white collar crime. The rates are 3.7 for the United States and 3.0 

for the United Kingdom. The Population rates between the US and the UK differ 

22 Morrison and Foerster 2006. 
23 The property of an open system, espec ially living organisms, to regulate its internal environment to 
maintain a stable, constant condition, by means of multiple dynamic equ ilibrium adjustments, controlled by 
interrelated regulation mechanisms. 
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significantly. Interestingly, there is a chasm between identity theft percentages of the 

United Kingdom and The United States. 

I ComDarisons of US & UK 
Countries u.s. U.K. Rates US/UK 

White collar crime dollar amount 110 billion·' 21.42 billion 00 3.7 3.0 

Identity Theft percent/cases 9.91 million 43,000"" 3.0 .014 
Population 295,734,134<' 60,441 ,457~ 500% ·500% 

I Table2 

The data-base breaches between the United Kingdom and the United States in 

respect to internal and external breach rates drastically differ. It appears that satisfied 

employees breach data-bases almost 60% less than dissatisfied employees. Furthennore 

this has lowered identification theft by almost 1.8mil in UK, (benchmarked from US 

rates). 

Current motivational approaches 

I 

With 77% of all internaI data-based security breaches originating from dissatisfied 

employees, the legitimacy of current motivational, and reward system approaches should 

be evaluated. The traditional means for job satisfaction, motivation, and reward systems 

focused on in organizational management are not fool proof. 

A review of the literature on motivation reveals four major theories29
: (I) 

Maslow's Hierarchy of Needs; (2) Herzberg's MotivationlHygiene (two factor) Theory; 

(3) McGregor's X Y Theories; and (4) McClelland's Need for Achievement Theory. 

I Motivational Theories 

Theory Maslow's Herzberg's McGregor's McClelland's 
Hierarchy of MotivationlHygiene XfY 3 Needs for 
needs Achievement 

Stages Physiological Two Factor X theory Achievement 
Safety Motivation ytheory Driven 
Social Hygiene 
Personal 
Self actualized I Table3 

24 FBI Financial crimes Report 2006. 
2S National Criminal intelligence Service report 2006 (United Kingdom Governmental agency) 
26 National Criminal intelligence Service report 2006 (United Kingdom Governmental agency) 
'" World fact book 2005 
28 World fact book 2005 
29 Hawkins, D., Best, R., Coney, K., (1995) Consumer Behavior (6th ed.) 
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Maslow states that people are motivated by unmet needs which are in a 

hierarchical order that prevents people from being motivated by a need area unless all 

lower level needs have been met. Similarly, Herzberg states that satisfaction and 

dissatisfaction are not on the same continuum and are therefore not opposites. 

Furthennore he believes that the motivational factors can cause satisfaction or 

dissatisfaction while the hygiene factors cause dissatisfaction when absent and no 

dissatisfaction when present, both having magnitudes of strength. 

Similarly, McClelland's need for achievement supports Maslow's self

actllali7.ation. Furthennore, McGregor's Theory Y parallels much of Maslow's self

actua1ization (level of motivation). It is based on the assumption that self-direction, self

control, and maturity control motivation. Reward systems must correspond to intrinsic 

factors if employees are to be motivated. Satisfying extrinsic factors is an all too 

commonly attempted method for motivating workers, however, research shows that these 

efforts do not lead to long tenn motivated workers (Hawkins 1995)30. 

Although it appears that traditional approaches to motivating employees can lead 

to increased production, they do not always lead to job satisfaction. An employee can be 

highly motivated (internally), self actualized and dissatisfied with their job. The Gallup 

Poll (2005) explored the work and work place. They found that only 44% of employees 

were some-what satisfied with their jobs. The same study posed the question: If you won 

10 million in the lottery wonld you continue to work in the same career, 61 % said yes. 

These studies found that many employees are not satisfied with their job but like their 

career. Similarly, Michael Byrne in 2006 explored motivation in the health care field. 

Byrne found that physicians are internally motivated towards their career, and at the same 

time dissatisfied with many policy aspects of their job. Interestingly, law enforcement 

officials typically look for a motivation for a crirne. A typical rnotive for internal data

base breaches has been identified as dissatisfied ernployees (77%ii 32. 

30 Hawkins, D., Best, R., Coney, K., (1995) Consumer Behavior (6th ed.) 
31 FBI CSI 06 report 
32 Ian Thomson 05 
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Key Risk Factors 

A review ofculTent studies has identified poor performance reviews, excessive 

stress, failed management employee relationships, and gender, as ri sk factors or risk 

triggering factors3
] These factors have been implicated in extreme forms of actions 

taken by employees against employer's data-base systems. 

An important factor to keep in mind is personality types of information 

technology persons. From the early days of 

computer inception the adage has always been 

computer geeks (for IT persOlmel). Earl y 

adopters in the computer industry were viewed 

as weird or geeks. They were stereotyped as 

introverted, math oriented, logical persons who 

lacked social skills, and did not fit in sociall y. 

Interestingly, the Briggs Myers personality 

preference test, that asses' constitutional 

r-- Most Dissatisfying 
Jobs 

Audmgclerks 
New accoont 

clerks 

"'.y ~~ pr~:;~f1g~ ~ Tax exarmers 

A"""'~ ['§7Book "",." 
clerks clerks 

Oedt analysis Frst Ii1e 
supervisors 

I Fig 4 I 

C New account clerks 

• Tax exarriners 

a BooI<. keepi1g clerks 

a FirSI Iine supervisors 

• Crecft ana~sis 

[J Accounmo tl&rlo:s 

• RlIcy processing 
... k> 

a Audilngclerks 

predispositions for employment based on personality preferences confiITns and rejects 

some prior notions. 

Accord ing to the Meyers Briggs personality preference tests the dominant 

personality types for (infonnation teclmology) new account c lerks, first line supervisors, 

credit analysis, policy processing clerks, tax examiners, book keeping clerks, accounting 

c lerks, and auditing clerks are: 1) (ISFP) Introverted, Sensing, Feeling, and Perceiving. 

2) (lNTJ) Introverted, Intuitive, Thinking, Judging. 3) (ENTP) Extroverted, Intuitive, 

Thinking, and Perceivil1g. The INTJ and ISFP are typicall y the sta ff and the ENTP is 

typically in management or administration. It is unclear, how great or how smal l 

personalities, and interactions of these opposing personalities, play inl13iss 

communication and risk. However, it should not be ruled out. 

J3 Gallup poll 2006 Work and the workplace 
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Economics of Addressing Risk Factors 

Case Study 
This case was obtained from the department of Justice files. This case will be 

utilized to explore the economic factors of addressing data-base breach solutions. This 

case sent shock waves through out the finance industry. because UBS Paine Webber has 

one of the most advanced data-base security systems available. A disgruntled computer 

systems administrator for UBS PaineWebber was charged for using a "logic bomb" to 

cause more than $3 million in damage to the company's computer network. Roger 

Duronio formulated a plan to drive down the company's stock with activation of the logic 

bomb. Roger Duronio. (60 yrs old). of Bogota, N.J .• was charged by a federal grand jury. 

(according to Assistant U.S. Attorney William Devaney). 

The Indictment alleges that Duronio, who worked at PaineWebber's offices in 

Weehawken, N.J., planted the logic bomb in 1,000 of Paine Webber's 1,500 networked 

computers in branch offices around the country. Duronio, who repeatedly expressed 

dissatisfaction at Paine Webber resigned from the company on Feb. 22, 2002. As one of 

the company's computer systems administrators, Duronio had responsibility for, and 

access to. the entire UBS PaineWebber computer network. 

The logic bomb Duronio allegedly planted was activated on March 4, 2002. In 

anticipation that the stock price ofUBS PaineWebber's parent company would fail, 

Duronio purchased more than $21,000 in "put options34., contracts for UBS, A.G.'s stock. 

Administrative Options 

This case is a common scenario (disgruntled trusted employee seeking revenge). 

According to Dr. Port. the most feasible approaches to address this problem would 

include: (1) hardware/software upgrades, (2) A more comprehensive policy program, 

and/or (3) and employee satisfaction pmgram. The components listed above are 

supplemental to the existing security system not to replace them. Upon exploration of 

this phenomenia a few questions arose: (1) What is the economic impact of an enhanced 

security program. (2) What is the value of an enhanced data security program. 

34 A put option is a type of security that increases in value when the stock price drops. 
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The economic fac tors of adressing the ri sk factors should be considered a vital 

component of any project with-in business. 

Typically the Net Present Value is used to 

assess the viability of any project. The net 

present values will be assessed for projects that 

would : (1) address Internal breaches with the 

ues of additional hardware and software beyond 

the standard requirements (2) address internal 

breaches with the implementation of a new 

policy program (3) address internal breaches 

Standard Net Present Values 

10,000,000 

8,000,000 

6,000.000 

4,000.000 
! 10 Slandard Net 

2,000.000 Present Values 

° l~ru c 
-2,(0),00) :: Q) .-w--'~~ 

:::3_ :.= ~ U«I 

-4,(0),00) ...... 0.... «I"" 
(I)'" 0;.(1)0 

~ ;;. I Fig 5 ~ 

with the implementation of a employee satisfaction program. 

The case study on Paine Webber will be utili zed to illustrate and explore findings. 

I) Hardware/Software: The external factors causing risk for data-base breach has 

successfuly limited breaches to less than 30% of all breaches. A project that would 

attempt to lower risk by 30%, by installing a more 

phaisticated hardware and software system; that 

would work in concert with the current system 

appears to have: finiancial dimini shing return 

ratio . A proforma spread shee25 was completed 

to asertain the Net Present Value of the 

implementation of a more advanced harware and 

software system costing 1.5 million dollars to 

~ Security Systems NPV -

1,600,00J . 
• 1,500,(0) 

1,400,COl 

1,200,001 -
G> 1,OCO,COO -- ......... Value 
~ 800,001 . "- ____ Setllity 
> 600,001 

<00,001 "" , 200,001 --
0 10 
SecLlily 

Security 

Fig 6 ~ 
address internal threats. The results elicited a negatI ve NPV o f more than a mtllton 

dollars. Adversely, the more costly the system the more negative the NPV. This approch 

has a diminishing return result. 

2) Policy: The internal factors causing ri sk for data-base breach has limited 

success with the use of keys, policies, and codes. A proforn1a spread sheet was 

completed to asertain the Net Present Value of the implementation ofa more 

comprehensive policy system costing $750,000 dollors . The results elicited a negative 

3S In appendix : a 6 
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NPV more than 1.6 million dollors. Acording to 

the theory of constraints, the more constraints the 

system employs the less eficient the data-base 

becames, hence production will decrease. 

Simi larl y, the NPV decreases at a rate 

significantly higer than that of the constraing 

factor. This approch also yeilds a diminishing 

return . 

3) Employee sati sfaction: The 

r- Policy Program NPY 

800,000 
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"- i ---. Securily > 300,000 

"-~ 200,000 
100,000 

0 ~ 30 4 ... 60 ;00 80 90 10 
Securily 

Security 

Fig 7 ~ 

dissati sfaction factors causing data-base risk has not been investigated. This research 

will serve as an example for future research on thi s subject. A proforma spread sheet was 

completed to asertain the Net Present Value of the 

implementation of a employee satisfaction 

progran1 costing $1 ,000,000. The results elicited 

a positive NPV more than 9.3 million dollars . 

This proposed project has a posi ti ve return and 

should be considered. The spread sheet takes into 

consideration the weighted average cost of capital 

( \9.3%). Interenstingly, Employees can become 

one of the best lines of defense for internal ri sk. 

Employee Satisfaction Program 

10.000,000 ... :-----.... 
9,000,000 -1-'----------3 
8,000,000 
7,000,000 -1------

~ 6,000,000 +----y-~ ----3 Value 
: 5,(XX),OOO / 
> 4,000,000 // __ -> , ....... Secunty 

3,000,000 -1--/;/---
2,000,000 t7/ -===i 1,000,000 - , 

o .10-,.....-..,.."..,.,......,+1 

Security 

Security 

Fig 8 

To increase employee job satisfi ed could accentually neutralize the data system as a piont 

for revenge. 
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CHAPTER II 

REVIEW OF LITERATURE 

This chapter will review the most current and relevant empirical studies and information 

pertaining to data security and employee satisfaction/dissatisfaction. Each variable will 

be isolated and thoroughly explored. To remain unbiased all studies supporting and 

refuting assumptions will be included. 

Data Security 

• Alan Smith (05) conducted a study on accountability of ED! systems to prevent 

employee fraud. Smith discovered that ED! systems need to be upgraded to 

prevent employee fraud. Smith also uncovered that employees whose status, 

power, security of income are relativity low and aspirations are high may strive to 

emerge from the bottom by illegal tactics. The limitation of this study was its 

lack of empirical findings. 

• Wugmeister & Lyon (05) conducted a study on the most over looked component 

of data security. They found that the employees were the most over looked 

component of data security. Consistent with prior studies they believe that 70% 

of all data security breaches are a result of inside sources. They believe that data 

security specialists should start to focus on inside threats with the same intensity 

they focus on external threats. 

• Richard Haugh (05) conducted a study data security threats with in hospitals and 

health networks. Haugh discovered that hospitals and health networks are a new 

target. Consistent with prior studies he noted that inside risks were more difficult 

address than external threats. 

• lain Thomson (05) explored computer hacking and the investigation process in 

London. Thompson discovered that the first steps in any investigation on Data 

security in London was to began with investigating employees. 
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• Parry Julian (05) conducted a study on confidentiality and data integrity. Julian 

found that ipods and other electronic portable devices posed a significant threat to 

keeping infonnation secure, and preventing unauthorized use for commercial 

gain. 

• Bishop & Warren (05) conducted a study on the corporate liability of identity 

theft. Bishop & Warren concluded that a company could be held liable for 

damages that resulted from infonnation that was stolen from a corporations data

base. 

• Perez & Brooks (05) explored companies that facilitate data theft. They 

discovered that some companies are willing to sell personal infonnation including 

social security numbers. They note that these companies have strong lobbing 

positions with the United States Congress. They note that this relationship with 

congress members maintains their ability to sell sensitive infunnation unchecked. 

• Gurchiek (05) explored ill theft services. The study investigated data-base theft 

of employee records (personal infonnation) and the legal implications. Gurchiek 

concluded that id theft services could emerge as a fringe benefit 

• Mimosa (04) explored data-base security risk. Mimoso concluded that disgruntled 

employees could pose an enonnous risk to data-base security. Consistent with 

other studies Mimosa believes that 70% of all data-base breeches are perpetrated 

by employees. 

• Costanzo (03) investigated check fraud. The study found that the banking 

industry over all managed to keep check fraud losses fairly low. An interesting 

note was: Although, the attempts to commit check fraud have exponentially 

grown the fraud detections systems are sufficient to manage the banking industry. 
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• Dierking (91) conducted a study on employee theft in the retail industry. The 

study found that males were caught more often than women and admitted to theft 

at a higher rate than women. The limitation of the study was its lack of statistical 

data to support its claims. 

• Yager & Watson (04) conducted a study on the effectiveness of cognitive 

behavioral intervention on first time adult theft offenders. The sample included 

117 convicted criminals. The study found that there was no relationship between 

cognitive behavioral interventions and recidivism. 

• Lindsay (02) explored identity theft in the United Kingdom. The study revealed 

that 75% of all personal information to commit identity theft was obtained by bin 

raiding. The study also noted that significant loopholes in the law have made the 

UK the easiest country in which to perpetrate identity theft. 

• Rubach (06) investigated customer management and identity theft in the United 

Kingdom. The study found that the majority ofidentity theft was perpetrated by 

organized crime. Similarly, syndicates of educated criminals in the UK have 

joined forces to hack into data systems. 

• Pricewaterhouse Coopers (06) explored the use ofID cards to protect identity in 

the UK. Currently the UK lacks a uniform identification system. The article 

explored the development of a national registry and possible impact on identity 

theft. 

Employees satisfaction/dissatisfaction 

• Jones (96) conducted a study on ensuring an ethical environment. Jones found 

that higher levels of stress and dissatisfaction on the job are associated with 

significantly higher rates of employee theft. 
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• Barrett (2000) explored the incentive to steal. The population he sampled was 

package carriers in the package shipping industry. Although, his findings did not 

conclude whether employees in shipping had an incentive to steal, he did expose 

that the carriers liability was limited and the probability of being caught was not 

significant. The lack of findings uncover that there are situations were theft is 

possible, however employees do not act on the opportunity. 

• Kurt Lewin (1951) is considered the father of community psychology, and a 

pioneer in sociology. Lewin maintained that Behavior is a function of the 

environment and the person. This theory is pivotal for understanding the 

fundamental behavior of a person and how it is influenced by the environment. 

His theory B= f (P +E) is a chief contribution to aid us in understanding the 

relationship of job dissatisfaction (person & environment) and data security risk 

(behavior). See Attachment 

• Wells (93) explored intemal fraud and the credit business. Wells discovered that 

job dissatisfaction is the main reason for theft not money. Similarly Wells 

outlines some cues for employers to detect if employees are engaging in unethical 

behavior. 1) Change in life style. 2) Changes in attitudes. 3) Missing 

documentation. 4) Poor controls. 5) Customer complaints. 

• Spitzmuller, Glenn, and Barr (06) conducted a study on the relationship of 

Companies and employees. They found if a company treats its employee's right 

then the employee will reciprocate. The population of the study was 622 

university students. The limitation of the study was its generalizability towards 

companies. Validity is called into question because of their sample (college 

students). 

• Bolin & Heatherly (01) conducted a study on employee deviance. They failed to 

demonstrate that bad attitudes lead to bad behavior. Similarly by failing to 
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demonstrate that bad attitude leads to bad behavior, they demonstrated that there 

is no relationship, between the two variables. 

• Griffin, Kelley, and Collins (98) explored dysfunctional work behavior. They 

found that organizations should focus more on processes, because processes can 

effect job satisfaction, motivation, performance, and organizational commitment. 

• Meinsma (85) explored employee theft and why it occurred. Meinsma concluded 

that relatively few employees stole because of personal economic problems. The 

study found that employees with higher levels of job dissatisfaction were more 

likely to steal. Meinsma recommended a high level of social controls coupled 

with physical controls to combat employee theft. 

• Dikas (98) completed a dissertation at Nova Southern University in Florida on the 

perception of job satisfaction and motivation. The population was 215 Nigerian 

police officers. She found that economic return (pay) was the largest source of 

job dissatisfaction followed by opportunity for promotion. The limitation of her 

study was the out of date measure that was developed in 1969. 

• Brightman (04) conducted a study on why managers fail. The study explored 

poor performance, work dissatisfaction, absenteeism, and tum over. The study 

discovered that many failures are 1) a direct result of a flawed selection process. 

2) That many people appear to loose half of their emotional intelligence once they 

are promoted. 3) Managers and employees don't have a shared understanding. 4) 

Managers need to have well defined rules to prevent unnecessary confusion. 

• Cronin (90) conducted a study on what causes job burn out. The study revealed 

that communication skills are a vital tool to combat burn out. Similarly the study 

also places emphases on coping techniques and realigning perceptions, empathetic 

listening, distinguishing fact from inference, and confronting burnout openly. 
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• Hurti & Linderman (02) conducted a study on the role of stress and negative 

emotions in occupational crises. The sample included 277 employees. Anger 

anxiety and depression were studied and measured. The study found that 

occupational crises resulted from work overload, interpersonal problems, 

organizational changes, or threatened job loss. Similarly they found that this was 

accompanied by trait anxiety, suppressed anger, and depressive symptoms 

• Ray (81) conducted a study on the need for achievement on the job for 

satisfaction. The study found that satisfaction with supervisors was the key factor 

in overall satisfaction differences. Similarly their findings indicated that 

personality and situational variables should be considered equally when studying 

job satisfaction. Furthermore, they found that achievement need is an important 

mediator of the relationship between job level and job satisfaction. 

• Whitney & Cooper (89) conducted a study on when and how dissatisfied 

employees will respond to their dissatisfaction. They explored aspects of 

responses such as voicing their opinions, exit, change loyalty, or neglect of their 

duties. Their attempt to predict behavior was unsuccessful. The study was 

limited by a design flaw between the hypothesis and measure. This also 

uncovered validity issues. However due to the null findings these issues never 

arose. 

• Lofstrom (02) conducted a study on cognitive processes on job satisfaction and 

dissatisfaction. The study focused on high cognitive demands of the job and the 

work environment. The sample included 228 managers of small to medium sized 

companies. The study found that there is no relationship between cognitive style 

and sources of job satisfaction and dissatisfaction. 

• Bender & Sloane (98) conducted a study on job dissatisfaction. Bender & Sloan 

theorized that union workers expressed job dissatisfaction through union 

mechanisms. The sample for the study included 1,509 British employees. The 
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study found that union mechanisms did not express the genuine reasons for 

employee's dissatisfaction. 

• Rush (95) conducted a study on psychological resiliency. The sample included 

325 government employees. The study found that the pressure for change was 

linked to stress, dissatisfaction, and the intention to resign. Similarly it was found 

that psychological hardiness had a negative impact on stress and a positive impact 

on satisfaction. 

• Walter (88) conducted a study on the satisfaction of communication in a multi

branch bank. The study found that communication satisfaction affects employee 

satisfaction. Similarly the study found that part time employees were significantly 

less satisfied than full time employees. 

• Becker & .Klimoski (89) conducted a study on the relationships between 

Organizational feedback, Environment, and Performance. The sample included 

152 salaried employees. The study found that the employees that received more 

total positive feedback performed higher. Adversely, the study also found that 

expressions of anger or dissatisfaction from supervisors were related to lower 

performance. 

• Infante & Gordon (89) conducted a study on argumentativeness and affirming 

communication styles as predictors of satisfaction and dissatisfaction of 

management toward employees. The study found that superiors were very 

satisfied with subordinates that were (I) friendly, relaxed, and attentive 

communicators (2) lacking in verbal aggressiveness and (3) high in agreeableness. 

• The Hotel and Catering co. (94) conducted a study on attitudes and career 

expectations and how it affected job satisfaction or dissatisfaction. The sample 

included 158 companies (1,014 employees). The study found that 60% of 

employees were satisfied with the hours they worked and were neither satisfied 
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nor dissatisfied with their compensation. Similarly they found that 65% of the 

employees were satisfied with working conditions. 

• The General Accounting Office in Washington DC (Federal government) (88) 

conducted a study to obtain their employees views regarding their employment, 

career plans, and opinions. The sample included 348 accountants. The study 

found that respondents expressed a high degree of dissatisfaction due to the 

public's negative opinions offederal workers and various compensation related 

issues. Similarly the survey elicited that more than half of the respondents would 

accept an outside full time job and resign from their current position. 

• Schmidt (1983) Federal Government conducted a study on worker satisfaction. 

The sample included 20,000 employees. They found that meaningful work, 

autonomy in the job, role clarity, and positive feed back were associated with 

satisfaction. Similarly they found that environment and working conditions were 

also highly associated with satisfaction. Furthermore, dissatisfaction was 

associated with low performance appraisals, and insufficient credit for their work. 

• The United States Department of Justice (84) conducted a study on employee 

theft. The population sample was a randomized sample of9,175 employees from 

various fields. The study found that one out of every three of the participants 

admitted to some involvement in stealing company property during the previous 

year. Similarly, they found that employees who felt exploited tried to correct the 

perception of inequity by acts against the company they were employed by. The 

limitation of the study is its applicability to current situations due to its age (22 

years old). 

• Joseph Parra (88) dissertation investigated risk seeking and risk aversion in the 

social dating situation. The study found that females elicited risk aversion in 

dating where their male counterparts were risk taking. 
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• Dekel & Scotchmer (99) conducted a study on the evolution on the attitudes 

toward risk. They uncovered that in many species the risk takers coupled with 

success determines the males right to reproduce. Similarly, the males evolve to 

become risk takers to gain the right to reproduce. Their findings are supported by 

psychological and social evidence of prior research. 

• Money magazine explored 166 careers to determine the Best Jobs in America 

(06). The investigation included a survey that was administered to an unreported 

amount of employees in 166 different careers. The self reported survey addressed 

stress, flexibility, creativity, and difficulty. Each area was assigned a grade with A 

being the best score and F being the lowest and unacceptable. The lowest 25 

would account for the worst careers in this sample and the most dissatisfYing. 

• The Gallup poll conducted a study on the work and the work place (2006). This 

survey explores job satisfaction. The demographical statistics reveal a trend of 

increased job dissatisfaction over the past 15 years (1989-2005). 

• Computer World magazine explored job satisfaction of IT workers (02). The 

sample included 1,400 employees. The study revieled that 40% of the clerks were 

dissatisfied with their pay. Similarly, 30% were dissatisfied with the opportunity 

for advancement. Furthermore, 29% were over all dissatisfied with their 

company. When asked if the management communicates well with their 

employees 50% of the respondents were dissatisfied with their company's 

management. Of the sample 45% of the respondents believed that their 

management did not have leadership capabilities. When asked if their job was 

stressful 60% said their job is some what stressful and 65% say the level rises 

every year. Almost 76% of the IT employees believe that they are not working to 

their full potential. 
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Summary 

In the tradi tion of efficient companies, secure and efficient data-bases are 

essential. Beyond the surface of high powered information systems and data-bases li es 

the negati ve impact placed on these systems, by di ssatisfied employees. A ;ymbiolic 

relationship was proposed to study thi s phenomenon (!lIe relationship between job 

sati sfaction and data security risk). The research study explored (li terature review) the 

psychological and social etiology for thi s behavior. The rationale of thi s study is to 

explore all contributing factors to thi s toxic relationship, to increase data security and 

employee homeostas is. 

The majori ty of data security problems that are reported to law officials can be 

traced back to internal origins. Some companies are unprepared to react to internal 

identity thief. Similarly some data breaches go undetected and its information is utilized 

before data security support can react. 

The first Hypothesis proposes that Decreased employee sati sfaction would 

increase data security risk. According to current research 36data-base breaches are the 

result of a dissatisfied employee in 77% of 

all internal cases and 65% of all data-base 

breaches cases (internal or external)37 

Adversely, ltighly secure data-bases when 

compared to lower security data-bases are 

not safer from internal breaches. 

Interestingly, companies with lower levels 

of job sati sfaction have higher rates of 

incidence regardless of their security. The 

Reasons Given by Employees 
fo r Internal Data-Base Breaches 

D Diuali1f1lld 

• au-

77" 

Fig 9 

combination of several factors is a realistic approach when evaluating a widespread 

problematic phenomenon such as the relationship between job sati sfaction and data-base 

security ri sks. 

'6 FB I CSI Report 2006 
37 Addresses hypothesis I 
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Prior research has demonstrated that management has played a role in the 

dissatisfaction oflT employees; by their poor communication skills and leadership 

abilities. The work place 

envirolUnent has placed IT 

employees under a great deal of 

stress. A majority of employees 

have stated that poor performance 

reviews, lack of company 

recognition, and the inability for 

advancement is the basis for their 

dissatisfaction38 It appears that a 

Dissatisfaction Roots 

D Poor Pemrmance R'\I~ 

• Excenr.c Slres$ 

C Failed Management ......... " 

majority of dissatisfaction is a result of management and policies, not their career. 

Interestingly, these employees are white collar workers who typically do not have any 

representation in the form of unions. This lack of support or bargaining power could 

exacerbate the problem. Although, some research has suggested that labor unions 

typically do not increase job satisfaction some support could increase the perceived 

quality of working conditions. 

Current research has exposed a possible genetic risk factor: Gender. There is not 

a single law when it comes to human behavior, the closest attempts have revolved around 

the principal that men take greater risks than women, and women are more risk adverse 

than men39 Simi larly it is believed that the etilogy for tlus difference is based on risk 

assessment. Traditionaly risk assesment is measuring two quantities of the risk: the 

magnitude of the potential loss, and the probability that the loss will occur. Risk 

assessment may be the most important step in the risk management process, and may also 

be the most difficult and prone to error in males. Hence males perpertrate more data 

securi ty crime (05 FBI) in an independent study Dierking (9 1) fOlmd that males were 

caugth at a lugher rate and admitted to theft at a higher rate. 

38 Gallup poll 2006 Work and the Workplace. 
J9 Jianakoplos, Bernasek (98) Are Women More Risk Adverse. Masters & Meier (88) Sex Differences and 
Risk taking propensity of Entrepreneurs. Helga, Gennaro, Schubert (06) Gender, Financial Risk, and 
Probability Weights 
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The second hypothesis proposes that increasing employee satisfaction decreases 

security ri sk. Interestingly, a country similar to the United States (UK) is acti vely 

working to improve work environments and employee satisfaction40 Similarly, the 

program has increased job satisfaction (Palmer 99). Although, the initial intent of the 

program did not target data security, it appears to have lowered internal incident rates (as 

compared to the US). Surprisingly, this approach was introduced in the form of a bill 

(205 1) through tbe legislation process. Reprehensibly, it appears by comparison (U.S . vs 

U.K.), that blissful work environments drasticall y lowers data-base breaches (68%). 

The third hypothesis 

proposes that dissatisfying jobs and 

data-base breaches are highly 

correlated. Interestingly research has 

established a list of careers and their 

satisfaction levels41
. The career 

satisfaction list establishes a range: 

from the most satisfying careers to 

the most dissati sfying. The li st 

includes 166 careers. The bottom 25 

Most Dissatisfying Jobs 

AudHing clerks 
New account 

ce-ks 

R>cy ~~ 
pr~:~ing~ ~ Tax exarmers 

Accoun~ [576001< keeping 
clerks clerks 

Qed~ analysis First line 
supervisors 

I Fig4 

o New account clerks 

• Tax exalTiners 

o Book keep<,g ce-ks 

o Fnt li1e supervisors 

• Qedit analysis 

o Accounti'lg clerks 

• Poicy pmcesshg 
ce-ks 

o Aud'llQ ce-ks 

careers on the li st would be considered the most dissati sfying careers. The bottom 

25most dissatisfying jobs in America would include 8 careers that would directly work 

with a company's data-base. These careers would include, new account clerks, First line 

supervisors, credit analysis, policy processing clerks, tax examiners, bookkeeping, 

accounting, and auditing clerks. 

Current computer crime records and research have exposed a pattern of inside 

theft and data-base breaches by clerks, and employees who process information. 

Adversely, their appears to be a common pattern in data-base breaches by data 

processors, clerks and jobs with high levels of di ssatisfaction. Interestingly, careers with 

the highest level of dissatisfaction also have the highest levels of data-base breaches. 

40 Addresses hypothesis 2 
41 Adresses hypothesis 3 
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Similarly, research uncovers that employees don't steal for economic reasons; many 

employees will breach the company's data-bases for revenge. 

Impressions 

After a review of all revelant, peer reviewed, empirical studies, the following 

impressions have been reasonably concluded. 

1. Dissatisfied employees increases data-base security risk. 

2. Employees with higher levels of satisfaction decreases data security risk 

by 68%. 

3. The most dissatisfingjobs and data-base breaches are related. 

4. There is a posible covert personality component. 

S. There is a posible genitic contribution to the activity. 

6. The use of hardware and software will not be sufficient to stop dissatisfied 

employees who have axcess to data-bases. 
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CHAPTER III 

METIlODOLOGY 

This chapter will review the methodology that was used, discuss the research 

design, the selection of the subjects, their description, the material used for data 

collection, the procedure followed, and the data analysis. 

The employee is a multidimensional character, subject to the influences of a great 

many variables. The range of differences in behavior is great, and the learned behavior 

patterns are quite diverse. Neither I nor any organiution has the data or the calculus to 

understand employees in their full complexity. The job duties of complicated 

technologies in complicated task environments cannot be explored if the full range of 

human variations comes into play. 

The ability to understand or account for human action is governed largely by our 

choice of measuring scheme or conceptual framework. For the level of understanding I 

seek, I will utilize a simple measure based on Kurt Lewins field study theory ([1935] B= 

f(P +E). Behavior is a function of the person and their environment). 

The purpose of this study was to define and explore job dissatisfaction and data 

security risk. Job dissatisfaction and data security risks were broken down into their 

basic elements and a schematic was designed42 in an attempt to study a proposed relation 

they share. Similarly, an attempt to ascertain which component/s of data security risks or 

job satisfaction is in need of repair. A focus on what administrative changes could be 

made to lower data-base risk was conducted. 

Research Design 

The current research design approach is a nontraditional polysystematic43 design 

approach. The research design is a reductionistic approach, on a cross sectional study, in 

an ecological context. The research is reductionistic because the study attempts to 

explain complex phenomena in terms of a narrow set of concepts. The use of the 

Department of Justice data involves observations of a sample, or cross section, of the 

42 Dissatisfaction model (page xl 
43 Multiple system design approach (term conceptualized for this report) 
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population that is made at a single point in time. The context of the study is based on 

ecological groups of systems. 

Participants 

A random sample of 117 criminal cases prosecuted under the computer crime 

statute, 18 U.S.C. § 1030 by the Department of Justice was obtained. The cases were all 

tried fromJanuary 1989 to April 2006. 

The cases range from disgruntled employees to espionage. There are 22 cases 

that involve espionage. There are 5 cases that involve the creation of a virus or worm. 

There are 16 cases that involve a public institution such as governmental offices (the 

internal revenue service). There are 32 cases that are highly confidential and involve the 

CIA. There are 7 cases that involved a minor (Child under the age of 18 years old) down 

loading media (music/video). There are 35 cases that involve a Private company and 

computer intrusions from either internal or external persons. 

Selection of cases 

The cases were evaluated for applicability to the current research. It was deemed 

that cases involving espionage (foreign spying involving military or government 

classified information) were not applicable to this study. Similarly all confidential cases 

that the CIA was involved in were also deemed not applicable to this research. 

Furthermore, the 16 cases that involved the governmental offices were also deemed not 

applicable to this research. The cases involving a minor that down loaded music or video 

files was also deem not applicable to this study. The cases previously mentioned 

although they have merit they did not affect an individual firm. The cases that were 

deemed applicable to the current research are all cases that individual firms, and or 

corporations, that were targeted by an individual or group. 
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Instrument 

One instrument was filled out by the researcher investigating the cases (Appendix 

II page 36). The instrument consists of two independent subscales of which one has 5 

items and the second has 8 items. The At Risk subscale assesses the security risks by 

employees. The Dissatisfaction subsca1e assesses the level of dissatisfaction felt by the 

employee. 

The items are arranged on a yes, no, and no answer 1-3 point scale. The total 

scores from the each subsca1e are obtained by Slimming the items, and they should range 

from 0-15 for the first scale and 0-24 for the second subsca1e. Higher scores reflect an, at 

risk categorization and a high level of data security risk. 

Demographics 

Demographic data was gathered by a 3 item questionnaire. The questions 

assessed were gender age and ethnicity. The demographics for this sample elicited: 35 

males & 5 females, in the age category 5 were under 25 years old, 19 were between 26 

and 35, and 13 were over 35 years old. The ethnicity of the sample included 2African, 3 

Asian, 28 Caucasian, and 3 were of Latin decent. The questions and answers for the 

demographic section were all considered nominal data for statistical analysis. 

Reliabilitv 

The measure utilized for the study manifested excellent psychometric properties. 

Internal reliability was determined by Cronbach alpha coefficients. The following 

Cronbach alpha coefficients were obtained 2006 a=.89. 

Procedure 

The survey was completed by the researcher in three one hour sittings. The 

researcher was given written directions before administrating each measure. 

Data Analvsis 

It appeared that the treatment ofthe data by percentages and averages, and the 

content analysis of the questions, was sufficient to answer the questions of the study. The 
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analysis of the data collected was used to evaluate findings, identify problems, and make 

recommendations for present and future implications. 

Limitations of the Study 

This study was limited by its sample size (117 subjects). The results although significant 

should not be viewed as infallible due to a convenience sample. Furthermore, complete 

details of the cases were not available for viewing, and biases could not be assessed. 
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CHAPTER IV 

RESULTS 

The purpose of this study was (a) To detemrine if there exists a relationship between 

dissatisfied employees who have access to data-bases and security risks. (b) To ascertain 

which componentls of data security risks or job satisfaction are in need of repair. ( c) To 

explore what administrative changes could be made to lower data-base security risk. (d) 

To discover what educational programs can be put in place to lower data security risks. 

An analysis of the data collected was used to evaluate findings, identify problems, and 

make recommendations for present and future implications. 

Several hypotheses were tested: 

l. It is assumed that the decline of employee satisfaction would result in 

higher data-base risk. 

2. It is assumed that as employee satisfaction rises data-base risk will 

decrease. 

3. It is assumed that the most dissatisfying jobs and data-base breaches were 

related. 

It appears that the treatment of the data by percentages and averages was sufficient to 

answer the questions of this study. 

The first hypothesis proposed that the decline of employee satisfaction would 

result in higher data-base risk. In order to test this hypothesis an Analysis ofYariance 

was conducted (ANDY A). The dependent variable: (Was the data-base breached by an 

employee) and the independent variable: (Did the investigator identify the employee as 

being disgruntled). This was found to be statistically significant, F (814), p<.OOO. The 

strength of the relationship as indexed by eta', was .98. These results indicated that the 

decline of employee satisfaction results in higher data-base security risk (M= 1. 70, 

SD=.823). 
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The second hypothesis proposed that as employee satisfaction raises data-base 

risk will decrease. In order to test this hypothesis an Analysis of Variance was 

conducted (ANOV A). The dependent variable: (Was the data-base breached by an 

employee) and the independent variable: (was the employee satisfied). This was found 

to be statistically significant,:E (906), ~<.OS. The strength of the relationship as indexed 

by eta2
, was .96. These results indicated that as dissatisfaction of an employee rises data

base security risk rises (M=2.79, SD=.S92). 

The third hypothesis proposed that the most dissatisfying jobs and data-base 

breaches are related. In order to test this hypothesis an Analysis ofVariarice was 

conducted (ANOVA). The dependent variable: (Was the data-base breached by an 

employee) and the independent variable: (Was the employee a clerk or front line 

manager). This was found to be statistically significant,:E (709.8), ~.OOO. The strength 

of the relationship as indexed by eta2
, was .99. These results indicated that the most 

dissatisfying jobs and data-base breaches are related (M=2.88, SD=.632). 
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CHAPTER V 

DISCUSSION 

The purpose of the current study was to examine the effect of job satisfaction on 

data-base security risk with respect to identity theft. The first hypothesis proposed that 

the decline of employee satisfaction would result in higher data-base risk. The 

hypothesis was supported suggesting that as satisfaction of an employee lowers data-base 

risk rises. These findings are consistent with FBI, and the Department of Justice statistics. 

The findings suggest that over 70% data-base breaches are a result of a dissatisfied 

employee. A dissatisfied employee may receive some internal perceived benefit from this 

revengeful act. The dissatisfaction of an employee is the critical variable in 

understanding data-base breaches. 

The second hypothesis proposed that as employee satisfaction rises data-base risk 

will decrease. The hypothe is was supported, suggesting that as job satisfaction rises a 

companies level of data-base risk will decrease. This finding is consistent with the first 

hypothesis. The finding suggests that job satisfaction plays a vital role in data-base risk 

or security. 

The third hypothesis proposed that 

the most dissatisfying jobs and data-base 

breaches are related. The hypothesis was 

supported, suggesting a direct relationship 

between the most dissatisfying jobs and 

data-base breaches. The findings suggest 

that, job dissatisfaction amongst the most 

dissatisfying jobs in America, have the 
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highest levels of data-base breaches. The most dissatisfying jobs in America account for 

over 95% of all data-base breaches. 

Our understanding of the dynanlics that cause job dissatisfaction is limited and 

perhaps biased. It appears evident that techniques utilized currently to motivate and 

create job satisfaction are failing across the board . The result of job dissatisfaction has 

caused $4.3 billion dollars of financial damage, to firms, churches, families, and single 
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persons (from January to December in 2005). Adversely, the perpetrators motive is 

revenge against their employer's not personal gain. Interestingly, a company's data-base 

could be neutralized as a point of revenge, if firms attempted to keep their employees 

relatively satisfied. 

Similarly, most employees claim that better performance reviews and managers 

with better communication styles would increase job satisfaction. The basis for 

motivation of a work force or employees is to boost or maintain performance. It is a well 

established fact that true motivation increases productivity. The act of increasing the 

satisfaction of an employee also increases performance. 

The economics of addressing data-base risk was explored. The approaches 

explored were the use of sophisticated hardware, a policy program, and an employee 

satisfaction program. The value of the three approaches was assessed. Interestingly, the 

hardware and policy program both had a diminishing return on investment. They both 

had a negative net present value. Not surprisingly, the employee satisfaction program 

had a positive return on investment and net present value. It appears from a financial 

perspective that the satisfaction project should be accepted. 

Concluding Statement 

After concluding research on identity theft, I have come to a well reasoned 

conclusion that many people's lives have been tom apart and their dreams shattered by 

this travisty. I feel how weak and fruitless any research must be; that would attempt to 

empower and comfort them from the grief, of a loss so overwhelming. However, I 

cannot refrain from tendering to them, and creating a program that may cease a major 

amount of this activity. I pray that time may diminish the anguish of their loss, and leave 

them with only the cherished memory of their regained dreams; and the solemn pride that 

will be theirs to have persevered through this travesty. For these reasons a comprehensive 

program has been designed and is attached in the appendix (Wellness program: page 66). 

Future research should focus on personality types for possible solutions to 

communication misunderstandings. By eliminating misunderstandings caused by 

communications styles of personalities a majority of dissatisfaction could be addressed. 
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APENDIXI 

Dissatisfaction Model 

I Personality I I Stress I I Revenge I 
" ~ 

, 

Employee r Environment r Dissatisfied 

• ~ .~ 

• r-=~~ •• I Predlsposltlons I I Data-Base RIsk I 

Operationalization of the dissatisfaction model 

This model is based on Kurt Lewins' (1935) field research theory which states 

that behavior is a function of the person and their environment. This model proposes that 

dissatisfaction is both a result of the person and constitutional predispositional factors, 

and their environment. This model describes the pronunciation of data-base breaches, 

which are produced by the interaction of a vulnerable predisposition, with precipitating 

events in the environment. 

In the dissatisfaction model, a persons' vulnerability or predisposition interacts 

with the environment and life events (stressors) to trigger behaviors. The greater the 

underlying vulnerability, the less stress is needed to trigger the behavior. Conversely, 

where there is a smaller personality contribution greater life stress is required to produce 

the particular result. Although. someone with a predisposition towards high/low self 

esteem does not necessarily mean they will ever breach a data-base. Both the 

predispositions and the stress are required for dissatisfaction to happen. 
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Spring 2006 

Dear Colleague: 

APENDIXII 
MEASURE 

INSTRUCTIONS 

(Adjudicator copy) 

My name is Chris Rachal and I am a graduate student in the Business department 
at the University of Hawaii. I am currently working on my Thesis to fulfill the 
requirements for, a Masters of Business Administration degree. My Thesis topic concerns 
job satisfaction and data-base security risks. 

In order to address my research question I have collected data (cases) from the 
department of justice. It is essential that all of the criminal cases be evaluated for 
applicability of my research. Each case will be evaluated using the measure below. There 
is no right or wrong answers, so answer each question according to the criteria 

Through my research I have found very little academic, public research, private 
research, or information proposing the possible relationship between job dissatisfaction 
and data-base security risks. If you have any questions or concerns regarding our study, 
please contact me by phone at (808) 258-4144, or by E-mail at rachal@hawaii.edu. 
Thank you for your participation. 

If any questions, or issues should arise as a result of this study. Please feel free to contact 
this Psychological referral center ASK-2000 (808-275-2000). 

Demographies 
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Please Circle, or Write in Appropriate Answer. 

What is the of the suspect gender? 
a. Male 
b. Female 

What is their Age? ____ _ 

What is their marital status? 
a. Single 
b. Married 
c. Divorced 
d. Legally Separated 
e. Widowed 
r. Cohabitating 

What is their Ethnicity? 
a. HispaniclLatino 
b. African American 
c. Asian Ameriean 
d. Pacific Islander 
e. Caucasian 
f. Native American 
g. Other 

What is their education level? 
a. High School 
b. Some coUege 
c. CoUege gradnate 
d. Professional degree 
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Measure 

Instructions: Below are some of the reasons given lor a person to be considered 
dissatisfied. Please indicate If tbe employee was dissatisfied by circling appropriate 
answer. 

I. An employee was fired or laid off. (yes) (no) 

2. The Employee had a history of complaints. (yes) (no) 

3. The employee was seeking revenge. (yes) (no) 

4. The employee openly admitted to being dissatisfied. (yes) (no) 

5. The employee was identified by investigators to be dissatisfied or disgruntled. 
(yes) (no) 

Instructions: Below are some oftbe reasons that Data-bases may be at risk. Please 
indicate how tbe security was breached, by circling tbe appropriate answer. 

I. The data-base was breached by and external party. (yes) (no) 

2. The data-base was breached by an employee or ex-employee (yes) (no) 

3. The data-base held personal information of its clients. (yes) (no) 

4. The data-base held intellectual property information only useful to firms or 
companies in similar fields. (yes) (no) 

5. The data-base utilized complex security devices to protect from external threats. 
(yes)(no) 

6. The data-base had a complex security system to protect it from internal threats. 
(yes)(no) 

7. The data-base security perpetrator had tbe access codes to complete tbeir job. 
(yes)(no) 

8. The firm has data security specialists on staff. (yes) (no) 
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APENDIXIII 
U.S. LAW 

~TEDSTATESCODEANNOTATED 

TITLE 18. CRIMES AND CRIMINAL PROCEDURE 
PART I-CRIMES 

CHAPTER 47-FRAUD AND FALSE STATEMENTS 

§ 1030. Fraud and related activity In connection with compnters 

(a) Whoever-

(1) having knowingly accessed a computer without authorization or exceeding authorized 
access, and by means of such conduct having obtained information that has been 
determined by the United States Government pursuant to an Executive order or statute to 
require protection against unauthorized disclosure for reasons of national defense or 
foreign relations, or any restricted data, as defined in paragraph y of section 11 of the 
Atomic Energy Act of 1954, with reason to believe that such information so obtained 
could be used to the injury of the United States, or to the advantage of any foreign nation 
willfully communicates, delivers, transmits, or causes to be communicated, delivered, or 
transmitted, or attempts to communicate, deliver, transmit or cause to be communicated, 
delivered, or transmitted the same to any person not entitled to receive it, or willfully 
retains the same and fails to deliver it to the officer or employee of the United States 
entitled to receive it; 

(2) intentionally accesses a computer without authorization or exceeds authorized access, 
and thereby obtains-

(A) information contained in a financial record of a financial institution, or of a card 
issuer as defined in section 1602(n) of title 15, or contained in a file ofa consumer 
reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting 
Act (15 U.S.C. 1681 et seq.); 

(B) information from any department or agency of the United States; or 

(C) information from any protected computer if the conduct involved an interstate or 
foreign communication; 

(3) intentionally, without authorization to access any nonpublic computer of a department 
or agency of the United States, accesses such a computer of that department or agency 
that is exclusively for the use of the Government of the United States or, in the case ofa 
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computer not exclusively for such use, is used by or for the Government of the United 
States and such conduct affects that use by or for the Government of the United States; 

(4) knowingly and with intent to defraud, accesses a protected computer without 
authorization, or exceeds authorized access, and by means of such conduct furthers the 
intended fraud and obtains anything of value, unless the object of the fraud and the thing 
obtained consists only of the use of the computer and the value of such use is not more 
than $5,000 in any I-year period; 

(5)(A)(i) knowingly causes the transmission of a program, information, code, or 
command, and as a result of such conduct, intentionally causes damage without 
authorization, to a protected computer; 

(ii) intentionally accesses a protected computer without authorization, and as a result of 
such conduct, recklessly causes damage; or 

(iii) intentionally accesses a protected computer without authorization, and as a result of 
such conduct, causes damage; and 

(B) by conduct described in clause (i), (ii), or (iii) of subparagraph (A), caused (or, in the 
case of an attempted offense, would, if completed, have caused)-

(i) loss to I or more persons during any I-year period (and, for purposes of an 
investigation, prosecution, or other proceeding brought by the United States only, loss 
resulting from a related course of conduct affecting I or more other protected computers) 
aggregating at least $5,000 in value; 

(ii) the modification or impairment, or potential modification or impairment, of the 
medical examination, diagnosis, treatment, or care of I or more individuals; 

(iii) physical injury to any person; 

(iv) a threat to public health or safety; or 

(v) damage affecting a computer system used by or for a government entity in furtherance 
of the administration of justice, national defense, or national security; 

(6) knowingly and with intent to defraud traffics (as defined in section 1029) in any 
password or similar information through which a computer may be accessed without 
authorization, if-

(A) such trafficking affects interstate or foreign commerce; or 

(B) such computer is used by or for the Government of the United States; 
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(7) with intent to extort from any person any money or other thing of value, transmits in 
interstate or foreign commerce any communication containing any threat to cause 
damage to a protected computer; 
shall be punished as provided in subsection (c) of this section. 

(b) Whoever attempts to commit an offense under subsection (a) of this section shall be 
punished as provided in subsection (c) of this section. 

(c) The punishment for an offense under subsection (a) or (b) of this section is-

(l )(A) a fine under this title or imprisomnent for not more than ten years, or both, in the 
case of an offense under subsection (a)(l) of this section which does not occur after a 
conviction for another offense under this section, or an attempt to commit an offense 
punishable under this subparagraph; and 

(B) a fine under this title or imprisomnent for not more than twenty years, or both, in the 
case ofan offense under subsection (a)(I) of this section which occurs after a conviction 
for another offense under this section, or an attempt to commit an offense punishable 
under this subparagraph; 

(2)(A) except as provided in subparagraph (B), a fine under this title or imprisomnent for 
not more than one year, or both, in the case of an offense under subsection (a)(2), (a)(3), 

(a)(5)(A)(ili), or (a)(6) of this section which does not occur after a conviction for another 
offense under this section, or an attempt to commit an offense punishable under this 
subparagraph; 

(B) a fine under this title or imprisomnent for not more than 5 years, or both, in the case 
of an offense under subsection (a)(2), or an attempt to commit an offense punishable 
under this subparagraph, if-b 

(i) the offense was committed for purposes of commercial advantage or private financial 
gain; 

(ii) the offense was committed in furtherance of any criminal or tortious act in violation 
of the Constitution or laws of the United States or of any State; or 

(iii) the value of the information obtained exceeds $5,000; 

(C) a fine under this title or imprisomnent for not more than ten years, or both, in the case 
ofan offense under subsection (a)(2), (a)(3) or (a)(6) of this section which occurs after a 
conviction for another offense under this section, or an attempt to commit an offense 
punishable under this subparagraph; 

(3)(A) a fine under this title or imprisomnent for not more than five years, or both, in the 
case ofan offense under subsection (a)(4) or (a)(7) of this section which does not occur 
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after a conviction for another offense under this section, or an attempt to commit an 
offense punishable under this subparagraph; and 

(B) a fine under this title or imprisonment for not more than ten years, or both, in the case 
ofan offense under subsection (a)(4), (a)(5)(A)(iii), or (a)(7) of this section which occurs 
after a conviction for another offense under this section, or an attempt to commit an 
offense punishable under this subparagraph; and 

(4)(A) a fine under this title, imprisonment for not more than 10 years, or both, in the 
case of an offense under subsection (a)(5)(A)(i), or an attempt to commit an offense 
punishable under that subsection; 

(B) a fine under this title, imprisonment for not more than 5 years, or both, in the case of 
an offense under subsection (a)(5)(A)(ii), or an attempt to commit an offense punishable 
under that subsection; 

(C) a fine under this title, imprisonment for not more than 20 years, or both, in the case of 
an offense under subsection (a)(5)(A)(i) or (a)(5)(A)(ii), or an attempt to commit an 
offense punishable under either subsection, that occurs after a conviction for another 
offense under this section. 

(d)(l) The United States Secret Service shall, in addition to any other agency having such 
authority, have the authority to investigate offenses under this section. 

(2) The Federal Bureau of Investigation shall have primary anthority to investigate 
offenses under subsection (a)(I) for any cases involving espionage, foreign 
counterintelligence, information protected against unauthorized disclosure for reasons of 
national defense or foreign relations, or Restricted Data (as that term is defined in section . 
lly of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y», except for offenses affecting 
the duties of the United States Secret Service pursuant to section 3056(a) of this title. 

(3) Such authority shall be exercised in accordance with an agreement which shall be 
entered into by the Secretary of the Treasury and the Attorney General. 

( e) As used in this section--

(I) the term "computer" means an electronic, magnetic, optical, electrochemical, or other 
high speed data processing device performing logical, arithmetic, or storage functions, 
and includes any data storage facility or communications facility directly related to or 
operating in conjunction with such device, but such term does not 'include an automated 
typewriter or typesetter, a portable hand held calculator, or other similar device; 

(2) the term "protected computer" means a computer-

(A) exclusively for the use of a financial institution or the United States Government, or, 
in the case of a computer not exclusively for such use, used by or for a financial 
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institution or the United States Government and the conduct constituting the offense 
affects that use by or for the financial institution or the Government; or 

(B) which is used in interstate or foreign commerce or communication, including a 
computer located outside the United States that is used in a manner that affects interstate 
or foreign commerce or communication of the United States; 

(3) the term "State" includes the District of Columbia, the Commonwealth of Puerto 
Rico, and any other commonwealth, possession or territory of the United States; 

(4) the term "financial institution" means-

(A) an institution with deposits insured by the Federal Deposit Insurance Corporation; 

(B) the Federal Reserve or a member of the Federal Reserve including any Federal 
Reserve Bank; 

(C) a credit union with accounts insured by the National Credit Union Administration; 

(D) a member of the Federal home loan bank system and any home loan bank; 

(E) any institution of the Farm Credit System under the Farm Credit Act ofl971; 

(F) a broker-dealer registered with the Securities and Exchange Commission pursuant to 
section 15 of the Securities Exchange Act of 1934; 

(0) the Securities Investor Protection Corporation; 

(H) a branch or agency of a foreign bank (as such terms are defined in paragraphs (I) and 

(3) of section l(b) of the International Banking Act ofl978); and 

(1) an organization operating under section 25 or section 25(a) of the Federal Reserve 
Act. 

(5) the term "financial record" means information derived from any record held by a 
financial institution pertaining to a customer's relationship with the financial institution; 

(6) the term "exceeds authorized access" means to access a computer with authorization 
and to use such access to obtain or alter information in the computer that the accesser is 
not entitled so to obtain or alter; 

(7) the term "department of the United States" means the legislative or judicial branch of 
the Government or one of the executive departments enumerated in section 101 of title 5; 
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(8) the term "damage" means any impainnent to the integrity or availability of data, a 
program, a system, or information; 

(9) the term "government entity" includes the Government of the United States, any State 
or political subdivision of the United States, any foreign country, and any state, province, 
municipality, or other political subdivision of a foreign country; 

(10) the term "conviction" shall include a conviction under the law of any State for a 
crime punishable by imprisonment for more than I year, an element of which is 
unauthorized access, or exceeding authorized access, to a computer, 

(11) the term "loss" means any reasonable cost to any victim, including the cost of 
responding to an offense, conducting a damage assessment, and restoring the data, 
program, system, or information to its condition prior to the offense, and any revenue 
lost, cost incurred, or other consequential damages incurred because of interruption of 
service; and 

(12) the term "person" means any individual, firm, corporation, educational institution, 
financial institution, governmental entity, or legal or other entity. 

(f) This section does not prohibit any lawfully authorized investigative, protective, or 
intelligence activity of a law enforcement agency of the United States, a State, or a 
political subdivision of a State, or of an intelligence agency of the United States. 

(g) Any person who suffers damage or loss by reason of a violation of this section may 
maintain a civil action against the violator to obtain compensatory damages and 
injunctive relief or other equitable relief. A civil action for a violation of this section may 
be brought only if the conduct involves I of the factors set forth in clause (i), (ii), (iii), 

(iv), or (v) of subsection (a)(S)(B). Damages for a violation involving only conduct 
described in subsection (a)(S)(B)(i) are limited to economic damages. No action may be 
brought under this subsection unless such action is begun within 2 years of the date of the 
act complained of or the date of the discovery of the damage. No action may be brought 
under this subsection for the negligent design or manufacture of computer hardware, 
computer software, or firmware. . 

(h) The Attorney General and the Secretary of the Treasury shall report to the Congress 
annually, during the first 3 years following the date of the enactment of this subsection, 
concerning investigations and prosecutions under subsection (a)(S). 
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APENDIXIV 

The Weighted Average Cost of Capital 

The Opportunity COST OF EQUITY 

The long-tenn strategy is a debt-equity ratio of one, the un-levered beta is assumed to be 
1.1 and the market risk premium 5.5%. The corporate tax rate is 28%, and the company 
pays all taxes on dividend. The company's stock has low liquidity, and a liquidity 
premium of 2% has been added. 

COST OF EQUITY (%) 
2003 2004 2005 

Expected Risk Free Rate of Return 6,9 6,5 6,4 
Tax Adjustment of Risk-free Rate (1,9) (1,8) (1,8) 

Tax Adjusted Risk Free Rate 5,0 4,7 4,6 
Market Risk Premium 5,5 5,5 5,5 
Tax Adjustment of Market Premium 1,9 1,8 1,8 

Tax Adjusted Market Premium 7,4 7,3 7,3 

Adjustment for beta:f; 1. 0,7 0,7 0,7 

Adjusted Market Risk Premium 8,2 8,1 8,0 

Liguidity Premium 2,0 2,0 2,0 

Post Investor Tax Expected Return 15,1 14,7 14,6 
Investor Tax on Return on Equity 0,0 0,0 0,0 
Pre Investor Tax Expected Return 15,1 14,7 14,6 

In this simulation all data in the tables will be recalculated for every trial (simulation), 
and in the end it will produce the basis for estimating the probability distributions for the 
variables. This approach will in fact create a probability distribution for every variable in 
the profit and loss account as well as in the balance sheet. 

The Opportunity COST OF DEBT 
It is assumed that the pre-tax debt interest rate can be calculated using risk adjusted 
return on capital (RAROC) as follows: 

Lenders Cost = Lc+L L +LA+LRP 
I.e = Lenders Funding Cost (0.5%), LL = Lenders Average Expected Loss (1.5%), 
LA = Lenders Administration Cost (0.8%), LRP = Lenders Risk Premium (0.5%). 

The parameters (and volatility) have to be estimated for the different types of debt 
involved. In this case there are two types; short -term with a maturity of four years and 
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long-term with a maturity of 10 years. The risk free rates are taken from the implicit 
forward rates in the yield curve and lenders cost are set to 3.3%. 

COST OF SHORT-TERM DEBT (%) 
2003 2004 2005 

Forward Short-term Risk-free Rate 6,5 6,3 6,2 
Lenders Cost 3,3 3,3 3,3 

Pre Tax Cost of Short-term Debt 
Tax Shield on Interest Payment 

9,8 9,6 9,5 
(2,7) (2,7) (2,7) 

Post Tax Cost of Short-term Debt 7,1 6,9 6,9 

COST OF LONG-TERM DEBT (%) 
2003 2004 2005 

Forward Long-term Risk-free Rate 6,3 6,2 6,1 
Lenders Cost 3,3 3,3 3,3 
Pre Tax Cost of Long-term Debt 9,6 9,5 9,4 
Tax Shield on Interest Payment (2,7) (2,7) (2,6) 
Post Tax Cost of Long-term Debt 6,9 6,8 6,8 

In every period the cost and value of debt are recalculated using the current rates for that 
maturity, ensuring use of the current (future) opportunity cost of debt. 

THE MARKET VALUE WEIGHTS 
By solving THE SIMULTANEOUS EQUATIONS, WE FIND the market value for each 
type of debt and equity: 

MARKET VALUE OF DEBT AND EQUITY 
2003 

Market Value of Short-term Debt 
Market Value of Long-term Debt 
Market Value of Equity 
Market Value of Entity 

VALUE WEIGHTS IN WACC 

2,5 
568,7 
14.471,7 
15.316,9 

2004 
295,7 
607,7 
16.771,7 
17.675,0 

2005 
310,0 
641,9 
19.186,4 
20.138, 

2003 2004 2005 
Short-term Debt % of. Market Value 
Long-term Debt % of. Market Value 
Equity % of Market Value 
Market Value 
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1,8 
3,7 
94,S 
100,0 

1,7 
3,4 
94,9 
100,0 

1,5 
3,2 
95,3 
100,0 



MULTIPLYING THE VALUE WEIGHTS BY THE RESPECTIVE RATE AND 
ADDING, GIVE US THE PERlODIC MOST PROBABLE WACC RATE: 

WEIGHTED AVERAGE COST OF CAPITAL (%) 

2003 2004 2005 
Short-tenn Debt part of W ACC 
Long-tenn Debt part of W ACC 
Equity part of W ACC 

W A CC Rate (%) 

0,1 
0,3 
IS,5 

18,9 

0,1 
0,2 
IS ,7 

19,1 

0,1 
0,2 
19,0 
19,3 

As can be seen fTom the table above, the rate vari es slightly from year to year. The 
relative small differences are mainly due to the low gearing in the forecast period. 

SIMULATION 
In the figure below I will show the result from simulation of the company' s operations, 
and the resulting W ACC for year 2Q05 . This shows that the expected value ofW ACC in 
is 17.4 %, compared with the most probable value of I S.9 %. This indicates that most 
companies will need more capital in the future, and that an increasing part will be 
financed by debt. A graph of the probability distributions for the yearly capital 
transactions (debt and equity) in the forecast period would have confinned thi s. 

Fr eq ,en cy and Pr obability D istribu t ion for WACC 
Expected v alue = 17.4 , Standao' ci deviation = 1.19, 

Minimum = 14. 1, M aximum = 19.5 
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In the fi gure the curve indicates the cumulative probability distribution for the value of 
W ACC in this period and the columns the fTequencies. By drawing horizontal lines on 
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the probability axis (left), we can find confidence intervals for W ACC. In this case there 
is only a 5% probability that WACC will be less than 15%, and a 95% probability that it 
will be less than 20%. So we can expect W ACC for 2003 with 90% probability to fall 
between 15% and 20%. The variation is quite high - with a coefficient of variation of 6.8. 
We can then expect that measures of company perfonnance and value also will have 
relative high variation. 

VALUATION 
The value of the company and the resulting value of equity can be calculated using either 
the free cash flow or the economic profit approach. Correctly done, both give the same 
value. This is the final test for consistency in the business model. The calculations are 
given in the tables below, and calculated as the value at end of every year in the forecast 
period. 

FREE CASH FLOW VALUATION 
2003 2004 2005 

Market Value of Free 7.218,8 8.034,0 8.636,3 
Cash Flow 
Continuing Value of 8.098,1 9.641,0 11.501,9 
Free Cash Flow 
Value of Entity by Free 15.316,9 17.675,0 20.138,3 
Cash Flow 
Value of Debt (845,2) (903,3) (951,9) 

Value of Equity by Free 14.471,7 16.771,7 19.186,4 
Cash Flow 

Typically, the market value of free cash flow is the discounted value of the yearly free 
cash flow in the forecast period, while the continuing value is the value of continued 
operation after the forecast period. All surplus cash are paid, as dividend so there is no 
excess marketable securities. 

ECONOMIC PROFIT VALUATION 
2003 2004 2005 

Invested Capital at Beginning of Period 0,0 254,4 387,9 
Capital Charge 0,0 48,5 74,9 
Market Value of Economic Profit 7.511,9 8.080,1 8.589,8 
Continuing Value of Economic Profit 7.805,0 9.292,0 11.085,7 
Value of Entity by Economic Profit 15.316,9 17.675,0 17.675,0 
Value of Debt (845,2) (903,3) (951,9) 

Value of Equity by Economic Profit 14.471,7 16.771,7 19.186,4 
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The company started operations in 2003 after having made the initial investments. The 
charge on capital is the W ACC rate multiplied by the value of invested capital. In this 
case capital at beginning of each period is used, but average capital or capital at end 
could have been used with a suitable definition of capital charge. 

Economic profit has been calculated by multiplying RIOC - W ACC with invested capital, 
and the market value at any period is the net present value of future economic profit. The 
value of debt as the net present value of future debt payments - is equal for both methods. 
For both methods using the same series ofWACC when discounting cash the flows, we 
find the same value for the both company and equity. This ensures that the calculations 
are both correct and consistent. 

The Opportunity COST OF EQUITY 

The equation for the cost of equity (pre investor tax), using the capital asset pricing 
model (CAPM) is: 

C=R+M'" ~+L 
R = risk-free rate, ~ = the levered systematic risk of equity, 
M = market risk premium, L = liquidity premium. 

If tax on dividend and interest income differs, the risk-free rate and the market premium 
has to be adjusted, assuming tax rate -tj , for interest income: 

R = (l-tj)"'R and M = M+tj"'R . 
tj = Investor tax rate, R = tax adjusted risk-free rate, M = tax adjusted market 
premium 
The pre-tax cost of equity can then be computed as: 

Ce(pre-tax)= CJ(I- t.J) = RI(I-t.J)+ ~ '" M /(1- t.J)+ Lp /(1- t.J) 

Ce(pre-tax)= CJ(I- t.J) = R /(1- t.J)+ ~ '" M/(1- t.J)+ Lp /(1- t.J) 
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APPENDIX V 
Theory of Constraints 

The Theory of Constraints (TOC) is a managerial philosophy that focuses on the 
resources of an organization, and on improving the performance of an organization. This 
is typically accomplished by eliminating constraints in a process, that directly affect, the 
output and P&L of a company. This approach proposes to solve constraints and 
problems in a logical way: by building a logic chart of the problem, finding its roots and 
developing steps to remove the root of the problem. 

TOC contends that the output of any system consists of a series of steps where the output 
of one step depends on the output of another, or more steps will be limited, or 
constrained, by the least productive steps. Similarly a system's constraint dictates its 
performance. To increase the system's performance it is imperative to identify and 
explore the system's constraint. The TOC processes was initially developed as a tool for 
manufacturers. This tool was designed to assist them in identifying, and overcoming 
Policy Constraints, that inhibited them from optimal performance. 

Policy Constraints at the core of many problems 

Dr. Goldratt, the originator of the Theory of Constraints, viewed complex problem 
situations in an unconventional manner. His intuition allowed him to ascertain the root 
cause of the problem rapidly, and construct a simple, practical solution that often broke 
all the conventional rules. Inevitably Dr Goldratt found that the causation of most 
problems was a policy constraint of some kind. This consisted of, policies or procedures, 
rules or measurements: ways of working, whether written or unwritten, formal or 
informal, that passed unchallenged in the daily operation of the business but were 
preventing the company from achieving the next break-through in performance 
improvement. These are what he called "Policy Constraints." 
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APPE DIX VI 
Standard et Present Values 

UBS Paine Webber Supplemental Security System 

A 

I 
1 2 ICo~of~1 
I 3 I 
I 4 flaxes 
I 5 ,Yeaf 
I 6 
7 

18 mow! 
19 Cosioll 

1IIIWACC 
11' PoriM: 

113 
114 
liS 
116 
117 UroM II." CASH flOWS 

e klss 

I 

I 251 less Taxes 
rTaxes 

1 " 

. lCashfkrM 
119 

I I~, CASH FLOWS 
131 
,31 SaWage 00 N? 
33 NWC. Reversal 

35 TOTAl CASH flOWS 
J6 
J/ e fadOfs 
38 

e 01 Cas/rflow 

41 SlJMOFr.A~H~I~ 
41 Savage Value 01 ~e old madline 

B C DE fiG HI J 
I NPV : ,I Seeurity System 

l.1l laxBate 34% 
5 22,1XIl 13% 

WACC 19.3% 
6 

0.200 o.m 0.192 o.m om 0.1)511 

ew Machine in 6 y" 

$ 11 ,500,0001 
$ 1500,0001 Sao.g. VaL< 22,1XIl 
s 1289,50011 o 
S (2,289,5001 BookGail 22,1XIl 

Taxes 1m 74BO 

·1 o 6 

II " (4l1li,l1li11 1 1 1 f1,~1 11I2 ,~1I 111,l1li11 
$ 12,000 I S 12,1XIl 5 11,1XIl1 S 11,1XIl 11,1XIl1 S 11,1XIl1 $ 

1 $ 100,134 5 100,134 1 S 100,134 I $ 100)341 $ 100,134 I $ 100,134 
1$ 34,Il10 S 134,08011 $ 34,II1II ! S 34,080 I $ (34,II1II11 S 34,Il10 
1$ 66,154 $ 66,1541 $ 61 ,154 '$ 66,1541$ 66,154 '$ 66,154 
1$ 3OO,1XIl S 4BO,1XIl1 $ 18f,1XIl . 5 171,500 I $ 171,500 5 87,1XIl 
I $ 366,154 $ 546,154 I S 354,154 $ 138,654 I $ 138,654 5 153,154 

o 4 

$ 14,510 

1$ 366,154 15 546,154 5 .354J54. $ 138,654 S 138,654$ 161,67! 

0.6547 0.7305 0.6244 0.5337 0.4l61 0.3898 

$ 311,9531 $ 3fll,973 S 221,114 S 117,3511 $ 108,653 S 65,366 

1$ 1)34,616 
1$ • 
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ASSUMPTIONS 
Cost of Ca~tal 
Salvage Value Pdicy Project 
Yearly income aHer taxes 
Year 
5 Years ACRS 

PERIOD ZERO CASH FLOWS 
Co~ of Pdicy project 
Launch pro·ect 
WACC 
Period Zero Cashflow 

OPERATING CASH FLOWS 

I 
Increase/Decrease in saies 
less Change in possible data loss 
Change in Labor cosls 
Depreciation I 
Maintenance of New Project 
Net income before Taxes 
Less Taxes I 
Net income After Taxes 
Add back depreciatior 
Operating Cash Flow 

END OF LIFE CASH FLOWS 

Salvage on New 
NWC. Reversal 

TOTAL CASH FLOWS 

Present Value Factor 

Present Value of Cashflow 
I 

SUM OF CASH FLOWS 
Savage Value of Policy Project 

I 
NET PRESENT VALUE (tax rate 34% 

$ 

Standard Net Present Values 
Policy Program UBS Paine Webber 

Standard NPV of Polic~ Project 
0.t7 Tax Rate 

- Borrow Rate 
34% 
13% 

$8,440,000,000 WACC 19.3% 
0 1 2 3 4 5 

0.200 0.320 0.192 0.115 0.115 

Disposal of Program in 6 yrs 
$ (750,000) 
$ (50,000) Salvage Valtre 0 
$ (144,750 Book Value 0 
$ (944,750 BookGain 0 

Taxes Due 0 
After-Tax 

Salv;!ge Value Q 

0 1 2 3 4 5 

S (500,000 S (500,000 $ (500,000 $ (500,000) S (500,000 S 
S 150,234 $ 150,234 $ 150,234 S 150,234 $ 150,234 S 
S (50,000 $ (50,000) $ (50,000 S (50,000 $ (50,000 S 

$ 12,000 $ 12,000 $ 12,000 $ 12,000 S 12,000 $ 
$ 100,253 $ (399,766 $ (399,766 $ (399,766 S (399,766 $ 
$ 34,086 $ 135,920 S (135,920 $ (135,920 $ 135,920 $ 
$ 66,167 $ (263,846 S (263,846) $ (263,846 $ (263,846 $ 

$ 66,167 $ (263,846 $ (263,846 $ (263,846 $ (263,846) $ 

0 1 2 3 4 5 

S 
S 

6 
0.058 

6 

(500,000 
150,234 
(50,000 

12,000 
399,766 
135,920) 
263,846 

(263,846 

6 

$ 66,167 $ (263,846 S (263,846 $ (263,846 S (263,846 $ (263,846 

0.8547 0.7305 0.6244 0.5337 0.4561 0.3898 

$ 56,553 S (192,743) $ (164,7371 $ (140,801) $ (120,343 $ (102,857) 

S (664,928 
$ . 

S 11 609678 
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Standard Net Present Value 
Employee Satisfaction Program UBS Paine Webber 

ASSUMPTIONS Standard NPV Em~lo~ee satisfaction ~rQ9ram 
Cost of Capnal 0.17 Tax Rate 34% 
Salvage Va~e I'ro9ram $ Borrow Rate 13% 
Yearly income after lakes \8,440,000,000 WACC 19.3% 
Year 0 1 2 3 4 5 6 
5 Years ACRS 0.200 0.320 0.192 0.115 0.115 0.058 

PERtOD ZERO CASH FLOWS Disposat of Program in 6 vrs 
Cost of New Program $ 11,000,000) 
Set up program S 1500,000) Satlage V~ue 0 
WACC S 1193,000) BookV,tue 0 
Period Zero Casi'llow S 11,693,000) BooiIGain a 

Taxes Due 0 
After·Tax 

SaI~eVa~ 0 

OPERATtNG CASH FLOWS 0 1 2 3 4 5 6 

I 
lraease in sales I 900'. I 759,600,000 $ 759,600,000 $ 759,600,000 $ 759,600,000 S 759,600,000 $ 759,600,000 
~ss Change in pessiNe ~ss $ 150,234 $ 150,234 $ 150,234 $ 150,234 S 150,234 S 150,234 
Less Change in labor oosts $ · $ · $ · 1 · S · S 
Depreciation I 1 · S · $ · $ · $ · $ 
Maintenance of New program $ 12,000 1 12,000 $ 12,000 $ 12,000 $ 12,000 I 12,000 $ 
Net income before Taxes 1 759,750,234 S 759,750,234 $ 759,750,234 S 759,750)34 $ 759,750,234 I 759,750,234 
less Taxes I $ 258,315,060 $1258,315,060) S 258,315,060 S 258,315,060 11258,315,060) $ 258,315,060 
Net income After Taxes $ 501,435,154 S 501 ,435,154 S 501,435,154 $ 501,435,154 $ 501,435,154 $ 501,435,154 
Add back depreriatio $ · S · $ · S · $ · $ 
Operating Cash AOWl S 501 ,435,154 $ 501,435,154 $ 501 ,435,154 $ 501,435,154 $ 501,435,154 S 501,435,154 

EKD OF UFE CASH FLOWS 0 1 2 3 4 5 6 

I 
Salvage on New program $ 
NWC. Reversal $ 112,000 

TOTAL CASH FLOWS S 501,435,154 S 501,435,154 S 501,435,154 $ 501,435,154 $ 501,435,154 $ 501,423,154 

Present Value Fador! 0.8547 0.7305 0.6244 0.5337 0.4561 0.3898 

Present Value of Cashflow $ 428,577,055 $ 366,305,175 $ 313,081,346 $ 267,590,894 $ 226,710,166 $ 195,474,0% 

I 
SUM Of CASH FLOWS S 1,799,738,734 
Savage Vatue of Program S 

I 
NET PRESENT VALUE ftal rale 34%1 S 1 798045,734 
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APPENDIXVll 
Kurt Lewins' Bio 

Kurt Lewin is considered to be by many, the most charismatic psychologist of his 
generation. He was born in Germany in 1890. His fonnal training in psychology began in 
1910 in Berlin and led to a Ph.D. in the experimental study of associative learning. 
During World War I Lewin served as a private and eventually became a lieutenant in the 
German army. He was wounded in action and received an Iron Cross. After the war he 
returned to the Psychological Institute in Berlin where he became Privatedozent in 1921. 
In 1927, at the age of37, he advanced to Ausserordentlicher Professor. 

Lewin came to the United States in 1932 as a visiting professor to Stanford 
University. His influence in America was immediate. Lewin's published many books 
before his arrival to the United States and after. With Fritz Heider, a fellow refugee friend 
from Berlin, and his American wife Grace, he wrote Lewin's Principles of Topical 
Psychology. Lewin left Stanford for Cornell and eventually settled down at the University 
ofIowa from 1935 to 1944. After Lewin moved from Iowa he established and directed 
the Research Center for Group Dynamics at the Massachusetts Institute of Technology. 
Lewin is most renowned for his development of the field theory. The field theory is the 
"proposition that human behavior is the function of both the person and the environment: 
expressed in symbolic terms, B = f(p, E)."(Deaux 9) This means that one's behavior is 
related both to one's personal characteristics and to the social situation in which one finds 
oneself. 

The field theory may seem obvious to us now, but most early psychologist did not 
believe in behaviorism. Many psychologists at the time believed in the psychoanalytic 
theory that held human motives to be blind pushes from within. Lewin thought of 
motives as goal- directed forces. He believed "that our behavior is purposeful; we live in 
a psychological reality or life space that includes not only those parts of our physical and 
social environment that are important to us but also imagined states that do not currently 
exist" (Tesser 340). 

Lewin's field theory lead to the development of actual field research on human 
behavior. With boldness, Lewin manipulated complex situational variables in natura1 
settings. His approach has guided experiments in the field of social cognition, social 
motivation, and group processes. Most importantly Lewin helped develop action 
research. Action research uses empirical social research, social action, and controlled / 
evaluation. 

Clearly, Kurt Lewin's field theory and action field research has one of the most 
outstanding impacts on modem social psychology. His field theory explained that our 
actions are a result of both environmental and psychological traits. We are not just beings 
who act from internal impulses. Instead we are greatly influenced by our surroundings. 

Lastly Lewin's belief that social-psychological phenomena can be studied 
experimentally was a huge impetus for scientific research. He was the first to test human 
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behavior in a controlled setting. His research also showed events must be studied in 
relation to one another, and that both the individual and the group are important. His 
research helped to better explain leadership atmospheres and group dynamics. 
Kurt Lewin's influence on scientific research is his legacy. He was a ground-breaking 
psychologist who greatly impacted his field. Kurt Lewin will continue to influence both 
theory and research all the way to and beyond the twenty-first century. 
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What Is their gender 

What Is their ethnlclty 
Old they get fired 

Old the employee seek 
revenge 

Old the employee admH to 
being dissatisfied 

Old Investigators Identify 
them as disgruntled 

Old the employee quH 

Was the employee a clerk 
or front line manager 

Did the data-base get 
breached by a extemal 
party 

Old the data-base get 
breached by an 
ex/employee 

Old the data-base hold 
parsonallnformatlon 

Old they have a history of 
complaints 

Old the data-base hold 
Intellectual proparty 
Information 

Old the data-base have a 
complex security system 
for external threats 

Old the data-base have a 
complex security system 
for Internal threats 

Old the parpertrator have 
access codes to complete 
their Job 

Old the firm have a data 
security specialists on staff 

not dlsgrunted, dissatisfied, 
fired, quit. or seeking 
revenge 

Valid N (llstwlse) 

N 

APPENDIXvrn 
STATISTICS 

Descriptive StatIstIcs 

MInimum Maximum 

35 1 2 

28 1 7 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

34 2 2 

35 1 2 

35 1 2 

35 1 2 

35 1 2 

27 
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Mean Std. Deviation 

1.89 .323 

4.18 1.611 
1.49 .507 

1.60 .497 

126 .443 

1.54 .505 

1.14 .355 

1.91 .264 

1.14 .355 

1.66 .355 

1.60 .497 

129 .458 

1.86 .355 

2.00 .000 

1.97 .169 

1.89 .323 

1.97 .169 

1.83 .362 



First Hypothesis 

These are the stats that support the first 
Hypothesis (The decline of employee satisfaction 
results would result In high data-base risk). 

I Sum of Souares df Mean Souare F SID. 

Old Between 
Investigators Groups 
Identify them 
as dlsgruntied 

Within 
Groups 
Tolal 

Old the dala- Between 
base get Groups 
breached by 
an 
ex/employee 

Within 
Groups 
Tolal 

Old they have a history Between Groups 
of complaints 

Within Groups 
Total 

Old the employee seek Between Groups 
revenge 

Within Groups 
Total 

Did the emplayee admit Between Groups 
to being dissatisfied 

Within Groups 
Total 

Old Investigators Identify Between Groups 
them as dlsgruntied 

Old the employee quit 

Old the dala-base get 
breached by an 
ex/employee 

Within Groups 
Tolal 
Between Groups 
Within Groups 
Tolal 
Between Groups 

Within Groups 
Tolal 

4.576 1 4.576 9.341 .004 

16.167 33 .490 

20.743 34 

9.643 1 9.643 42.429 .000 

7.500 33 .227 

17.143 34 

ANOYA 

I I Mean 
Sum of Souares df S;;~are F Sla. 
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2.917 

28.969 
31.886 

1.376 

26.167 
27.543 

1.811 

30.875 

32.686 

4.576 

16.167 
20.743 

.268 
16.875 
17.143 

9.643 

7.500 
17.143 

1 2.917 3.323 .077 

33 .878 
34 

1 1.376 1.736 .197 

33 .793 
34 

1 1.811 1.935 .173 

33 .936 

34 

1 4.576 9.341 .004 

33 .490 
34 

1 .268 .524 .474 
33 .511 
34 

1 9.643 

33 .227 
34 

42.42 
9 .000 



ANOVA 

Mean 
ANOVA Sum of Squares elf Square F 510. 

Old the data-base Between 
get breached by Groups .924 1 .924 9.086 .005 
an ex/employee 

Within 3.362 33 .102 Groups 
Total 4.286 34 

Old the data-base Between 
have a complex Groups 
security systam .000 1 .000 9.086 .00ll 
forextemal 
threats 

Within .000 32 .000 Groups 
Total .000 33 

Old the firm have Between 
a data security Groups .136 1 .136 5.469 .026 
specialists on steff 

Within .833 33 .025 Groups 
Total 

.971 34 

Did the data-base Between 
hold Intallectual Groups .148 1 .148 1.179 .286 property 
Information 

Within 4.138 33 .125 Groups 
Total 4.286 34 
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Sum of Mean 
ANOVA SQuares df Square F 
Old they get fired Between Groups .476 1 .476 1.901 

Within Groups 8.267 33 251 
Total 8.743 34 

Old the employee seek Between Groups 2.100 1 2.100 11.000 
revenge 

Within Groups 6.300 33 .191 
Total 8.400 34 

Old Investigators Identify Between Groups 1.719 1 1.719 8.143 
them as disgruntled 

Within Groups 6.967 33 211 
Total 

8.686 34 

Old the employee qutt Between Groups .119 1 .119 .943 
Within Groups 4.167 33 .126 
Total 4286 34 

Was the employee a clerk Between Groups 1.543 1 1.543 42.429 
or front line manager 

Within Groups 1200 33 .036 
Total 2.743 34 

Old the data-base have a Between Groups 
complex securtty system .000 1 .000 
for exlernal threats 

Within Groups .000 32 .000 
Total .000 33 

Old tha perpertrator have Between Groups 
acoess codes to complete 1.376 1 1.376 20.960 
their job 

Within Groups 2.167 33 .066 
Total 3.543 34 

Second Hypothesis 

These are the stats that support the second Hypothesis (As employee 
satisfactIon rises data-base security risk will decrease. 
Dneway ANDVA 

Sum of 
SQuares df Mean SQuare F 

Between Groups .924 1 .924 9.066 
Within Groups 3.362 33 .102 
Total 4286 34 

Did the data-base get breached by an exlemployee Happy employee don't steal 
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.1n 

·.QQ2 

.QQ7 

.339 

.(jQQ 

.000 

Sill. 
.005 



Oneway 
Hypothesis 3 

N 
yes 34 
no 1 answer 
Totel 35 

std. 
Mean Deviation 

2.88 .478 

1.00 

2.83 .588 

Was the employee a clerk or front line managar 

One Way ANOVA 

Old the employee seek Between Groups 
revenge 

Within Groups 
Total 

Old Investigators Identify Between Groups 
tham as dlsgruntied 

Within Groups 
Total 

Old the data-base get Between Groups 
breached by an ex/employee 

WIthin Groups 
Total 

Clerk or front lme 

Was the employee a clerk or front line manaller 

ANOYA Sum of 
SQuares df 

Between Groups 3.442 
WIthin Groups 7.529 
Total 10.971 

Oescrlptlves 

95% Confidence Interval 
for Mean 

Sid. Lower Upper Mlnlmu Mexlmu 
Error Bound Bound m m 

.082 2.72 3.05 1 3 

1 1 

.096 2.83 3.02 1 3 

::mot Mean 
uares df SQuara F Sig. 

1.376 1 1.376 1.736 .197 

26.167 33 .793 
27.543 34 

4.576 1 4.576 9.341 .1iQ4 

16.167 33 .490 
20.743 34 

9.643 1 9.643 42.42 .OOQ 
9 

7.500 33 .227 
17.143 34 

Mean Souare F Sill. 
1 3.442 15.086 ~lioo 

33 .228 

34 
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To further validate the findings some additional regression tests were performed. 
Regression 

Variables Entered (b) 

Model Variables Entered Variables Removed Method 

Old the employee quit, Did the dala·base have a complex 
security system for Internal threats. Did the data·base get Enter breached by an ex/employee. Old the perpertrator have aooess 
codes to complete their Job(a) 

a Tolerance = .000 limits reached. 
b Dependent Variable: Was the employee a clerk or front line manager 

Model Summary 

Std. Error of the 
Model R RSauare Adlusted R Sauare Estimate 
1 .B70(a) .756 .723 .152 

a Predlctars. (Constant), Old the employee qun, Old the data-base have a complex security system for 
Internal threate, Old the data·base get breached by an ex/employee, Did the perpertrator have access 
codes to complete their job 

ANOVA(b) 

Model ~~Of uares elf Mean Square F Sla. 
1 Regression 2.069 4 .517 22.496 .il()()(!!) 

Residual .667 29 .023 
Total 2.735 33 

a Predlctars: (Constent), Old the employee quH, Did the data-base have a complex security system for 
Intemal threats, Did the data-base get breached by an ex/employee, Old the perpertrator have access 
codes to complete their job 
b Dependent Variable: Was the employee a clerk or front line manager 

Coefflclents(a) 

Unstandardlzed Standardized 
Model Coefficients Coefficients t Sig. 

Std. 
e Error Beta 

1 (Constent) 2.01E-016 .313 .000 1.000 
Old the perpertrator have 
access codes to complete .667 .175 
their job 

.757 3.808 ;001: 

Old the data-base have a 
complex security system .333 .175 .199 1.904 .067 
for Internal threats 

Old the data-base get 
breached by an -3.42E-016 .155 .000 .000 1.000 
ex/employee 

Old the employee qun 3.96E-017 .082 .000 .000 1.000 
a Dependent Variable: Was the employee a clerk or front line manager 
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Excluded VarJables(b) 

Beta PartIal Colllnaarity 
Model I In t SI~. Correlation Statistics Tolerance 

1 Old the firm have 
a data security .(a) .000 
specialists on 
staff 

a Pradlctors In the Model: (Constant), DId the employee quit. Old the data-base have a complex security 
system for Internal thraata, Old the data-base get braached by an ex/employee, Old the perperlrator have 
access codes to completa their job 
b Dependent Variable: Was the employee a clerk or front line manager 

Regression 

Variables Entered (b) 

Model Variables Entered Variables Removed Method 
1 

Old the firm have a data security specialists on staff, DId 
the employes admit to being dissatisfied, Old 
Investigators Identify them as dlsgruntied, Old the data- Enter 
base get braached by an ex/employee, Was the 
employes a clerk or front line manager, Old the 
perpetrator have access codes to completa their job(a) 

a All requestad variables entered. 
b Dependent Variable: Old the employee seek revenge 

Model Summmy 

Std. Error of the 
Model R RSauare AdJusted R Sauare Estimate 
1 .927(a) .659 .828 .207 

a Predictors. (Constant), Old the firm have a data security specialists on staff, Old the employee admit to 
being dissatisfied, Old Investigators Identify them as dlsgruntied, Old the data-base get braached by an 
ex/employee, Was the employee a clerk or front line manager, Old the perpartrator have access codes to 
complete their job 

ANOVA(b) 

Model I Sum of 
Sauares df Mesn Sauare F Sig. 

1 Regression 7.074 6 1.179 27.412 :Ooo(a) 
Residual 1.161 27 .043 
Total 6.235 33 

a Predictors: (Constant), Old the firm have a data security specialists on staff, Old the employee admit to 
being dissatisfied, Old Investigators Identify them as dlsgruntied, Old the data-base get braached by an 
ex/employee, Was the employee a clerk or front line manager, Old the perpertrator have access codes to 
complete their job 
b Dependent Variable: DId the employes seek revenge 
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Coefflclents(a) 

Model I Standardized 
Unstandardlzed Coefficlents Coefficients t Sig. 

B Std. Error Beta I 
1 (Constant) -.194 .422 -.459 .650 

Old the employee admH to 
.290 .087 .250 3.323 :003 being dissatisfied 

Old Investigators Identify 
.774 .080 .785 9.621 .()(l() them as dlsgruntied 

Was the employee a clerk 
-1.58E-016 254 .000 .000 1.000 or front line manager 

Old the data-base get 
breached by an .129 217 .093 .594 .557 
ex/employee 

Old tha perpertrator have 
access codes to complete -1.05E-016 .293 .000 .000 1.000 
their job 

Old the firm have a data 
security speclallsts on staff 3.16E-016 254 .000 .000 1.000 

a Dependent Variable: Old the employee seek revenge 
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APPENDIX IX 
GROUP COUNSELING PROGRAM 

This is a pilot counseling program that will address employee management 
relationship prohlems and stress as well. The first program addresses stress 
thought workshops and technological devices. The second program is a cognitive 
behaviorists program that utilizes group therapy to repair dysfunctional work 
relationships. 

It is essential to asses the key players in the fields, (ie. Manager, and the employees) 
personality types, and possible miscommunicatious due to cogitative processes. To 
accomplish this: The Meyers Briggs Type Indicator was utilized. The type indicator 
consists of 16 types. The type indicator elicited three personalities that are the 
dominant personalities in these fields . Detailed descriptions of these personalities 
are attached in an addendum. 

An important factor to keep in mind is personality types of information 

technology persons. From the earl y days of computer inception the adage has always 

been "Computer Geeks" (for IT personnel). Earl y adopters in the computer industry were 

viewed as weird or geeks. They were stereotyped as introverted, math ori ented, logical 

persons who lacked social ski ll s, and did not fi t in socially. Interestingly, the Briggs 

Myers personality preference test, asses' constitutional predisposi tions for employment 

based on personality preferences. 

According to the Meyers Briggs 

personal ity preference tests the dominant 

personality types for (information technology) 

new account clerks, first line supervisors, credit 

analysis, policy processing clerks, tax 

examiners, book keeping clerks, accounting 

clerks, and auditing clerks : I) (ISFP) 

Introverted, Sensing, Feeling, and Perceiving. 

2) (INTJ) Introverted, intuitive, Thinking, JUdging. 

superviSors 

.Taxl!a:a~ 

o Frst in, .uperv18ors 

• Pbky p roc~sJ"og 

,"' .. 
o Audti"lgCIcN 

3) (ENTP) Extroverted, Intuiti ve, Thinking, and Perceiving. The INTJ and ISFP are 

typ ica lly the staff and the ENTP is typicall y in management or administration. 
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Interactions of management and employees 

Below is a matrix that is based on the dominant personalities in the information 
teclmology field, with respect to the population being studied. The personality 
preferences and predispositions as detailed by the Meyers Briggs were utilized and 
synthesized by the researcher (Chris Rachal) to simulate typical job related interactions. 

Personality Interactive Matrix 
Actions Mgr (ENTP) Results staff Results staff 

ISFP INTJ 
Analytical Intimate (1) Abstract (2) 
Questioning Trusting (1) Clear and concise(2) 
Assertive Sensitive (1) Rational (1) 
debate Considerate(1 ) Objectively critical(l) 
Don't follow through Passively resist (2) Critical on them (1) 

structures 
Don't take In enough Base their decisions Take in a lot of (2) 
information to base decisions on personal feelings information and long 

(2) term thinkers. 
Harsh rude abrasive Avoid decision (2) Engage in intellectual (1) 

making games 
Criticize others for Self critical(3) Critical of others who do 
incompetence not see their plan(3) 
combative Withdrawn (1) Unyielding (1) 
unfocused Practical (2) Focused (2) 
Does not give credit for ideas Feel unappreciated(3) Does not give praise but 

or under valued becomes critical(3) 
Excessively inappropriate Verbalize harsh (1) With draws (1) 

judgments 
Often focus on unimportant Become frustrated(2) Give little attention to(I) 
details unimportant details 

The reactions of the employees as compared to the actions of the management of 

administration. 
1 Cases fuiled relationships 

2 Causes stress 

3 Bad performance review 
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PROGRAM 1 

A COMPREHENSIVE APPROACH TO INDUSTRIAL RATIONAL EMOTIVE 
HEHA VIOUR STRESS MANAGEMENT WORKSHOPS. 

DR. STEPHEN PALMER 
FIRST PUBLISHED IN THE RATIONAL EMOTIVE HEHA VIOUR 
THERAPIST, 3, 1, 4S-55, 1995. 

ABSTRACT 

Industrial interventions at three levels and the use of the Occupational Stress Indicator are 
described. Then the contents of a typical stress management or managing pressure 
workshop are given with recommendations for the minimum skills and knowledge that 
may be required by the trainer to run such a course. 

INTRODUCTION 
Essentially, the rational emotive behavioral therapy approach is psycho-educational and it 
adapts easily to the field of industrial stress management and associated interventions. In 
recent years a psychometric instrument, the Occupational Stress Indicator (OSI) has been 
developed that can aid industrial Rational Emotive Behavior Therapists (REBT) stress 
management trainers or educators to give helpful feedback to workshop participants. This 
article briefly covers a comprehensive REBT based industrial stress management 
workshop and how the OS! can be used. 

INDUSTRIAL INTERVENTIONS 
Organizational interventions can be made at three different levels: 

Primary: Remove hazard or reduce employees' exposure to it, or its impact on them. 

Secondary: Improve the organization's ability to recognize and deal with stress related 
problems as they occur. 

Tertiary: Help employees cope with and recover from work 
related problems 

In Britain under the Management of Health and Safety at Work Regulations 1992, 
employers must assess risks to health and safety and implement avoidance and control 
measures. Stress is a hazard that could be included in the risk assessments and the 
avoidance and control measures are primary interventions which should be an 
organization's top priority. Unfortunately tertiary interventions help employees deal with 
the impact of stress once they are suffering from it and include stress counseling or 
medical assistance such as medication or surgery. Although these methods are important, 
they do not focus on removing the stressor. 

REBT based stress management interventions which concentrate on the employees' 
appraisal of situations and potential stressors are useful at both the secondary and tertiary 
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intervention levels. However, one of the goals of using REBT in industry would be 
prevent employees from becoming unnecessarily stressed in the first place, and to be able 
to recognize the true source of stress i.e. is it from internal or external pressures. Once 
this has been understood then the employee may be in a better position to deal with or 
change the stressor. A common problem in industry are employees who hold rigid, 
inflexible, beliefs about performing extremely well under all conditions as they are more 
likely to suffer from higher levels of stress when compared to employees who hold more 
helpful flexible beliefs and standards. The so called 'perfectionist' may paradoxically be 
less productive and attain lower standards of work due to their anxiety about failing. 

THE OCCUPATIONAL INDICATOR 
Before any workplace intervention to reduce stress is made, it is important to asSess the 
needs of the organization and its employees as it should not be assumed that a stress 
management workshop would be helpful in all situations. At this stage questionnaires 
completed by staff or key personnel can provide useful information. The OSI can be used 
as it evaluates occupational stress by analyzing five key factors: 

Sources of pressure: 
I) Factors intrinsic to the job itself 
2) The managerial role 
3) Relationships with other people 
4) Career and achievement 
5) Organizational structure and climate 
6) Home/work interface 

Individual characteristics (Type A): 
I) Attitude to living 
2) Style of behavior 
3) Ambition 
4) Total type A 

Locus of control: 
I) Organizational forces 
2) Management processes 
3) Individual influence 
4) Total control 

How the individual copes with the stress experienced: 
I )Involvement 
2) Time 
3)Home and work relationships 
4)Logic 
5)Task strategies 
6) Social support 

The effects ofstress: 
I) Personal relationships 
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2) Organizational processes 
3) Organizational design and structure 
4) The job itself 
5) Achievement, value and growth 
6) Total job satisfaction 
7) Mental health 
8) Physical health 
This provides a wealth of infonnation about how the staff perceives the organization and 
the effects of stress upon them. In addition to the individual profile of an employee, a 
group profile is also provided which highlights what employees believe are the main 
causes of their stress. If the management, trade unions, the employees and other relevant 
parties agree that a stress management workshop or course may be beneficial then a pilot 
scheme can be set up. In some cases the decision to run a stress management course may 
only be taken by the management. This can lead to problems of implementation if 
employees and the trade union perceive that the management are totally blaming the staff 
for their own levels of occupational stress. 

A month prior to the workshop, employees are asked to complete the OS1 questionnaire. 
They are infonned that only the trainer/consultant (and themselves) will see the 
questionnaire and the subsequent printed report, which will highlight their own perceived 
occupational stressors and recommendations to help them reduce their levels of stress. 
They are also asked to keep a stress diary for a typical work day i.e. monitor and record 
the (apparent) causes of stress. 

WORKSHOP CONTENTS 

Generally, in my experience, I-day stress management workshops based on rational 
emotive behavioral interventions are too short to discuss relevant work-related issues, 
what is stress and how to reduce it. Two day workshops with a half-day follow-up are 
preferable. The 'managing pressure to increase perfonnance' or 'stress management' 
workshops: 

1 Negotiation of ground rules (including discussing the benefits of confidentiality if 
unclear to the group members). 

2 Ask what they hope to learn and achieve over the next 2 days (This confinns their 
requirements they sent in prior to the course.) 

3 Participants share their 'Stress Diaries' in group setting. Trainer focuses on how 
different members of the group would have felt and dealt with the disclosed stress 
scenarios stressing the diverse cognitive, emotive and behavioral dynamics. 

4 Discussion of simple definition of stress e.g. too much or too little pressure leads to 
stress; pressure can be internal or external. 

5 Small group work to consider symptoms of stress. 
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6 Debrief & discuss psychophysiology of stress. (Use suitable video that explains the 
physiology of stress in simple terms.) 

7 Use ofbiodots (temperature sensitive biofeedback). 

8 Teach the ABCDE paradigm. illustrate how irrational beliefs and twisted thinking 
(coguitive distortions) exacerbate stress. 

9 Thinking skills (challenging irrational beliefs and major coguitive distortions) -small 
group work (in pm of first day & am of second day). Participants use a 'thought form' 
to aid practice of the thinking skills. 

10 Multimodal Relaxation Method (Consists of Benson Relaxation Response, positive 
imagery of each participant's choice, breathing exercise, and mental relaxation.) 

11 Then Galvanic Skin Response (GSR) biofeedback to discover what part of the MRM 
helps them to relax the most. 

12 GSR to illustrate thoughts and images can cause stress and how irrational beliefs 
appear to exacerbate any situation. 

13 Imagery techniques e.g. rational-emotive imagery, coping and time projection 
imagery. 

14 Occupational/organizational stress discussed and interventions developed in small 
groups. 

15 Type A, Locus of Control, and workplace coping strategies discussed & assessed. 
What can be improved. 

16 Occupational Stress Reports given out. Group and individual debrief. Discuss what 
can be done about stressors. 

17 Additional coping strategies e.g. assertion, stability zones, time management etc. 

18 Lifestyle interventions e.g. diet, weight, exercise, stop smoking. 

19 If appropriate, a group stress management action plan is developed, facilitated by the 
trainer. 

20 Individual stress management plans developed by each participant. 

21 Discussion of ' where to go from here' 
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22 Possibility of follow-up day discussed. 

23 Feedback & evaluation. 

Current research has found some irrational beliefs that could lead to stress in employees: 

Premise 
I must do better 
You must treat me better 
My working conditions must be better 
People must like me 

Derivatives 
I won't do well and that would be awful 
I can't stand my working conditions 
If people don't like me, I am pretty worthless 
It is important to help the workshop participants recognize these irrational beliefs and 
learn how to dispute them using REBT thinking skills. It is worth noting at that in 
industrial workshops to help overcome any prejudices that may be encountered involving 
therapeutic/psychological terms e.g. 'counseling', or 'cognitive distortions' the focus is on 
skills training, emotional management, and problem-solving. 

The computerized OSI report also gives feedback on how 'logical' the individual's 
behavior and thinking is at work. This information is important as it is directly related to 
how emotionally disturbed and stressed a person becomes when dealing with a difficult 
situation. This can spur employees on to start using their newly acquired REBT thinking 
skills. The trainer can help facilitate staff, especially managers and directors, to focus on 
removing or reducing the impact upon employees of the stressors that the OSI group 
profile found. This is then helping the organization to intervene at a primary level. 

CASE STUDY 

A large corporation decided to offer its employees 'managing pressure to increase 
performance' or 'stress management' training. The programmer started initially with 
managers and after the pilot scheme was evaluated the training program was modified 
e.g. sections that the participants did not find particularly useful were left out. The 
program later included training seuior managers who wanted to discover what their staff 
was learning on the program. As each workshop participant receives a personal 
Occupational Stress Report during the course of the workshop it was important that all 
participants understood issues such as Type A behavior, locus of control and coping 
strategies before reading their report. Time is set aside to see participants individually to 
answer any queries that may have arisen from the workshop. Otherwise this would be 
unethical use of a psychometric test and report. 

At the follow-up half day sessions the majority of staff reported that they had benefited 
from the program. Consistently they reported that the following had been very helpful to 
reduce stress: 
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a) Learning about stress and discussing it with colleagues. 
b) Learning to 'deawfulize' stressful situations using the 0 to 99.99% badness scales. 
c) Learning not to rate themselves by their actions. 

d) Learning how to become less 'Musty' i.e. relinquishing their masturbatory beliefs. 

e) Recognizing and challenging 'all-or-nothing' thinking. 

f) Learning and using relaxation techniques including imagery techniques. 

h) Realizing that the company will still go on after their own death and the latter would 
go almost unnoticed by senior management anyway. 

SKILLS AND KNOWLEDGE REQUIRED BY TRAINERS 
Palmer and Dryden have suggested that stress management trainers/consultants need a 
range of skills and knowledge to be effective in industrial settings: 

Adequate competency in rational emotive behavioral techniques 
.. n in counseling and listening skills 
.... in group-facilitation skills 
.. n teaching related key topics 
n .. in problem-solving skills/training 
.... in the use of psychometric tests 
Knowledge of relevant research 
Knowledge of lifestyle options, e.g. diet, exercise etc. 
Understanding of occupational, organizational, change 
management, family, social, and cultural issues. 

Although the stress management trainer/consultant may require some years of training to 
attain adequate skills and knowledge in the above areas, the purchaser of the services is 
more likely to receive a comprehensive program if the consultant is aware of the different 
issues involved in occupational stress. The trainer is also advised to be aware of any 
legislation that refers directly or indirectly to stress. 

In the ideal situation the trainer will be an external consultant which helps to overcome 
problems of confidentiality. However, this is not always essential as it depends upon the 
actual and perceived ethos of the organization. 

CONCLUSION 
Unfortunately, companies tend to resist primary level organizationally-orientated 
interventions and this probably accounts for the lack of published research in this area 
and stress management workshops are often seen as the 'cheap' option. However, 
comprehensive rational emotive behavior training programs as described in this program 
which do not overlook the multifaceted nature of stress appear to help employees learn to 
use 'practical management' and 'emotional management' skills to deal with both internal 
and external pressures and thereby manage their stress. 
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SECOND PLAN 
Designed by Chris Rachal 

Below is a general group counseling gnide, based on cognitive behaviorists' theory. 
This program can be utilized for counseling dysfunctional work environments. 

DEFINITION OF CAREER GROUP COUNSELING 

Career can be defined as the sequence of major positions a person accepts throughout his 
or her pre-occupational, occupational, and post-occupational life. It includes all work
related positions, such as those of student, employee or self-emplo¥ed worker, and 
pensioner, together with complementary, vocational, and civic POSItiOns. Careers exist 
only as persons pursue them; they are person-centered. 

ELEMENTS OF CAREER GROUP COUNSELING 

Individuals have three primary needs in career group counseling: (a) input about 
occupations, (b) assessment data about self (abilities, interests, skills, and values), and (c) 
exploration of personal meaning, identification and examination of subjective aspects of 
the self, feedback from others, and trying on roles. This third component is what 
distinguishes career group counseling from group guidance. A synthesis of group 
counseling and career group counseling establishes an environment of acceptance and 
openness in which group members have the freedom and opportunities to try out and inte
grate information about themselves and the world of work. Within this environment, they 
practice and develop decision-making skills that will enable them to implement decisions. 

The major differences between group counseling and career group counseling are the use 
of information and the emphasis on decision making. 

Use ofInformation 

Career group counseling makes use of information that usuaIlyjs generated externa11y. 
The goal is to assist members in understanding information and ~aining insight about 
themselves and their work. Thus, career group counseling combmes extemaf information 
with personal insight development. 

Decision-Making Process 
Most theorists of career counseling consider the skills of decision making as the core of, 
career group counseling. Group techniques that combine decision-making concepts have 
I been shown to stimulate occupational information-seeking behavior and decision
making strategy built around the following steps: 

I. Purpose. A decision has to be made based on at least two options. 

2. Information. Information about the options is identified or obtained. 

3. Possibilities. All of the possible courses of action are identified. 
4. Results possible. Possible consequences of each alternative are examined. 
5. Results probable. The likelihood of each consequence is predicted. 
6. Values. The personal desirability of each consequence is assessed. 
7. Decision. A choice is made, either seminal or investigatory. 
8. Feedback and Evaluation. The suitability of the decision is judged by the counselee, 
and the counselor evaluates the effectiveness of his or her help. 
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A number of career group counseling models use decision-making concepts to facilitate 
career and lifestyle planning and to improve decision making (Chick, 1 970; Hansen, 
1981; Martin, 1970; Savickas. 1 989; Wrenn, 1 988). Decision making, a major 
component of career group counseling, will be discussed later in this chapter. 

Rationale for Career Group Counseling I 
Groups offer many advantages in the career process. These relate to and include: (a) the 
enhancement of career counseling outcomes; (b) the support of group members; (c) the 
use oftime, efficiency, and cost-effectiveness; (d) the enhancement of feedback; (e) the 
personalizing of information; and (f) the enhancement of enjoyment and variety (Pyle, 1 
986). 
All counselors are interested in achieving the outcomes generally prescribed for the 
career counseling process. These include helping an individual with a career decision, 
developing decision-making skills, and, in general, adjustment. All of these goals can be 
met in career group counseling because peers are a major part of the process and can 
assist with adjustment concerns. The group setting is particularly conducive to the second 
goal, support of group members. By hearing others' concerns and problems, the tendency 
to see oneself as the only person WIth a 

Career and Lifestyle Issues 

Clients need to feel that their problems are not unique and that they share with others the 
frustrations, anxieties, and experiences of being human. The simple process of 
empathizing and sharing with one another is beneficial to life functioning as well as 
occupational functioning. Group counseling takes on added dimensions when seen from 
the perspective that people are social decision-making beings whose actions have a social 
purpose (Dre1kurs & Sonstegard, 1968). 

A group also allows more than one person s needs to be met within the same time, this 
too, has Implications for cost effective and the effective use of counselor time. 

Feedback enhancement is another benefit of career group counseling. The group leader 
may call upon others to help a member understand a certain aspect of self or use 
information from others. The group presents a broader perspective and mirror of a person 
than a counselor alone could provide. It enables people to see themselves both in others 
and in their own feedback comments. The leader, therefore, has the resources of the 
diverse and varied personalities within the group to call upon and use in the learning 
process. 

In an age of career information, people need assistance in personalizing information. 
Career counseling incorporates external information, such as assessment results and 
computer assisted information, and group members have the advantage of hearing others' 
assessment or computer-created results. This helps them put the information in 
perspective and draw appropriate conclusions. By using techniques that enhance the 
affective domain, the leader can assist in personalizing the information. The group makes 
personalization even more powerful because of the influence of peers' comments, 
feedback, and support. 
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The combination of affect and information needs is one of the major aspects of working 
with groups. All of us have heard the phrase, "high-tech, high-touch," which suggests that 
the affective domain should be enhanced within the increasing bombardment of 
technology. Cold and impersonal information can 
be placed in the ''high-tech" category, but the group leader can draw upon the humanness 
of the group to enhance understanding of that information. Group support, too, is usually 
far more significant than a counselor's suggestions and comments alone. 

Because of the complexity of career development, more than one session is necessary. 
Three to four sessions may be required to adequately process a career issues. Retention is 
usually higher with a group format, and something about the personalization process of a 
small group motivates members to return. 

Finally, research indicates that counselors generally prefer groups over individual 
counseling and that group counseling decreases the possibility for counselor burnout. 

1. The need to belong, to find a place, and to be accepted as one is. 

2. The opportunity for affection, to be loved and to be able to provide love; to be a part of 
the helping process while receiving assistance. 
3. The opportunity to interact on meaningful developmental topics related to one's 
growth and development 
4. The opportunity to receive help in seeing that one's problem is not unique. 
5. The opportunity to develop feelings of equality and acceptance without feeling that one 
has to "prove" himself or herself to belong. 
6. The need to look at one's identity as it relates to the various social and career tasks of 
life. 

CAREER GROUP Counseling Research PROGRAMS 

Literature in career counseling is generally organized around the areas of: (a) computer
assisted ~dance; (b) family systems; (c) career maturity, self-concept, and attitudes; (d) 
goal setting and peer group support; and ( e) comparative studies with individual and self
help counseling. 

Computer-Assisted Guidance 
The computer has vastly increased our knowledge of the possibilities of assessment 
measuring careers, jobs, .information, and life choices. Counselors are using computers to 
organize information. As the counseling profession approaches two decades of 
eXp'erience with computers, counselors, as a group, clearly need to demonstrate basic 
skills in computer use. Commercially developed computer-assisted career guidance 
programs are a growing feature of counseling programs, although still relatively sma11 in 
actual numbers. In the future, use of computers in counseling may have the following 
features: 

1. Greater attention to careful and systematic planning for computer use in counseling. 

2. An increasing interrelationship of various counseling components with computer use 
(i.e., a group counseling, computerized assessment and self-management learmng model 
used in an organized, systematic approach). 
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3. More imaginative and innovative uses of computers in counseling. 

Family Systems 
Career counseling may well be more powerful if the counselor, while working with 
young adults, acknowledges the family as an important antecedent influence on the 
young person's career development. Lopez and Andrews (1987) say' a systems 
perspective is essential in career decision making because young adulthood entails the 
other major developmental tasks of adult identity fonnation and psychological separation 
from the family. These three factors-family career values and roles, adult identity 
formation, and separation from the family-have to be integrated in working with young 
adults. 

Young adults often come to a group with a safe presenting issue. Career counseling is 
complex, and in many instances the individual also needs to process self-esteem, denial, 
transition, identity, risk, and dreams. Career counseling reqwres a family systems 
approach and, if one or all of the above issues are part of career indecision, these issues 
have to be dealt with before career counseling. 

Career Maturity, Self Concept, and Attitudes 

A number of studies have identified career group counseling as the vehicle to improve 
career maturity, self-concept, and attitudes toward career and jobs. Significant change in 
any of these areas is possible after treatmenttime of at least 8 weeks. 

Catron (1966) examined changes in self: ideal self: and "ordinary person" perceptions of 
high school students after exposing the students to a College and Career Planning Group. 
The counseling took place in 14 sma11 group sessions of 1 112 hours each. The 54 
students were involved in test Interpretation, listening to tapes and free discussion. Their 
perceptions of self changed significantly to more positive images, although ideal self and 
"ordinary person" perceptions were unchanged. Similarly, Garrison (1972) reported that 
career development counseling over an 8-week period assisted college students in 
attaining a positive change in self concept. 

APPLICATIONS TO CAREER GROUP COUNSELING 

As mentioned, external information processing differentiates career group counseling 
from group counseling. Therefore, some of the process and content of the group stages 
are different, and career group counseling has a number of informationa1lcognitive goals 
in addition to affective goals. The end result is that in general career group counseling 
tends to be more structured than group counseling and, because of the additional goals, 
group size has to be fairly small. This allows the group leader time to inter- act 
individually with members as necessary and provides more time for group interaction in 
each of the stages. 

A number of specialists in group counseling have identified stages that counseling groups 
go through. Although these range from three to seven stages, the characteristics of each 
stage are similar in that the amount, the kind, and the timing of intervention relate to the 
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stage of a group's development. I suggest a four-step sequence for career group 
counseling, with goals for each stage. 

Stage One 
Getting acquainted is the high priority of thl" initial stage. The group leader outlines the 
group rationale and approach, and basic group rules are agreed upon. The emphasis is on 
members' participating and assisting one another. 

Stage Two 

Most career specialists call this the transition stage. The newness of the group wears off, 
and the leader's major role is to keep the group on task. Committed, and participating. 
Group members self-disclose and open up new possibilities that exist for them. 

Stage Three During this stage members bring problems to the group in a confident 
manner. The focus is on assisting others to work ont problems, so in essence the 
leader does not have to be as directive to bring abont participation and self
disclosnre. In that high-energy stage, members identify. synthesize, and realistically 
consider the variety and amonnt of information that has been generated. 

Stage Fonr 
During the final stage of career group counseling, members are ready to take action on 
insights and ideas. They engage in activities aimed at gathering further information, or 
intl'lgrBting what they have already learned, to aid them with their career development. 
Members are more deeply aware of and more accepting of self, and they experience a 
feeling of empowerment. 

Some career specialists call this a termination or ending phase (Gazda, 1984), and others 
(Johnson, 1990; Pyle, 1986; Yalom, 1985) call it an action stage because it is when 
members are motivated to continue their learning independent of the group. 

APPROPRIATE COUNSELING SKILLS 

One of the major differences between career group counseling and group counseling is 
the need to help members understand and personalize information related to the world of 
work. Each member needs to acquire certain levels of information to help him or her 
make good decisions to correct misconceptions or myths that are inhibiting career 
development. Leader skill can help these goals to be realized. 

Certainly all of the micro-counseling and helping relations skills are essential. In 
addition, the career group leader should have counseling skills related to experiential 
information providing and information processing. 

Experiential Information Providing 

Experiential information providing is based on guided imagery and imaginal rehearsal. 
Rather than lecturing on occupational stereotypes, the leader might engage group 
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members by asking them to describe what images they see after certain occupations are 
mentioned. By using stereotypical careers such as teacher, nurse, social worker, 
accountant, doctor, or pilot, the leader can help members realize their own intema1ized 
stereotypes and can lead a discussion on the problems inherent in such limited 
perspectives. 

I) Where did the Image come from? 

2) To what extent does the stereotype limit the member? 

3) What scripts about the occupation play in the member's mind? 

4) How powerfu1 is the self-concept in determining an occupation? 

These are just a few of the questions that can help the group leader build awareness and 
insight. The critical skiU here is helping group members develop insight rather than 
simply telling them what they should know. 

Information Processing 
In this stage of information, one of the most important skiUs to a group leader is 
information processing. Processing, learning and thinking skills, are the critical skiUs of 
the future for counselors, and not knowing how to process all the data available wiII 
overwhelm counselors. Within a career group format, information processing skills can 
be broken down into three components: 

I. Exciting and motivating counselees to the information at hand, this in turn will help 
them to attend to the information. 

2. Helping counselees conceptualize and break down the information by asking them 
open-ended questions. For example: "Select five careers from your list of 2S that you -
might seriously consider, and two that you have no interest in whatsoever. What makes 
you_want to retain or discard the career area'?" 

3. Helping counselees act upon the information by motivating them to use the 
information appropriately: "What does this mean to you now? What do you need to do to 
act upon the information you now have?" 

PROCESS, COMPONENTS, AND TECHNIQUES FOR CAREER GROUP 
COUNSELING 

To accomplish the stages and apply the skiIIs, an overall process for career group 
counseling is needed. A limited number of career counseling processes have been 
conceptualized. I he components and techniques to fit the ages and developmenta1levels 
of individuals as they work through the process are numerous and diverse. The process 
described next uses components and techniques specifically for adult career group 
counseling, but it can be applied to other ages and developmental levels as well. 
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Career counseling groups of adults should be aimed at helping members break away from 
their own rigid standards and outdated self-concepts and to recognize their ability to 
make new autonomous choices at any time. Integral to this approach is the idea that one 
never "arrives," but is always "on the way." Careers for adults should be seen as 
reflections of development phases in the life span. 

Mezerow (1978) developed a theory of "perspective transformation" that explains the 
need for the maturation process in adults to be "transformative." According to this theory, 
adults in transition need to be liberated from previously held roles in order to frame new 
perspectives and live with a greater degree of self-determination. 

Gould (1979) cautioned that adulthood is not a plateau; it is a dynamic and changing time 
for all. Adults who come to career groups are considering what life has been and what it 
could be. Forced to see the need to create ones' own life rather than just live out destiny. 
adults become progressively freer to determine their own lives. The commitment to 
nurture self-growth demands an ever increasing match of talent to career while balancing 
the needs for security and freedom. 

Career groups can no longer limit their goals to helping members make new career and 
educational decisions. They must recognize that adults in career transition need a new 
dynamic self-view resulting from their transformation. 

A Process for Career Group Counseling 
Career group counseling focuses on four major areas: self-assessment, career exploration, 
decision making and taking action. The process consists of seven 2-hour sessions and a 1-
hour individual counseling session. The participants are directed to focus upon: 

1. Self-awareness. Group members are encouraged to examine how they feel about their 
lives and their workllife accomplishments. Participants ask themselves specific questions 
to stimulate new ideas for realizing their career potential. 

2, Self-assessment. Interest inventories, values clarification tools and personality 
assessments are used to help participants develol' a sense of identity and define their 
career interests, work values and personality preferences. 

3. Skills assessment. Instruments and exercises help participantsJearn how to identify the 
skilIs they possess, how to transfer their skills to other occupations, and how to identify 
new skills they need to enter or change careers. 

4. Strength bombardment. Specially prepared checklists, self-appraisal forms and feed
back in the group setting help members become aware of and gain confidence in their 
abilities and strengths. These exercises help them realize that they can bring their skills, 
to many jobs. Group members also learn how to describe their positive attributes to 
potential employers. 
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5. Career exploration. Career and educational resource materials help participants gain a 
better knowledge of the world of work and the variety of options open to them. 
Participants gather information about work settings, the nature of the work, and job 
opportunities and earning potential in several career fields of interest. 

6. Decision-making. As participants begin to focus on a career field or a job to pursue, 
they are shown how to consider and weigh their interests, work values, skills, and 
preferences. Decision-making strategies and risk-taking behaviors are examined. 

7, Goal-setting. Group members are encouraged to establish tentative career goals. They 
learn to establish short- and long-range goals. 

8. Job-hunting. Members learn how to conduct a successful job hunt. Networking and 
job search methods are covered. Participants complete sample job applications, resumes, 
and simple cover letters. They also learn to obtain, prepare for, and participate in 
employment interviews. Role playing and videotaping focus on effective communication 
and presentation. 

9. Reinforcing action plans. Groups conclude by reinforcing the ability of participants to 
carry out the career action plans they have made. 

Career Group CounseHng Components 

Initializing counseling during the first session or initial stage of any session, each person 
should feel included in the group. The participant should leave the first session confident 
of the possibility of resolving problems and moving towards self fulfillment. To assist in 
this process, the group leader could say to each member, "So, what brings you here?" or 
"I understand you are looking for help in deciding about what kind of work you'll do in 
the future. The leader is direct, confident, nonjudgmentaJ, and ready to help the group 
members help themselves, ParticipantsshouId be encouraged to take charge of career 
decisions and move toward self-realization in the world of work. 

Determining the Member's Expectations, 

If a members expectations for career counseling differ from the leader's, the counseling 
process will not proceed well. The leader needs to know what each group member is 
really seeking. To work toward accomplishing this goal: 

I) Be frank and straightforward, 

2) Describe the type of counseling provided. 

3) Explain your role in the process. 
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4) Explain the member's role-what the member will be expected to do. 

5) Talk about the group process. 

If the above is done correctly, the leader should be able to ask at any point, "What has 
this got to do with what we set out to achieve. 

Establishing the Structure for Counseling The leader discusses the need for 
confidentiality and makes absolutely clear who will have access to infonnation generated 
in the group, who will use it, and how it will be used. The process is not haphazard; it is 
planned. Member's playa part in structuring counseling time, at least to the extent of set
ting priorities. The leader can always intervene if a member has to be refocused. 

Setting Goals The leader always thinks in terms of goals. When setting goals for 
counseling: 

1) Define present behavior. 
2) Discuss new behaviors that will replace old behavior. 
3) Choose goals that mean something to the members. 
4) Select goals that members can attain or partially reach. 

The counselor may ask: 

I) Will the goals the members are setting allow for some early, specific successes? 
2) Can I help a member set his or her goals without giving the impression that I am set
tingthem? 
3) Will the members be able to differentiate short-term and long-term goals? 

Summarizing and Evaluating 

In reviewing each group session, the leader refers to member's expectations, explains the 
importance of various discussions, interprets members' behavior during the session, 
recapitulates the goals that were set, and provides a process analysis of the session. Each 
participant should leave each session with a clear sense of what he or she is going to 
accomplish before the next session. This builds a finn connection between the counseling 
process and the rest of the person's daily life. The leader may assign specific taaks as 
homework, such as conducting infonnational interviews, researching certain 
organizations at a career center, or meeting with career contacts. 

In the closing remarks the leader should reinforce a sense of purpose. For example: 
"We'll talk again next week at eight o'clock. I hope you will have done some work on the 
matters we discussed so we will have some concrete infonnation." 
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The leader is careful not to develop attitudes and behavior that sustain the dependency of 
people in career transition. The leader always works to empower individuals to be 
responsible for themselves, their choices, and their actions. 

Career Group Counseling Techniques 
Characteristics of group counseling were covered in an earlier chapter. These are 
basically the same for career and lifestyle counseling. In addition, some techniques are 
essential for group counseling focused on work history, job expectations, and work 
values. 

Clarifying Feelings 

When appropriate, the leader should identify, clarify, and draw attention to members' 
feelings: "Were you aware that you had difficulty talking about changing jobs?" "Perhaps 
you could tell us in more detail what feelings you have when you think about changing 
jobs." 

Interpreting Behavior 
The should tryJo notice significant behavior, whether active or reactive. At times, 
drawing the group's attention to this behavior and its meaning will advance the 
counseling process: "I notice that David is smiling. Does that mean David, that you agree 
with what Margaret is saying when she talks about family career expectations. 

Encouraging Independent Thinking 
One goal of career group counseling is to help members think independently. Clearer, 

more rational thinking will result in more productive emotions and more responsible 
behavior: "We seem to be identifying things about transferable skills for each other rather 
than helping each person to identify skills for himself or herself more effectively." 

Questioning 

The leader should evoke ouly material that is appropriate to group goals. Merely being 
"provocative" in a haphazard way, without offering encouragement or interpretation, is 
more threatening than helpful. The group will move along more effectively if a question 
is addressed to an individual rather than to the whole group. 

Examples: 

"What did you get out of being upset beeanse you didn't finish conege?" 

"Give us an example of what you mean, Mary, when you say that no one 
understands you." 

"What exactly do you mean when you say you don't have time to look for a new 
job?" 

"Randy, did you notice that Alan and Sally expressed concerns very simiiar yours. 
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The leader continues to be accepting, supportive, and non judgmental but must also, at 
times, confront members with inconsistencies in their thinking, emotions, and behavior. 
The objective is to point out inconsistencies, evasions, and self-defeating behavior in a 
way that shows concern for the member's growth. 

Information Giving 

Valid and reliable information is crucial in career counseling. It can be provided by the 
leader or by any member of the group. When questions come up about bnsinesses, 
training, referrals, skills, or counseling procedures, the leader has to decide whether to 
answer immediately or after the session, to refer the member to another information 
source (e.g., computer, data-base, periodical), or to turn the question over to a member of 
the group who has some knowledge in the matter. 

Through words, inflection, gestures, posture, and facial expressions, the leader can be 
effective, reassuring, and encouraging to members who must deal with painful issues. 
Though ultimately each member grapples with these issues alone, the leader's empathy 
and understanding make the task bearable. 

Effective counselor statements Inclnde: 

"Mary, some of the success myths and stereotypes that society perpetuates can be 
defeating for a woman returning to the workplace, can't they? Perhaps interviewing 
several women who you consider in their careers might help destroy those myths. 

"Robert, it's terribly difficult for you to talk about the plant closure, isn't it? You've kept 
all your deep feelings to yourself for a long time, and examining them here in the group is 
tougher than you thought it would be. You've shown how strong you 'r are in many ways, 
and how deep some of the anger was. You can use this strength to deal with the past and 
prepare yourself for future successes. I recognize the pain this is causing you, and I 
respect your strength in grappling with it. n 

ClosIng and Evalnating 

When further attention to an individual or to a specific issue is unlikely to be helpful, or 
when a discussion has become repetitive or irrelevant, the leader helps the group to move 
on. First, however, the leader gives a slImmary and sense of closure to the person who 
has the group's attention: "Joe, you have a firm understanding of what you've been doing 
that you'd like to change, and you have specific goals to work on between now and next 
week. n A session should not end abruptly simply because time has run out. The leader 
should anticipate the end of the session and provide closure by summarizing, reminding 
members of the homework that has been agreed upon, and creating a sense of continuity 
and expectation for the next session. Closure for the final meeting of the group ties up 
loose ends, appraises achievements, and allows participants to decide on developmental 
plans: 
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"We've looked at a lot ofinfonnation about ourselves and the world of work and tried to 
understand it in terms of a career direction. I appreciate the hard work you've put into the 
process and hope it pays dividends for you and your future. In completing this process 
you are aware that there is no final answer to career and; lifestyle development. It is an 
ongoing process." 

TRENDS IN CAREER GROUP COUNSELING 

Career group counseling in the workplace centers on placing the person in an 
experimental situation where group participants can rehearse new skills (such as job 
interviewing and selling one's ideas), can find models to imitate, and can be motivated by 
the stimulus of other participants. 

Career development, and the career group counseling approach, has at least five possible 
applications in the workplace: (a) entry-level professionals; (b) mid-careerworkers or 
managers; (c) individuals preparing to leave the organization because of a cut-back, 
firing, or retirement; (d) enhancement of the worker's present job situation; and (e) 
employee assistance programs. 

The Community 

Research on work consistently points out that people are looking for meaning, for what 
their lives and directions mean for them. In his extensive interviews that resulted in the 
book The Seasons of a Man's Life. Levinson (1978) found that "finding meaning" was a 
continual need and interest of participants in his study. Studs Terkel (1972) found the 
same in his research for Working and Gail Sheehy (1976) in her studies that resulted in 
Passages. 

The career group counseling model has the potential to help people sort out their 
identities and look at the meaning of their work and how it does or doesn't make sense. 

The meaning of one's existence and its relation to how one spends 8 to 10 hours a day are 
important questions that community groups can address through volunteer work, 
membership in clubs, the church, and the family. The family is that climate that one 
"comes home to, and it is the network of sharing values and goals and commitments to 
one, another over time that almost accurately describes the family unit, regardless of 
blood, legalities, adoption or marriage (Ferguson, 1980).4 

SUMMARY 

John Naisbitt (1982) states: we are living in a time of parenthesis, the time in between 
eras. In the time of parenthesis, people have extraordinary leverage and influence 
individually, professionally, institutionally if we can only get a clear sense, a clear 
conception, a clear vision of the road ahead. 
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When done effectively, career group counseling can act as a support group for all people 
in most environments. The counseling profession can enrich the career and lifestyle 
process for people by providing the means by which dialogue, reflection, focusing, and 
feedback can take place. 

Although group counseling has grown enonnously in the past 40 years, little attention has 
been given to the idea of career counseling in groups. Among the advantages of this 
fonnat are the enhancement of career counseling outcomes, the support and 
encouragement offellow members, efficiency in terms of time and cost, enhanced 
feedback, more personalizing and sharing of infonnation, and the variety a group affords. 

Career group counseling offers members input about occupatious, assessment data about 
one's abilities, interests, skills, and values, and exploration of personal meaning, 
identification, and examination of subjective aspects of the self, and feedback from 
others. Career group counseling has a central theme of decision making, with a number of 
models to facilitate career and lifestyle planning. Computers have greatly enhanced the 
potential of career counseling through assessment measures, data-bases, career 
infonnation, and the opportunity to organize information meaningfully. 

Career group counseling can be the vehicle to improve career maturity, self-concept, and 
attitudes toward career and jobs. This type of group generally follows the steps of getting 
acquainted and knowing the group rules, self-disclosing and opening up to new 
possibilities, problem solving and exploring, and acting on insights and ideas gained. The 
group leader has to be able to provide experiential infonnation and facilitate infonnation 
processing in group members. To do this, participants are encouraged to focus on self
awareness, self-assessment, skills assessment, strength seeking, career exploration, 
decision making, goal setting, job hunting, and reinforcing action plans. The leader's 
techniques include clarifying feelings, interpreting behavior, encouraging inde- pendent 
thinking, questioning, and infonnation giving. 
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ADDENDUM I 

OVERVIEW OF BRIGGS MEYERS PERSONALITY TYPES 

INTJ 

A Their Best 

People with INTJ preferences have clear vision of future possibilities coupled with the 
drive and organization to implement their ideas. They love complex challenges and 
readily synthesize complicated theoretical and abstract matters. Once they have created 
their general structure, they devise strategies to achieve their goals. Their global thinking 
leads them to develop visionary goals and a broad-brush plan for achieving these within 
large organizational structures. INTJs' value knowledge and expect competence of 
themselves and others. They especially abhor confusion, mess, and inefficiency. 

Charaeteristies of INT Js 

INTJs see things from a global perspective and quickly relate new information to overall 
patterns. They trust their insightful connections regardless of established authority or 
popular opinions. Dull routine smothers their creativity. INTJs use their Intuition 
primarily internally, where they develop complex structures and pictures of the future. 
They are likely to be 

• Insightful, creative synthesizers 
• Conceptual, long-range thinkers 

INTJs use their Thinking to make logical decisions. They assess everything with a 
critical eye, quickly identifY problems to solves, and are tough and decisive when the 
situations calls for toughness. INTJs tend to be 

• Clear and concise 
• Rational, detached, and objectively critical 

INTJ s are excellent long-range planners and often rise to positions of leadership 
in groups of organization. They are independent, trust their own perceptions and 
judgments more than those of others, and apply their high standards of knowledge and 
competence most rigorously to themselves. 

How Others May See Them 

INTJs present a calm, decisive, and assured face to the world, though they may find it 
difficult to engage in social conversation. They usually don't directly express their most 
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valued and valuable part; their creative insights. Instead, they translate them into logical 
decisions, opinions, and plans, which often express clearly. Because of this, others 
sometimes experience INTJs as intractable, much to the surprise of the INTJ, who is very 
willing to change an opinion when new evidence emerges. Others usually see INTJs as 

• Private, reserved, hard to know, even aloof 
• Conceptual, original, and independent 

Potential Areas of Growth 

Sometimes life circumstances have not supported INTJs in the development and 
expression of their Thinking and Intuitive preferences. 

• If they have not developed their Thinking, INTJs may not have reliable ways to 
translate their valuable insights into achievable realities. 

• If they have not developed their Intuition, they may not take in enough 
information or take in only that information that fits their insights. Then they may 
make ill-founded decisions based on limited or idiosyncratic information. 

[fINTJs do not find a place where they can use their gifts and be appreciated fro 
their contributions, they usually feel frustrated and may 

• Become aloof and abrupt, not giving enough information abut their internal 
processing 

• Be critical of those who do not see their vision quickly 
• Become single-minded and unyielding in pursuing it 

It is natural for INTJ s to give less attention to their non-preferred Sensing and 
Feeling parts. If they neglect these too much, however, they may 

• Overlook details or facts that do not fit into their Intuitive patterns 
• Engage in "intellectual games," quibbling over abstract issues and terms that have 

little meaning or relevance to others 
• Not give enough weight to the impacts of their decisions on individuals 
• Fail to give as much praise or intimate connection as others desire 

Under great stress, INTJs can overindulge in Sensing activities-watching TV reruns, 
playing cards, overeating-or become overly focused on specific details in their 
environment that they normally do not notice or usually see as unimportant 
(housecleaning, organizing cupboards). 
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ENTP 

At Their Best 

People with ENTP preferences constantly scan the environment for opportunities and 
possibilities. They see patterns and connections not obvious to others and at times seem 
able to see into the future. They are adept at generating conceptual possibilities and then 
analyzing them strategically. 

ENTPs are good at understanding how systems work and are enterprising and 
resourceful in maneuvering within them to achieve their ends. 

Characteristics of ENTPs 

ENTPs are enthusiastic innovators. Their world is fun of possibilities, interesting 
concepts, and exciting challenges. The yare stimulated by difficulties, quickly devising 
creative respouses and plunging into activity, trusting their ability to improvise. They use 
their Intuition primarily externally and enjoy exercising ingenuity in the world. ENTPs 
are likely to be 

• Creative, imaginative, and clever 
• Theoretical, conceptual, and curious 

ENTPs use their Thinking primarily to analyze situations and their own ides and 
to plan. They admire competence, intelligence, precision, and efficiency. ENTPs are 
usually 

• Analytical, logical, rational, and objective 
• Assertive and questioning 

ENTPs are enterprising, resourceful, active, and energetic. They respond to 
challenging problems by creating complex and global solutions. They are usually adept at 
"reading" other people, seeing how to motivate them, and assuming leadership. They can 
do almost anything that captures their interest. 

How Others May See Them 

ENTPs are spontaneous and adaptable. They find schedules and standards 
operating procedures confining and work around them whenever possible. They are 
remarkably insightful about the attitudes of others, and their enthusiasm and energy can 
mobilize people to support their vision. 

Their conversational style is customarily challenging and stimulating because 
they love to debate ideas. They are fluent conversationalists, mentally quick, and enjoy 
verbal sparring. When they express their underlying Thinking principles, however, they 
may speak with an intensity and abruptness that seem to challenge others. Others usually 
seeENTPsas 
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• Independent, autonomous, and creative 
• Lively, enthusiastic, and energetic 
• Assertive and outspoken 

Potential Areas for Growth 

Sometimes life circumstances have not supported ENTPs in the development and 
expression of their Thinking and Intuitive preferences. 

• If they have not developed their Thinking, they may not have reliable ways to 
evaluate their insights and make plans to carry them through. Then they go from 
enthusiasm with little actually accomplished. 

• If they have not developed their Intuition, they many not take in enough relevant 
information, resulting in "insights" unrelated to current reality. 

If ENTPs do not find a place where they can use their gifts and be appreciated for 
their contributions, they usually feel frustrated and may 

• Become brash, rude, and abrasive 
• Criticize others, especially those who seem to them to be inefficient or 

incompetent 
• Become rebellious and combative 
• Become scattered-unable to focus 

It is natural for ENTPs to give less attention to their non-preferred Sensing and 
Feeling parts. If they neglect these too much, however, they may 

• Not take care of the details and routine required to implement their insights 
• Not give enough weight to the impact of their ideas and plans on others 
• Be excessively and inappropriately "challenging and stimulating" 

Under great stress, ENTPs can be overwhelmed by detail, losing their ability to 
generate possibilities. Then they focus on minor or distorted detail, thinking that it is 
supremely important. 

ISFPs 

At Their Best 

ISFPs live in the present with a quiet sense of joyfulness; they want time to experience 
each moment. They prize the freedom to follow their own course, have their own space, 
and set their own time frame, and they give the same freedom and tolerance to others. 
They are faithful in fulfilling obligations to people and things that are important to them. 

ISFPs take time to develop intimacy with others, but, once they do, those relationships 
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are very important. They express their devotion to others spontaneously in many quiet 
ways. 

Characteristics of ISFPs 

ISFPs are guided by a strong core of inner values and want their outer life to demonstrate 
those values. They want their work to be more than just a job; they want to contribute to 
people's well-being or happiness. They don't enjoy routine but will work with energy and 
dedication when doing something they believe in. ISFPs are likely to be 

• Trusting, kind, and considerate 

• Sensitive and gentle 

ISFPs are acutely aware of the specifics and realities of the present-the people and the 
world around them. They learn by doing more than by reading or hearing and get 
involved in day-by-day caretaking activities. ISFPs are likely to be 

• Observant 
• Realistic, practical, concrete, and factual 

ISFPs are attuned to the feelings and needs of others and flexible in responding to 
them. They often have an affinity for nature and for beauty in all living things-people, 
plants, and animals. They prize most those who take time to understand their values and 
goals and who support them in achieving those goals in their own way. . 

How Others May See Them 

ISFPs are adaptable and flexible unless something that matters strongly to them is 
endangered; then they stop adapting. They care deeply about people but may show it 
through doing things for others more than through words. 

ISFPs tend to be quiet and unassuming, and their warmth, enthusiasm, and playful 
humor may not be apparent to people who don't know them well. They prefer to observe 
and support rather than organize situations; they have little wish to dominate. 

ISFPs may be underestimated by others and may also underrate themselves. They often 
take for granted what they do well and make too much of the contrast between their inner 
standards and their actual behavior and accomplishments. Others usually see ISFPs as, 

• Quiet, reserved, and private-hard to know well 

• Spontaneous and tolerant 

Potential Areas for Growth 

Sometimes life circumstances have not supported ISFPs in the development and 
expression of their Sensing and Feeling preferences. 

• If they have not developed their Sensing. ISFPs may have no reliable way of 
getting accurate data about the external world or of ac~alizing their values. Their 
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decisions will be based on little information and be overly personal. 
• If they have not developed their Feeling, they may get caught up in Sensing 

rea1ities and not take time for the internal valuing process by which they make 
their best decisions. They may avoid decision making, allowing others or 
circumstances to decide for them. 

If ISFPs do not find a place where they can use their gifts and be appreciated for their 
contributions, they usually feel frustrated and may 

• Withdraw from people and situations 
• Be excessively self-critical 
• Passively resist structures and rules 
• Feel unappreciated and undervalued 

It is natural for ISFPs to give less attention to their non-preferred Thinking and 
Intuitive parts. If they neglect these too much, however, they may 

• Reject or not take seriously logical systems 
• Feel ill-equipped to deal with complexity 
• Not always see the wider ramifications of their specific, immediate decisions 

Under great stress, ISFPs can become uncharacteristically critical of themselves and 
others, verbalizing harsh and negative judgments. 
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GLOSSARY 

Definitions ofTenns 

1. Data security: The means of ensuring that data is kept safe from corruption and 

that access to it is suitably controlled. Thus data security helps to ensure privacy. 

It also helps in protecting personal data. 

2. Data security schemas: A schematic or diagram of data security (term 

conceptualized for this report). 

3. Data theft: A growing problem primarily perpetrated by office workers with 

access to technology such as desktop computers and hand-held devices, since 

employees often spend a considerable amount of time developing contacts and 

intellectual property for the company they work for they often feel they have 

some ownership of the property and are inclined to steal part of it when they leave 

the company or misuse it while they are still in employment. 

4. Fobs: High-performance data transfer engine designed for the high speed transfer, 

associated with computational grids for its employees. 

5. Hacker: In computer programming, a 'hacker' is a programmer who hacks or 

reaches a goal by employing a series of modifications to exploit or extend existing 

code or resources. In computer security, a hacker is a person able to exploit a 

system or gain unauthorized access through skill and tactics. This usually refers 

to a black hat hacker. There are also ethical hackers (white hats), and grey hats. 

6. Homeostasis: The property of an open system, especially living organisms, to 

regulate its internal enviromnent to maintain a stable, constant condition, by 

means of multiple dynamic equilibrium adjustments, controlled by interrelated 

regulation mechanisms. 

7. Identity theft schemas: A schematic or diagram of identity theft (term 

conceptualized for this report). 

8. Polysystematic design approach: Multiple system design approach (term 

conceptualized for this report). 
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9. Risk: The potential impact (positive or negative) to an asset or some characteristic 

of value that may arise from some present process or from some future event. In 

everyday usage, "risk" is often used synonymously with "probability" and 

restricted to negative risk or threat. 

10. Schemas: A diagrammatic representation; an outline or model. 

II. Symbiotic relationship: A close or prolonged association that may be mutually 

beneficial or create dependence. (a biological concept). 
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