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Abstract 

 
Privacy and security of personal information in 

online settings continues to be a relevant and alarming 

issue for individuals who participate in social 

networking sites (SNS). A potential contributing factor 

of one’s propensity to share information online could 

be level of competitiveness embedded in one’s 

personality. Those who are more likely to socially 

engage in competitive activities may also be prone to 

conducting similar comparisons among peers in 

computer-mediated situations, such as SNS. In an 

effort to prove one’s superiority in an online setting, 

one may unknowingly reveal important personal 

information. In this paper, we present a research 

model intended to help predict SNS usage based on 

users’ innate propensity to be competitive with other 

SNS users, whether through the pure enjoyment of 

engaging in competition or via the desire to create 

conflict. Analysis of the model and potential 

implications are discussed further.  

 

1. Introduction  

 
Privacy and security of personal information in 

online settings continues to be a relevant and alarming 

issue for individuals who participate in social 

networking sites (SNS). Although the public’s general 

awareness of these issues has increased in the last few 

years and led to more cautious behavior while online, a 

number of users have reported personally damaging 

consequences due to sharing information via social 

media, including identity theft, stalking and 

harassment, online scams, and hacked email accounts 

[1].  

While many users have taken proactive measures 

toward protecting their online identities, there are 

others who may not be able to resist the urge to share 

personal information via SNS. A potential contributing 

factor of one’s propensity to share information online 

could be level of competitiveness embedded in one’s 

personality [2]. Those who are more likely to socially 

engage in competitive activities may also be prone to 

conducting similar comparisons among peers in 

computer-mediated situations, such as SNS. In an 

effort prove one’s superiority in an online setting, one 

may unknowingly reveal important personal 

information. 

The issues of information security and privacy may 

arise even further when a user is competing for 

attention in SNS. Several users of SNS engage in 

sharing of information to interact with other people and 

to attract their attention as well. However, in an 

information-rich context such as SNS, attention can be 

a scarce resource unless presented with interesting 

information about oneself. Thus, this study tries to 

understand how users’ competitiveness affects their 

willingness to share information online. 

This study is designed to answer the following 

research question: how does an individual’s innate 

competitiveness affect his/her propensity to share 

information with peers in online settings? 

 

2. Literature Review and Hypothesis 

Development 

 
To better understand how SNS users may evaluate 

the cost-benefit analysis of determining whether to 

share information on the Internet, we have developed a 

conceptual research model that we will describe further 

in our study (see figure 1). We will first examine the 

formation of end users’ concerns related to privacy in 

online settings and how this may influence one’s 

decision to share information online via SNS. 

 
2.1. Information Privacy Concerns 

Internet privacy concerns are defined as 

individuals’ perceptions of the consequences related to 

sharing information through the Internet [3]. Extant 

research has focused specifically on individuals’ 

concerns with the information privacy practices of 

organizations [4]. A more general definition used by 

other researchers is an individual’s personal views of 

fairness within the framework of information 
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Figure 1: Conceptual model 

 

privacy [5]. Previous research related to information 

privacy concerns has generally focused on explaining 

differences in levels of privacy concern by examining 

the influence of privacy concerns on a variety of 

dependent variables, including individuals’ intention to 

participate in e-commerce or e-government 

transactions and disposition to share personal data with 

such organizations. Several studies have shown that 

individuals’ intention to use online services are 

negatively influenced by information privacy concerns 

[6]–[9]. Information privacy concerns also have a 

negative effect on individuals’ willingness to share 

personal data on the Internet [3], [6], [10]. Research 

has also shown that information privacy concerns 

affect individuals’ attitudes related to the acceptance of 

technology [4], [5], [11].  

Information privacy concerns are conceptualized in 

two widely accepted forms: concern for information 

privacy [4] and Internet user’s information privacy 

concerns [5]. Concern for information privacy (CFIP) 

consists of four dimensions: collection of data, 

unauthorized secondary use of data, improper access to 

data, and errors in data. Alternatively, Internet user’s 

information privacy concerns (IUIPC) is composed of 

three dimensions: control, awareness, and collection 

[5]. While CFIP is used by more researchers studying 

information privacy concerns, IUIPC has shown to 

explain more variance in its related dependent 

variables, such as willingness to share information 

online [12]. Because IUIPC is theoretically more 

parsimonious while providing more explanatory 

power, we will use this conceptualization of 

information privacy concerns in our study.  

The interaction between IUIPC and behavioral 

intent is theoretically founded on the trust-risk 

framework [13] and the theory of reasoned action [14]. 

With regard to the trust-risk model, prior research 

focusing on information privacy has shown that trust 

and risk are the two most prominent individual beliefs 

which shape one’s tendency to share personal 

information [15]–[17]. Trusting beliefs refer to the 

degree to which individuals believe an organization is 

reliable in guarding consumers’ personal information 

[18], [19]. Risk beliefs are defined as perceptions that 

releasing personal information to an organization will 

expose the information to potential data loss or misuse 

[20]. Drawing from this framework, Malhotra et al. 

(2004) modeled IUIPC as having a positive effect on 

risk beliefs while negatively influencing trusting 

beliefs. Using the IUIPC model as a foundation, we 

provide the following hypotheses: 

H1: SNS users’ information privacy concerns will 

negatively influence trust beliefs. 

H2: SNS users’ information privacy concerns will 

positively influence risk beliefs. 

H3: SNS users’ trust beliefs will negatively 

influence risk beliefs. 

The theory of reasoned action (TRA) states that 

behavioral intent is a consistent predictor of actual 

behavior [21]. Behavioral intent is used extensively in 

IS as a proxy for actual behavior when capturing actual 

behavior is unattainable or, as in many information 

security studies, the behavior in question is socially 
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undesirable. Previous studies have also shown trusting 

beliefs and risk beliefs to directly affect behavioral 

intent [13], [22]. The IUIPC model depicts trusting 

beliefs as positively affecting behavioral intent and risk 

beliefs as having a negative influence [5]. Based on 

TRA, we offer the following hypotheses: 

H4: SNS users’ trust beliefs will positively 

influence total SNS usage. 

H5: SNS users’ risk beliefs will negatively influence 

total SNS usage. 

 
2.2. Competitiveness 

 
Interaction on social networking sites provides a 

unique context for examining the privacy concerns of 

users that are not currently captured by the IUIPC 

framework. While sharing information online is 

typically related to receiving a greater level of 

convenience in return, sharing information on SNS 

environments could improve a user’s social capital 

among those in his or her network. Social capital is a 

dynamic concept that is not only cultivated by a single 

person but requires the participation of multiple parties 

[2]. Because social capital requires the participation of 

at least two parties, human intimacy presents new 

challenges to consider.  

Human beings have the habit of competing for 

attention, power, or attractiveness, especially when 

there are others who are also vying for it [23]. Be it the 

offline world (work, games, or school) or the online 

world (mobile games and social networks), 

competitions are ubiquitous. People compare 

themselves to others and compete for things for a 

variety of purposes. Social comparison theory explains 

that the tendency of people to self-evaluate by 

comparing themselves to others is an important source 

of competitive behavior (Garcia, Tor, and Schiff, 

2013). Among the several dimensions of 

competitiveness, conflict and enjoyment of 

competition are often considered the primary 

dimensions that leads to competition [24]. 

Previous research studies have suggested that 

competitiveness is a multidimensional concept with 

users of SNS having different competitive attitudes 

towards social interaction and information sharing. 

Such competitive behaviors/traits are a part of a 

person’s personality measure and can be of two types: 

enjoyment of competition and contentiousness [25], 

[26]. 

While some users in SNS environments may be 

concerned with establishing connections with other 

users, some may be more concerned with creating 

conflict among those in their networks. These users can 

be classified as having an increased innate desired to 

compete based on contentiousness – wanting to create 

conflict for the sake of proving one’s superiority. 

These types of individuals are less prone to self-edit 

their words before stating them and are less risk averse 

in social interactions. Because one of the main goals 

this type of individual seeks is conflict and he/she 

regularly risks social capital by pursuing conflict, 

he/she is less likely to view an SNS environment as a 

risky outlet for sharing information. Because 

interacting on social networks satisfies an innate 

desire, a user who is driven by contentiousness will 

also demonstrate higher usage of social networks. 

Based on the preceding arguments, we present the 

following hypotheses: 

H6: SNS users’ competitiveness related to 

contentiousness will negatively influence risk 

beliefs. 

H7: SNS users’ competitiveness related to 

contentiousness will positively influence total SNS 

usage. 

People who compete based purely on the 

enjoyment of competition offer an interesting 

counterpoint to those who behave in social interactions 

based on contentiousness. This type of person does not 

regularly risk social capital by exhibiting purposely 

contentious behavior. Rather, a person who enjoys 

competition will seek popularity through commonly 

shared beliefs in their social network (online or 

otherwise). For example, a person who enjoys 

competition will seek approval from their social 

network by sharing something relatable or desirable 

with their social network, like pictures of family or 

stories about a vacation, rather than garnering attention 

through conflict. While individuals who enjoy 

competition may still view some social interactions as 

risky (thus not having an effect on risk beliefs), they 

are more likely to trust their social network, as 

exhibited through their willingness to share personal 

(sometimes private) details to gain social capital. This 

behavior likely translates to SNS as well, with the 

enjoyment of competition leading to higher trusting 

beliefs related to an SNS. We offer the following 

hypothesis: 

H8: SNS users’ enjoyment of competition will 

positively influence trust beliefs. 

Users engaging in social networks because of the 

enjoyment of competition want to be “liked”, 

“popular”, and “cool” on SNS. They express a positive 

attitude toward competition and present positive 

emotions and satisfaction during their interactions on 

SNS. Thus, the increased sharing of information may 

also be attributed to a person’s innate desire to compete 

with others purely for the enjoyment of competition. 

The increase in social capital is apparent to users when 

connections are made in social networks. Some users 

may subconsciously become more fixated on the 
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amount of social capital gained in comparison to their 

peers in SNS. This could potentially lead to end users 

conducting online interactions with no regard toward 

the type of information that is required to share to gain 

additional social capital. We offer the following 

hypotheses: 

H8: SNS users’ enjoyment of competition will 

positively influence trust beliefs. 

H9: SNS users’ enjoyment of competition will 

positively influence total SNS usage. 

 

3. Methods 

 
To thoroughly examine users’ competitiveness in 

the context of SNS, we have developed an instrument 

for assessing SNS users’ inherent levels of 

competitiveness, privacy concerns related to the 

Internet, and their overall volume of SNS usage. This 

section provides a detailed description of the 

measurement scales used and the tools used for 

analysis. 

 
3.1. Measures and Instrumentation 

  
Respondents were first presented with items to 

determine their SNS membership. The respondents had 

the choice to select their SNS membership from the list 

of 15 most popular social network sites based on total 

membership. Respondents were asked to check each 

social network where they are a current member. By 

including a text box below the list of SNS, we also 

gave respondents the option to report their membership 

to other SNS not included in the list. For each SNS the 

respondent reported as being a current member, they 

were asked to report the frequency with which they 

post information on that particular SNS. If the 

respondent reported that he posted information daily, 

he was then asked to report the approximate number of 

times per day he posts information to the SNS. A 

respondent’s total SNS usage was calculated to 

represent his approximate number of posts across all 

SNS for a given month. 

After respondents were iterated through each of 

their SNS memberships for frequency reporting, the 

respondents were also assessed on perceptions of 

information privacy concerns, trusting beliefs, risk 

beliefs, and competitiveness. This study also calculated 

general demographics questions such as age, gender, 

computer experience, education level, prior experience 

with personal privacy invasions, and exposure to news 

related to information privacy violations. 

The following latent constructs were measured with 

multi-item scales: information privacy concerns, 

trusting beliefs, risk beliefs, and competitiveness to 

adopt smart metering technology. Scales for trusting 

beliefs and risk beliefs were adapted from Jarvenpaa, et 

al. [22]. Scales for each of the IUIPC dimensions 

(collection, control, and awareness) were adapted from 

Malhotra, et al. [5]. Scales for competitive enjoyment 

and contentiousness were adapted from Harris and 

Houston [27]. Each item was measured using a five-

point Likert scale, and all items were fully anchored 

from “strongly disagree” to “strongly agree.”  

 
3.2. Common Method Bias 

  
When collecting data using a single method, 

common method bias may become a potential problem. 

Because we are using self-report 5-point Likert scales 

to collect our data, the present study may be 

susceptible to common method bias. As such, we 

followed guidelines for minimizing common method 

bias [28]. We randomized the items within the 

instrument to mitigate order effect. We reduced the 

impact of social desirability bias by ensuring 

respondent anonymity. We conducted post-hoc 

analyses to identify response set or unreasonably short 

survey completion times. 

 
3.3. Panel and Pilot Testing 

  
Following the initial design of our instrument, we 

conducted an expert review panel, which consisted of 

subject matter experts and experts in survey instrument 

design. The panel was largely comprised of faculty and 

doctoral students with quantitative analysis and 

research design experience.  Subsequently, we 

administered a pilot study to assess convergent and 

discriminant validity of our scales. The pilot study 

showed factor loadings that meets accepted thresholds 

and confirmed the validity of our scales and led to no 

change in the instrument design. 

 
3.4. Participants 

  
To confirm validity of the sampling frame, we used 

filter questions as survey openers to ensure that the 

respondents for this survey are a current SNS account 

holders. We chose this sample to capture the true 

perceptions of actual SNS users who often make 

decisions regarding the sharing of information on the 

SNS. 250 respondents were solicited to participate in 

the survey through Amazon Mechanical Turk. After 

eliminating responses due to incomplete response set, 

unreasonably short completion times, and/or failed 

manipulation checks, we retained 202 usable 

responses. 
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Table 1: Loadings and cross-loadings 

 
CC CE RB TB Composite Reliability 

CC1 .824 -.069 -.230 -.066 

.820 CC2 .744 -.118 -.152 -.261 

CC3 .761 -.117 -.246 .033 

CE1 -.090 .836 .001 -.274 

.950 

CE2 -.043 .814 -.028 -.162 

CE3 -.162 .843 .081 -.169 

CE4 -.146 .861 .024 -.183 

CE5 -.113 .809 -.004 -.291 

CE6 -.076 .797 .007 -.235 

CE7 -.140 .865 .067 -.244 

CE8 -.127 .848 .009 -.234 

CE9 -.053 .719 .102 -.203 

RISK1 -.223 .006 .820 -.142 

.874 

RISK2 -.260 -.001 .701 .076 

RISK3 -.218 .083 .793 .123 

RISK4 -.258 .037 .741 .036 

RISK5 -.069 .017 .754 .014 

TRUST1 -.132 -.290 -.021 .750 

.897 
TRUST2 -.143 -.186 -.079 .830 

TRUST3 -.045 -.230 -.034 .891 

TRUST5 -.047 -.247 .014 .791 

 

Table 2: AVE and shared variance of latent constructs 

         AVE CC CE Risk Trust 

CC .604 (.777)       

CE .678 -.128 (.823)     

Risk .582 -.277 .033 (.763)   

Trust .685 -.109 -.297 -.036 (.828) 

( ) = square root of AVE 

 

Table 3: Hypothesis support 

Hypothesis  
(with Direction) 

Path Coefficient T-Statistic P-Value Supported? 

H1: IUIPC  TB -0.108 0.911 p > .05 Not Supported 

H2: IUIPC  RB 0.575 9.618 p < .001 Supported 

H3: TB  RB -0.004 0.060 p > .05 Not Supported 

H4: TB  SNS Usage 0.159 2.755 p < .01 Supported 

H5: RB  SNS Usage -0.021 0.301 p > .05 Not Supported 

H6: CC  RB -0.210 3.219 p < .01 Supported 

H7: CC  SNS Usage -0.046 0.579 p > .05 Not Supported 

H8: CE  TB 0.301 4.281 p < .01 Supported 

H9: CE  SNS Usage 0.115 2.057 p < .05 Supported 
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Figure 2: Results of structural model analysis 

 

4. Data Analysis and Results 

 
This portion of the study explains the data analysis 

techniques used, including descriptions of instrument 

validity assessment, construct validity tests, and 

analysis of the conceptual model. Results are further 

illustrated in model and tabular presentations. 

 
4.1. Instrument Validity 

  
Because risk beliefs, trust beliefs, and competitiveness 

were conceptualized as reflective, multi-item scales 

were used to measure these constructs. To ensure 

consistency among items within a scale, adequate 

reliability must be demonstrated. Composite reliability 

was calculated for each reflective scale. Reliability 

exceeded 0.8 for each scale, showing sufficient 

consistency among each scale’s items [29]–[31]. 

Convergent validity is established to ensure each item 

measuring a particular construct is significantly 

correlated with its construct’s composite value [32]. 

Examining partial least squares (PLS) reports for cross-

loadings, convergent validity was significantly 

established for all constructs. Discriminant validity was 

also demonstrated when measuring constructs 

reflectively. Cross-loadings between all constructs 

were not significant. Table 1 illustrates loadings and 

cross-loadings, as well as composite reliability, for all 

reflective scale items. Convergent and discriminant 

validity were also examined by comparing shared 

variance between constructs with the average variance 

extracted (AVE) of the respective constructs [33]. 

AVE for each construct should exceed .5, and shared 

variance between constructs should not exceed either 

of the constructs’ AVEs. Although some cross-loading 

was evident between constructs, each construct’s AVE 

exceeded .5 and was greater than any variance shared 

with other constructs. Shared variance and AVEs for 

each construct is depicted in Table 2. 

 
4.2. PLS Analysis 

  
Our structural model and its associated hypotheses 

were tested using SmartPLS [34]. In addition, a 

bootstrapping resampling technique, which 

approximates the path coefficients and the amount of 

variance explained in mediating variables was used. 
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H2, H4, H6, H8, and H9 were supported, while the 

remaining hypotheses were not found to be significant. 

Our overall findings for hypotheses support are shown 

in Table 3. As illustrated in Figure 4, the model 

explains approximately 4 percent of the variance in 

total SNS usage, demonstrating that support for the 

research model is quite limited [35]–[37]. Insights 

yielded from the data are discussed below. 

Some of the hypothesized relationships were well-

supported, while others were not. Each of the 

significant hypotheses was supported at an alpha level 

of .05 or lower. Consistent with the hypothesized 

relationships, information privacy concerns had a 

significant positive effect on risk beliefs (β = .575, p < 

.001) but did not have a significant positive 

relationship with trust beliefs (β = -.108, p > .05). Trust 

beliefs did not negatively influence risk beliefs (β = -

.004, p > .05) but had a significant positive effect on 

total SNS usage (β = .159, p < .01). Risk beliefs did not 

have a significant negative influence on total SNS 

usage (β = -.021, p > .05). Competitiveness related to 

contentiousness had a significant positive effect on risk 

beliefs (β = .210, p < .01) but did not have a significant 

effect on total SNS usage (β = -.046, p > .05). 

Competitiveness related to the enjoyment of 

competition had a significant positive effect on trust 

beliefs (β = .301, p < .01) and a significant positive 

effect on total SNS usage (β = .115, p < .05).  

We conducted additional analyses to determine the 

impact of various demographic variables. None of the 

included demographics (age, gender, computer 

experience, education level, prior experience with 

personal privacy invasions, and exposure to news 

related to information privacy violations) had a 

significant impact on total SNS usage. However, 

computer experience demonstrated a significant 

negative effect on both trusting beliefs (β = -.198, t = 

2.811, p < .01) and risk beliefs (β = -.128, t = 2.015, p 

< .05). 

 

5. Discussion 

 
5.1 Overall Findings 

 
The IUIPC model seems to only be partially 

supported in the context of SNS usage, as our data 

shows that there is a break in the some of the IUIPC 

model’s typically supported relationships. First, IUIPC 

did not affect trusting beliefs. This finding shows that 

for SNS contexts, even though users may have 

concerns related to the privacy of their information, 

users’ trust in SNS does not waver. This could be due 

to the implicit understanding that users have about 

SNS prior to interacting on them; for SNS to provide 

its purported utility, users must share information.  

IUIPC significantly influenced risk beliefs, but risk 

beliefs did not affect total SNS usage. Similarly, 

competitiveness related to contentiousness 

significantly affected risk beliefs but did not have an 

impact on total usage. Again, this finding may be due 

to users’ implicit understanding of the risks associated 

with participating in SNS. Although our hypothesis of 

contentious SNS users being less risk averse and 

having lower perceptions of risk beliefs was supported, 

users simply evaluate their perceptions of the risks as 

being not significant enough to disengage from social 

networks.  

Trusting beliefs demonstrated a positive effect on 

total SNS usage, showing that trust matters to users 

when they make the decision to engage with the SNS 

by sharing information. This finding shows that while 

users are implicitly aware of the privacy concerns and 

risk beliefs associated with using social networks, 

users who trust their social network will contribute and 

share more information. Interestingly, trusting beliefs 

did not affect risk beliefs.  

The enjoyment of competitiveness demonstrated 

significant influence when included in the IUIPC 

model, specifically affecting both trust beliefs and total 

SNS usage. This could possibly indicate that end users 

who possess an innate enjoyment of engaging in 

competitive activities may also experience an inflated 

sense of trust in a SNS due to its ability to satiate a 

competitive desire. This is also reflected in the 

significant positive effect the enjoyment of competition 

has on total SNS usage, demonstrating that those who 

enjoy competition significantly increase their sharing 

on SNS environments. The need for gaining social 

capital in relation to other SNS users is a significant 

factor in this context and offers interesting theoretical 

implications, discussed further in the next section. 

 
5.2 Implications on Theory 

 
Our findings provide interesting insights in the 

application of the IUIPC model in online contexts that 

differ from typical e-commerce transactions. Online 

social networks are fundamentally different in that user 

interactions, transactions of social capital, and implicit 

comparisons between users regularly occur. With the 

utility of SNS being completely reliant on the sharing 

of information from users, the significance of IUIPC’s 

foundational variables (privacy concerns, trusting 

beliefs, risk beliefs) is impacted. Our findings also 

demonstrate that other factors, such as 

competitiveness, can significantly influence IUIPC’s 

foundational variables. Our research, while exploratory 

in nature, may provide an important building block in 
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developing alternative models to better explain users’ 

evaluation of security and privacy while engaging in 

SNS. 

While the enjoyment of competition did provide a 

significant positive influence on the IUIPC model, the 

amount of variance in total SNS usage that was 

explained by the model was quite low. This indicates 

that other constructs not measured in the present study 

will likely offer better explanatory power toward 

predicted user sharing behavior on SNS. Although the 

contribution of the present study is limited, the results 

demonstrate that there are interesting research 

opportunities to further explore the phenomenon at 

hand to discover the underlying factors that 

significantly contribute to users sharing information on 

SNS environments. 

 

6. Conclusion 

 
Although SNS has provided users with a 

convenient way to stay connected with one another, it 

remains an attractive threat vector for hackers to 

potentially find susceptible victims. By understanding 

why some users may share too much information, 

researchers may be able to construct appeals to warn 

users about the risks associated with revealing too 

much in online settings. 
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