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EXECUTIVE SUMMARY

This policy study analyzes and describes the environment and challenges related 

to United States cybersecurity policy.  Chapter one provides an introduction to the study, 

including the methodology and a glossary of relevant terms.  Chapter two provides 

background information about hackers and the hacker profession.  Chapter three analyzes 

existing United States cybersecurity policy, including the Computer Fraud and Abuse 

Act, the National Infrastructure Protection Plan, and the Cyberspace Policy Review.  

Chapter four offers policy recommendations and potential future scenarios based on 

expert analysis.  Chapter five concludes the study with a discussion of limitations and 

areas for future research.

Cyberspace was constructed with a foundation for reliable and convenient 

communication so that different entities could share information.  It has evolved into a 

vast collection of insecure computer systems and networks that dictate the manner in 

which people communicate, are educated, conduct business, bank, shop, and seek 

entertainment.  Due to the lack of effective oversight by the United States Government, 

cyber intruders have, with impunity, terrorized Cyberspace and threatened the critical 

infrastructures of the United States.  The responsibility to establish a proactive, reliable, 

and highly resolved cybersecurity policy, which will protect the nation’s critical 

infrastructures from probable cyber attack, should be at the forefront of United States 

government concern.  Cybersecurity will not improve until the United States Government 

can develop and implement comprehensive cybersecurity policies to properly govern 

Cyberspace.  Policy makers must comprehend and emphasize the importance of 

improving the United States’ current stance on cybersecurity to ensure that the tranquility 

and liberties of the American people are preserved.  Through research and expert analysis 

of the current threats to the critical infrastructures of the United States, this policy study 

offers recommendations that are to be considered as potential solutions to some of the 
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major issues affecting cybersecurity policy and can thereby enhance our ability to protect 

the critical infrastructures of the United States.

SUPERVISORY CONTROL AND DATA ACQUISITION SYSTEMS.

Policy makers should create a policy to address the cybersecurity concerns of 

Internet-connected Supervisory Control and Data Acquisition (SCADA) systems and 

provide meticulous, technical guidelines to properly and effectively protect these SCADA 

systems.  The policy should require the SCADA system owners to purchase dedicated 

Internet connections between all their SCADA systems.  If the owners of the SCADA 

systems choose not to implement the critical regulations stated in the policy, the SCADA 

systems should be disconnected from the Internet and not allowed to be reconnected until 

the regulations for technical and operational security are implemented.  For instances 

where the regulations cannot be satisfied, the SCADA systems should not be granted 

access to the Internet and the system owners should be mandated by policy to employ and 

properly train sufficient personnel to operate and maintain the systems from their 

physical locations. The critical infrastructures of the United States and American lives are 

too important to overlook the risks of connecting insecure and vulnerable SCADA 

systems to the Internet for the sake of convenience.

AWARENESS.

A cybersecurity policy should be created with a mission to develop and 

implement a Federal Communications Commission regulated campaign to broadcast 

cybersecurity awareness information periodically throughout the day using as many 

communication mediums as possible.  The United States Government should sponsor 

national cybersecurity awareness commercials with factual evidence of the adverse 

effects of cyber attacks and information on how each person can help to make a 

difference in the fight to improve cybersecurity.  Effective cybersecurity awareness 

programs should discover creative and efficient methods to deliver information on 

awareness through common communication channels.  If cybersecurity awareness is 
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provided through all types of media, people will either see, hear or read it and the 

message will begin to attract attention and take effect.  This policy should also be 

constructed to include the software developers who are responsible for creating operating 

systems and applications used with computer systems and networks connected to the 

Internet.  Along with cybersecurity awareness, this policy should implement 

cybersecurity education into all levels of the current United States education system, 

beginning with K-12.  Heavy research into new and improved teaching methods to 

facilitate and increase cybersecurity education should begin as soon as possible.  The 

future of cybersecurity will be in the hands of the next generations, and this requires 

adequate primary and secondary education that teaches the many uses and capabilities of 

computer systems and networks.   Through United States Government regulations and 

effective influence of society, cybersecurity will become integrated into the daily 

behaviors of each person.

ACCOUNTABILITY.

Since the operating system is essential to the functionality of a computer or 

information system, a policy should be created to address cybersecurity concerns and 

protections prior to the release of the operating system.  Policy makers should mandate 

that software developers be accountable for implementing security measures set by the 

United States Government and to present evidence of the actual implementation of each 

measure.  Developers must be held accountable for their actions and should not be given 

the freedom to develop insecure products, which is the primary reason for the countless 

number of vulnerabilities and cyber attacks.  The fact is that attack methods are created to 

exploit vulnerabilities in software products, so if software developers are held 

accountable to meet more stringent security requirements, there should be fewer 

vulnerabilities.  If the United States Government continues to allow insecure software to 

be distributed, America will continue to suffer the effects of malicious cyber activities.
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The next step in developing policies for accountability should be directed towards 

businesses, which should be held accountable when they connect their computer systems 

and networks to the Internet.  To address the accountability issues with businesses, policy 

makers should create a policy that provides rigorous security regulations for every 

computer system and network a business desires to connect to the Internet.  These 

regulations should provide strong technical and operational security guidance and should 

also address the protection of sensitive customer information.  The policy should also 

instruct business owners to successfully complete a comprehensive certification and 

accreditation process similar to that of the United States Government.  Business owners 

should be held accountable for any damages inflicted on customers or other businesses 

due to their poor security practices.

PROACTIVITY.  

There are records of consequences obtained through purely reactive methods to 

illustrate the extraordinary losses experienced by numerous America citizens.  These 

numbers will continue to grow until policy makers take the necessary actions to respond 

to the malicious acts of cyber intruders.  Policy makers should create a policy that will 

grant law enforcement officials and investigators the proper authorities to proactively 

patrol Cyberspace for malicious activity.  The policy should address the same concerns 

and civil rights expressed in the Fourth Amendment so that the authorities granted to law 

enforcement officials and investigators are not invasive or obstructive to privacy and 

constitutional issues.  Similar to physical crimes, law enforcement officials, under audited 

conditions, would be searching for behaviors significant to that of malicious activity 

rather than the actual content being processed.  The casual user of the Internet and the 

World Wide Web does not have the proper practical cybersecurity knowledge to properly 

defend themselves.  Therefore, the United States Government should be proactive in their 

efforts to seek out and apprehend cyber criminals to protect the citizens online.
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CHAPTER 1

INTRODUCTION

The United States of America and its foundations were carefully constructed with 

sound doctrine that set forth to protect the people through rigorous policies, which 

inaugurated a country and governed a nation.  For over two centuries, these constitutional 

policies allowed American citizens to live with and retain tranquility and liberty.  

Unfortunately, such policies for cybersecurity do not exist and as a result, these American 

liberties experience affliction in Cyberspace, which should be treated as an extension of 

physical civilization.  Every day, these freedoms are inconspicuously abused 

unbeknownst to each American who trusts and believes that their constitutional rights are 

protected.

Since the genesis of computer systems, software development, interconnected 

network connections, and telecommunications infrastructures, systems administrators and 

end-users have faced the challenges encompassed by cybersecurity.  As the number of 

Internet and World Wide Web users, interconnected networks, availability and 

convenience of services, and Internet and web-enabled service providers increase, these 

cybersecurity issues will also multiply exponentially.  The problem is that, with evidence 

of high cyber crime rates and hundreds of millions of dollars stolen, the United States 

Government has neglected their sworn duties to properly establish cybersecurity policy to 

protect the critical infrastructures of the United States and, more importantly, to protect 

the tranquility and liberties of their citizens.  If stringent cybersecurity policies are not 

legislated and enforced by the supreme government authorities of the United States of 

America, the likelihood of the abuse of privileges and corrupt cyber practices will 

become too great to overcome.
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The responsibility to establish a proactive, reliable, and highly resolved 

cybersecurity policy, that will protect the nation’s critical infrastructures from probable 

cyber attack, is at the forefront of the United States Government.  As reported by the 

Center for Strategic and International Studies (2008) in Securing Cyberspace for the 44th 

Presidency, “America’s failure to protect cyberspace is one of the most urgent national 

security problems facing the new administration that will take office in January 2009” (p. 

11).  The cybersecurity policies and strategies to protect the critical infrastructures of the 

United States have been under intense scrutiny for quite some time.

During the later years of the Clinton administration, the extraordinary 

cybersecurity risks posed to the critical infrastructures of the United States have been 

contemplated and the arduous task of improving cybersecurity measures and policies 

began.  Without cybersecurity policies of a rigid and enforceable nature, an entity focused 

on exercising their rights to communicate in Cyberspace would fall captive to those who 

wish to cause it harm.  In an instance where a critical infrastructure, such as the energy 

sector’s power grid or the transportation sector’s commuter rail systems of the United 

States, became a target for cyber intruders during the winter months, the projected desire 

to harm could quickly translate into hundreds, if not thousands, of fatalities.  

Unfortunately for the United States of America, this thought is not simply theoretical, it is 

a practicality that deserves the utmost and undivided attention of the policy makers of the 

United States before it becomes a reality.

The conundrums facing the United States’ policy makers are the myriad of 

available information provided from self-proclaimed cybersecurity experts and the fact 

that the Internet and the World Wide Web were not designed with security as a 

requirement.  Other challenges include a rapidly changing environment and increased 

sophistication of adversaries.  To overcome these challenges, policy makers must 

thoroughly evaluate their expert sources and take an objective approach when developing 

their plan of action and milestones.  These policy makers must be able to identify real 
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experts from the inexperienced ones and comprehend the valuable information and 

suggestions, which will ultimately be used to make intelligent decisions.  However, the 

truth is that experienced subject-matter experts will not be the ones making the final 

decisions.  Non-experts, most likely individuals with Internet browsing and email 

experience or possibly a computer course in college, will use the knowledge of these 

experts to make a best guess for cybersecurity policies meant to protect hundreds of 

millions of Americans.  This is evident considering past and current cybersecurity policy.

This policy study is proactive in that it provides information that will allow the 

United States Government to prepare policies in anticipation of possible cyber threats.  

This study will address the problems facing cybersecurity policy in the United States by 

providing policy makers with useable information to make informed decisions, which 

will improve the United States’ current stance on cybersecurity.  The human and technical 

aspects of cyber attacks will be explained to provide policy makers with the knowledge 

necessary to better understand the direct cyber threats targeting the critical infrastructures 

of the United States.  With an understanding of the different types of cyber threats, United 

States policy makers will be better prepared to meet the demands of their nation’s 

cybersecurity requirements and develop policies, which will encompass tactical and 

strategic plans to protect against the malicious activities of cyber intruders.  

Before the United States can move forward to enhance its approach to 

cybersecurity, policy makers need to assess the effectiveness and strength of their current 

cybersecurity policies.  This study will provide brief assessments of several United States 

policies regarding cybersecurity to assist policy makers with gathering constructive 

information.  All of this research will be combined to develop detailed recommendations 

for strong consideration by United States policy makers.  These recommendations will 

provide potential solutions to some of the major issues affecting cybersecurity policy and 

thereby enhance our ability to protect the critical infrastructures of the United States.  To 

emphasize the serious nature of cybersecurity and the potential effects that could occur if 
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the recommendations presented in this study are not implemented, some scenarios of 

cyber attacks against the critical infrastructures of the United States will be outlined.

A methodology that involves research, subject matter expertise, and practical 

knowledge was used to approach the cybersecurity problem presented in this policy 

study.  Research from security experts and institutions, United States’ policies and 

legislation for cybersecurity, and incidents of malicious cyber events reported in the 

media were gathered and reviewed to provide background information on cybersecurity 

issues and deficiencies, which threaten the critical infrastructures of the United States.  

Subject matter expertise and practical knowledge support the background information 

and assisted in the development of original and informed recommendations intended to 

stimulate the thoughts of United States policy makers.  Practical knowledge and 

comprehension of an intruder’s thought process were used to break down the technical 

attack methods used by cyber intruders to maliciously compromise and infect the 

computer systems and networks connected to the Internet.

This writing is not intended for a technical audience, but a basic level of technical 

knowledge is required to fully comprehend the explanations set forth throughout.  Most 

of the security vulnerabilities described throughout this study will be technical in nature, 

but explained in layperson’s terminology as much as possible.  Concise technical 

explanations and a technical glossary of terms are provided in the Appendix to aid the 

reader.
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CHAPTER 2

HACKERS AND THE HACKER PROFESSION

In the 1950s, an innovative way of thinking began and a new culture arose.  This 

culture became known as hackers and their revolution was based on their hacking 

methods.  For more than fifty years, hackers and the hacker profession have been vital 

elements in the advancement of technology.  Hackers are responsible for the greatest 

technological achievements used on a global scale in everyday life.  For many, hackers 

are an integral part of government and organizational successes, but for others, they seem 

to be a nightmare.  Although there are great achievements attributed to hackers, most 

people cringe with a sense of insecurity when they hear of hackers or hacking.  As a 

result, society associates hackers with identity theft, computer criminals, malware, and 

any type of malicious activities conducted throughout the Internet or the World Wide 

Web.  

The term hacker is referred to in the media with a negative connotation and 

suggests an impression that all hackers are evil.  Due to the negative media, it is difficult 

for most to discern if hackers are truly an adversary or a necessary ally.  In truth, hackers 

are the cybersecurity experts that policy makers need to help rescind failed policy 

attempts.  Policy makers must be educated on the formidable threats and cunning aptitude 

that they and their trusted allies are fighting against to prepare for probable cyberwar.  

Although it is evident to security professionals that the United States is currently engaged 

in a cyberwar with foreign nations, cyberwar has not been publicly declared or accepted.  

However imminent, it is imperative that policy makers maintain a state of hyper-vigilance 

and open-mindedness when developing cybersecurity policies, which should be intended 

to prevent catastrophic damages to the critical infrastructures of the United States.

Sun Tzu believed: 

If you know the enemy and know yourself, you need not fear the result of a 

 hundred battles.  If you know yourself but not the enemy, for every victory gained 
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you will also suffer a defeat.  If you know neither the enemy nor yourself, you 

will succumb in every battle. (6th Century B.C./2002, p. 51).

Whether the battle occurs in the physical or cyber domain, the principles of knowing your 

enemy from your ally are the same.  If you do not understand the threats you face or your 

resources, you cannot properly and successfully prepare for the challenges ahead.  

Hackers are remarkably determined and capable to both strengthen and exploit the 

security measures implemented to protect the critical infrastructures of a nation.  This 

policy study will tunnel through the hacker culture and provide insight into their effects 

on Cyberspace.  An unbiased understanding of this culture must be established before 

cybersecurity policy can be discussed.

There are several types of hackers and each will be explained with the desire to 

educate the reader about each so that he or she will be able to distinguish the differences.  

Once a baseline of the different types of hackers is established, a section with actual 

events and factual evidence will be provided to explain how one type in particular has 

negatively impacted Cyberspace.  Corresponding to this section, information on events of 

malicious hackers from other countries who are focused upon the reconnaissance and 

national security of the United States of America will be presented.  Some of the basic 

processes and hacking methods used by these malicious hackers to exploit system 

vulnerabilities will be described to display “how” attacks are conducted in Cyberspace.  

These attack methods are the key elements to the whole story.

Section 2.1 - Hackers and Their Many Hats

The Massachusetts Institute for Technology (MIT) is especially known for its 

extremely intelligent and advanced academic programs surrounding science and 

technology.  It is also known to be a breeding ground for true hackers. In the late 1950s, a 

14



surplus of old telephone equipment was donated to a cohort of students who made up the 

Tech Model Railroad Club (Erickson, 2008).  Within the club was a clique known as the 

Signals and Power Committee.  These students used different switches and relays from 

the donated telephone equipment to create a control system for their model railroad track 

system.  This breakthrough is considered by many in the hacker culture to be the first 

“hack,” which can be defined as using technology in unintended ways.  Thus, the MIT 

Tech Model Railroad Club is recognized as the first group of hackers (Erickson, 2008).

Another group of early hackers developed in the 1960s following the accidental 

discovery that high frequency sounds, such as whistling, could reset a phone call, among 

other things (Discovery Channel, 2001).  These sounds could also dupe the telephone 

systems into dialing local and long distance telephone calls without payment.  This genre 

of hackers was labeled “phone phreakers” and one in particular was John T. Draper, also 

known as Captain Crunch, who used a toy whistle from a Cap’n Crunch Cereal box to 

hack into telephone systems (Discovery Channel, 2001).  This is the type of ingenuity 

that is associated with hackers.  Captain Crunch upgraded from the toy whistle to a 

device called the “blue box.”  The blue box was a device with a keypad and a speaker that 

phone phreakers, or hackers, used to manipulate the telephone system and its 

infrastructure (Discovery Channel, 2001).  It could dial different tones at different 

frequencies allowing these hackers to traverse the telephone system and make free 

telephone calls.

These novice types of hackers are more commonly recognized in the media, the 

general society, and to the online community as “crackers” or “script kiddies.”  Crackers 

are individuals who attempt to access a computer system or network without 

authorization (Raymond, 2003).  They are individuals who crack passwords with 

automated software to gain unauthorized access into a computer system or network to 

steal sensitive information.  Imagine a safe cracker who cracks a combination, takes as 

much as they can, and gets out.  In most cases, crackers have no real talent.  The script 
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kiddies are a lot like crackers in the sense that their intentions are solely malicious and 

their talent is no more than using preprogrammed tools, which are mostly free, easily 

accessible, and trivial to operate (Raymond, 2003).  The name says it all; they obtain a 

script, or piece of code, from a talented hacker and uses it to wreak havoc as a child 

would without proper guidance. These hacker types abuse the free tools, that are meant 

for good use, for their malicious activities.  As you could imagine, true hackers 

disapprove of crackers and script kiddies and use these terms to dissociate them from real 

hackers (Raymond, 2008).

Section 2.1a - True Hackers

A true hacker represents the truest craftsman.  Raymond (2003) defined a hacker 

as “a person who enjoys exploring the details of programmable systems and how to 

stretch their capabilities” and additional information from Malkin and Parker (1993) 

supports that, “A person who delights in having an intimate understanding of the internal 

workings of a system, computers and computer networks in particular.”  True hackers are 

computer system or network programmers who are extremely passionate about writing 

program code.  They work at a level of intimacy with their creations and their systems 

that most cannot fathom.  While most people dislike their employment duties, true 

hackers take genuine pleasure in their activities.  Not only do they joyfully perform their 

tasks, they are determined to compel themselves to improve their capabilities to develop 

better products and what is most important, to advance their extensive knowledge and 

expertise.

True hackers follow a code known as the Hacker Ethic, described by Erickson 

(2008) as “the appreciation of logic as an art form and the promotion of the free flow of 

information, surmounting conventional boundaries and restrictions for the simple goal of 

better understanding the world” (pp. 2-3).  These hackers see their work as an art form 

with no limitations.  They color outside the lines and understand what it means to “think 
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outside the box.”  Program code is a medium of expression for hackers.  Erickson (2008), 

exclaimed, “the hacker spirit can never be stopped, nor can it be easily categorized or 

dissected.  Hackers will constantly be pushing the limits of knowledge and acceptable 

behavior, forcing us to explore further and further” (p. 4).  The truest hackers are in a 

league of their own where there are no restrictions and where they “push the envelope” 

with the intent that society will benefit with improved technology.

Graham (2004) explains that the attitude of a hacker is to be “unruly” and 

compares it to the unruly “Americanness” that he uses to describe the American citizen 

(para. 18).  Unruliness and breaking rules are “the source of America’s wealth and 

power” (Graham, 2004, para. 29).  Erickson (2008) declared, “I believe that the spirit of 

the hacker transcends governmental laws, as opposed to being defined by them” (p. 4).  

He is not implying that the hacker spirit is above the law.  Instead, he is saying that the 

government does not and will not understand the spirit that drives and motivates hackers 

to improve society.  The government sets restrictions and they believe these restrictions 

are necessary to promote a harmonious way of living.  The hacker spirit goes beyond 

these restrictions and views them as roadblocks to the exploration of the mind.  The 

hacker realm is one that exists on a plane that is logical, virtual, and intangible to the rest 

of society.

True hackers code for fun and not money for in their line of work, high salaries 

are inevitable when you are a knowledgeable hacker (Graham, 2004).  They are more 

interested in their work than how much they get paid to sit in an office, which they 

absolutely abhor.  Since hacking requires creative thinking, these hackers prefer to work 

in the comfort of their homes where they find inspiration (Graham, 2004).  They do not 

believe in the restriction of a work environment that consists of buildings filled with 

office furniture, uninteresting coworkers, and coffee makers.  They need a place where 

they can think in peace or nap when they are tired.  True Hackers do not work bank 

hours.  Their programming time occurs when it “comes to them.”  Hackers are 
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information sharers who do not hoard their knowledge (Raymond, 2008).  It is imperative 

that you understand that true hackers are builders not breakers, they live and breathe by a 

code, the Hacker Ethic, and they strive for the challenges to improve their society 

Raymond, 2008).

Section 2.1b - Ethical Hackers

The following types of hackers play a huge role in the strengthening of computer 

system and network security defenses, which are developed to prevent the exploitation of 

system vulnerabilities.  It is the classic good versus evil scenario, which directly results in 

the improvement of system defenses.  When the “good hackers” develop or improve a 

security measure, the “bad hackers” shift their exploitation methods and defeat the so-

called security defenses.  In most cases, malevolence will prevail sending the good 

hackers back to the drawing board.  This competitive process will continue to be a never-

ending cycle because rapid technology improvements provide the malicious hackers the 

edge they need to overcome new challenges.  The only thing preventing defiant hackers 

from overcoming the most current security measures is slow technology and time.  Their 

thoughts and ideas are unlimited, but their resources are not.  If the good-natured hackers 

are not proactively ahead of the curve, improving security defenses will continue to be a 

reactive process with the next technology upgrade and hostile hackers right around the 

corner.

The benevolent hackers referenced in the prior paragraph are commonly known as 

ethical hackers, white hat hackers, or penetration testers (pen testers).  Technically, they 

can be the same person or group, some certified and some not, so the nomenclature is 

used interchangeably, but there are subtle differences to keep in mind.  The pen tester 

monicker references actions performed by ethical and white hat hackers to improve the 

security measures of computer systems and networks and does not describe an actual 

characteristic of a ethical or white hat hacker.  An ethical hacker is defined as “a 

18



computer and network expert who attacks a security system on behalf of its owners, 

seeking vulnerabilities that a malicious hacker could exploit” (http://

searchsecurity.techtarget.com/sDefinition/0,,sid14_gci921117,00.html, 2009, para. 1).  

The ethical hacker uses preemptive attack methods to scan for system vulnerabilities and 

then to exploit these weaknesses to assess the current security defenses.  If a vulnerability 

in the computer system and/or network is found, it is immediately provided to the 

system’s owner and to the product vendors so that actions can be taken to correct these 

vulnerabilities.

The main purpose of an ethical hacker is to facilitate improved computer system 

and network security at which the system’s owner must request and consent through legal 

contract.  The key element in the process is that written consent from the system’s owner 

should be provided to the ethical hacker before any testing to avoid felonious acts.  

Without consent, an ethical hacker will risk committing federal computer crimes, which 

could earn them time in prison, a substantial fine, or both.  The moral principles of an 

ethical hacker derive from their eagerness to improve a systems’ security measures, their 

respectfulness to request consent to perform their ethical hacking methods, and their 

courtesy to share information with system owners and product vendors.  Ethical hackers, 

like true hackers, also follow a code of ethics, which declares that their hacker expertise 

and hacking methods only be used to improve and benefit computer system and network 

security.

The United States Federal Government employs large numbers of ethical hackers 

extensively for national security, their certification and accreditation (C&A) processes, 

auditing of information systems, and incident response.  For the purposes of 

strengthening information system and telecommunication infrastructures, some agencies 

employ Red and Blue Teams to perform the necessary penetration testing and incident 

handling procedures required to assess the security capabilities of the infrastructure.  On 

October 1, 2009, the Department of Homeland Security announced that 1,000 additional 
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cybersecurity specialists would be hired to fill the gap of a well-needed cybersecurity 

workforce (Cratty, 2009).  This objective displays the importance and seriousness of 

cybersecurity.  Ethical hackers possess the benevolent intentions and motivations to 

ensure that computer systems and networks are secure.  They have taken the step to use 

their knowledge and expertise to improve cybersecurity, which in turn will also provide 

aid in protecting the critical infrastructures of the United States.

Section 2.1c - White Hat Hackers

A white hat hacker is another type of benevolent hacker defined as the following:

White hat describes a hacker who identifies a security weakness in a computer 

 system or network but, instead of taking malicious advantage of it, exposes the 

 weakness in a way that will allow the system's owners to fix the breach before it 

 can be taken advantage by others (such as black hat hackers.). (http://

 searchsecurity.techtarget.com/sDefinition/0,,sid14_gci550882,00.html, 2009, 

 para. 1)

White hat hackers are very similar to ethical hackers in that they desire to improve 

computer system and network security.  They take notifying product vendors a step 

further by assisting these vendors with creating patches to repair uncovered 

vulnerabilities.  Their hacking methods for finding and exploiting system vulnerabilities 

are usually in line with ethical hackers, however, there are a few major differences in 

their processes.  

White hat hackers are not always requested by a system owner and they do not 

always perform their penetration tests with consent.  Since consent is not usually 

obtained, they face the risk of being indicted with a felony offense related to federal 

computer crimes sacrificing themselves for the common good.  While unauthorized, these 

hackers will share their assessment with the system owner and usually do so in a discrete 

manner to avoid the undesired public disclosure of the system’s vulnerabilities.  If a 
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malicious hacker were to learn of these vulnerabilities before the system’s owner had a 

chance to address them, they would not hesitate to take advantage of the challenge to 

exploit the system’s deficiencies for personal gain.

There are a few caveats with this distinct information sharing approach of the 

white hat hacker.  First off, if the system owner learns the identity of the white hat hacker 

who gained unauthorized access to the owner’s system, legal ramifications can be 

brought against the white hat hacker.  Furthermore, if the system owner chooses to sit on 

the information and puts-off securing their system, a malicious hacker could discover the 

system vulnerabilities on their own accord and exploit them before corrective action is 

taken.  Along with abuse of the system, the malicious hacker could also implant a 

mechanism that will give them control over the exploited system even after corrective 

measures are implemented.

Moreover, if the system owner does not trust the provided vulnerability 

information or is not accepting to the fact that their system was hacked, they may 

disregard the white hat hacker’s evaluation and thoughtlessly choose not to address the 

system vulnerabilities or request a formal audit of their system to verify or refute the 

assessment.  If the system owner chooses non-action, the problem will be twofold; the 

system is wide opened to an attack that could affect all users and/or dependents of this 

system or the system can be used as part of a larger attack, which could affect other 

systems connected to the Internet.  There are many more potential scenarios that could be 

explained given the time.

White hat hackers share similar enthusiasms as ethical hackers in securing 

Cyberspace, but choose to handle the responsibility more aggressively.  For example, an 

investigator, or ethical hacker, must follow specific policies and procedures and abide by 

the law while performing an investigation.  A vigilante, or white hat hacker, will defy the 

law and risk the chance of being apprehended to accomplish their goal.  The objective to 
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improve system security defenses may be the same, but the processes to achieve the 

objective is very different.  It has been suggested that these white hat hackers choose to 

bend the rules to assist Americans because the United States Government has not made it 

a priority to protect Cyberspace from malicious activity.

White hat hackers, like their ethical counterparts, may be hired consultants, 

organizational members, subject matter experts, or online hobbyists searching to improve 

the security of insecure systems.  White hat hackers are very confident in their ability to 

improve vulnerable system defenses.  They understand that predominantly protected 

systems can lead to a safer Cyberspace.  Although very risky, they attempt to be proactive 

and do not wait around for systems to fall victim to a malicious hacker.  In some cases, a 

white hat hacker is a reformed malicious hacker who may have received punishment for 

their crimes or who decided to change their ways before experiencing an encounter with 

authorities.  In any case, white hat hackers possess the expertise and motivation required 

to strengthen cybersecurity.

Section 2.1d - Gray Hat Hackers

We now move on to a questionable type of hacker whose actions and intentions 

should always be scrutinized to ensure malicious activity was not conducted in any way.  

A gray hat hacker is defined as a hacker “who exploits a security weakness in a computer 

system or product to bring the weakness to the attention of the owners” (http://

searchsecurity.techtarget.com/sDefinition/0,,sid14_gci555449,00.html, 2007, para. 1).  It 

should be noted that a gray hat hacker’s actions and intentions may be similar to the 

ethical and white hat hacker in that their goals are to assist in the security improvements 

of computer systems and networks.  However, the gray hat hacker will, in most instances, 

operate without consent from a system owner and directly commits many felonious acts 

as a result.  Without consent or request from a system owner, a system owner is oblivious 

to the manipulation of their system.  
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Gray hat hackers choose to illegally penetrate unprotected or ill-protected systems 

to patch security holes, some of which allowed them the unauthorized access.  They 

support their efforts implying that they do not hack with malicious intent or for personal 

gain, but it is very difficult to trust a stranger’s word without truly knowing what actions 

took place while they had unauthorized access to a system.  Gray hat hackers will 

arbitrarily access a system unannounced, repair only what their skill level will allow them 

to discover, and then leave while covering their tracks to avoid leaving any digital 

footprint evidence, which could implicate them in the crime.  It may seem that a good 

deed was performed, but the following example may show otherwise.

Let us assume that Company A schedules a routine backup of their system data 

and configurations every Wednesday night at 11:59 PM.  On Saturday Morning, when all 

system administrators and users are home for the weekend, a gray hat hacker decides to 

illegally gain unauthorized access to Company A’s systems where a few critical system 

vulnerabilities exist.  The gray hat hacker finds and repairs these security holes improving 

the overall security of the system.  The hacker then covers their tracks and leaves without 

notifying any one of their good endeavor.  However, there is a storm that causes an 

electrical blackout on Sunday afternoon and all systems crash requiring complete system 

rebuilds.  Since the last system backup was performed on Wednesday night, the system 

administrators will rebuild the system with their last known good configuration, which 

unfortunately to the system owner and unbeknownst to the gray hat hacker, does not 

contain the critical system patches.  The initial security holes that the gray hat hacker so 

eagerly corrected now persist and the system is insecure once again.   

While it may seem that gray hat hackers provide a service, it is uncertain if they 

perform malicious activity, such as espionage or compromise of data integrity, without 

undoubtedly knowing all the details of their actions.  It may have been noted from the 

previous paragraph that gray hat hackers may or may not share their vulnerability 
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assessment and mitigations with the system owner.  It is often uncertain if or how these 

hackers will inform the respected parties.  In some cruel instances, they will discover 

system vulnerabilities without taking corrective measures and announce them in a public 

forum, which is open to all curious viewers, including malicious hackers who will not 

hesitate to attack.  With dynamics like these, questions of their loyalties and purposes are 

raised with answers that will only nullify their efforts to properly improve cybersecurity.

Gray hat hackers claim that they are here to serve, but their motives are unsure 

and “gray” due to their unorthodox manner of operation.  They are often times referred to 

as a hybrid between white hat hackers and black hat hackers.  It is only with extreme 

caution should their services be considered when seeking network or computer system 

security consultation or practice.  Gray hat hackers believe that they are making 

Cyberspace a more secure reality for the online community, but their rogue actions and 

murky intentions make it difficult to discern if their focus is truly cybersecurity in the 

grand scheme.

Section 2.1e - Black Hat Hackers

There is no question or mistake about the final type of hacker whose malicious 

intentions are very clear, their capabilities underestimated, and their damage potential 

catastrophic.  A black hat hacker is “a hacker who breaks into a computer system or 

network with malicious intent” (http://searchsecurity.techtarget.com/sDefinition/

0,,sid14_gci550815,00.html, 2007, para. 1).  Black hat hackers operate on the dark side 

and are the dangerous computer criminals that the American online society has come to 

despise and fear.  They threaten the peaceful way of life expected in Cyberspace and prey  

on the lack of security awareness of Americans whose insecure systems allow black hat 

hackers to conduct their illegal and malicious activities.  Black hat hackers’ only concern 

with cybersecurity is its insane insecurity, which has been allowed and accepted for 

decades.
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Black hat hackers have many different automated and manual tools and methods 

to take advantage of an insecure system.  Their intentions are to exploit and manipulate a 

system for personal gain, which could have an instant or long-term purpose.  Once they 

gain unauthorized access to a system, they will manipulate it at will, wrongfully retrieve 

finances or sensitive information, compromise the integrity of data, deface websites, 

perform denial of service attacks, or they will deploy mechanisms that will allow remote 

control on the system for a later purpose.  Once they complete their mischief, they will 

often share their discoveries with other black hat hackers in their underground society 

leaving the vulnerable system to further abuse.  Black hat hackers are responsible for the 

development and deployment of malicious software, or malware, which is any file, 

computer program, or software application that is designed with the intent to cause harm 

to a computer system and the system owner or user.  It can consist of viruses, worms, 

spyware, Trojan horses, or rootkits.  Malware, like a virus or a worm, is not created 

through a natural process like their medical equals.  They are developed by a black hat 

hacker with a computer language and malicious intentions, hence the term malicious 

software.

These hackers are not afraid of the laws passed by the United States Government 

because they understand that these laws only apply if they are caught.  Their confidence 

and technical capabilities allow them to be evasive to the forensic and investigative 

processes of criminal investigators.  Without fear of law enforcement, black hat hackers 

will continue to hack with impunity (Skoudis & SANS, 2009).  In most cases, 

investigators may learn how a black hat hacker infiltrated a system, but cannot ascertain 

the true identity of the hacker.  With various hacking methods, it is rather simple for a 

black hat hacker to obscure their identity to foil investigations.  If a black hat hacker is 

not caught in the act of illegal conduct, it is highly improbable that they will ever be 

caught.
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Black hat hackers support and engage in organized crime syndication, terrorism, 

corporate espionage, identity and financial theft, the compromise of national security, and 

military strategies, including cyberwar.  In a cyberwar, black hat hackers would be the 

nemesis who awaits the challenge to annihilate the critical infrastructures of the United 

States of America.  Whether they live on domestic or foreign soil, their aptitude for 

penetration and exploitation in the event of a cyberwar will prove a worthy opposition 

and can result in devastating consequences.  These hackers are extremely skillful, 

determined, and committed to wreak havoc in Cyberspace to satisfy their desires of 

personal gain and curiosity.

Hackers of all backgrounds significantly influence cybersecurity and dictate the 

reality of how securely Cyberspace can be used by the billions of users worldwide.  Their 

innovation and competition directly result in improved technologies and security 

products, but at a cost.  Countless identities have been stolen, credit reports have been 

ruined, trade secrets have been lost, and countries’ infrastructures and sensitive 

government information have been compromised.  The limits of this reactive approach 

toward cybersecurity will only continue to produce defenses with weak foundations, 

which will not stand the test of time.

In a traditional war, soldiers are easily distinguishable by their uniforms, their 

beliefs, or the flags that they proudly serve.  Cyber soldiers may not wear uniforms, they 

may not share the same beliefs, and they may not fly flags.  A war in which positions 

cannot be easily distinguished is a war without an effective plan.  Defending critical 

infrastructures against an unidentified, misunderstood, and sophisticated opposition with 

the technical and practical knowledge to cripple a nation, is a feat that no government 

should be unprepared to face.  Whatever motivations cyber soldiers, or hackers, choose, 

they are definitely a formidable force to both respect and embrace.  The critical 

infrastructures of the United States is not prepared to sustain a full-fledged cyberwar led 

by skillful black hat hackers with advanced technology.  Proactive, strong, and dynamic 
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cybersecurity policies, that should continually evolve with time and encompass the 

innovation of true hackers and the ambitiousness of white hat hackers, must be set in 

place to thwart the persistent onslaught of black hat hackers who threaten the critical 

infrastructures of the United States.

Section 2.2 - The Effects of Black Hat Hackers

An entire section has been dedicated to establishing a background of the different 

types of hackers to better understand their culture and to provide the necessary education 

to distinguish the variations.  The following section will elaborate the malevolent 

intentions of black hat hackers with details of cybersecurity incidents that have had major 

effects on the national security and critical infrastructures of the United States.  It is more 

effective to illustrate how black hat hackers negatively affect Cyberspace and to 

emphasize America’s dire need for a robust cybersecurity policy with actual events and 

facts of past and recent malicious cyber activity.  Although every security breach of 

computer systems and networks of the Internet, the World Wide Web, and the different 

departments and agencies of the United StatesGovernment, has contributed to the 

evolution of Cyberspace, this section will only focus on the intrusions of the past decade.  

Regarding the following section, please note that the terms “black hat hacker” and 

“hacker” will be used interchangeably.

At the beginning of the millennium, several of the most visited websites fell 

victim to a Distributed Denial of Service (DDoS) attack, which had been launched with a 

botnet configured by a 15 year old from Canada (Poulsen, 2009).  Amazon, Buy.com, 

CNN, Datak, Dell, eBay, eTrade, Yahoo, and ZDNet all experienced the drastic effects of 

the February 2000 inconvenience, which affected most sites for more than one hour and 

others for approximately three hours (Poulsen, 2009; Sandoval & Wolverton, 2000).  

Although the attack had a sizable impact, the hacking skills used to execute this attack, 

especially when compared to the complexity of recent DDoS attacks, were trivial.
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As a result of an unfortunate military accident in April 2001 between the United 

States and China, American black hat hackers defaced or hijacked several Chinese 

websites provoking a response that is still being heard today (Delio, 2001c).  An 

estimated total of three hundred websites were affected by the attacks from both sides.  

Chinese black hat hackers retaliated in political protest against the Departments of Labor, 

Defense, Health and Human Services, Energy, and Interior (Delio, 2001c).  The White 

House website was also a target for these black hat hackers (Delio, 2001a).  Since the 

spark of these incidents, America and China have been engaged in a constant battle for 

information, power, and control of Cyberspace.

An attempt to cripple the World Wide Web with a DDoS attack against its 13 

Domain Name System (DNS) root name servers occurred in October 2002 (Legon, 

2002).  DNS servers translate website names, such as www.websitename.com, into a 

numeric Internet address used to connect your system to another.  There are only 13 DNS 

servers in production throughout the entire World Wide Web at any given time.  It is 

fortunate that the attack compromised only 9 of the 13 production DNS servers, which 

are vital components to the DNS infrastructure serving the World Wide Web.  If the 

services of all 13 DNS root name servers were completely wiped out for a length of time 

greater than the time to live (TTL) of a system’s local DNS cache, it is feasible to 

hypothesize that the World Wide Web would be completely incapacitated.

Vicious malware displayed its nasty effects and frightening signs of improvement 

with the Microsoft Structured Query Language (SQL) server worm, also known as the 

SQLSlammer, W32.Slammer, and Sapphire worm, in January 2003 and the W32/Blaster 

worm in August of the same year.  The Slammer Worm exploited vulnerabilities in 

Microsoft’s Resolution Service of their SQL Server 2000 and Desktop Engine 2000 

(CERT, 2003a).  In a matter of a several minutes to an hour, Slammer managed to infect 

more than 75,000 servers that provided major services, which included ATM network 
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systems for Bank of America and Washington Mutual, the ticketing system for 

Continental Airlines (causing flights to be cancelled or delayed), and the 911 emergency 

network for Seattle experienced a complete system shutdown (Poulsen, 2009; Williams, 

2003).  The Slammer effect more than doubled to about 200,000 infected systems and 

shut down 5 of the 13 DNS root name servers, causing enormous impacts to other 

countries’ telecommunications infrastructures.

The Blaster worm exploited known vulnerabilities in the Distributed Component 

Object Model (DCOM) Remote Procedure Call (RPC) Interface of numerous Microsoft 

Windows operating systems and caused a huge amount of systems to involuntarily crash 

(CERT, 2003b).  Schneier (2003) reported that “more than a million computers” were 

exploited and infected with Blaster in days after its release (para. 11).  These infected 

systems were then used by Blaster to direct a DDoS attack against Microsoft’s Windows 

update website, which the global software leader temporarily shut down (Krebs & Krim, 

2003).  Maryland’s Motor Vehicle Administration was forced to close after their systems 

were infected, the U.S. Court of Federal Claims had multiple system failures, 

Georgetown University lost more than 500 of their systems, and the Federal Reserve 

Bank of Atlanta and Philadelphia’s City Hall systems were also affected (Krebs & Krim, 

2003; Kretkowski, 2007).

The Slammer and Blaster worms affected the computer systems and networks of 

FirstEnergy Corporation prior to a massive blackout, which affected approximately 50 

million people in many Northeastern and Midwestern cities in the United States and 

provinces in Canada.  While FirstEnergy admitted that their systems suffered infections 

from both worms, the United States-Canada Power System Outage Task Force (2004) 

reported that:

the SWG (Security Working Group) found no evidence that malicious actors 

 caused or contributed to the power outage, nor is there evidence that worms or 

 viruses circulating on  the Internet at the time of the power outage had an effect on 
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 power generation and delivery systems of the companies directly involved in the 

 power outage. (p. 139)

However, security expert Schneier (2003) further investigated the possibilities of 

the Blaster worm’s infections, which began only three days before the cascade failures of 

the FirstEnergy computer systems and networks.  Schneier points out the failure of the 

alarm and logging software, which provided sensory notifications for the control system 

operators to identify faulty systems.  Considering the technical specifications and 

aggressiveness of the Blaster worm, Schneier was able to correlate the behaviors of 

Blaster to the systematic failure of FirstEnergy’s systems during the blackout as reported 

by the Power System Outage Task Force in the “Cyber Timeline” section.  The 

relationship provides insight into the high possibility of a worm’s timely self-propagating 

nature and capability to contribute to critical system failures.

Security experts learned that organized crime syndicates began to pay for, and 

possibly racketeer, services of black hat hackers sometime in 2003 (Skoudis & SANS, 

2009).  These crime syndicates bought malware designed to accomplish some criminal 

goal and rented botnets from hackers who created and maintained them to possibly 

launch DDoS attacks or SPAM email.  There were no reported malware or botnet-related 

attacks connected to organized crime, but on August 25, 2004, the Federal Bureau of 

Investigation indicted Saad Echouafni, who headed a satellite communications company, 

for allegedly hiring a group of hackers to deploy DDoS attacks (Federal Bureau of 

Investigation, 2004).  Unfortunately for the attack victims and the Federal Bureau of 

Investigation, Echouafni was able to depart the United States before he could be arrested 

and convicted according to United States Code (Poulsen, 2009).  

A new, improved, and more dangerous breed of malware revealed itself in 2004.  

The variants of the MyDoom worm, also known as the W32/Novarg.A Virus, were first 

seen in January through mass mailings, which used social engineering to infect 1 in every 
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12 emails globally improving upon a previous record of 1 in 17 emails (CERT, 2004; 

Munro, 2004).  Once MyDoom infected a system, it would scan the system’s address 

book for email addresses and then send a copy of itself to each address that it found with 

the intention to infect additional systems, according to Vincent Weafer of Symantec 

(Becker & Kanellos, 2004).  The contamination process continued for about a week until 

approximately one million systems were infected and directed to launch a DDoS attack 

against the website of the SCO Group, Inc. forcing them to remove their domain name 

from the DNS hierarchy to avoid the effects of the attack (Munro, 2004).

Microsoft was also targeted with a similar DDoS attack two days later, but used 

their abundant resources to sustain the attack (Munro, 2004).  Later that year, a MyDoom 

variant was released that automatically forced large numbers of infected systems to 

perform thousands of queries to popular search engines, such as Google, Yahoo, Alta 

Vista, and Lycos, which caused extremely slow responses or rendered them entirely 

unreachable (Becker & Kanellos, 2004).  The purpose of the worm-induced requests was 

to consume the Internet's unlimited resources to gather more email addresses to socially 

engineer additional infections and bombard inboxes with SPAM.

March marked an alarming revelation of malware with the Witty worm, which 

was a first in several ways to challenge systems’ security and reliability.  Witty was the 

first type of malware to specifically target systems with ISS’s BlackIce and RealSecure 

security products (Schneier, 2004a; United States Computer Emergency Readiness Team 

(US-CERT), 2004).  In 45 minutes, 12,000 systems across the globe were compromised, 

proving Witty to be the quickest worm to overcome a significant amount of systems in a 

short period of time (Schneier, 2004a).  It was the first botnet-released worm seen in the 

wild and the first to destroy a system’s hard drive resulting in complete system failure 

and loss of data (Schneier, 2004a).  This cleverly designed piece of malware was 

developed to bypass security and antivirus software by obscuring and randomizing its 
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signature.  Witty struck less than 36 hours after the public disclosure of the security 

products’ vulnerabilities (Schneier, 2004a).

One month following the destruction of the Witty worm, the Sasser worm  

exploited a programming flaw in the Local Security Authority Subsystem Service 

(LSASS) security policy of Microsoft’s Windows 2000 and XP operating systems.  

Although it is important to point out that Sasser compromised a security feature of the 

Windows operating systems in hundreds of thousands of systems worldwide, it is rather 

more important to emphasize the damage it caused to systems of Delta Air Lines.  Due to 

multiple system infections, Delta Air Lines was forced to cancel about 40 trans-Atlantic 

flights from their Atlanta hub (Kretkowski, 2007).  In another part of the world, 

Australian Railcorp trains were halted as a result of operators losing the capability to 

communicate with their signalmen (Kretkowski, 2007).

Public attention was tuned to activities of cyber espionage by an alleged black hat 

hacker group from China code-named Titan Rain by U.S. Investigators according to an 

article by The Washington Post (Graham, 2005).  A multitude of attacks against the 

United States Department of Defense and other federal agencies with systems housing 

sensitive information were connected to Titan Rain and traced back to Chinese Internet 

addresses (Thornburgh, 2005b).  According to U.S. Investigators, the cyber activities of 

Titan Rain were followed for over two years in which many systems and considerable 

amounts of information were compromised (Graham, 2005).  Also in 2005, Cisco 

Systems, one of the most valuable and largest companies who manufacture network 

systems hardware and software products, suffered a cybersecurity breach.  According to 

The New York Times, the intruders first stole passwords of Cisco employees with the use 

of a trojan horse and then used the passwords to breach additional systems within the 

Cisco organization.  The intruders were then able to steal “programming instructions for 

many of the computers that control to flow of the Internet” (Markoff & Bergman, 2005).  

The attack on Cisco Systems is critical because they provide most of the world’s network 
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system products, which are used to build the telecommunication and data infrastructures 

of organizations, nations, and the Internet.

On June 21, 2006, the United States Department of Agriculture stated that they 

experienced a cyber intrusion, which resulted in the loss of personal information, such as 

names, social security numbers, and photos, of approximately 26,000 employees in the 

Washington Metropolitan Area (United States Department of Agriculture, 2006).  The 

Department of Energy also announced in June that the National Nuclear Security 

Administration suffered the loss of identification and personal information of more than 

1,500 of their employees (Martin, 2006).  A few months later, two engineers with the 

Automated Traffic Surveillance Center in Los Angeles hacked into the city’s traffic center 

control system to render several signal control signal boxes inoperable at four key 

intersections in L.A., causing a traffic gridlock (McMillan, 2007).  The engineers also 

performed a DoS attack on the traffic control system to prevent others from accessing the 

system to undo their malicious acts, which were not remedied until four days later 

(McMillan, 2007).

A very powerful and fast spreading worm known as the Storm Worm globally 

infected eight percent of the computer systems throughout Cyberspace in only the first 

four days of its release in January 2007.  The Storm Worm infected computer systems 

with a Microsoft Windows operating system and was used as a medium to deploy a 

Trojan Horse backdoor to each of the infected systems (Gaudin, 2007; Higgins, 2007).  

The backdoor allowed the creators of the vicious malware to herd the Storm Worm 

Botnet, which could be remotely controlled by the hackers at anytime to do anything their 

skills allowed them to do.  The Storm Worm Botnet used Fast Flux technology, which 

allows the hackers to use load balancing to alternate active sections in the botnet to make 

it more difficult to track (Higgins, 2007).  For example, one million bots will be active 

for one hour then turned off and then, another one million bots would be activated to 

continue the round-robin effect to avoid detection by investigators.  The Storm Worm 
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also used defensive techniques intended to protect itself against researchers who 

attempted to investigate the malware.  Josh Corman, host-protection architect for IBM/

ISS, discovered that, “As you try to investigate [Storm], it knows, and it punishes. It 

fights back” (Greene, 2007, para. 3).  The Storm Worm and Storm Worm Botnet 

successfully combined different attack methods to accomplish the goals of the intruders.

At the end of 2007 and into 2008, a group of black hat hackers were able to steal 

“more than 130 million credit and debit cards numbers” and customer information from 

the Heartland Payment Systems, Inc., approximately 4.2 million credit and debit card 

numbers and customer information from Hannaford Brothers Co., and various numbers 

of the same type of information from The TJX Companies, Inc., Office Max, Dave & 

Busters, and 7-Eleven (Zetter, 2009, para. 3,5,9; Poulsen, 2009, para. 17).  Heartland, 

who “processes about 100 million transactions a month for about 250,000 businesses,” 

was fined by Visa and MasterCard for not adhering to the rules of the industry (Zetter, 

2009, para. 14,16).  In December 2008, RBS WorldPay, who processes millions of 

transactions, announced that 1.5 million payroll and gift card accounts were 

compromised in a breach of their systems’ security some time within the year, but that 

only 100 of those accounts were found to have fraudulent charges (Poulsen, 2009).  

Before the announcement, on November 8, 2008, $9.5 million in cash was stolen with 

RBS WorldPay cards from more than 130 ATMs across 49 cities in different countries in 

a single day (Poulsen, 2009).  Although the United States indicted the ringleaders of the 

heist, actions against them will not be taken since they are outside the jurisdiction of the 

United States (Poulsen, 2009).

The Conficker Worm, also known as W32.Downadup.A, Downandup, and Kido, 

revealed itself on November 21, 2008 and is one of the worst malware outbreaks to date 

(Symantec, 2009; Conficker Working Group, 2009).  However, the major effects of 

Conficker were not seen until the opening of 2009 with reports by Symantec (2009) on 

January 6 that the Conficker worm infected more than 600,000 systems in Cyberspace 
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within a 72 hour period and F-Secure (2009) estimated that the infections grew more than 

1 million from January 13 to 14 resulting in a global infection of approximately 3.5 

million (Lemos, 2009a).  The Conficker Working Group (2009) learned that the worm 

infected computer systems with Microsoft Windows 2000, Windows XP, Windows Vista, 

Windows Server 2003, Windows server 2008, and Windows 7 Beta by exploiting a 

known server service vulnerability, which Microsoft released a patch (MS08-067) for on 

October 15, 2008.  Once a computer system was infected, Conficker disabled system 

services for Windows Automatic Updates, Windows Security Center, Windows Defender, 

and Windows Error Reporting (Conficker Working Group, 2009). 

Despite the release of a patch to mitigate the vulnerability in October 2008 and a 

warning that the Conficker worm would attack more systems on April 1, 2009, a report in 

October 2009 discovered more than seven million infected computer systems connected 

to the Internet (Lemos, 2009b).  The Conficker worm displayed the use of advanced 

malware techniques, which made it more difficult for security researchers and forensic 

investigators to reverse engineer and trace the worm (Keizer, 2009).  For example, one 

technique allowed it to receive updated payloads and security countermeasures of its own 

to bypass detection from security software.  Security researchers believe that the 

Conficker worm created a large botnet, which may have malicious purposes that are still 

yet to be seen (Lemos, 2009b).  Conficker was joined by a new variant of the well-known 

and infectious MyDoom worm that greatly affected the Internet in 2004.  MyDoom 

resurfaced in July by infecting tens of thousands of computers systems, which were 

manipulated to launch DDoS attacks against the computer systems hosting websites for 

government agencies and organizations in the United States and South Korea.

The United States Department of Defense continued to experience thousands of 

computer system and network security breach attempts per day with successful intrusions 

amounting to very serious consequences.  One in particular led to the capturing of live 

video surveillance footage used by the United States Military to gather intelligence 
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information on insurgents in Afghanistan and Iraq (Julinek, 2009).  According to an 

article by The Wall Street Journal, Iraqi and Shiite militants used a commercial-off-the-

shelf (COTS) software product, such as SkyGrabber, to hack into an unencrypted 

transmission link between the United States military remote command post and their 

Predator drones, which are used to conduct video surveillance of enemy activity (Julinek, 

2009; Gorman, Dreazen, & Cole, 2009).  To their astonishment, United States military 

officials discovered video files captured by their Predator drone stored on a Shiite 

militant laptop confiscated in December 2008 (Gorman, et al., 2009).

In July 2009, additional insurgent laptops were found with “days and days and 

hours and hours of proof” validating and increasing the consequences of the unexpected 

security breach of the United States’ military network (Gorman, et al., 2009, para. 8).  

According to a report by CBS News, the United States military had been aware of the 

unencrypted transmission vulnerability that affected their Predator drone for more than a 

decade.  Through research, Stephenson (1999) presented to The School of Advanced 

Airpower Studies at Maxwell Air Force Base in Alabama, he stated that the “Predator 

UAV is designed to operate with unencrypted data links” (p. 38).  Since the surprising 

discovery, the United States Department of Defense is said to be working on encrypting 

the network used to transmit video feeds from their Predator drone (Gorman, et al., 

2009).  However, according to The Washington Post, the correction to the encryption 

vulnerability will not be completed until sometime in 2014 (Nakashima, 2009).  

According to The Wall Street Journal, the Air Force plans to purchase about 375 Reaper 

drones, an upgrade to the Predator drone, which could suffer from the same encryption 

vulnerability as its predecessor (Gorman, et al., 2009).

Cyber intrusions with focuses on government and corporate espionage from 

foreign adversaries to the United States escalated in frequency, sophistication, and 

consequence.  Chinese black hat hackers lead the way on the overseas cyber attacks 

continuing to penetrate and infiltrate network and computer security defenses, but black 
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hat hackers originating from North Korea are thought to obtain the technical prowess 

necessary to cause damage to the United States’ critical infrastructures.  Although there 

were no reports of Ghostnet attacks directed towards the United States, the U.S.-China 

Economic and Security Review Commission (2009) documented their concerns of a 

group known as Ghostnet in their October 28, 2009 report to the United States Congress.  

According to a research report released on March 29, 2009 by the Information Warfare 

Monitor titled Tracking GhostNet: Investigating a Cyber Espionage Network, GhostNet 

“infected 1,295 host computers in 103 different countries around the world, many of them 

belonging to embassies, ministries of foreign affairs, and other high-profile government 

targets” (U.S.-China Economic and Security Review Commission, 2009, p. 176).

The compromised computer systems were initially infected with malware that was 

sent to the attack victims through email messages (U.S.-China Economic and Security 

Review Commission, 2009).  Once the malware was installed, it would connect to other 

computer systems controlled by GhostNet to download a Trojan Horse Backdoor named 

“gh0st RAT,” which forwarded remote capabilities to the intruders (U.S.-China Economic 

and Security Review Commission, 2009, pp. 176-177).  According to an author of the 

report, Rafal A. Rohozinski, Chief Executive Officer of The SecDev Group and advisory 

board member of the Citizen Lab at the University of Toronto, “all the circumstantial 

evidence does point to a network which, in effect, is Chinese operated” (U.S.-China 

Economic and Security Review Commission, 2009, p. 178).  Based on this evidence, the 

research team was able to locate 26 computer systems used to control GhostNet in China 

and learned that the GhostNet control interface was written in the Chinese language 

(U.S.-China Economic and Security Review Commission, 2009).

Rohozinski also noted that the research team concluded with “a high degree of 

confidence that the attackers were located in Hainan Island in China” based on the 

analysis of the Internet addresses discovered during their research (U.S.-China Economic 

and Security Review Commission, 2009, p. 178).  Further research showed that the 
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malicious activities of GhostNet were “directed toward the collection of political 

intelligence rather than financial or personal data” (U.S.-China Economic and Security 

Review Commission, 2009, p. 178).  Although the inconclusive evidence gathered from 

researchers strongly suggested implication of the Chinese state, researchers did not infer 

connections between GhostNet and the Chinese government (U.S.-China Economic and 

Security Review Commission, 2009).

In 2009, the Internet Crime Complaint Center (IC3) received 336,655 complaints 

that amounted to $559.7 million in damages, which was a 22.3% increase from the 

275,284 complaints and $264.59 million reported in 2008 (Internet Crime Complaint 

Center, 2010, 2008).  These numbers were much less in 2007 with 206,884 complaints 

and $239.09 million in losses (Internet Crime Complaint Center, 2007).  These numbers 

are significant, however, they only include malicious cyber activities that were 

discovered and reported.  All the attacks executed by many black hat hackers are 

nefarious, but most of them are insidious and untraceable by forensics investigators.  

Therefore, unless law enforcement can improve their forensics and investigation 

methods, black hat hackers will continue to operate under the radar and avoid 

prosecution.

During the first decade of the 21st century, black hat hackers have displayed their 

ability to circumvent the technical security measures, policies and statutes so highly 

regarded by the United States Government.  Their malicious activities have proven, with 

grave consequences, that the necessary protections for the critical infrastructures of the 

United States are vulnerable and inadequate.  The cyber attacks against the critical 

infrastructure of the United States have grown in sophistication, tenacity, and proportion 

and illuminate the dire need for improved cybersecurity policy.  Through a quick analysis 

of the malicious attacks, a trend can be seen with growing DDoS attacks, progressive and 

nefarious malware, massive botnet activity, and a significant deluge of criminal activity 

in Cyberspace.  The communications and information technology infrastructures of the 
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United States have experienced constant and persistent battering of its foundations and as 

the burdens to these infrastructures increase without successful intervention, they will 

succumb.

Section 2.3 - The Effects of Foreign Black Hat Hackers

For more than a decade, the United States and China have been engaged in 

numerous cyber battles, which have exposed major vulnerabilities in the critical 

infrastructures of the United States and the ability of black hat hackers from China to 

exploit these vulnerabilities.  These battles are more than simple attempts at intrusion, 

exploits of flaws in program code, or defacement of websites.  Neither are they novice 

hackers with minimal skills attempting to build their reputation in the black hat hacker 

underground.  Instead, these battles represent reconnaissance strategies, implemented 

training exercises, and guerilla war tactics all meant to gather intelligence and to hone 

attack techniques that hold a much larger purpose.  The following history lesson will 

provide a chronological approach of events, which will help to understand major issues 

currently taking place.

An unfortunate and fatal incident occurred on May 7, 1999, when NATO 

accidentally bombed and destroyed a Chinese Embassy in Belgrade, Yugoslavia, killing 

three Chinese nationalists (Gertz, 1999).  Upset and outraged by the bombing, Chinese 

hackers expressed their thoughts through several malicious cyber activities against the 

United States. According to a Federal Bureau of Investigation email copy of the “China 

Cyber Activity” report obtained by the Washington Times, “The National Infrastructure 

Protection Center (NIPC) has received multiple reports of recent hacking and cyber-

activity directed at U.S. government computer networks, in response to the accidental 

bombing of the Chinese embassy in Belgrade” (Gertz, 1999, para. 2).  The National 

Infrastructure Protection Center, now a part of the Department of Homeland Security, was 
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a former division of the Federal Bureau of Investigation, which monitored and protected 

the critical infrastructures of the United States.

The Federal Bureau of Investigation report also stated that, “Targets include the 

Departments of Interior, Energy, and State, the U.S. Embassy in China, and the White 

House” (Gertz, 1999, para. 9).  The White House website was kept offline to avoid 

further security breaches (Gertz, 1999, para. 13).  Due to the overwhelming amount of 

attacks, most of these systems were completely disconnected from the Internet.  The 

hackers gained access to the systems used to host the websites of these entities and 

defaced the websites with protest messages condemning the bombing.  An Federal 

Bureau of Investigation statement assured that, “Much of this activity traces back to 

Chinese addresses, and much of the reporting of this activity comes from official Chinese 

news sources” (Gertz, 1999, para. 3).

About two years after the bombing in Belgrade, on April 1, 2001, a U.S. Navy 

surveillance plane and a Chinese fighter jet collided off China’s coast resulting in the 

death of fighter pilot Wang Wei (Delio, 2001a).  This unfortunate event energized 

Chinese black hat hackers to infiltrate and deface American websites as a response to the 

air collision (Delio, 2001c).  Chinese hacker groups named the Honker Union of China 

(H.U.C) and the Chinese Red Guest Network Security Technology Alliance declared a 

week-long attack from the first to the seventh day of May called the Labor Day Strike 

(Delio, 2001b; Delio, 2001c).  May 1 is Laodong Jie Wuy (International Workers Day), 

the May 4 Qingnian Jie (Youth Day) is a national holiday commemorating the 

demonstrations that occurred in Tiananmen Square in 1989, and May 7 is the two-year 

anniversary of the Chinese Embassy bombing in Belgrade (Delio, 2001b; Delio, 2001c).

These attacks were carefully designed to bear major political implications and 

protests against the United States.  The Federal Bureau of Investigation issued a warning 

of massive amounts of DDoS attacks on their National Infrastructure Protection Center 
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website and urged system administrators to “step up surveillance of Web pages and the 

computers that store and distribute e-mail.  In addition, they should be on alert for so-

called denial-of-service attacks, or attempts to swap a site with more electronic traffic 

than it can handle” (Delio, 2001b, para. 7).  Along with these warnings, websites like 

KillUSA.com and Sohu promoted that Chinese black hat hackers “hack the USA” or 

provided encouragement such as “Hack it Great Chinese!!!” and “For our pilot Wang!!! 

For our China!!!” (Delio, 2001a, para. 1-4).  Since the Labor Day Strike, there have been 

numerous attacks and counterattacks performed by both American and Chinese groups.

A series of attacks began against the United States Department of Defense in 

November 2004.  On the night of November 1, at approximately 10:23 (PST), a group of 

well-organized black hat hackers, code named Titan Rain by federal investigators, 

exploited a vulnerability in the computer systems and networks of the U.S. Army 

Information Systems Engineering Command at Fort Huachuca, Arizona (Thornburgh, 

2005a).  At 01:19 (PST) the next morning, Titan Rain used the same exploit on the 

Defense Information System Agency in Arlington, Virginia (Thornburgh, 2005a).  A 

couple of hours later at 03:25 (PST), the hackers managed to burrow into the Naval 

Ocean Systems Center in San Diego, California and at 04:46 (PST) they undermined 

security measures of the U.S. Army Space and Strategic Defense in Huntsville, Alabama 

(Thornburgh, 2005a).  In theory, each of the computer systems and networks 

compromised during this attack were unclassified and should not connect to information 

systems with classified data.  However, unclassified and classified systems could be 

connected if there were a breach in security protocol.

Although the cyber espionage practices secretly executed by Titan Rain were 

publicly announced in 2005, security experts have said that their stint of operations was 

first experienced some time in 2003 when Lockheed Martin, Corp. and Sandia National 

Laboratories suffered system security compromises (Thornburgh, 2005b).  According to 

TIME Magazine, “Titan Rain is thought to rank among the most pervasive 
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cyberespionage threats that U.S. Computer networks have ever faced” (Thornburgh, 

2005b, para. 8).  Titan Rain is thought to have modified an existing security scanning tool 

to accomplish their reconnaissance goals intended to scan the United States Department 

of Defense network systems for insecure gateways (Thornburgh, 2005a).  Once these 

gateways were found, they would return and exploit the known vulnerabilities to infiltrate 

dozens of United States Department of Defense networks to steal an unknown number of 

documents without detection (Thornburgh, 2005a).

According to an article by TIME, a cybersecurity analyst named Shawn Carpenter, 

who provided valuable information to investigators of the United States Department of 

Defense and Federal Bureau of Investigation, discovered that Titan Rain managed to 

remove an enormous amount of aerospace documents with detailed specifications and 

schematics on NASA’s Mars Reconnaissance Orbiter (Thornburgh, 2005b).  Titan Rain 

also stole sensitive information containing the specifications for an aviation mission 

planning system for U.S. Army helicopters and the Falconview 3.2 flight planning 

software used by the U.S. Army and U.S. Air Force from the Redstone Arsenal and 

breached systems at the World Bank (Thornburgh, 2005b).  Carpenter was able to trace 

the activity of the data thieves to Guangdong province in southern China (Thornburgh, 

2005b).

Bryan Whitman, a spokesperson for the Pentagon, expressed the seriousness of an 

intrusion into United States Department of Defense systems, “When we have breaches of 

our networks, it puts lives at stake” (Thornburgh, 2005b, para. 9).  In a report from the 

Pentagon, the United States Department of Defense recorded more than 79,000 intrusion 

attempts on their systems in 2005 alone (Reid, 2007).  1,300 of the attempts were 

successful in compromising systems for the Army’s 101st and 82nd Airborne Divisions 

and their 4th Infantry (Reid, 2007).  These attacks also affected the U.S. Naval War 

College systems, which were rendered inoperable for several weeks following the cyber 

attacks (Reid, 2007).
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According to an article by Government Computer News, General William Lord, 

Chief Information Officer and director of information, services, and integration in the Air 

Force’s Office of Warfighting Integration, admitted that Chinese hackers are a “nation-

state threat” and that “China has downloaded 10 to 20 Terabytes (TB) of data from the 

NIPRNet (DOD’s Non-Classified IP Router Network)” (Onley, 2006, para. 4-5).  General 

Lord continued to say that these hackers are searching for authentication credentials to 

gain access to United States Department of Defense systems as staff members (Onley, 

2006).  In truth, the amount of system security intrusions and data thefts are unknown.  

The United States Department of Defense cannot fathom the amount of information 

stolen or estimate the actual damaged caused by Titan Rain and any other group from 

China.  Only Titan Rain and their equals, who have so freely compromised the integrity 

of the United States Department of Defense computer systems and networks, understand 

the true scope of the intrusions.

Although it is very difficult to precisely trace these cyber attacks to the actual 

hacker, Joel Brenner, a chief counterintelligence official for the Director of National 

Intelligence and former inspector general for the National Security Agency ensures that, 

“Some [attacks], we have high confidence, are coming from government-sponsored 

sites” (Harris, 2008, para. 10).  Brenner continued to discuss the manner in which these 

attacks are supported, “The Chinese operate both through government agencies, as we do, 

but they also operate through sponsoring other organizations that are engaging in this 

kind of international hacking, whether or not under specific direction.  It’s a kind of 

cyber-militia…. It’s coming in volumes that are just staggering” (Harris, 2008, para. 10).

According to Brenner, “China is indeed a counterintelligence threat, and 

specifically a cyber-counterintelligence threat” (Harris, 2008, para. 19).  He also 

commented that these attack groups are “very good and getting better all the time... What 

makes the Chinese stand out is the pervasive and relentless nature of the attacks that are 
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coming from China” (Harris, 2008, para. 23).  The talent demonstrated and attributed to 

the Chinese black hat hackers is formidable and usually discovered through hacking 

competitions sponsored by the Chinese military.  Through various studies conducted by 

security researchers and analysts, it is prevalent that Chinese military forces have taken a 

preemptive course of action towards building a cyber militia, which could, in times of a 

cyberwar, prove extremely resourceful to the Chinese or allied countries.

According to a study by researchers of VeriSign’s iDefense, the People’s 

Liberation Army (PLA) of China took a special interest in a graduate student from 

Sichuan University named Tan Dailin who the PLA invited to participate in multiple 

hacking contests (Elegant, 2007).  With support from an unknown financial source, Tan 

then built his own group of black hat hackers known as Network Crack Program Hacker 

(NCPH), who focused their sights on computer systems and networks owned and 

operated by the United States (Elegant, 2007).  According to an article by TIME, research 

conducted by iDefense discovered that, throughout 2006, the NCPH "launched a barrage 

of attacks against multiple U.S. government agencies ... The result of all of this activity is 

that the NCPH group siphoned thousands--if not millions--of unclassified U.S. 

government documents back to China" (Elegant, 2007, para. 9).

NCPH, like Titan Rain and others, may have concluded their operations in United 

States’ computer systems and networks or could have established hidden connections, 

which could be used to repeat their devious activities at an opportune moment.  If these 

camouflaged ingress points exist and are not extinguished, the probability to seize more 

information or take full control of entire computer systems and networks is high.  The 

effects of the myriad of Chinese attacks are astounding, but the unknown intrusions are 

extremely unnerving.  Whatever the purpose, these attacks were strategically deployed 

against the systems of the United States Government.  A highly debated issue suggests 

that China is preparing its nation for cyber warfare by building and improving its cyber 

arsenal.
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According to an article by TIME, “China has long regarded cyberwarfare as a 

critical component of asymmetrical warfare in any future conflict with the U.S. From 

China’s perspective, it makes sense to counter America’s huge technological 

advantage” (Elegant, 2007, para. 3).  According to an article by Government Computer 

News, the PLA relies heavily on their cyber militia, such as the NCPH, which they recruit  

from their civilian population (Olney, 2006).  If there is a cyberwar, the PLA considers 

their cyber militants to be a strategic advantage in “asserting virtual dominance to 

paralyze the United States and other potential adversaries” (Olney, 2006, para. 8).  Olney 

(2006) reports that, “There have been Chinese writings for over a decade regarding the 

People’s Liberation Army studying cyberwarfare and evolving concepts toward 

development of information warfare doctrine” (para. 39).  Olney (2006) continues to 

point out that, “Chinese military writings make it clear that in cyberspace there are no 

boundaries between military and civilian targets” (para. 15).

Larry M. Wortzel, author of the U.S Army War College Report and Vice 

Chairman of the U.S.-China Economic and Security Review Commission, said, “The 

thing that should give us pause is that in many Chinese military manuals they identify the 

US as the country they are most likely to go to war with.  They are moving very rapidly 

to master this new form of warfare” (Reid, 2008, para. 6).  The intentions of the black hat 

hackers are not exactly known, but it can be inferred that their actions have revealed 

efforts to erect a very powerful cyber component for their military.  Whether the reason 

for the incalculable attacks from China is cyberwar, cyber espionage, computer systems 

and network security defense probing, or the total dominance of Cyberspace, the threats 

are definitely legitimate and cannot be excused any longer.

The substandard responses to cyber threats from Chinese black hat hacker groups 

has led to a new wave of attacks, which began in 2009 with cyber attacks generating from 

North Korean black hat hacker groups.  It appears that the relentless and unanswered 
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attacks from China on the United States and China’s strong movement towards a 

demanding presence in Cyberspace has sparked the interests of the North Korean 

Government to display their cyber capabilities while also using the United States as their 

stage.  The attacks began on July 4, 2009 with annoying DDoS attacks against more than 

20 Korean websites, including the Presidential Office, National Assembly, Ministries of 

National Defense and Foreign Affairs and Trade, and about 14 U.S. websites to include 

the White House, National Security agency, Department of Homeland Security, 

Department of Defense and State Department according to reports by The Korea Times 

and MSNBC.

MSNBC (2009) reported that, a former U.S. Intelligence Community (IC) Chief 

Information Officer (CIO), Dale Meyerrose, said that, “at least one of the federal agency 

Web sites got saturated with as many as 1 million hits per second per attack - amounting 

to 4 billion Internet hits at once” (para. 27).  In an article by FoxNews, Ben Rushlo, 

Director of Internet Technologies for the Keynote Systems’ website monitoring, stated 

that the Department of Transportation website was “100 percent down” and continued to 

say that, “Having something 100 percent down for a 24-hour-plus period is a pretty 

significant event” (Griffin, Levine, Wagensell, Associate Press, 2009, para. 34-35).

In December 2009, The Chosun Ilbo (2009) reported that black hat hackers from 

North Korea were suspected to have accessed an information system containing a Korea-

U.S. Combined Forces Command operations plan, called OPLAN 5027, devised to 

thwart a “preemptive strike or provocation by North Korea” (para. 2-5).  The breach was 

confirmed during a security sweep by the Defense Security Command of South Korea 

(Chosun Ilbo, 2009, para. 3).  According to The Chosun Ilbo (2009) article, Kim Heung-

kwang, a former professor at Pyongyang Computer Tecnology University, said, “We have 

information that the North Korean hacking unit will soon attack the computer network in 

South Korea, which could throw databases of financial institutions, the Military 

Manpower Administration and hospitals and other institutions into chaos” (para. 7).
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These cyber attacks provide some great insight into the importance of possessing 

cyber capabilities, but more importantly, it illustrates how severe the consequences are 

when the proper guidelines and policies are not developed to mitigate the security 

vulnerabilities surrounding telecommunication networks interconnected throughout 

Cyberspace.  With two-thirds of South Korea’s estimated 48.6 million residents having 

high-speed Internet access potentially available to be leveraged in a grand cyberwar and 

China’s persistent cyber attacks and cyber espionage, the United States must improve 

their efforts to protect the critical infrastructures, which provide the services and 

resources depended upon by more than 308,798,000 U.S. citizens.  The evidence is 

burdensome and the capabilities of nations with the technical infrastructures to deliver 

catastrophic destruction against the United States have proven that the current United 

States Government policies, driving laws and protections in Cyberspace, are unacceptable 

and impractical in addressing the potential devastating cyber attacks, which threaten its 

nation’s critical infrastructures.

Section 2.4 - An Anatomy of the Attack Process and Methods 

Successful cyber intruders should not be underestimated as most are very 

intelligent and skilled at their craft and are strategic in choosing their hacking methods 

and targets.  black hat hackers, including the ones aforementioned in this study, follow a 

fundamental process when they seek and destroy network or computer systems.  The 

following section will explain a five step attack procedure utilized to penetrate computer 

system and network defenses, retain access, and erase any digital footprints created while 

the intruder was present in the systems.  It is important to understand that each step of the 

attack process contains individual sub-processes performed through many different attack 

methods.  Therefore, the attack methods used to accomplish the goals of each of the five 

steps will also be explained to provide additional insight into the attack process.
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The information in the following section has been obtained through professional 

training courses, practical hands-on knowledge and work experience, as well as research 

of cybersecurity methods and information.  Although the attack process and methods can 

be used equally by security professionals, ethical, white hat, and black hat hackers, the 

following opportunity will be used to illustrate how black hat hackers apply them when 

attacking computer systems and networks.  With that said, the term “intruder” will be 

used in place of “hacker” when describing the actions of a black hat hacker from this 

point forward to avoid any confusion or bias.  It is important to note that the attack 

process and methods are not meant for negative or unethical use, but the manner in which 

they are implemented hold the negative attributes so clearly shown when an intruder 

gains unauthorized access to a computer system or network to conduct malevolent acts.

Section 2.4a - Reconnaissance

Many, if not all, of these tactics have a strong relationship to the similar attacks 

experienced throughout the physical realm.  In some instances, the physical analogy of 

the cyber attacks will be used to assist with the illustration of the logical attacks 

conducted in Cyberspace.  The first step in the attack process is the “Reconnaissance” 

step, which an intruder performs to gather as much important intelligence about their 

target as possible (Skoudis & SANS, 2009).  Reconnaissance has been a critical 

component used by military forces to learn about their enemy’s terrain, resources, or 

locations to properly plan the deployment of their own resources for decades.  For a cyber 

intruder, the information obtained through this process prove invaluable to their attack 

process.

Through open sources like Google, Yahoo, whois.com, or built-in system features, 

such as dig or nslookup, these intruders search for minute details, which will assist in the 

intrusion of their desired target.  In an article by WIRED, Adrian Lamo, a previously 

mentioned black hat hacker, said, “Google, properly leveraged, has more intrusion 
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potential than any hacking tool” (Null, 2003, para. 3).  Based on a report by comScore 

(2010), Google is the biggest search engine with 66.8% of all total searches, or 2.8 

Billion searches per day, performed throughout Cyberspace in December 2009.  Google 

has the intelligence and capability to provide most information on anyone, any thing, or 

any place.  Intruders can use Google to collect a person’s or company’s contact and 

address information from their website and then view their physical location using 

Google Maps.  Financial, medical, personal, proprietary, and sometimes classified 

information as well as current security flaws and exploits can be harnessed from Google 

databases.

An intruder can learn of recent company mergers to find alternative connections, 

which may have fewer or weaker security measures compared to the target site.  

Companies will oftentimes do very well at securing their systems, but have a single 

connection to a partner company who lacks the resources to properly secure their 

systems.  The intruder can now compromise the connection from the partner site to gain 

unauthorized access to their objective system.  In this instance, two systems will suffer a 

breach in their system’s security defenses, or lack of, and the intruder can now use the 

partner site to conceal their malicious activities.  If the intruder’s malevolence is ever 

discovered, it will seem as if the partner site was conducting the attacks.

With Google, an intruder can learn the types of operating systems, software 

applications, network devices, or security devices used on their computer systems and 

networks through job postings.  For example, a company posts a job request for an 

individual with experience in Windows server 2008, Symantec Endpoint Protection, 

Cisco IOS and Pix firewall products, SQL server 2008, and the Firefox web browser.  The 

intruder can very confidently assume the operating system environment, the security 

protection software, the network products and protection, the database type, and the 

preferred web browser used by an organization.  With this information, the intruder can 
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narrow down their tool arsenal to a specific set and begin searching for known 

vulnerabilities in these software products.

Entire books have been dedicated to the power and effectiveness of Google’s 

search engine for gathering valuable information.  One in particular is Johnny Long’s 

Google Hacking for Penetration Testers, Volume 2, which consists of more than a 

thousand different ways to manipulate Google’s search capabilities.  However, Google is 

not the only search engine or reconnaissance technique used by intruders.  Domain name 

registration information required by domain name registrars require specific information 

to use their registration services.  For the domain name of a website to be registered with 

a domain name registrar, the company name, a physical address, telephone and email 

contact information, and the IP addresses and names of the authoritative domain name 

servers must be provided with the registration.  Upon completion of the registration 

process, the domain name will then be reserved and registered for the requester and 

reachable on the Internet.

With the services of websites such as www.whois.com and www.internic.net/

whois.html, an intruder can view the detailed and revealing information provided through 

the domain name registration process.  The IP address and naming information of the 

authoritative DNS name servers provided from these websites literally put the intruder at 

the front door of their target with an entry point into the internal network.  If an intruder 

wants more information for a specific American target, they can surf to www.arin.net and 

insert their target’s domain name to acquire the range of IP addresses assigned to their 

target systems.

The Internet has many ways to perform reconnaissance and may be the most 

convenient, but there are also built-in commands for Unix-type and Windows operating 

systems that allow an intruder to capitalize on the information gathered from their many 

web-based options.  Dig for Unix variations and nslookup for Windows are two very 
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simple commands to execute with the generously provided information found through 

Google and the DNS registration process.  An intruder can perform a zone transfer on the 

DNS servers of their target’s systems to obtain an entire record of the information stored 

on the DNS servers.  In many cases, the DNS records may reveal additional systems, 

which are directly connected to the Internet and open to an intruder’s prowess.

From this point, an intruder can continue to perform reconnaissance or move on to 

the next step in the attack process.  The Internet is a provisioner of an infinite amount of 

methods for obtaining information and a source of power to those who wield its 

capabilities.  The same power, afforded to each user in Cyberspace, is available to every 

intruder, but since these inquiries are basic searches using the available resources offered 

on the Internet, there are no unlawful acts committed although malice may be intended.  

The intelligence information acquired through the reconnaissance step is vital to an 

intruder’s tactical strategies.  It makes their tasks much quicker, easier, and in some ways, 

more precise.

Section 2.4b - Scanning

When an intruder has gathered enough information through their preferred 

reconnaissance method, they proceed to the “Scanning ” step of the attack process used to 

discover, with different scanning methods, all possible ingress points, which will allow 

the intruder an opportunity to gain unauthorized access to the target system (Skoudis & 

SANS, 2009).  With the telephone contact information obtained through the 

reconnaissance performed earlier, the intruder can begin using a technique known as “war 

dialing” to locate dial-up modems reachable from the Internet, usually through an 

automated means to dial about a thousand numbers an hour.  Although the number of 

these modems have largely decreased, some companies still have them available and 

many fax devices still use dial-up technology.  If an intruder’s war dialing scans are 
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successful in locating a modem connection, it can provide a gateway into a system’s 

internal network.

A method similar to war dialing is called “war driving,” which an intruder will 

use to aggressively or passively scan a chosen geographical location for wireless access 

points (WAP) connected to either the Internet or an organization’s internal network.  

Using the physical address information supplied from the intruder’s Google or whois.com 

inquiries, the intruder can drive, or ride a taxi, past the location with their laptop and 

automated scanning tool to identify the available WAPs in the area.  The intruder can also 

sit in a nearby park or coffee shop or walk the area with a portable device that has 

wireless capabilities performing these procedures.

The automated tools used by the intruder can be either aggressive, where it will 

emit probe requests in hopes of receiving probe responses with the WAPs’ identity, or 

passive, where the tool will evasively listen to and analyze wireless traffic to determine 

the identity of the WAPs in the area.  WAPs are usually configured insecurely and most of 

the common security and encryption methods used by WAPs have been compromised in 

some way or another.  If an intruder can manage to access the Internet from their newly 

found WAPs, they can use it to stage attacks, which will be very difficult to trace back to 

the intruder.  Also, if an intruder can penetrate an organization’s internal network through 

a poorly configured WAP, the intruder will have gained direct access to the organization’s 

servers and sensitive information.

Most computer systems and networks have a built-in, manual command known as 

traceroute, which provides the capability to troubleshoot or map a system’s network 

connections.  Traceroute can assist the intruder with tracing each network routing device 

between the intruder and the target.  By executing the traceroute command, an intruder 

can use the results from traceroute to build a visual representation of the logical and 

physical connections within a network system.  Essentially, the intruder can create a 
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clearly defined roadmap of the target’s network system, allowing the intruder to 

understand the connectivity and infrastructure of the organization.

The next two methods in the scanning step work together to produce very 

accurate and detailed information.  With the IP address information provided through an 

arin.net search, the intruder can perform the ping sweep technique on the range of IP 

addresses returned from the search.  When the ping sweep is completed, the results will 

inform the intruder of all the active IP addresses that responded to the ping sweep.  The 

active number of IP addresses should now be less than the original range making the 

intruder’s task easier and quicker with a smaller block of IP addresses.

The intruder will then use the port scanning method to scan each active IP address 

to find each listening port.  If a port is listening for an active connection, it is likely open 

for an intruder to use it as a possible launching point for the attack.  Each port is assigned 

specific services to allow a system to communicate with services on another system.  For 

example, each time a computer system accesses the Internet using the Hyper-text Transfer 

Protocol (HTTP), Transmission Control Protocol (TCP) port 80 is used between the two 

communication devices.  There are more than 131,000 possible TCP and User Datagram 

Protocol (UDP) ports for each IP address.  Well-known ports, if listening, can be used as 

gateways into vulnerable systems.  Also, malware can be configured to listen on well-

known ports to blend into the operating environment.   

Now that the intruder has information on the listening ports for each active IP 

address, they continue with the vulnerability scanning, or vulnerability assessment, 

method.  The vulnerability assessment will verify the listening ports found in the port 

scans performed earlier to emphasize its vulnerable state.  It will also inform the intruder 

of each security vulnerability in the operating system and security flaws of each software 

application.  With the vulnerability information of the target systems, the intruder will 

know of existing exploits to deploy, the intruder can search for new exploits being used 
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by other intruders, or if they are well-skilled, the intruder can create new exploits of their 

own to capitalize on the vulnerabilities present in the systems.

Utilizing the same information used for the vulnerability scanning, an intruder can 

perform an additional scan technique specifically for web servers, which host websites 

and other web based applications.  Web scanners are similar to vulnerability scanners in 

that they search for known issues, which an intruder can use to take advantage of a 

system.  Since there are millions of web servers hosting web sites and web applications 

throughout the Internet, these servers are an important attack vector to an intruder and 

could provide an intruder millions of opportunities to deface a website, deny service to a 

website, or provide a possible entry point into an organization’s internal system.

Please note that each method discussed in the scanning step of the attack process 

can be performed using an automated tool, which will work as fast as the intruder’s 

computer system will allow it.  With an automated tool, the intruder can input the 

required information, such as an IP address range or website, and the tool will perform 

the scan conveniently listing the listening ports, the vulnerable security flaws, or the 

known problems affecting the requested website.  The identification information of these 

automated tools were not mentioned to avoid improper use or abuse of its functionality.

The information provisioned through the reconnaissance and scanning steps is 

vital to an intruder, especially while preparing for a full-scale attack on their objective 

systems.  However, these steps are almost never mentioned in the media when an intruder 

compromises an organization’s system or steals Terabytes of data.  If a bank with real 

walls and real money was robbed, the media would share information on how the 

criminals “cased” the establishment prior to conducting the robbery once the information 

was available.  In the physical world, investigators can review security camera feeds or 

interview witnesses to identify past times that the criminals visited the banking institution 

to conduct their reconnaissance.
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With cyber attacks, it is very difficult for investigators to find information on an 

intruder casing a system, unless the cyber criminal is poorly skilled or apprehended with 

soft or hard copies of their notes.  Most people have no idea that research is done before 

an intruder compromises its target system.  The news media will usually report on the 

intruder, or hacker in their lingo, the hacking method used, usually a type of malware, 

and the damages of the intruder.  To better understand the penetration methods used by an 

intruder, the next section will concentrate on the exploitation step of the attack process.

Section 2.4c - Exploitation

The “Exploitation” step involves using the information learned from the port 

scanning and vulnerability scanning methods performed in the scanning step (Skoudis & 

SANS, 2009).  An intruder can choose one method or a combination of methods to 

exploit a system vulnerability found in the vulnerability scans or to gain unauthorized 

access to an open port discovered in the port scans.  Exploitation of a system 

vulnerability can occur through social engineering, malware, program code imperfections 

in the operating system or application software, manipulation of communication 

protocols, or a combination of any of the above.  Although most of these methods are 

technical in nature, intruders have successfully managed to use oral communication as a 

major method of attack.

Social engineering is an attack method that utilizes the art of deception to delude a 

person into providing sensitive information, which an intruder can use to gain 

unauthorized access to their target system (Raymond, 2003).  With contact information 

obtained through a Google search, a company website, or gathered from the 

reconnaissance step, knowledge of a working telephone number can lead to full system 

access.  An intruder will call an organization and pretend to be a company representative 

who deceivingly requests access to a company system to perform a daily duty.  In most 
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cases, the inexperienced and unaware company representative on the other side of the 

conversation grants the intruder’s wish and provides the requested login information.  

The intruder now has the keys to the target organization’s system.

In the case of malware, an intruder will use social engineering, or a phishing 

attack, to deceive an email recipient into opening an email message, which further 

attempts to beguile the user into downloading and installing a file attachment.  Emails 

have been sent out to millions of people throughout Cyberspace in an effort to trick the 

system owner into downloading and installing a critical Microsoft update for their 

Windows operating system.  The issue here is that Microsoft does not send their updates 

by email and the problem is that most people, unaware of Microsoft’s update process, 

follow the deceptive instructions allowing the intruder to infect their system with 

malware, which can have many different negative effects on a network or computer 

system.  

Since malware is most commonly known and discussed in the media, the next few 

attack methods will focus on the deployment of malware and its uses in the exploitation 

step.  It is important to note that an intruder’s involvement with the malware method is 

mostly with the development and deployment of the malware.  The copying and 

redistribution of the malware is usually left to the oblivious system owners or the 

malware itself.  A computer virus is “a program or programming code that replicates by 

being copied or initiating its copying to another program, computer boot sector or 

document” (http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213306,00.html, 

2009, para. 1).  As with a medical virus, a computer virus must live within another file 

and can spread by itself or with assistance.  A distinguishable element of a computer virus 

is that it cannot survive without a host.  A virus will infect a weakness in a file and 

proceed to damage the file causing a software application or an operating system to 

perform undesirably or poorly.
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For the infection to grow, the infected file must be copied and then transferred to 

another system by either email, removable media, or USB thumb drive.  However, if an 

intruder develops a different strain of the virus so that it has the ability to copy and 

transmit itself, the virus will infect a file, copy itself, and then email itself to other 

systems.  The virus will infect files at a much quicker rate and can cause much larger 

problems.  Instead of poor performance on a handful of operating systems in an 

organization, the constant self-replicating and emailing of the virus could cause poor 

performance on an organization’s entire network.  Although the intruder developed and 

deployed the virus, it is the virus that exploits the security vulnerability and gains 

unauthorized access to a system.  The intruder’s malicious intentions are enacted through 

the virus.

A computer worm is “a self-replicating virus that does not alter files but resides in 

active memory and duplicates itself” (http://searchsecurity.techtarget.com/sDefinition/

0,,sid14_gci213386,00.html, 2009, para. 1).  Worms are insidious creations that can self-

propagate over a network without infecting another file.  Once a worm is unleashed on a 

network, it will scan for a vulnerable system and hide itself in the first vulnerable system 

it discovers.  The worm will then replicate itself, scan for another vulnerable system, and 

hide itself there.  Now that two systems are compromised, they both repeat the process 

and continue the invasion multiplying each time from two systems to four to eight and so 

on.  As time goes by, the amount of invaded systems will greatly increase.

As the worm propagates, it will decrease the available bandwidth in a network 

and can slow an organization’s operations to a halt.  The worm could also drain the 

processor of a computer system to minimize its use.  Worms can also be developed with 

one or more malicious payloads, which will give the worm an added capability, such as 

deleting, altering, or stealing sensitive files.  A worm can mass-mail itself to millions of 

emails across the Internet to spread quicker or it can install additional malware that will 

open a connection with the intruder’s machine supplying the intruder with full access to 
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the target system.  Other examples of the malice caused by worms were discussed earlier 

in this study. 

A worm known as a “polymorphic worm” will be able to alter itself, retaining its 

functionality, to avoid detection from security software and a “metamorphic worm” will 

be able to dynamically alter itself and its functionality to avoid detection from almost 

anyone and anything (Skoudis & SANS, 2009).  In August 2001, Weaver (2001) revealed 

a theoretical worm, based on a mathematical model, called the “Warhol” worm, which 

can conquer 99% of all vulnerable systems on the Internet in 15 minutes.  Later that 

month, Staniford, Grim, and Jonkman announced their theory with the “Flash” worm, 

which could attain complete control of the Internet in 30 seconds (Skoudis & SANS, 

2009).  The destruction caused by worms is restricted only to the imagination and skill 

level of its creator.

An intruder can gain unauthorized access using a combination of a worm’s 

functions and its payload, which can be specifically developed to create an entry point for 

the intruder.  The intruder can deploy the worm by emailing it to an email address found 

in the reconnaissance step.  When the addressee opens the email, the worm will find a 

vulnerable system to invade.  Once the invasion is complete, the worm will execute the 

payload and the intruder will have access to the conquered system, which the intruder can 

use to directly attack other systems or to pivot attacks to other systems.  The worm can 

continue its propagation and invasion building the intruder an army of compromised 

systems.  With an army, the intruder can deploy multiple attacks of all different types.

A Trojan Horse is “A malicious security-breaking program that is disguised as 

something benign, such as a directory lister, archiver, game, or (in one notorious 1990 

case on the Mac) a program to find and destroy viruses!” (Raymond, 2003, para. 1).  In 

Homer’s Odyssey, the Trojan Horse was created by the Greeks to deceive the Trojans into 

allowing the Greeks to gain unauthorized access to the City of Troy.  Once the Trojan 
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Horse was accepted into the city’s defenses, the malicious attack began, allowing 

additional intruders unauthorized access into Troy.  Once the malicious intruders spread 

deep into the city’s system, there was no way to react quick enough to halt the destruction 

of the city.

Similar to the Greek’s Trojan Horse, the malware Trojan Horse is a disguised 

program that is usually transmitted via an email attachment and hidden within another 

harmless program, which may be a computer game, a music or video file, or an 

installation package.  Once the user decides to download the seemingly innocuous 

program and executes it, the Trojan Horse is also executed, allowing the malicious attack 

on the system to begin.  A Trojan Horse can delete sensitive or critical files, destroy the 

entire hard drive, download additional malware, or perform other malicious acts on a 

computer system.  With a Trojan Horse, the intruder’s malware gains unauthorized access 

to a target system and then the exploitation is accomplished.

In many cases, Trojan Horses are cleverly combined with another malicious 

program known as a backdoor, which is “a program that allows an intruder to bypass 

normal security controls on a system” (Skoudis & SANS, 2009).  Together they are called 

Trojan Horse Backdoors, which, once unknowingly installed by the victim, perform their 

malevolent purpose and establish a backdoor connection for the intruder bypassing any 

security measures implemented on the victim’s system.  In the case of a Trojan Horse 

Backdoor, the intruder gains unauthorized access to the target system through a backdoor 

connection exploitation once the Trojan Horse Backdoor is installed and executed.  

Through this backdoor connection, an intruder can remotely control the target system 

either immediately or at a strategically chosen date and time.

With an established backdoor connection, an intruder will have unauthorized 

access to perform many malicious actions, which are meant to negatively manipulate the 

target system.  For instance, each keystroke performed, such as typing a username and 
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password, social security number, or credit card information, on the target system can be 

recorded and later repeated by the intruder.  Malware specifically developed to record 

keystrokes are also known as a “keylogger” or “spyware.”  An intruder can use the 

backdoor connection to display dialog boxes with deceptive information to social 

engineer a victim into performing a malicious action on their own system to assist the 

intruder.  For example, the intruder displays a dialog box on the victim’s screen with, “A 

critical error has occurred. Please click “OK” to correct the error.”  Once the victim clicks 

the “OK” button, additional malware can be installed or an action will be performed to 

hamper the computer system and benefit the intruder by granting additional permissions.

These Trojan Horse Backdoor connections can allow an intruder to capture live 

audio and video from the target system’s microphone and camera inputs.  For instance, an 

intruder can turn on the microphone and camera to hear and see the target environment.  

With eyes and ears, the intruder can gather sensitive information, such as classified 

information or the physical identity of the user currently using the compromised system.  

Other examples of backdoor uses are complete control of computer systems and 

networks, to include rebooting or crashing these systems, theft of encryption keys, full 

administrative privileges to cease critical system processes or system registry values, and 

file manipulation.  Intruders can also exploit communications protocols to read, alter, 

delete, or redirect emails and all file transfers, including multimedia, during transmission.

The following attack methods will attempt to illustrate the different ways an 

intruder can capitalize on the oversights and deficiencies commonly found in the program 

code of operating systems and application software.  Too often, operating systems and 

application programmers neglect to follow the proper syntax and coding sequences when 

developing and testing their software products.  As a result, erroneous software programs 

are distributed to trusting consumers who assume that they are purchasing reliable and 

secure software products for their computer systems.  When intruders obtain these flawed 

distributions, they carefully scrutinize each line of code throughout the software program 
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to uncover the programmer’s imperfections.  Through trial and error, the vulnerabilities 

are repeatedly tested with different exploitation techniques until a robust method intended 

to attain malicious execution of arbitrary code is discovered.

Buffer Overflow attacks take advantage of the natural processes for computer 

systems to store data and the poor practices and habits of programmers who neglect to 

verify data before it is stored in an allocated memory location, or buffer, which is defined 

with a specific amount of memory spaces.  Each time a buffer is used to store data, the 

data should be checked to ensure that it does not exceed the buffer’s available memory 

spaces.  If this validation is not performed, a buffer overflow can ensue and a program 

crash may occur revealing the vulnerability to the intruder.  Since the buffer variables are 

clearly defined within the program code, an intruder can easily search for these variables 

and test them for vulnerabilities by overflowing these buffers with meaningless data.  

When the precise amount of data required to fill the buffer is discovered, the intruder 

develops an exploit with insignificant data equal to the buffer value adding a specific 

command for the computer system to execute.

For instance, an intruder inputs 119 characters, 100 characters of meaningless data 

and a 19 character system command, of data into a buffer that is defined to store only 100 

characters.  The buffer should only store 100 characters, but there is no data verification 

performed so the computer’s processor forces the 119 characters into the buffer resulting 

in an overflow of data.  When the buffer overflows, the exploited program will crash and 

the 19 extra characters will spill into another buffer replacing critical data with the 

intruder’s command. The system’s processor will then return to the buffer that once 

stored critical data to find the intruder’s command instead.  As designed, the processor 

will execute the next command, in this case the intruder’s command, and will create an 

opportunity for the intruder to compromise the entire target system.  At this point, the 

intruder can gain unauthorized access and total control of their target.
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Format String attacks are similar to buffer overflow attacks in that they are a 

consequence of poor performance on behalf of a programmer, but in this case, the issue is 

with the misuse of specific programming language function calls.  Buffer overflow 

attacks are the result of a programmer’s failure to verify user input before it is stored in 

memory whereas format string attacks are the result of a programmer’s disobedience to 

follow directions.  With programming languages, a specific syntax should be followed to 

ensure that the program is processed properly.  For example, the syntax of a print 

function in the C programming language is printf(“%s”, value).  When the print function, 

printf, is executed in a program, it will expect the format parameter of “%s” and a value 

to follow the format parameter as specified in the syntax.  However, if the format 

parameter, such as “%s”, is absent, resulting in a syntax of printf(value), the program will 

execute the print function properly, but a security issue will exist.

Since the function expects specific format parameters followed by a value as 

governed by the programming language syntax, an intruder will know exactly what to 

look for and has the information required to test for the program vulnerabilities.  

Therefore, if a print function without a format parameter is found by an intruder, it can be 

manipulated to display actual memory locations and contents of a target system.  This 

ramification is extremely dangerous because an intruder will now know exactly where in 

the system’s memory to input the necessary commands needed to take over a target 

system.  The intruder will also have the capability to alter, remove, and overwrite critical 

information stored in memory.  When programs with this common and overlooked error 

are distributed, a channel for an intruder is readily available and easy to discover.

Buffer overflow and format string attacks allow an intruder to gain unauthorized 

access to a target system through the manipulation of programming flaws in software 

programs.  When software programs operate on a computer system, they do so with 

specific system privileges.  Once an intruder takes control of a flawed software program, 

the system privileges of that program is transferred to the intruder resulting in privileged, 
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unauthorized access to the target system, which the intruder can now completely control 

and manipulate further.  These attack methods are very common and widely used to 

compromise system vulnerabilities and they are often used in combination with other 

attack methods.  As discussed earlier for example, worms are able to scan for system 

vulnerabilities and then exploit them to gain unauthorized access to a system. An intruder 

can specifically develop worms or other malware to uncover buffer overflow and format 

string exploits, which will then be utilized to gain unauthorized access to a target system.

Sniffers are attack methods used to gather information off of a network during 

real-time transmission of the information by sniffing the communication packets and 

recording its contents, which are then analyzed and viewed by the intruder.  Sniffers are 

usually installed after a system has been compromised through another attack method, 

such as a buffer overflow or format string.  Once a sniffer is installed and configured to 

fulfill the desire of the intruder, it will be able to capture all transmission packets that it 

discovers on the same network segment in real-time.  Physically, it would be equivalent 

to placing a person, or sniffer, at a post office to read all the mail that passes through that 

particular post office before it is delivered to the intended destinations.  Obviously, the 

technical version can gather information much quicker and more efficiently than a human 

ever could.

The possible contents of the captured transmission packets could be usernames, 

passwords, system origin and destination addresses, social security numbers, credit card 

information, sensitive email messages in their entirety, Internet activity, as well as any 

other information encapsulated in a packet.  It would seem that the identity theft and 

monetary consequences are the most severe, but it is the username and password 

information that can prove most beneficial to the intruder.  For example, when a sniffer is 

installed, it collects packets from the entire network segment that it can see so the 

intruder can trivially herd username and password information for other systems on the 
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same network.  The intruder can then use the various usernames and passwords to gain 

unauthorized access to additional systems in the same environment.

While an intruder can stealthily gather information from a target organization’s 

computer systems and networks, they also have the ability to fake their identity through 

an attack method known as IP address spoofing.  With a few options, an intruder can 

change their system’s IP address so that it matches an IP address of a legitimate system, 

which will be recognizable to other computer systems and networks in the target 

organization.  IP address spoofing gives an intruder the ability to foil security measures 

and move from system to system without question.  The sniffing and IP address spoofing 

attack methods provide stealth and evasiveness for an intruder.  When the two are used in 

combination, an intruder can manipulate communication protocols to interrupt and hijack 

established communication sessions while avoiding security measures and encryption 

techniques.

With the Session Hijacking attack method, an intruder can hijack an already 

authenticated and established communication session between two legitimate users 

bypassing all security measures.  The intruder can use a sniffer to capture and analyze 

network traffic to gather the origination and destination IP address information.  The 

sniffer will also be used to discover when the communication session is established.  The 

intruder will then use IP address spoofing, with the IP address information gathered from 

the sniffer, and pretend as if they are one of the communicating ends to trick the other end 

into continuing the established communication session.  Since the communication session 

was already established by authorized users, the intruder will be able to bypass all 

security measures required to establish a session.  When the session is hijacked, the 

intruder will have an unauthorized connection, which the intruder will use to gain 

unauthorized access to the computer systems and networks of the target organization.
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Many of the previously explained attack methods utilized deception and 

manipulation to assist in the compromise of a network or computer system.  This next 

method continues the trend by doing so with the DNS processes used to find websites on 

the Internet.  DNS cache poisoning, a vulnerability discovered by Dan Kaminsky, is an 

attack method used by an intruder to store incorrect DNS entries into a computer system’s 

DNS cache so that it will provide incorrect information to a user (as cited in Skoudis & 

SANS, 2009).  The intruder manipulates the DNS process by tricking it to replace good 

DNS entries with the intruder’s malicious DNS entries.  Now when an innocent user tries 

to access the authentic information, the DNS cache will provide false information and 

direct the innocent user to the intruder’s malicious website.

For instance, a user attempts to access their Internet banking website, but since 

their DNS cache has been poisoned with false information, they are directed to the 

intruder’s malicious version of the user’s Internet banking website.  The user will see the 

same information on the website, but it will be controlled by the intruder instead of the 

banking institution.  The user will trust that it is their Internet banking website and 

continue to enter their username and password, which will be collected by the intruder.  

The intruder can use this information to gain unauthorized access to the victim’s Internet 

banking website.  Other websites, such as email, e-commerce, medical, or online trading, 

can also be controlled using the DNS cache poisoning attack method.  The intruder can 

also direct a user to a malicious website so that vicious malware will be installed on the 

victim’s computer system.  There are many different consequences that can spawn from 

DNS cache poisoning.

Passwords and pass-phrases have been used throughout history for secret 

societies, gaining admission, or accessing a system and can be described as a secret word 

or phrase that must be used to gain admission to something.  Passwords and pass-phrases 

serve as a security measure to authenticate an authorized user before access can be 

granted to a system.  The longer and more complex the password or pass-phrase is, the 

65



more difficult it will be for someone or something to guess or crack it.  The password 

attack method is used by an intruder to bypass a security authentication process to gain 

unauthorized access to a target system using someone else’s identity.  There are a few 

options that can assist the intruder with cracking a user’s password.

One option is for the intruder to simply guess the password, but with an infinite 

amount of possibilities, this option may prove impractical.  However, it can be successful 

and there are automated tools, which use dictionary words to guess the password quicker.  

The next option can assist an intruder with cracking an encrypted password, which must 

be stolen from the target system before it can be cracked.  For instance, an intruder can 

gain unauthorized access to their target system using any one or combination of the attack 

methods explained earlier and steal the password file.  Once the intruder has the 

password file, they can attempt to crack it on their system using automated tools, which 

use dictionary, brute force, or hybrid attacks to crack the passwords in the file.  

Encrypting passwords are a common security measure across most operating systems, but 

if the password files are stolen, the only thing preventing an intruder from cracking the 

password is time.  The automated password cracking tools available on the Internet are 

developed to compromise the encryption algorithms used to encrypt the passwords.

As implied in the name, a dictionary attack, the fastest method, uses single or 

concatenated words from a predetermined dictionary file that was either retrieved from 

the Internet or created by the intruder to crack the password.  A brute force attack 

attempts every possible combination of lowercase and uppercase letters, numbers, and 

special characters to crack the password.  With a brute force method, the password will 

eventually be cracked even though it may take several days.  Time, resources, and the 

complexity of the encryption algorithm are the main restrictions to a brute force attack, of 

course impracticality may be a restriction as well.  The hybrid method uses the dictionary 

method along with numbers being mixed with the dictionary words.  When the automated 
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password cracking tool cracks the password, it will display the password in plain text so 

that the intruder can use it to gain unauthorized access to a target system.

When a password is encrypted, a hash, or cryptographic value, of the original 

password is created and saved in the password file to prevent someone from discovering 

the plain text passwords.  With some computer system and network architectures,  these 

password hashes are used to authenticate a user instead of requesting that the user type 

their password each time they request access to a different part of the same system.  In 

these instances, the intruder will not have to crack the encrypted password.  They can 

simply use the pilfered password hashes obtained through an earlier attack to gain 

unauthorized access to a system.  As with the password cracking tools, there are 

automated tools that allow an intruder to utilize the Pass-the-Hash attack method.  The 

password cracking method works extremely well although it is dependent on the intruder 

compromising the target system and stealing the password file.

The following methods will focus on attacks against web-based applications, 

which are widely used with websites throughout the Internet.  The Account Harvesting 

attack method allows an intruder to harvest valid user accounts, which can be used to 

gain unauthorized access to a web-based system.  When a user wants to utilize a web-

based service, such as purchasing items or email, they are prompted to create an account 

with a username and password, which will be used to access their account once it is 

created.  Each time a user enters a valid or invalid username or password, a specific 

response will be displayed as feedback for the user.  An intruder can use these responses 

to determine if a username is valid or invalid by attempting to enter different usernames 

and recording the response for each entry.

For example, the intruder can create an automated program to attempt every 

combination of possible usernames using the English language.  When the intruder 

receives a response indicating that a valid username was entered, the intruder saves those 
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usernames.  Once valid accounts have been harvested, the intruder can continue with the 

attack by attempting to crack the password for each account.  Each time a successful 

username and password combination is entered, the intruder will gain unauthorized 

access to each account with the same privileges as the person who created the account.  

The intruder will have access to the profiles of each person and any information, such as 

a home address, contact, or credit card, that is available in the profile.  With the additional 

information gathered from each profile, the intruder can use it to access other accounts.

The next attack method is based on the manipulation of the Structured Query 

Language (SQL) used with many back-end database applications to store and retrieve 

information.  The commands, or SQL statements, involved with manipulating the 

database can be found in many published texts or from an Internet website.  With the 

knowledge of these SQL statements, an intruder can perform a popular attack method 

known as SQL Injection, where SQL statements are entered by an intruder to trick the 

back-end database into providing unauthorized information.  The SQL database provides 

specific responses to specific commands, which the intruder will use to test the SQL 

database in hopes to uncover security weaknesses that were overlooked by the developer 

of the database.  The responses will be either error messages or actual data that has been 

stored in the database.

Most Internet users experience web-based applications and back-end databases 

each time they surf the Internet.  For instance, e-commerce retailers allow Internet users 

to search for books, clothing, music, or electronics from their websites through query 

fields, which interact with a back-end SQL database.  The intruder will input SQL 

statements into the query fields instead of a book author or music title.  When the SQL 

database receives the SQL statement, the database responds according to the direction of 

the intruder.  The results could reward the intruder with an opportunity to alter account 

information, edit the data stored in the database, or the intruder could delete the entire 
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database.  Through the injection of various SQL statements, the intruder can gain 

unauthorized access to a website’s back-end database.

Once a user successfully authenticates themselves with the computer system 

hosting the web-based application, the application will generate and save a session ID to 

track the user.  The session ID allows the user to surf the different pages of the website 

without having to re-authenticate themselves each time, essentially replacing the 

username and password with a unique value.  Depending on the tracking technique, these 

session IDs will be tracked to allow the web application to perform the re-authentication 

with the hosting computer system instead of the user.  Through attacking the state 

maintenance of a web application, an intruder can manipulate any one of the tracking 

techniques once they are discovered to reveal the session ID, which the intruder can use 

to imitate the authorized user’s sessions.  These session IDs will also allow an intruder to 

bypass Secure Socket Layer (SSL) protection since they are using previously 

authenticated user information.  With this attack method, an intruder will have secure, 

unauthorized access to the web application and the ability to manipulate and alter the web 

application and hosting computer system with the identity of an innocent person.

All the attack methods explained until this point involve the initial compromise of 

a single network or computer system or a web-based application and mentioned the 

possible compromise of additional systems.  Although a single compromised system can 

lead to devastating results, it is difficult to imagine how it can lead to the same or worse 

effects on multiple systems.  The following attack methods will attempt to illustrate how 

multiple computer systems and networks can be affected once an individual system has 

been compromised with one of the previously mentioned attacks.  Denial of Service 

(DoS) attacks can occur locally or across a network to provide an intruder the capacity to 

deny a service to a system, a single user, or many users in an organization or throughout 

Cyberspace.  The following examples assume that an intruder has already compromised 

and taken total control of the target system.
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On a local computer system, an intruder can launch a malicious exploit that will 

cause the system’s processor to operate at 100%.  Since the entire processor is completely 

occupied, all other legitimate processes on the local system are denied access to the 

system’s processor.  A physical DoS attack could be similar to the bathroom door being 

locked at home when there is a whole family trying to gain access to take care of 

business.  The intruder can use this attack on a single system or multiple systems at the 

same time resulting in a large number of affected systems.  If an intruder chooses to 

deploy a DoS attack across a network, a single network or computer system can be used 

to broadcast or amplify the intruder’s DoS attack to other systems on the same network.  

Since the DoS attack has affected a network, each system affected with the attack will be 

denied access to all network services, such as email, share drive access, or printing 

capabilities.  DoS attacks against websites are very common and result in a defaced 

website or a website that is completely unreachable due to large amounts of network 

traffic, which the computer system hosting the website is unable to manage.

With a Distributed DoS (DDoS) attack, an intruder will utilize a collection of as 

many as several hundred thousand previously compromised computer systems and 

networks to deploy a DDoS attack against a single objective or multiple objective 

systems simultaneously.  As technology and bandwidth capacities improve, increasingly 

more compromised systems are needed to successfully achieve a DDoS attack.  Once an 

intruder assembles a large enough botnet to carry out the attack, an automated or manual 

command is forwarded to each zombie system to attack the assigned target or targets at a 

specified time.  When the attacks commence, an overwhelming amount of network traffic 

is created as each zombie sends thousands of communication packets to flood the 

network bandwidth of the targeted systems, which are taken offline by the system owners 

or eventually crash on their own.  For example, a DDoS attack would be similar to an 

intruder blocking all the lanes of the freeways so that people have no routes to get home 
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from work.  DDoS attacks can last for hours and have the capability to completely 

terminate web-based or network services in a matter of seconds.

Although a type of exploitation, DoS and DDoS attacks do not gain unauthorized 

access to network or computer systems, they do not exploit security vulnerabilities, and 

in most cases, do not harm their target systems.  Instead, they simply prevent access to 

some service by exhausting all the available local resources or bandwidth allocated to the 

system for optimal operation.  The attacks are accomplished through automation, which 

allows the intruder to choose an exploit, their targets, and specify a time with the click of 

their mouse.  It is trivial for someone to download free tools from the Internet that will 

allow them to perform these type of attacks from their own system and spoof their IP 

address to obscure their involvement.  Whether skilled or not, intruders have been able to 

strategically compromise and contain their zombie systems to create very large, evasive, 

and powerful zombie armies.

Zombie systems are exploited systems controlled and operated by an intruder to 

perform malicious acts at will.  An intruder can use a zombie system to pivot or bounce 

attacks off of while drawing the blame to that particular system.  If an intruder can create 

a zombie system within an organization, they can attack many other systems connected to 

the same organization without exposing their location.  Some intruders will find a very 

powerful and expensive system in Cyberspace to conquer and turn into a zombie, which 

they will then use to perform malicious attacks.  Auto thieves steal high-end automobiles 

to use as a “get away” vehicle because they are fast and powerful.  Zombie armies, or 

botnets, multiply and escalate the function of a single zombie system by exponential 

proportions.  Botnets are extremely powerful and it is nearly impossible to trace the bot-

herder who uses techniques to disguise themselves behind layers of zombies to constantly 

keep investigators guessing.  According to Matt Sergeant of MessageLabs, the Storm 

Worm Botnet with about two million active bots was more powerful than 500 of the most 

powerful supercomputers combined (Gaudin, 2007).  On March 3, 2010, BBC News 
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(2010) reported that the largest botnet ever to be found was estimated to contain 

approximately 13 million bots (para. 2).

DDoS attacks unleashed through botnets pose a real threat to Cyberspace because 

they can disable critical components required to serve the critical infrastructures of the 

United States.  Attacks at the botnet level are accomplished through automation, which 

allows the intruder to compile powerful exploits, choose their targets, and specify a time 

with the click of their mouse.  The possible effects of combining the different attack 

methods are really shown through DDoS attacks and Botnets, which rely on the abilities 

of the intruder to retain access on their zombie systems through some type of backdoor 

exploitation.  Each attack method explained throughout the exploitation and gaining 

unauthorized access step of the attack process has contributed and still contributes to the 

undermining of cybersecurity.  However, these methods only illustrate the manner in 

which an intruder exploits a vulnerability.  The following section will discuss the 

techniques necessary to maintain control of a target system.

Section 2.4d - Retaining Access

The “Retaining Access” step of the attack process builds upon the destruction 

delivered through the exploitation of system vulnerabilities (Skoudis & SANS, 2009).  

Once an intruder compromises a network or computer system with one or more of the 

attack methods described in the exploitation and gaining unauthorized access step of the 

attack process, the intruder will plant a backdoor connection to maintain control of the 

compromised system so that it can be accessed again for further malicious activity, used 

to pivot attacks to other systems, or to be used as part of a botnet.  The intruder can 

establish the backdoor connection through social engineering the victims with an email to 

install the backdoor, installing the backdoor themselves after they initially gained 

unauthorized access, or by deploying a worm that is designed to spread and install other 

malware, such as Trojan Horse backdoors.  Whichever method the intruder chooses to 
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apply the backdoor connection, once it is installed, the intruder will have a channel to 

communicate with and maintain unauthorized access, while allowing the intruder to 

bypass all security measures intended to prevent such unauthorized access, to the target 

network or computer system.

As malware has a big role in the exploitation step, it also serves as an optimal 

method for an intruder to retain unauthorized access to an already compromised target 

system.  The most insidious tool in the malware ranks is a rootkit, which is a collection of 

malicious software tools developed by an intruder to modify or substitute vital 

components of the operating system to achieve control and maintain access to a 

compromised system while disguising its effects.  In its least damaging form, some 

rootkits have very similar capabilities to the Trojan Horse Backdoors explained earlier, 

but beyond that, other rootkits can completely reconfigure a system to alter its intended 

purposes.  For instance, a user-mode rootkit will change or completely replace critical 

files of the operating system while affecting specific system operations.

More treacherous, a kernel-mode rootkit can alter the system’s underlying kernel, 

which is define as “the essential center of a computer operating system, the core that 

provides basic services for all other parts of the operating system” (http://

searchenterpriselinux.techtarget.com/definition/kernel, 2000, para. 1).  The system kernel 

is the core of a computer system that allows the software and hardware components to 

communicate with each other.  With a kernel-mode rootkit, the kernel is compromised 

and altered to manipulate the communication between these components to serve the 

needs of the intruder.  Once the effects of the kernel-mode rootkit are implemented, the 

system’s software and hardware communication will be controlled according to the 

desires of the intruder and will be completely disguised and untraceable by the legitimate 

system owner.  Most kernel-mode rootkits are designed to conceal all malicious processes 

from the system user, administrator, security software, and the system itself.  Each time 

73



the system performs a system check on itself, the rootkit will fool the system into 

believing that everything is functioning properly.

Additional rootkits have been developed to dig deeper into a computer system to 

achieve more control over the system’s processes allowing an intruder to manipulate the 

system at a much deeper level than kernel-mode rootkits.  According to security 

researchers at SANS, a BIOS-level rootkit, named Chernobyl (a.k.a CIH), was spotted in 

the wild in early 2009 (Skoudis & SANS, 2009).  With a BIOS-level rootkit, it does not 

matter what operating system is installed on a computer system’s hard drive.  If rootkits 

with this capability are mass-released, all systems are at a risk of being affected 

regardless of the system specific vulnerabilities and intruders will retain unauthorized 

access with extreme stealth.  Another menacing type of rootkit is one that can infect the 

microcode of the microprocessor, which has the responsibility to execute all system 

commands.  In July 2004, a paper titled Reverse Engineering AMD K8 Microcode was 

anonymously released with extremely insightful and frightening information (Skoudis & 

SANS, 2009).  The paper described an exploit that can reboot a computer system’s 

microprocessor or more violently cause the microprocessor to physically overheat and 

burn out destroying itself and possibly other hardware components (Skoudis & SANS, 

2009).

Rootkits are not the only type of wares available with the capability to allow an 

intruder to maintain a hidden connection to a network or computer system.  

Unfortunately, there are software tools that were created for good use openly accessible 

to all facets of the computing world.  Virtual Network Computing software has the ability 

to establish a remote connection from one system to one or more systems.  For example, 

with the correct address information and permissions, someone with a computer system 

in Maryland could remotely connect to a network or computer system in Hawai’i.  Once 

the connection is established, the one who initiated the connection can assume total 

control of the remote system and perform most operations as if they were sitting in front 
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of it.  Hence, if an intruder is able to install a VNC tool on a target system, they will be 

afforded the same capabilities and be able to maintain unauthorized access to the system.

Section 2.4e - Covering The Tracks

Although retaining unauthorized access to a network or computer system is vital 

to the operation of an intruder, the step in the process where the intruder conceals or 

removes existence of their malicious actions may be the most important.  The “Covering 

The Tracks” step of the attack process will explain how an intruder can evade detection 

and obscure their malicious activities and digital footprints while present in a target 

system (Skoudis & SANS, 2009).  Criminal law requires that evidence be provided to 

prove that a system was attacked and accessed without proper authorization.  Without 

proof of the attack on the system, it will be extremely difficult to indict and convict a 

computer criminal.  Unfortunately for investigators, it is a lot easier for an intruder to 

cover their tracks then it is for the investigators to uncover them.  Like most criminals in 

the physical world, cyber criminals understand the laws created to prosecute and convict 

them.  They also understand that these laws are only valid if law enforcement officers and 

investigators are able to obtain incriminating evidence.

With knowledge of the legal system, intruders use every precaution suitable to 

obscure any information that could lead investigators to their whereabouts.  Operating 

systems can record and time stamp most system events and executed commands, which 

could be a user successfully or unsuccessfully logging in and out, an executed command, 

system changes, or system errors.  Once an intruder gains unauthorized and privileged 

access to a system, they can easily delete the system’s logs or history to remove evidence 

of their malicious activities, but the deletion of data will also cause a recordable event 

and suspicions of an intruder that could be used as evidence of an attack.  Therefore, an 

intruder will use the correct tools to carefully edit the log and history files if possible and 

terminate the processes that will record their malicious events before they can be 
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recorded by the system.  For some operating systems, the editing of a system’s logs and 

history files is only possible if the intruder has physical access to the system so deletion 

or the creation of a surplus of irrelevant events may be the most feasible option.  An 

intruder will always use their preferred strategy when covering their tracks.

A common curiosity for victims and investigators is to wonder how an intruder 

can hide their malicious activities and evade detection on a computer system.  An intruder 

is often very knowledgeable about the systems that they attack so they are able to find the 

most inconspicuous places in a system’s file directory to conceal their malware and other 

files.  They will often place their malicious files in a well-known directory or simply 

create a directory that is overlooked or difficult to find on a system.  The intruder will 

then rely on the fact that it will not be found.  Some operating systems have a built-in 

function that an intruder can utilize to hide a file within a data stream, which will allow 

the hidden file to follow it wherever it goes without being detected.  Forensic 

investigators must be more skilled than the intruder to uncover the camouflaged, 

malicious files.

Intruders are also very stealthy when conducting attacks over network systems, 

which can be manipulated to covertly communicate through techniques known as 

tunneling and covert channels.  With tunneling, an intruder can encapsulate a protocol 

with malicious commands within another legitimate protocol, which is known and trusted 

by the network system.  A covert channel can be the extra header fields of the TCP and IP 

transmission protocols used to insert hidden malicious commands.  Once the trusted 

protocols are sent, all network systems will grant it safe passage along with the malicious 

commands hidden inside.  When the message reaches the receiver, it is opened and the 

malicious commands are executed.  With a Reverse WWW Shell program installed on a 

previously compromised network or computer system, the victimized system sends 

command requests to the attack via a trusted Internet connection, which is viewed by the 

network system as someone trying to browse the Internet.  When the intruder receives the 

76



command request, they reply with malicious commands, which are then sent back to the 

target system and executed.  The intruder’s activity is completely hidden from and 

unobserved by the network system devices implemented to uncover all malicious activity.

The backdoor connection technique described earlier used to allow an intruder to 

retain access to a previously compromised network or computer system is always open 

thus can be found if properly investigated.  Intruders are increasingly improving their 

capabilities to evade detection so, instead of deploying a backdoor connection that is 

persistently open, they have begun to install non-promiscuous, sniffing backdoor 

connections.  Like a secret knock on a door, the port knocking technique allows a non-

promiscuous sniffing backdoor connection to remain closed until a specific port on the 

victim system is triggered.  Once the port is properly triggered, the backdoor is opened 

and a connection is established.  When the malicious activity is completed, the intruder 

leaves and the sniffing backdoor closes to avoid detection.  There are many methods 

available to an intruder to cover their tracks and evade detection from system security 

software and forensic investigators.  Since the digital world and Cyberspace are so 

complex and sophisticated, it is nearly impossible to trace a skilled cyber intruder, but 

one small mistake can also be enough to indict and convict the cyber criminal.

The attack process utilized by cyber intruders to exploit vulnerable computer 

systems and networks of government agencies, private and public organizations, and the 

solely home user is fundamental, unsophisticated, and similar to physical attacks, which 

have been witnessed and understood for centuries.  On the other hand, the many different 

attack methods used throughout the attack process are very complex and involve a deep 

understanding of the technical workings of computer systems and networks.  Therefore, 

to understand these sophisticated attack methods and mindset used by cyber intruders to 

conduct the attacks in Cyberspace, the requirement for years of proven advanced 

technical knowledge and expertise must be understood and embraced by the United 

States’ policy makers.  Now is the desperate time for true experts in the ethical or white 
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hat hacker profession to respond against the malevolence that has plagued Cyberspace.  It 

is also extremely imperative that education and awareness on the attack process and its 

methods be extended to each and every one of the more than 200 million Internet and 

World Wide Web users in America.  The proper combination of vigilant leadership and 

proactive security awareness is vital to the protection of the critical infrastructures of the 

United States.
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CHAPTER 3

THE UNITED STATES’ STANCE ON CYBERSECURITY POLICY

As persistent, malicious cyber activity and information technology have advanced 

and contributed to the evolution of Cyberspace, so has the legislation of the United States 

Government.  Advanced technologies have led to new and advanced ways to 

communicate, provide networked media, conduct business, store information and options 

for commerce.  Unfortunately, these developments also prime iniquitous methods of 

exploitation, intrusion, and criminal activity in Cyberspace.  For this very reason, the 

United States Government must ensure proactive and dynamic measures against those 

who wish to threaten the security of its critical infrastructures through cyber attacks.  In 

response to the evolutionary advancement of technology and its misuses, the United 

States Government has reactively amended old and enacted new statutes.  Although 

reactive, a product of the legislation process has risen as the umbrella statute to deter 

current and aspiring cyber criminals from their criminal ambitions.

Computer Fraud and Abuse Act (1986), 18 U.S.C section 1030, provides the 

overarching authority and jurisdiction for law enforcement officials to pursue the criminal 

miscreants who choose to disrupt Cyberspace.  This study concentrates on several 

sections of the Computer Fraud and Abuse Act (1986) to establish an understanding of 

laws set forth to prosecute the criminals who threaten the rights of Americans and to 

point out a few of its deficiencies.  Successful criminals understand the importance of 

avoiding lawful apprehension and that they are not bound to the policies and statutes as 

law abiding citizens and enforcement officials are bound.  Before the United States 

Government can focus on improving their cybersecurity policies, they must first 

understand the strengths and limitations of their current policies and statutes, which are 

intended to address cyber intruders.  
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The year 2009 showed much activity among the United States Government with 

the release of the Department of Homeland Security (DHS) National Infrastructure 

Protection Plan (NIPP) in February and the White House Administration Cybersecurity 

Policy Review (CPR) in May.  The first ever United States Cybersecurity Coordinator 

was appointed in February 2009, but things abruptly changed when the first coordinator, 

a former senior intelligence official under the previous White House Administration, 

resigned in early August.  For several months, the United States was once again without a 

Cybersecurity Coordinator.  Then, in late December, the second, first-time United States 

Cybersecurity Coordinator, who was a cyber advisor to the previous President, was 

commissioned under the current President of the United States.  However, does the 

sudden uproar of attention to cybersecurity policies constitute actual change?

This opportunity will be used to develop an understanding of the decisions and 

directions on cybersecurity policy, which has been greatly scrutinized throughout the 

United States Government.  Discussion of the DHS NIPP and the White House 

Administration CPR will provide the foundation needed to better understand the United 

States’ stance on cybersecurity.  The DHS (2009) NIPP is a protection plan that was 

created to prevent and/or respond to devastation caused by terrorist attacks against the 

critical infrastructures of the United States.  One focus of this study will be the cyber 

infrastructure protection strategies of the DHS NIPP.  The White House Administration 

(2009) CPR is a comprehensive review of the current cybersecurity policies affecting the 

citizens of the United States.  Both the NIPP and the CPR will provide some background 

and insight into the potential changes taking place within the United States Government, 

which has the responsibility and directive to minimize malicious cyber activity and 

protect America.
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Section 3.1 - The Computer Fraud and Abuse Act

The Computer Fraud and Abuse Act (1986) was first enacted as 18 U.S.C. section 

1030 in 1984 to address the growth of the computer age and its rapidly increasing 

information technologies (Department of Justice, 2007).  The United States Congress 

sought to create a single statute to address crimes committed using computer technology.  

Although there are other sections under Title 18 that address criminal actions conducted 

in Cyberspace, Section 1030 still serves as the most widely used computer criminal 

statute to indict and prosecute cyber intruders.  Since the inception of 18 U.S.C. section 

1030, it has been amended approximately nine times with its first amendment and new 

title of the Computer Fraud and Abuse Act occurring in 1986 (Department of Justice, 

2007).  However meaningful, these amendments were a reaction to the increased 

malicious cyber activity and the advancement of information technology.  The following 

section will focus on the Computer Fraud and Abuse Act (1986) to understand the laws 

legislated to punish the cyber intruders who have fearlessly exploited the United States’ 

statutes enacted to govern America.

Before the explanation of the Computer Fraud and Abuse Act (1986) can begin, 

the definitions of the terms “protected computer” and “exceeds authorized access” should 

be understood.  With the introduction of the USA PATRIOT Act in 2001, the Computer 

Fraud and Abuse Act (1986), 18 U.S.C. section 1030(e)(2),  was amended with this 

definition of protected computer:

(A) exclusively for the use of a financial institution or the United States 

 Government, or, in the case of a computer not exclusively for such use, used by or 

 for a financial institution or the United States Government and the conduct 

 constituting the offense affects that use by or for the financial institution or the 

 Government; or

(B) which is used in or affecting interstate or foreign commerce or 

 communication, including a computer located outside the United States that is 
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 used in a manner that affects interstate or foreign commerce or communication of 

 the United States;

It is important to note that a protected computer referred to in the Computer Fraud and 

Abuse Act (1986) does not define a computer with the proper physical or technical 

security protections.  Instead, it is used to refer to the computer systems and networks 

used by the financial institutions and federal government of the United States.  The 

Computer Fraud and Abuse Act (1986) also includes computer systems and networks, 

both domestic and foreign to the United States, connected to the Internet for the uses of 

interstate or foreign commerce or communications.  Any computer system or network 

used to unlawfully affect the financial institutions, federal governments, interstate, or 

foreign commerce or communications of the United States will be considered under the 

Computer Fraud and Abuse Act (1986).

The Computer Fraud and Abuse Act (1986), 18 U.S.C. section 1030(e)(6), defines 

exceeds authorized access as “to access a computer with authorization and to use such 

access to obtain or alter information in the computer that the accesser is not entitled so to 

obtain or alter.”  A person exceeds authorized access when they use their approved access 

to gain additional access to obtain or alter information, which they were not approved to 

access.  The Computer Fraud and Abuse Act (1986) also uses the term “without 

authorization” along with exceeds authorized access to explain instances where a 

person’s access is questionable.  For the purposes of this study, the term “unauthorized 

access” will be used in place of both “exceeds authorized access” and “without 

authorization” when explaining the access portions of the Computer Fraud and Abuse Act 

(1986).  This effort is to prevent possible confusion with the original terms as a person is 

“unauthorized” to access information from a system when they both “exceed” their 

authorized access and when they gain access “without authorization.”  It is important to 

note that the term without authorization is not defined within the Computer Fraud and 

Abuse Act (1986), but most, if not all, cyber intruders will gain access to a computer 

system or network without authorization (Department of Justice, 2007).
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18 U.S.C. section 1030(a)(1) forbids the action of knowingly obtaining national 

security information with unauthorized access and the willful provision or attempt to 

provision the obtained information to an unauthorized person(s) (Computer Fraud and 

Abuse Act (1986)).  National security information would be any information that, “could 

be used to the injury of the United States, or to the advantage of any foreign 

nation” (Computer Fraud and Abuse Act (1986)).  To prosecute an intruder under this 

section, evidence must prove that the intruder “knowingly” gained unauthorized access to 

obtain information that they believed could injure the United States or benefit a foreign 

nation (Computer Fraud and Abuse Act (1986)).  It must also be proven that the intruder 

“willfully” provisioned or attempted to provision the information to any person not 

authorized to receive it (Computer Fraud and Abuse Act (1986); Department of Justice, 

2007).  If the intruder does not provide the information to anyone, there must be proof 

that the intruder “willfully” retained the stolen information (Computer Fraud and Abuse 

Act (1986); Department of Justice, 2007).  Under 18 U.S.C. section 1030(a)(1), an 

intruder will be convicted as a felon with an expected penalty of a fine, imprisonment for 

not more than a 10 year period, or both (Computer Fraud and Abuse Act (1986)).

18 U.S.C. section 1030(a)(2) punishes intruders who intentionally gain 

unauthorized access to a “protected computer” to observe or obtain any information from 

financial institutions, the United States Government, or any “protected computer” 

connected to the Internet (Computer Fraud and Abuse Act (1986)).  Evidence must prove 

that the unauthorized access was intentional and that the intruder simply viewed sensitive 

information (Computer Fraud and Abuse Act (1986)).  The intention of this section is to 

protect against the theft of information from a computer system or network accessible 

from the Internet (Computer Fraud and Abuse Act (1986)).  A violation committed under 

18 U.S.C. section 1030(a)(2) will be charged as a misdemeanor with the consequence of a 

fine, a prison sentence of one year, or both (Computer Fraud and Abuse Act (1986)).  

However, if “aggravating factors apply,” the violation or the attempted violation of this 
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section will result in a felony conviction with the penalty of a fine, up to 5 years in 

prison, or both (Computer Fraud and Abuse Act (1986)).  “Aggravating factors” could 

include a commercial advantage, private financial gain, or information with a value that 

exceeds $5,000.00 (Computer Fraud and Abuse Act (1986)).

18 U.S.C. section 1030(a)(3) prohibits intruders from intentionally gaining 

unauthorized access to “any nonpublic computer of a department or agency of the United 

States” or a computer system or network used by or for the United States Government 

(Computer Fraud and Abuse Act (1986)).  It must be proven that the intruder only 

trespassed in a system owned or used by the United States Government (Computer Fraud 

and Abuse Act (1986)).  It is important to note that this section also punishes an 

interdepartmental incident, which an intruder uses one agency’s computer system to gain 

unauthorized access to another agency’s computer system or network (Computer Fraud 

and Abuse Act (1986)).  Another important factor is when a computer system or network 

is “used by or for” the United States Government (Computer Fraud and Abuse Act 

(1986)).  For instance, a computer system or network owned by a private company, but 

“used by or for” the United States Government would be protected under this section.  

Violators of 18 U.S.C. section 1030(a)(3) will face a misdemeanor charge and may be 

penalized with a fine, a prison sentence of up to one year, or both (Computer Fraud and 

Abuse Act (1986)).

18 U.S.C. section 1030(a)(4) punishes an intruder who knowingly gains 

unauthorized access to a “protected computer” with the intentions to defraud or “furthers 

the intended fraud and obtains anything of value” (Computer Fraud and Abuse Act 

(1986)).  Evidence must prove that the intruder gained unauthorized access to a 

“protected computer” with fraudulent intentions, which result in the obtainment of 

anything valuable (Computer Fraud and Abuse Act (1986)).  The intruder “furthers the 

intended fraud” by stealing, altering, or deleting information from a “protected computer” 

that is used at a future time to obtain something of value (Computer Fraud and Abuse Act 
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(1986); Department of Justice, 2007).  Also, the intruder can use a “protected computer” 

to produce falsified documents, which is then used to obtain anything of value (Computer 

Fraud and Abuse Act (1986); Department of Justice, 2007).  “Anything of value” can be 

any obvious means of value, it can amount to the value of a customer base, or it can be 

constituted as the mere use of a compromised “protected computer” if the use exceeds a 

value of $5,000.00 (Computer Fraud and Abuse Act (1986); Department of Justice, 

2007).  For example, a private business owner could rent their supercomputer for 

$2000.00 per hour of use.  If the intruder gains unauthorized access to the supercomputer 

and uses it for a value of more than $5000.00, the intruder’s actions violate this section 

(Computer Fraud and Abuse Act (1986)).  A conviction under 18 U.S.C. section 1030(a)

(4) carries the charge of a misdemeanor with consequences of a fine, imprisonment of up 

to five years or both (Computer Fraud and Abuse Act (1986)).

18 U.S.C. section 1030(a)(5) forbids an intruder who attempts to or “knowingly” 

transmits a “program, information, code, or command,” which results in the intentional 

and unauthorized damage of a “protected computer” (Computer Fraud and Abuse Act 

(1986)).  It also punishes an intruder who intentionally attempts to gain or gains 

unauthorized access to cause loss or damages, to include reckless damages, against a 

“protected computer” (Computer Fraud and Abuse Act (1986)).  There are several ways 

in which an intruder can be convicted under this section.  In the case where mere loss or 

damage is caused, the intruder could be charged, upon conviction, with a misdemeanor, 

which may carry a penalty of a fine, up to one year in prison, or both (Computer Fraud 

and Abuse Act (1986)).  Under circumstances explained in 18 U.S.C. section 1030(c)(4)

(A), an intruder could face a felony conviction punishable with a fine, a prison sentence 

of not more than five years, or both (Computer Fraud and Abuse Act (1986)).

If evidence can prove that the intruder knowingly transmitted malicious 

information to cause intentional and unauthorized loss or damage to a “protected 

computer,” the intruder could be convicted with a felony charge compromised of a fine, 
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not more than a 10 year imprisonment, or both (Computer Fraud and Abuse Act (1986)).  

Also, if it can be proven that an intruder “attempts to cause or knowingly or recklessly 

causes serious bodily injury,” the conviction could carry a felony charge of a fine, a 

prison sentence of no more than a 20 years, or both (Computer Fraud and Abuse Act 

(1986)).  However, if the situation is fatal and the intruder “attempts to cause or 

knowingly or recklessly causes death,” the intruder would be convicted as a felon with 

the consequences of a fine, a possible imprisonment for life, or both (Computer Fraud 

and Abuse Act (1986)).

18 U.S.C. section 1030(a)(6) prohibits an intruder who “knowingly and with 

intent to defraud” transfers password information, or similar types of information that can 

be used to gain unauthorized access, which may affect a “protected computer” or a 

computer system or network used by or for the United States Government (Computer 

Fraud and Abuse Act (1986)).  It must be proven that the intruder, with the intent to 

commit fraud, possessed and trafficked password information, which could be used to 

gain unauthorized access to a “protected computer” or a computer system or network 

related to the United States Government (Computer Fraud and Abuse Act (1986)).  The 

mere possession of password information is not enough to prosecute an intruder as this 

section focuses on the act of trafficking password information (Computer Fraud and 

Abuse Act (1986); Department of Justice, 2007).  Failure to comply with 18 U.S.C. 

section 1030(a)(6) may result in a misdemeanor offense, which carries a punishment of a 

fine, a prison sentence of one year, or both (Computer Fraud and Abuse Act (1986)).

18 U.S.C. section 1030(a)(7) makes it illegal for an intruder to act with the 

intention to extort money or anything of value from any person to whom the intruder 

communicates a threat to cause damage to a “protected computer” by using “interstate or 

foreign commerce” to deliver such damage (Computer Fraud and Abuse Act (1986)).  

Evidence must prove that the intruder communicated a threat to damage a “protected 

computer” using the Internet as the delivery method and an expressed intent to extort 
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valuable gains (Computer Fraud and Abuse Act (1986)).  Examples of “damage” to a 

“protected computer” can be a DoS or DDoS attack, a SQL injection in which the entire 

contents of a database is deleted, or a rootkit that destroys a “protected computer’s” hard 

drive (Department of Justice, 2007).  A convicted intruder under 18 U.S.C. section 1030

(a)(7) can face a misdemeanor conviction with a penalty of a fine, imprisonment up to 

five years, or both (Computer Fraud and Abuse Act (1986)).

If an intruder had been previously convicted for any violation under 18 U.S.C. 

section 1030, a repeat offense under subsections (a)(2), (a)(3), (a)(4), (a)(5)(C), (a)(6), 

and (a)(7) may result in a felony charge with a fine, a prison term for no more than 10 

years, or both (Computer Fraud and Abuse Act (1986)).  In the case of subsection (a)(1) 

and (a)(5)(A and B), where intentional or reckless damage occurs, a repeat offense could 

result in felony imprisonment for no more than 20 years to include the possibility of a 

fine or both (Computer Fraud and Abuse Act (1986)).  The amount of the fine would be 

calculable based on the result of the damages caused by the intruder and the conduct, 

intentionally or recklessly for example, in which the damages were performed (Computer 

Fraud and Abuse Act (1986)).

The purposes of explaining the Computer Fraud and Abuse Act (1986) were to 

establish an understanding of the federal statutes available to institute legal proceedings 

against cyber criminals who threaten America.  It was also to review the legislated 

sanctions, which were created to both punish and impress fear into any cyber intruder 

who commits or attempts to commit a violation of Computer Fraud and Abuse Act 

(1986).  The Computer Fraud and Abuse Act (1986) is a comprehensive and governing 

statute, which provides law enforcement officials with the necessary authorities to pursue 

criminals in Cyberspace.  Also, the consequences attributable to Computer Fraud and 

Abuse Act (1986) are harsh in nature and suitable punishment for convicted cyber 

criminals.  Therefore, it is possible that the Computer Fraud and Abuse Act (1986) will 

serve as a strong tool for the United States Government to both prosecute and punish 
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malicious intruders in Cyberspace who threaten or attempt to threaten the critical 

infrastructures of the United States.  However, although the wording of the Computer 

Fraud and Abuse Act (1986) addresses foreign intrusions, the investigative authorities 

extended to United States Government representatives do not include the jurisdictional 

boundaries or extradition agreements required to pursue cyber intruders who direct 

attacks from computer systems and networks foreign to the United States.

The foreign issues have plagued law enforcement officials for quite some time 

and will continue to do so until an international policy can be agreed upon between all 

nations with access to Cyberspace.  Cyber intruders understand the limitations of the 

Computer Fraud and Abuse Act (1986) and possess the necessary knowledge to exploit 

the weaknesses in this statute.  For instance, intruders are aware that they can exploit 

vulnerable computer systems and networks in countries that have not established 

cybersecurity policies of their own.  Once they have compromised usable computer 

systems or networks, they continue with deploying attacks from those unlawful countries 

to “protected computers” in the United States.  Since the initial intrusions occurred on 

foreign soil where the jurisdictional boundaries of United States Government 

investigators do not exist, these intruders will not adhere to the Computer Fraud and 

Abuse Act (1986).  However, the United States Government is allowed to apprehend the 

intruder if the intruder is found on soil governed by United States.

Another situation may be an intruder compromises a computer system or network 

within a country that has established cybersecurity policies, but does not have an 

extradition agreement with the United States.  The intruder then deploys attacks against a 

“protected computer” in the United States from the computer system and network 

residing in the foreign country.  In this scenario, the intruder would be punishable 

according to the statutes enacted by the foreign government, but not the United States.  

For the instances where a foreign country has established cybersecurity policies and an 

extradition agreement with the United States, it would be at the discretion of the foreign 
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government to either prosecute the intruder according to their laws or extradite the 

intruder to the United States Government, which can then institute the appropriate legal 

actions of the Computer Fraud and Abuse Act (1986).  Even if the United States can 

persuade several foreign countries to decide on an extradition agreement, cyber intruders 

are cunning enough to identify the countries who persist to disagree with the United 

States.  The cyber attacks from computer systems and networks located in foreign 

countries strategically elude the sanctions of the Computer Fraud and Abuse Act (1986) 

and continue to rapidly increase.

Along with the foreign issues affecting the Computer Fraud and Abuse Act 

(1986), prosecuting officials must provide incriminating evidence to satisfy the legal 

burden of proof required for all criminal cases tried in a United States court of law.  

Without a clear confession from the intruder, the prosecution must provide substantial 

evidence to prove that a violation or attempted violation of the Computer Fraud and 

Abuse Act (1986) occurred.  As it has been explained in the “Covering The Tracks” step 

of the attack process in Section 1.4 of this study, it is very difficult to trace a cyber attack 

to its true origination point and then, to connect the intruder to the attack.  Skilled cyber 

intruders understand the legal burden of proof concept and take every necessary measure 

to cover their tracks and remove any evidence of their malicious activities.

In most instances, investigators are able to follow an attack to another exploited 

computer system or network, but the trail is usually lost at that point.  In cases, where 

forensics investigators are able to unearth valuable evidence, the uncertainties of the 

information’s integrity is always an issue.  For instance, just because the digital 

information points to one person, it does not necessarily mean that that person is the real 

perpetrator.  The evidential proof required for law enforcement officials to prosecute 

criminal cases is a real burden when criminal and forensic investigations are conducted in 

Cyberspace.  Evidence of an intrusion always exists, but it is not always strong or 

revealing enough to carry out a conviction.
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The Computer Fraud and Abuse Act (1986) is comprehensive and well-written to 

address acts of malevolence against a “protected computer” and computer systems and 

networks used by or for the United States Government when they occur in the 

jurisdictional boundaries of the United States.  The fear factor of the Computer Fraud and 

Abuse Act (1986) can be prevalent, but the United States Government has not been able 

to achieve the necessary international agreements to strengthen the Computer Fraud and 

Abuse Act (1986).  Without fear of probable prosecution, the limitations of the Computer 

Fraud and Abuse Act (1986) provide cyber intruders with a strategy to elude the United 

States’ justice system.  The Computer Fraud and Abuse Act (1986) has been significantly 

amended to adapt to the ever-evolving Information Age and it must continue to do so.  

The United States policy makers must ensure that it continues to move forward with a 

proactive and dynamic approach to address potential attacks against their nation’s critical 

infrastructures.  If the statutes and policies of the United States Government experience 

complacency, fearless and malicious intruders who threaten and attempt to destroy the 

critical infrastructures of the United States from Cyberspace will continue to act with 

impunity.

Section 3.2 - The National Infrastructure Protection Plan

The National Infrastructure Protection Plan (NIPP), updated in February 2009, 

was tailored by the Department of Homeland Security (DHS) primarily to satisfy the 

requirements of the Homeland Security Act (2002) and the Homeland Security 

Presidential Directive-7 signed on December 17, 2003 (Department of Homeland 

Security [DHS], 2009).  The NIPP is focused on the prevention and response to physical, 

natural, and cyber attacks, which could impose intentional or unintentional threats or 

damages against the critical infrastructures and key resources of the United States (DHS, 

2009).  The DHS (2009) states that the mission of the NIPP is to:
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Build a safer, more secure, and more resilient America by preventing, deterring, 

 neutralizing, or mitigating the effects of deliberate efforts by terrorists to destroy, 

 incapacitate, or exploit elements of our Nation’s CIKR and to strengthen national 

 preparedness, timely response, and rapid recovery of CIKR in the event of an 

 attack, natural disaster, or other emergency. (p. 1)

The Homeland Security Act (2002), under 6 U.S.C. section 111(b)(1)(A),(B),(C),

(F), establishes and empowers the Department of Homeland Security to accomplish the 

principal mission, in respect to critical infrastructure, to “prevent terrorists attacks within 

the United States,” “reduce the vulnerability of the United States to terrorism,” “minimize 

the damage, and assist in the recovery, from terrorist attacks that do occur within the 

United States,” and “ensure that the overall economic security of the United States is not 

diminished by efforts, activities, and programs aimed at securing the homeland.”  There 

are a total of eight subsections that explain the general mission under 6 U.S.C. section 

111, but these four have a closer relationship to the critical infrastructures of the United 

States.  Although these mission statements do not mention Cyberspace, cyber attacks and 

incidents are covered under the overall protections against terrorism.  

Information and Analysis and Infrastructure Protection, 6 U.S.C. section 121(d), 

of the Homeland Security Act (2002) provides more focus and detail into the protections 

of the CIKR of the United States.  It commissions the DHS to conduct thorough risk and 

vulnerability assessments of CIKR using proper intelligence and information 

dissemination and analysis procedures with other government entities of the United 

States (Homeland Security Act (2002)).  6 U.S.C. section 121(d) also requires that the 

DHS develop an extensive protection plan with recommendations of prevention and 

protection against potential attacks against CIKR, to include the necessary responsive 

actions to perform at all stages of an attack (Homeland Security Act (2002)).  The 

direction of the NIPP is gathered from a few of the many responsibilities described in 6 

U.S.C. section 121(d) (DHS, 2009; Homeland Security Act (2002)) .
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According to 6 U.S.C. section 121(d)(2), the DHS has the responsibility:

To carry out comprehensive assessments of the vulnerabilities of the key 

 resources and critical infrastructure of the United States, including the 

 performance of risk assessments to determine the risks posed by particular types 

 of terrorist attacks within the United States (including an assessment of the 

 probability of success of such attacks and the feasibility and potential efficacy of 

 various countermeasures to such attacks). (Homeland Security Act (2002))

With this responsibility, the NIPP established the CIKR Risk Management Program to set  

the standards for conducting effective risk assessments to determine the information and 

attributes required to develop enhanced and strategic protection plans for the CIKR 

(DHS, 2009).

Through 6 U.S.C. section 121(d)(5), the DHS is assigned the responsibility:

To develop a comprehensive national plan for securing the key resources and 

 critical infrastructure of the United States, including power production, 

 generation, and distribution systems, information technology and 

 telecommunications systems (including satellites), electronic financial and 

 property record storage and transmission systems, emergency preparedness 

 communications systems, and the physical and technological assets that support 

 such systems. (Homeland Security Act (2002)).

The NIPP, along with the sector-specific plans (SSP), aim to satisfy the requirement for 

an all-inclusive protection plan for the security of CIKR of the United States (DHS, 

2009).  With the strategies and direction of the NIPP and SSPs, the DHS and the other 

responsible United States Government departments and agencies work towards securing 

and protecting their nation’s CIKR (DHS, 2009).
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Under 6 U.S.C. section 121(d)(6), the DHS is responsible:

To recommend measures necessary to protect the key resources and critical 

 infrastructure of the United States in coordination with other agencies of the 

 Federal Government and in cooperation with State and local government agencies 

 and authorities, the private sector, and other entities. (Homeland Security Act 

 (2002))

With this assignment and information collected from various partners, the NIPP 

recommends strategies and best practices to secure and protect CIKR, to prioritize the 

allocation of resources across the United States Government, to share information vital to 

CIKR, and to encourage partnerships among other departments, agencies, and the private 

sector (DHS, 2009).  These recommendations are directed towards the various councils 

and partners working to secure and protect the CIKR of the United States (DHS, 2009).

On December 17, 2003, President Bush signed the Homeland Security 

Presidential Directive-7 (HSPD-7) focuses on the identification, prioritization, and 

protection of critical infrastructures in the United States and it “establishes a national 

policy for Federal departments and agencies to identify and prioritize United States 

critical infrastructure and key resources and to protect them from terrorist 

attacks” (Homeland Security Presidential Directive-7 [HSPD-7], 2003).  The HSPD-7 

develops a policy structure and defines the responsibilities for the DHS, Sector-specific 

Agencies (SSA), other departments, agencies, and offices of the United States 

Government, and the private sector (HSPD-7, 2003).  Combined with the authorities of 

The Homeland Security Act (2002), the HSPD-7 requires the DHS to develop and 

implement a comprehensive national plan to “outline national goals, objectives, 

milestones, and key initiatives” to protect and secure the CIKR of the United States 

(HSPD-7, 2003).

The NIPP is a product of the authorities, directives, and responsibilities set forth 

in The Homeland Security Act (2002) and the HSPD-7 (DHS, 2009).  It is dedicated to 
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accomplishing its goals and objectives through sharing information and building effective 

partnerships with other government agencies, departments, and the private sector, 

performing risk management assessments of the United States CIKR, and efficiently 

maximizing their resources (DHS, 2009).  The DHS is responsible for the overall critical 

infrastructure protection, which includes 18 diversely operated CIKR sectors with 

supporting sector-specific plans for each (DHS, 2009).  A direct or indirect attack against 

one or more CIKR sectors of the United States could result in propagating, 

incapacitating, and devastating effects, which could immensely reshape everyday life for 

the United States (DHS, 2009).

It is vital to the United States that their government leadership establish and 

evolve containment and recovery strategies to effectively respond to these potentially 

hindering effects.  According to the DHS (2009) NIPP, “Protecting and ensuring the 

resiliency of the critical infrastructure and key resources [CIKR] of the United States is 

essential to the Nation’s security, public health and safety, economic vitality, and way of 

life” (p. 1).  In Cyberspace, the worst attacks and effects imaginable against CIKR of the 

United States are not theoretical; they are possible.  For the purposes of this study, the 

remainer of this section will focus on the cybersecurity policies protecting the cyber-

related sectors and infrastructures of the United States.

According to HSPD-7, the DHS will “serve as a focal point for the security of 

cyberspace” and “facilitate interactions and collaborations between and among Federal 

departments and agencies, State and local governments, the private sector, academia and 

international organizations” (2003, para. 16).  With this cyber objective, the DHS is 

appointed with several essential responsibilities to provide supervision, coordination, or 

assistance in the prevention of cyber attacks against or restoration of the cyber 

infrastructures of the United States (HSPD-7, 2003).  The DHS must work closely with 

their partners and support personnel to prevent damages to the cyber infrastructures 

caused by cyber attacks (HSPD-7, 2003).  In the unfortunate circumstance where a cyber 
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attack is successful, the DHS must maximize their resources to restore the cyber 

infrastructures affected by the attack (HSPD-7, 2003).

To accomplish the prevention of cyber attacks and restoration of the cyber 

infrastructures, the NIPP, according to The National Strategy to Secure Cyberspace 

(2003), states that the DHS will provide “crisis management in response to incidents 

involving cyber infrastructure” and “technical assistance to other governmental entities 

and the private sector with respect to emergency recovery plans for incidents involving 

cyber infrastructure” (DHS, 2009, p. 115; White House Administration, 2003).  The DHS 

is responsible for “coordinating with other Federal agencies to provide specific warning 

information and advice on appropriate protective measures and countermeasures” and 

providing support for the investigation and prosecution of cyber attacks to the various 

governments throughout the United States, the private sector, and academia (DHS, 2009, 

p. 115; White House Administration, 2003).  They should also provide assistance to “the 

SSAs in understanding and mitigating cyber risk, and in developing effective and 

appropriate protective measures” (DHS, 2009, p.115).  Concerning the long-term success 

of cybersecurity, the DHS will budget for and perform research and development in new 

technologies and techniques, which will help to improve the protective methods and 

responses for the cyber infrastructures of the United States (DHS, 2009).

In September 2003 the DHS erected the United States Computer Emergency 

Readiness Team (US-CERT) to be the “operational arm of their National Cyber Security 

Division (NCSD)” (United States Computer Emergency Readiness Team [US-CERT], 

2003, para. 5).  The US-CERT performs many of the cybersecurity responsibilities 

charged to the DHS throughout the Homeland Security Act (2002), HSPD-7 (2003), and 

The National Strategy to Secure Cyberspace (2003).  “US-CERT is charged with 

providing response support and defense against cyber attacks for the Federal Civil 

Executive Branch (.gov) and information sharing and collaboration with state and local 

government, industry and international partners” (US-CERT, 2003, para. 1).  They 
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communicate and coordinate cybersecurity efforts across the various governments of the 

United States, the private sector, and academia to share information relevant to safety and 

protection of their nation’s cyber infrastructures (US-CERT, 2003).

In accordance with The National Strategy to Secure Cyberspace (2003), US-

CERT is a 24 hour per day cyber operations center with a mission to serve as “a single 

point of contact for cyberspace analysis, warning, information sharing, and incident 

response and recovery for CIKR partners” (DHS, 2009, p. 65).  US-CERT provides 

weekly cybersecurity bulletins, technical and nontechnical cybersecurity alerts, and 

biweekly cybersecurity tips to help improve cybersecurity awareness and computer 

system and network security for organizations and the home user (DHS, 2009).  They 

provide open forums for the different arenas of America to communicate and report their 

cybersecurity concerns, questions, and misfortunes to US-CERT for guidance, support, or 

intervention (DHS, 2009).  US-CERT also developed a National Web Cast Initiative to 

“examine critical and timely cybersecurity issues” and to “strengthen the Nation’s cyber 

readiness and resilience” (DHS, 2009, p. 65).  They also provide mailing lists and Really 

Simple Syndication (RSS) feeds options to frequently inform concerned cyber citizens of 

current cyber tips, threats, and vulnerabilities (US-CERT, 2003).

The NIPP dedicates an entire chapter to the strategy of managing risks with its 

risk management framework, which serves as the foundation of the NIPP (DHS, 2009).  

According to the NIPP, “Risk is the potential for an unwanted outcome resulting from an 

incident, event, or occurrence, as determined by its likelihood and the associated 

consequences” (DHS, 2009, p. 27).  The NIPP recognizes risk management as an 

essential component to “prioritizing mitigation efforts” for their partners across the 

various governments of the United States, the private sector, and academia (DHS, 2009, 

p. 27).  The NIPP risk management framework begins with setting specific goals and 

objectives, identification of CIKR assets, systems, and networks, assessment and 

prioritization of known and potential risks, implementation of protective programs and 
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resiliency strategies, and to measure the effectiveness of the implemented protective 

programs (DHS, 2009).  The risk management framework can be tailored to each sector 

of the CIKR (DHS, 2009).  For the purposes of this study, the following two paragraphs 

will concentrate on the risk management framework responsibilities involved with 

cybersecurity.

According to the risk management framework of the NIPP, the DHS has the 

responsibility to provision “cyber-specific expertise and assistance in addressing the 

cyber elements of CIKR,” “input on cyber-related issues for the National Intelligence 

Estimate of cyber threats to the United States,” and “guidance, review, and functional 

advice on the development of effective cyber-protective measures” (DHS, 2009, p. 115).  

The DHS is in charge of “coordinating the development and conduct of national cyber 

threat assessments,” “facilitating cross-sector cyber analysis to understand and mitigate 

cyber risk,” and “coordinating cybersecurity programs and contingency plans, including 

the recovery of Internet functions” (DHS, 2009, p. 115).  Other responsibilities should 

include the development and encouragement of an extensive program to improve the 

cybersecurity awareness of Americans and to collaborate with their various partners to 

decrease computer system and network vulnerabilities and reduce the probabilities of 

attacks against the cyber infrastructure (DHS, 2009).

The DHS must work collaboratively and collectively with the SSAs, the various 

governments of the United States, the private sector, and academia to effectively 

implement the NIPP risk management framework to improve cybersecurity (DHS, 2009).  

Specifically for the SSAs, they are in charge of integrating and applying the NIPP risk 

management framework to assess their sector-specific cybersecurity vulnerabilities and 

risks (DHS, 2009).  The DHS will provide support to the SSAs through supervision of the 

risk management framework and analysis of risk assessments for cybersecurity issues 

(DHS, 2009).  To acquire the best results possible, the DHS should coordinate with their 

partners to collect and evaluate the most efficient information for all risk management 
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and analysis duties.  Although it is impossible to eradicate all vulnerabilities and risks 

that threaten the critical infrastructures of the United States, the management of known 

and potential vulnerabilities and risks will help to improve the overall mission for 

cybersecurity.

Through the NIPP, the DHS designates and divides the additional responsibilities 

required to effectively protect the cyber infrastructures among the SSAs, in coordination 

with the private sector, and other Federal departments and agencies (DHS, 2009).  The 

SSAs are responsible for providing and identifying expert level information for their 

respective cyber-related areas to better understand and mitigate the cyber risks affecting 

their sector and to improve the comprehensive cybersecurity for the United States (DHS, 

2009).  They are in charge of “Increasing awareness of how the business and operational 

aspects of the sector rely on cyber systems and processes” (DHS, 2009, p. 115).  The 

SSAs should work towards “Establishing mutual assistance programs for cybersecurity 

emergencies” according to their sectors’ cybersecurity requirements (DHS, 2009, p. 115).

The SSAs are liable for improving and ensuring that their inventory, risk 

assessment, and protection methods for CIKR appropriately focuses on their sector-

specific cyber resources (DHS, 2009).  They have the responsibility to develop and 

implement sector-specific cybersecurity policies, which should be reviewed and modified 

on a regular basis to ensure that concerns for cybersecurity are addressed and current 

(DHS, 2009).  The SSAs, to include the various non-Federal governments, are 

responsible for “Establishing planning, training, and exercise programs according to 

HSEEP” (DHS, 2009, p. 115).  The Homeland Security Exercise and Evaluation Program 

(HSEEP) is a national standard and “a capabilities and performance-based program that 

provides a standardized methodology and terminology for exercise design, development, 

conduct, evaluation, and improvement planning” (Federal Emergency Management 

Agency [FEMA], 2003, para. 1).  The Federal Emergency Management Agency (FEMA) 

of the DHS maintains the HSEEP Mission (FEMA, 2003).
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The NIPP addresses the Federal governments with specific cybersecurity 

responsibilities and the non-Federal governments, the private sector, and academia with 

encouraged recommendations from The National Strategy to Secure Cyberspace, which 

was released six years earlier in February 2003 (DHS, 2009).  The Department of Justice 

and the Federal Trade Commission (FTC) will collaborate to address the obstacles 

hindering the SSA’s mutual assistance programs used during potential cybersecurity 

emergencies (DHS, 2009).  The Department of Justice and other Federal agencies will 

collect cyber incident information from victims to develop and implement strategies to 

help improve cybersecurity (DHS, 2009).  These departments and agencies will work 

together to lead the investigation and prosecution procedures, to include methods of 

provisioning techniques and training to, against cyber criminals (DHS, 2009).  They 

should also establish methods to enhance the information sharing and investigative 

efforts for the various governments of the United States and the private sector (DHS, 

2009).  The Intelligence Community, Federal Bureau of Investigation, Department of 

Defense, and other law enforcement agencies will coordinate their efforts to enforce the 

intelligence and counterintelligence cybersecurity policies to gather vital information, 

which will lead to the rapid response and attribution to threats affecting cyber 

infrastructures of the United States (DHS, 2009).

For the cybersecurity responsibilities of the non-Federal governments, private 

sector, and academia of the United States, the DHS encourages these entities to adopt the 

recommendations provided by The National Strategy to Secure Cyberspace (DHS, 2009).  

Each entity should make every effort to create, administer, and evaluate internal security 

policies for their owned and operated computer systems and networks to ensure that it is 

not used in attacks against the cyber infrastructures of the United States (DHS, 2009).  

The non-Federal governments should participate in programs to promote cyber awareness 

to educate and encourage Americans to properly implement cybersecurity measures for 

their computer systems and networks (DHS, 2009).  The private sector and academia 

99



should establish effective methods to share cybersecurity information, which could 

contain new reports of vulnerabilities, improved cybersecurity techniques, or results from 

successful cyber attacks (DHS, 2009).  Other responsibilities suggest development of 

continuity plans, identification of near-term R&D programs, use of more secure software 

products, and processes for contacting Internet service providers and law enforcement 

agencies in case of a cyber attack (DHS, 2009).

The NIPP continues to assist with the cybersecurity issues of the SSAs through 

the creation and implementation of cross-sector cybersecurity programs, which aim to 

achieve various goals using programs tailored to the NIPP risk management framework 

(DHS, 2009).  These programs attempt to improve cyber preparedness, reduce risks and 

vulnerabilities, develop and implement system security plans, create efforts to improve 

software development, assess control systems security, develop cybersecurity standards 

and best practices, and improve cyber incident response coordination through conducting 

periodic response exercises (DHS, 2009).  The NIPP also promotes programs to 

encourage and improve information sharing by developing working groups and forums to 

openly discuss and debate new and improved cyber response and recovery strategies 

(DHS, 2009).

To ensure the long-term goals for cybersecurity, the DHS, along with the US-

CERT, the Federal Bureau of Investigation, and the United States Secret Service have 

developed cyber and crime task forces to advocate information sharing and cyber 

awareness throughout the various government departments and agencies of the United 

States, the private sector, and academia (DHS, 2009).  Also, the NIPP encourages 

coordination across the global and diplomatic arenas to develop partnerships with hopes 

for minimizing cyber threats and to fight cyber crime (DHS, 2009).  Cybersecurity 

training and education to create the next generation workforce who will be better 

prepared to address cybersecurity issues (DHS, 2009).  Research and development to 

elevate cybersecurity technologies to improved capabilities, to evolve cybersecurity 
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policies, and to create efficient warning and response systems (DHS, 2009).  The 

exploration into providing incentives to the private sector to influence competition, 

innovative thinking, and procurement for cybersecurity products to improve the overall 

security of the cyber infrastructures (DHS, 2009).  The future of cybersecurity 

technologies is very important to sustaining the operational security and integrity of the 

United States’ cyber infrastructures.

The cyber infrastructures of the United States have become heavily integrated into 

the daily operations of the national security, government, public utilities and health, 

emergency services, transportation, banking, and economic sectors.  These cyber 

infrastructures provide the communications and information technology used to reliably 

and quickly share information, they provide an interconnectedness for global relations, 

and they allow efficient completion of multiple tasks and rapid deployment of services.  

With the United States’ reliance on a myriad of cyber connections and capabilities, it is 

vital to the nation’s CIKR to enact proactive, reliable, and highly resolved cybersecurity 

policies.  The NIPP, in accordance with Presidential Directives and Congressional laws, 

satisfies the DHS’s responsibility to develop a protection plan to address the risks, 

responsibilities, and protective measures required to reduce cyber threats and respond to 

cyber attacks.

The NIPP is a high-level policy to convey compliance with homeland and 

national security directives from the President and laws enacted by Congress.  It tells the 

reader “how” the DHS will accomplish their cybersecurity responsibilities, but it does not 

provide any details or explanations into their level of involvement or the necessary 

actions required to physically and logically protect the cyber infrastructures.  Further, the 

NIPP distributes responsibilities to the SSAs, the various governments of the United 

States, the private sector, and academia, but, again, it lacks depth.  In some cases, the 

NIPP references responsibilities from older and outdated policies, such as The National 
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Strategy to Secure Cyberspace, and encourages their partners to consider these cyber 

responsibilities as mere recommendations.

The NIPP has no accountability and is filled with information and frameworks, 

which can be interpreted to lose its original intent and lead to an ineffective assessment.  

It focuses much of its attention on SSAs, other government departments and agencies, 

and the private sector owning their responsibilities, but there is no solid guidance.  Most 

of the CIKR are owned, operated, and maintained by the private sector, which focuses 

more on their return on investments than cybersecurity.  Unless partnerships and 

agreements are established between the United States Government and the private sector, 

the private sector will continue to operate in Cyberspace according to their best interests.  

The NIPP builds its hopes on effective partnerships, efficient risk management, and the 

trust that their partners will openly and freely share information regarding cybersecurity.  

The DHS has taken a passive approach to protect the United States cyber infrastructures, 

which are attacked countless times per day by persistent and extremely aggressive nation 

states and cyber criminals.  The DHS NIPP is insufficient to address the dire 

cybersecurity necessities to survive the level of cyber attacks threatening the critical 

infrastructures of the United States.

Section 3.3 - The Cyberspace Policy Review

The Cyberspace Policy Review (CPR), completed by the White House 

Administration in May 2009, was an initiative by the 44th President to establish a “60-

day, comprehensive, ‘clean-slate’ review to assess U.S. policies and structures for 

cybersecurity” with an objective to develop a cybersecurity policy with goals of “a 

reliable, resilient, trustworthy digital infrastructure for the future” (White House 

Administration, 2009, p. iii).  For this 60-day review, information was gathered from a 

wide arena of government, academic, private, and public groups, both domestic and 

foreign, with knowledge in cybersecurity (White House Administration, 2009).  With this 
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collection of information, the White House review team established an understanding of 

the United States cybersecurity status and developed conclusions, which were then 

summarized in the White House Administration (2009) CPR.  Along with the summary of 

their conclusions, the CPR provides a near-term and mid-term plan of action (White 

House Administration, 2009).  It appears that the CPR will be a major starting point for 

the White House Administration to begin their journey to securely guide the United 

States into the next cyber era, which suggests an exponential growth in online users, 

advanced technologies and capabilities, economic prosperity, and cyberwar.

According to the White House Administration (2009) CPR:

Cybersecurity policy includes strategy, policy, and standards regarding the 

 security of and operations in cyberspace, and encompasses the full range of threat 

 reduction, vulnerability reduction, deterrence, international engagement, incident 

 response, resiliency, and recovery policies and activities, including computer 

 network operations, information assurance, law enforcement, diplomacy, military, 

 and intelligence missions as they relate to the security and stability of the global 

 information and communications infrastructure. (p. iii)

Indeed, cybersecurity involves many aspects, but this suggests a global engagement, 

which the United States lacks the resources to accomplish.  With many of the global 

cyber attacks and cyber espionage attempts aimed at the United States’ critical 

infrastructures and its population, the focus should first encompass the security of the 

homeland before the rest of Cyberspace is even considered as a part of the United States 

strategy.

America has become dependent on the capabilities and technologies of the 

Internet and the World Wide Web.  With the rapid rise in the demand for these 

technologies, cybersecurity was given the “back seat” and the least priority.  It is 

imperative that the United States prioritize their approach to cybersecurity, but with a 

global perspective, time will quickly pass without progress for America.  As the White 
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House Administration CPR points out, “Cybersecurity risks pose some of the most 

serious economic and national security challenges of the 21st Century” (2009, p. iii).  The 

understanding of this statement is that the challenges are for the United States economy 

and their national security.  There are no hints of global effects here.  Throughout the 

CPR, change is suggested on a global scale, but the United States cannot address any 

outside issues in Cyberspace until they confront their own.

A statement from the CPR says, “The Federal government is not organized to 

address this growing problem effectively now or in the future” (White House 

Administration, 2009, p. i).  A recommendation of the CPR to remedy this issue is to 

clearly define the roles and responsibilities of entities in the federal government with a 

position in cybersecurity (White House Administration, 2009).  This is a great direction 

as Cyber-America will understand where to obtain guidance and support for 

cybersecurity issues.  However, the CPR continues in the same paragraph with saying, 

“This issue transcends the jurisdictional purview of individual departments and agencies 

because […] no single agency has a broad enough perspective or authority to match the 

sweep of the problem” (White House Administration, 2009, p. iv)  This information 

provides insight that this goal will be very difficult to achieve for agencies with different 

and unique missions already required to support national security.

According to the CPR, “Federal policy should address requirements for national 

security, protection of intellectual property, and the availability and continuity of 

infrastructure, even when it is under attack by sophisticated adversaries” (White House 

Administration, 2009, p. v).  With focus on “the availability and continuity of 

infrastructure, even when it is under attack” (White House Administration, 2009, p. 31), it  

appears that the White House is expecting the Internet to be operational during an attack.  

However, on April 1, 2009, Senate introduced S.773: Cybersecurity Act (2009) to 

Congress that would give power to the President to control Internet traffic.  Section 18(2) 

reads “The President may declare a cybersecurity emergency and order the limitation or 
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shutdown of Internet traffic to and from any compromised Federal Government or United 

States critical infrastructure information system or network” (Cybersecurity Act (2009)).  

It is important to note that no progressive actions were taken for S.773 for more than a 

year since its introduction or during the writing of this study.  The CPR does not specify 

which “infrastructure” should be continually available, but with this being a Cyberspace 

policy review, it would be safe to infer that the infrastructure includes the Internet.  It is 

possible to infer that a decision regarding the Internet’s operational capacity during a 

potential attack must be discussed between the Executive and Legislative Branches. 

The CPR expresses the importance of reviewing the current laws and policies 

surrounding cybersecurity with direction towards a coherent and unified approach (White 

House Administration, 2009).  In agreement, laws and policies should always be 

reviewed to ensure that they are applicable to the changing times and threats.  The 

advancement and sophistication of threats in Cyberspace correlates to the same changes 

in information technology.  Therefore, the United States must be proactive and dynamic 

in updating or modifying the laws and policies, which govern their cyber infrastructures.  

While the review of laws and policies is critical to the improvement and successes of the 

United States cybersecurity initiative, the United States Government must be cautious 

when considering laws and policies that could affect the roles and responsibilities of the 

departments and agencies with a cybersecurity mission.  Currently, the roles and 

responsibilities of the departments and agencies of the United States Government are 

unclear.  Further obscurity and overlap could impede the forward movement of 

cybersecurity policy for the United States.

The writers of the CPR believe that, “Department and agency leaders must be 

held accountable, as required by the Federal Information Security Management Act 

(FISMA) of 2002” (White House Administration, 2009, p. 11).  They continue to say that, 

“The Administration should work with Congress to update and strengthen this 

legislation” (White House Administration, 2009, p. 11).  FISMA, Title III the Electronic 
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Government Act, is indeed outdated and far behind the past and imminent developments, 

which add more complexity, interconnections, and risks to the information systems of the 

United States Government.  It requires the data owners to administer annual reviews, 

annual inventory, and quarterly security weaknesses reporting for their information 

systems to ensure compliance to the standards set by The National Institute of Standards 

and Technology (NIST) Special Publication 800-53 (Federal Information Security 

Management Act [FISMA], 2002).  The NIST standards are actually average guidelines 

established for the moderate protection of information systems.  The security 

requirements for information systems of the United States Government often exceed the 

NIST standards.  Therefore, the security protections required in the system security plans 

for government information systems may also exceed the foundation of the NIST 

standards.

The annual security reviews required by FISMA are insufficient for the 

confidentiality, integrity, and availability requirements involved with most of the 

information systems owned and operated by the United States Government.  Further, the 

Certification and Accreditation (C&A) processes administered throughout the United 

States Government entail rigorous security requirements, depending on the protection 

levels, during the erection of all information systems.  These requirements are then 

loosened with a re-certification period of three years and annual audits during the 

operation and maintenance period of the information system.  New and sophisticated 

vulnerabilities are released almost daily so the requirements of FISMA is inadequate to 

ensure for secure environments.  Information systems should be reviewed and audited on 

a regular basis to properly ensure that the security protections explained in the system 

security plans are maintained and compliant to a higher standard.

To many who are currently, or formerly, a part of the United States Federal 

Government, FISMA is legislation without proper cybersecurity guidelines that was 

mandated by Congress.  Therefore, these federal departments and agencies respectively 
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“go through the motions” with the purposes of adhering to the law.  According to an 

article by Paller (2008), director of research at the SANS Institute, in the Federal 

Computer Week, “Karen Evans, who oversees all federal information technology 

spending for the White House, told senators that if agencies are doing the reports to 

solely to meet compliance requirements, then they are just a paperwork exercise” (para. 

3).  During The National Summit on Planning and Implementing the 20 Critical Security 

Controls for Effective Cyber Defense: Consensus Audit Guidelines, Streufert (2009), the 

chief information security officer for the Department of State, revealed the findings of a 

case study conducted by his information security department.  The study showed that the 

Department of State, according to FISMA guidelines, accrued a total cost of $130 million 

in a 6 year period from producing 95,000 C&A documents at $1400.00 per page 

(Streufert, 2009).  Plainly, the time and effort required to complete compliance 

documentation does not result in secure information systems.

Awareness and education are vital components to the successful improvements of 

cybersecurity across the United States.  On a daily basis, every person, including 

government, private, and public sectors, who uses a computer system or communication 

device over the Internet must improve their awareness of the threats and vulnerabilities, 

which affect their lives and others.  FISMA only requires annual security awareness 

training for federal employees and contractors (FISMA, 2002).  The CPR recommends 

that public awareness should be increased to “promote responsible use of the Internet and 

awareness of fraud, identity theft, cyber predators, and cyber ethics” (White House 

Administration, 2009, p. 14).  If cybersecurity is to be improved, it will require each and 

every American to act appropriately and securely.  According to President Obama (2009), 

it ultimately comes down to each of us as individuals.  Indeed, cybersecurity is a 

responsibility for everyone to embrace.

President Obama and his Cyberspace policy review team also stress the 

importance of building and increasing cybersecurity education with a plan to “build an 
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education system that will enhance understanding of cybersecurity and allow the United 

States to retain and expand upon its scientific, engineering, and market leadership in 

information technology” (White House Administration, 2009, p. 13).  Establishing a 

cybersecurity curriculum for the next generation is vital to the continuance of an 

established and well-organized system built upon a reliable, resilient, and trustworthy 

cybersecurity policy (White House Administration, 2009).  With the current hinderances 

affecting the educational system in the United States, cybersecurity may not be a feasible 

option.  Cybersecurity policy needs immediate attention so there must also be a plan to 

educate the current and past generations who have already made Cyberspace a part of 

their lives.  The White House needs to develop an education plan that will encompass all 

generations of America.  On the contrary, malicious cyber intruders are ambitious and 

highly motivated to increase their technical knowledge and skills through self-education.

Information sharing has always been difficult for many reasons within the United 

States Government, the private and public sectors, and on an international arena.  With 

different perspectives, best practices, standards, and classification levels of information, 

the apportioning of knowledge and information will continue to prove difficult.  

However, each effort to improve this essential practice will demonstrate its effectiveness.  

The CPR provides insight that the White House is prepared to take an even greater leap 

with a proposition to allocate the responsibilities required to achieve effective 

cybersecurity through the establishment of partnerships (White House Administration, 

2009).  According to the CPR, “Only through such partnerships will the United States be 

able to enhance cybersecurity and reap the full benefits of the digital revolution” (White 

House Administration, 2009, p. 17).  Successful partnerships are built upon effective 

communication practices, which encompass the sharing of information and distribution of 

duties.

Although an important concept, the numerous and obvious barriers preventing 

this notion from becoming a reality will be a formidable force against the achievement of 
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this goal.  The thought of responsibilities being divided across a wide plane of expertise, 

strong opinions, and government and corporate politics extracts mixed feelings for 

potential success.  The United States Government is often restricted from sharing 

classified information, applications of hardware and software technology, or the security 

policies, defense measures, and vulnerabilities that regulate their information systems.  

The need-to-know factor must not be compromised within the United States Government 

if they are to ensure the confidentiality, integrity, and availability of their information 

systems.  Therefore, there may be great lengths to overcome before an open and 

unrestricted coalition can be established between the United States Government and any 

non-government or foreign collaborator.

For the private and public partnerships, the obstacles preventing these sectors 

from marrying stem from the basic motivation to conduct business.  The goal of a 

business is to create revenue so if cybersecurity does not present a good business case, 

most businesses will refuse to implement the technical measures required to employ 

cybersecurity into their computer systems and networks.  Most business owners neither 

realize the return on investments offered by cybersecurity nor are they mandated by law 

or policy to ensure that their computer systems and networks are secure.  Therefore, if the 

costs of security outweigh the foreseeable benefits, most business owners will either 

choose inadequate or no security.  The mentalities of these business will not change until 

they suffer a major cyber attack or the United States Government can enforce a 

cybersecurity policy, which charges all of e-commerce with the accountability to secure 

their computer systems and networks.

According to the CPR, “The United States needs a comprehensive framework to 

facilitate coordinated responses by government, the private sector, and allies to a 

significant cyber incident” (White House Administration, 2009, p. 23).  Incident response 

is another vital, although reactive, element to cybersecurity.  Many cybersecurity experts 

and researchers believe that Cyberspace cannot and will never reach a security rating in 

109



the highest percentiles, or an “A” according to FISMA (2002) guidelines.  With zealous 

cyber intruders, inevitable security weaknesses, and poor security practices, incidents and 

events affecting cybersecurity will occur.  Therefore, all entities with cybersecurity 

responsibilities must coordinate their efforts to achieve success.  Unfortunately, the CPR 

points out that, “To date, federal responses to cyber incidents have not been 

unified” (White House Administration, 2009, p. 23).  Although discouraging, it is 

understandable why federal agencies focus all their resources on their own information 

systems during a cybersecurity incident or event.

For instance, some departments and agencies in the federal government operate 

and maintain tens of thousands or millions of computer systems and networks, which 

formulate their information systems.  According to a case study conducted by the 

Streufert (2009) and the Department of State, approximately 70,000 people, across 40 

locations in the United States and 260 locations overseas, utilize information technology 

to perform their daily duties and require accesses to the State Department’s information 

systems.  The Department of Defense approximates five to seven million endpoints 

around the world with accesses to their computer systems and networks.  Also, the 

National Security Agency’s Information Assurance Mission is to protect the national 

security information and information systems for most of the federal government, to 

include the Department of Defense information systems, according to National Security 

Directive (NSD) 42 (1990); a National Policy for the Security of National Security 

Telecommunications and Information Systems signed by President George H.W. Bush on 

July 5.  With national security responsibilities and a massive inventory, it will be 

strenuous and demanding for certain departments and agencies to successfully collaborate 

in an initiative to share responsibilities and resources during an incident in which both 

groups simultaneously experience an overload of malicious cyber activity.

Furthermore, many of the larger departments and agencies throughout the United 

States Government already deflect hundreds or thousands of daily cyber attacks against 
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their computer systems and networks connected to the Internet.  With their position, it is 

almost insignificant to respond to the aid of another department or agency whose website 

is overrun by a DDoS attack.  If the victim department or agency properly engineered and 

operated their computer systems and networks, a DDoS attack should only affect the 

systems hosting the website and not the internal networks.  The loss of a website will 

reveal weaknesses in a department’s or agency’s ability to secure their computer systems 

and networks, but it should not compromise sensitive information or operations.  Also, if 

a particular department or agency is experiencing massive volumes of overwhelming 

DDoS attacks, the Internet Service Providers are available to assist by throttling down the 

Internet traffic before it reaches the department’s or agency’s computer system or 

network.  

Another potential barrier to the shared responsibilities for incident response is the 

legal aspect, which does not allow interagency traversal of a “protected computer” where 

authorized access has not been granted.  For example, if “Department D” cannot resolve 

an overwhelming cyber attack, but they believe “Agency A” can.  It is illegal in most 

cases, even with consent, for “Agency A” to assist with subsiding the attack and 

rectifying any damages caused during the attack.  The CPR understands and 

acknowledges that modification in current or additional legislation may be required to 

alleviate this hurdle (White House Administration, 2009).  According to the CPR, the 

“Federal government should identify any gaps in law enforcement capacity or 

investigative authority needed to defend the Nations’ Infrastructure” (White House 

Administration, 2009, p. 25).  If legislation is passed to provide authority for “Agency A” 

to access the computer systems and networks of “Department D,” the legislation must be 

clearly defined to address the migration of insider threats or the damages of malware 

infections, which could possibly affect both parties.  Also, reaction times during a cyber 

incident are critical so reliance of “Department D” on “Agency A” could prove inefficient 

and ineffective if clear legal guidelines are not declared.
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The CPR supports a true statement in that, “Information is key to preventing, 

detecting, and responding to cyber incidents” (White House Administration, 2009, p. 26).  

With this position, the CPR recommends that the United States Government and non-

government sectors should work in harmony “to develop options for cybersecurity-

related information sharing” (White House Administration, 2009, p. 26).  As briefly 

explained earlier in this section, information sharing is vital to implementing and 

enforcing cybersecurity, but there are many obstacles hindering this essential and often 

neglected practice.  From a government perspective, sharing information that an attack 

was suffered means admitting that the integrity of the computer systems and networks 

were compromised.  Also, due to the nature of risk management and the high costs to 

mitigate acceptable security risks, security vulnerabilities may still be present within an 

information system.  With instances such as these, knowledge of an intrusion or 

vulnerability of a computer system or network is deemed classified information and is 

restricted to the need-to-know parties.  Therefore, these obstacles will prevent a particular 

department or agency from sharing potentially helpful information, which could assist a 

fellow department or agency with handling a cyber incident.

The restrictions and sensitivity of classified information certainly removes 

departments and agencies with lower security clearance levels, most state and local 

governments, and most non-government entities from openly receiving this information.  

With that said, departments and agencies with the proper security clearances and accesses 

do share information at the appropriate levels.  The CPR suggests that the Federal 

government “make information sharing mutually beneficial in the national 

interest” (White House Administration, 2009, p. 26).  The classification of information 

will not completely halt the information sharing initiative, but it will make it difficult to 

share information.  However difficult, the Federal government should discover practical 

methods to mutually share information to achieve effective incident response policies.  

Along with information sharing, all government and non-government entities must 
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proactively monitor their computer systems and networks to ensure that the proper 

cybersecurity responses can be administered during a cyber incident.

In the private and public sectors, information sharing is performed through open 

forums and security bulletin websites, which specialize in sharing security vulnerability 

information.  This practice has been proven to work successfully as security experts and 

researchers are enthusiastic about sharing their knowledge to assist others with securing 

their computer systems and networks.  Though, in many cases, most businesses choose 

not to share information to avoid negative repercussions against themslves.  For example, 

if “YourBank.com” reported that their Internet banking website suffered hundreds of 

security breaches a month, their customers will probably choose to conduct their business 

with another bank.  Reports of such information will cause current and potential 

customers to doubt the integrity and confidentiality of the YourBank’s computer systems 

and networks.  Another reason for choosing not to share information is the fear of a 

possible penalty from not adhering to specific Federal or state laws.  Businesses are 

required by law to fulfill certain obligations to protect their customers privacy and 

identification information.  In some instances, a business will neglect to uphold their 

responsibilities to protect their customers.

The CPR is a comprehensive collection of many different viewpoints from 

reputable security research and expert organizations.  It is a great refresher to continue 

past efforts given to improve security in Cyberspace.  Cybersecurity awareness and 

education will prove to be essential elements in extending the responsibilities of securing 

Cyberspace to every American using the Internet and the World Wide Web.  The 

cybersecurity responsibilities across the various government entities may not be 

completely defined, but the United States Government obtains all the necessary resources 

to achieve the goals of a successful cybersecurity policy.  Although difficult in many 

aspects, the CPR seems determined to work diligently to discover feasible and practical 

methods to develop partnerships and share information with efforts to improve the overall 
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cybersecurity objective.  As the United States Government, along with the private sector 

and their international allies, collaboratively continue to advance with technological 

innovations in cybersecurity, the possibilities of a more secure Cyberspace are promising.

Nevertheless, the CPR has a broad, but surface perspective with complex and 

wordy objectives towards ensuring that the critical infrastructures of the United States are 

protected from potential cyber attacks.  It requires that a considerable amount of decision-

making authorities be afforded to the White House and it focuses much of its attention on 

the global security of Cyberspace when the immediate attention needs to be directed to 

the homeland.  The depth of the CPR is derived from prior Presidential directives and 

expert research that was established before the “clean-slate review” order.  The White 

House has most of what it needs to continue the important work initiated by their 

predecessors and can focus on leading the way forward in cybersecurity.  The Internet 

and the World Wide Web are extremely complicated, sophisticated, and immense, but 

cybersecurity policy should not be.  The White House must first win the small battles by 

leading the United States Government in enforcing the vetted cybersecurity policies 

already in place to protect their critical cyber infrastructures.
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CHAPTER 4

RECOMMENDATIONS AND SCENARIOS

Section 4.1 - Recommendations for the Improvement of  Cybersecurity Policy  in the 

United States

Throughout this policy study, information has been provided to identify the 

weaknesses of current cybersecurity policy and the consistent vulnerabilities within the 

critical infrastructures of the United States.  Many policies and standards have been 

created to address the constantly growing and ever changing cybersecurity issues, which 

plague the computer systems and networks of Cyberspace.  The problem with these 

policies and standards are that they are reactive and insufficient to combat cyber threats, 

which are aggressive, persistent, and often sophisticated.  The following section will 

provide detailed recommendations for the review of the policy makers of the United 

States.  It is important to note that technology will not solve the shortcomings 

surrounding cybersecurity.  Rather, stringent policies must be created by the United States 

Government to strengthen cybersecurity.  These recommendations will attempt to address 

cybersecurity with a proactive and dynamic approach, it will require clear involvement 

and supervision of the United States Government, and it will encompass the cooperation 

of the United States nation as a whole.

Section 4.1a - A Recommendation for Supervisory Control and Data Acquisition Systems

As innovative computer systems and networks have continually, efficiently, and 

conveniently replaced human beings in the workplace, inventors of these technologies 

continue to move forward in discovering new ways to improve productivity.  With the 

computational power to perform billions of operations per second, the work capacity and 

efficiency of human beings will never compare to that of the latest computer systems.  

Although powerful, efficient, and convenient, security is often sacrificed to satisfy the 
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requirements of these capabilities.  As a result, there are extremely powerful and 

vulnerable computer systems connected to the Internet and exposed to exploitation and 

malicious activities of cyber intruders. A Supervisory Control and Data Acquisition 

(SCADA) system is “a category of software application program for process control, the 

gathering of data in real time from remote locations in order to control equipment and 

conditions” (http://searchcio-midmarket.techtarget.com/sDefinition/

0,,sid183_gci555434,00.html, 2001, para. 1).  SCADA systems allow the operations and 

maintenance groups to control and monitor performance for multiple systems from a 

remote location.  In most, if not all, instances, the Internet is used to remotely connect to 

these SCADA systems.

In the United States, these SCADA systems are widely used in energy power 

generation and distribution plants, oil and gas refineries, water and waste control 

facilities, and large telecommunication systems.  As these SCADA systems are used to 

control and manipulate vital components used to service and maintain the critical 

infrastructures of the United States, they are most critically vulnerable when a connection 

to the Internet is made.  Indeed, the Internet allows remote connectivity, which is more a 

convenience that allows the system owner to save money on personnel than a necessary 

functionality.  However, the convenience should not and does not outweigh the 

importance of security.  Policy makers should create a policy to address the cybersecurity 

concerns of Internet connected SCADA systems and provide meticulous, technical 

guidelines to properly and effectively protect these SCADA systems.  The policy should 

require the SCADA system owners to purchase dedicated Internet connections between 

all their SCADA systems.  It should also require the integration of certified encryption 

devices from the National Security Agency for each connection.  The computer systems 

and software products responsible for communicating with the SCADA systems, should 

be tightly secured according to comprehensive technical and operational security 

regulations, such as the CAG from SANS.
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If the owners of the SCADA systems choose not to implement the critical 

regulations stated in the policy, the SCADA systems should be disconnected from the 

Internet and not allowed to be connected until the regulations for technical and 

operational security are followed.  Once the security guidelines are implemented, the 

United States Government should perform random regular audits with automated tools to 

verify that the SCADA systems are operating according to the regulations set in the 

policy.  If the auditor discovers that the SCADA systems are improperly secured and 

managed, the SCADA systems should be disconnected immediately and the system 

owners should be fined heavily.  For the instances where the regulations cannot be 

satisfied, the SCADA system owners should be mandated by policy to employ and 

properly train sufficient personnel to operate and maintain the systems from its physical 

locations.  The critical infrastructures of the United States and American lives are too 

important to overlook the risks of connecting insecure and vulnerable SCADA systems to 

the Internet for the sake of convenience.

Section 4.1b - A Recommendation to Build an Effective Cybersecurity Awareness 

Campaign

The United States Government, such as the White House, the DHS, and the 

Federal Bureau of Investigation, has existing programs to provide cybersecurity 

awareness to the population of the United States.  However, these programs are mediocre 

attempts to satisfy the responsibilities described in a Presidential or National Security 

Directive.  There are several websites created with the purpose of providing cybersecurity 

awareness for America, but they are neither outreaching nor effective.  To be effective, 

cybersecurity awareness must be delivered to every person who uses the Internet and 

World Wide Web.

The United States Government cannot expect everyone to contribute to the 

security of their critical infrastructures with the assumption that each user will visit 
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websites to educate themselves on cybersecurity awareness.  Unfortunately, cybersecurity  

cannot be left to chance that users will fulfill their due diligence responsibilities to secure 

their computer systems and networks.  The United States Government has also conveyed 

that the National Cyber Security Awareness Month will be an effective approach in 

providing the cybersecurity awareness necessary to fend off countless cyber attacks, 

which occur on a daily basis.  Cyber intruders do not only attack one month in a year.  

Effective cybersecurity depends on everyone doing their part everyday with the proper 

resources, tools, and information.

A cybersecurity policy should be created with a mission to develop and 

implement a Federal Communications Commission regulated campaign to broadcast 

cybersecurity awareness information periodically throughout the day using as many 

communication mediums as possible.  The United States Government should sponsor 

national cybersecurity awareness commercials with factual evidence of the adverse 

effects of cyber attacks and information on how each person can help to make a 

difference in the fight to improve cybersecurity.  These commercials should be 

broadcasted daily and during every major event, such as a sports or awards event, to 

reach as many viewers as possible.  For example, weather and traffic reports are provided 

locally and nationally over the television and radio broadcast systems.  Cybersecurity 

awareness should also have its own normal news broadcasts so that the proper resources, 

tools, and information are constantly provided and available.

Along with the weather report, there should be a cybersecurity report or bulletin 

for television and radio broadcasts with up-to-date information, which should involve 

current security threats, countermeasures, tips, and resources.  For those who rely on 

daily newspapers and journals, a dedicated column should be implemented to inform 

their readers on cybersecurity awareness.  Internet Service Providers should either add 

cybersecurity awareness to their current commercial advertisements of their services or 

broadcast dedicated commercials.  With the increase of smart phones and Internet 
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connectivity on most wireless devices, wireless service providers should use their service 

capabilities to provide cybersecurity awareness information through email, text or 

voicemail messages.  In addition, daily talk show hosts should incorporate a daily 

reminder encouraging their audience to improve their awareness on cybersecurity and 

their websites should contain a cybersecurity awareness section to reiterate and expand 

the information provided during the show.  Since movie entertainment is a frequent part 

of society, cybersecurity awareness information should be advertised in theaters before 

the start of every movie.

Other campaigns, such as the National Highway Traffic Safety Administration’s 

“Click It or Ticket” and the Smokey Bear fire prevention campaigns, have used 

commercials to provide awareness and education on issues affecting United States of 

America.  These campaigns have been very successful with delivering awareness and 

education.  Humans are creatures of habit so, in regard to information gathering, they will 

obtain information from the same sources all the time.  Effective cybersecurity awareness 

programs should use this trait to deliver information on awareness through common 

communication channels.  If cybersecurity awareness is provided through all types of 

media, people will either see, hear or read it and the message will begin to attract 

attention and take effect.  Today’s society has embraced technology because it is 

interesting, convenient, and often reliable.  If society is consciously aware that these 

aspects of their lives are threatened, they will naturally make an effort to protect them.  

Through United States Government regulations and effective influence of society, 

cybersecurity will begin to be assimilated into the daily behaviors of each person.

This policy should also be constructed to include the software developers who 

release operating systems and applications used with computer systems and networks 

connected to the Internet.  Before the operating system is allowed to begin basic 

operations, a cybersecurity awareness tour or information document should be displayed 

to inform the user of the dangers involved with connecting an insecure computer system 
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or network to the Internet.  The cybersecurity awareness information should also inform 

the user of common security measures, which may help to protect their computer system 

or network.  The software developers should implement the awareness display in a way 

that it cannot be by-passed to skip over the important content.  The policy should provide 

the regulations for the cybersecurity awareness information presented to the user and 

mandate that the information be distributed with each operating system.

Along with cybersecurity awareness, this policy should implement cybersecurity 

education into all levels of the current United States education system, beginning with 

K-12.  Heavy research into new and improved teaching methods to facilitate and increase 

cybersecurity education should begin as soon as possible.  The future of cybersecurity 

will be in the hands of the next generations currently receiving valuable education, which 

teaches the many uses and capabilities of computer systems and networks.  Although 

students are learning how to integrate computer systems and networks into their daily 

activities, the security aspects are often excluded.  If the education system continues to 

introduce computer systems and networks to students without the proper security 

education, more users who lack the proper knowledge and awareness to help support the 

cybersecurity mission of the United States will increase the burden to the already fragile 

and insecure information technology environments and critical infrastructures.  As 

mentioned in the NIPP and CPR, the United States Government must not only inform the 

United States of America about their future plans, they must act on these written plans 

and policies to ensure that proper cyber education is being provided for the future of 

cybersecurity.

Section 4.1c - A Recommendation for the Accountability of Software Developers

Most of the current United States policies on cybersecurity describe physical and 

cyber protections, responses, and recovery from cyber attacks.  These approaches are 

reactive and address the cybersecurity problem too late in the process.  The United States 
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Government does not allow information systems of their departments and agencies to be 

connected to a secure and often classified production environment until the information 

system has been vetted through a Certification and Accreditation (C&A) process.  The 

C&A process involves implementation, agreement, and enforcement of security measures 

appropriate to the protection level of each system.  If the information system does not 

meet the security requirements and the risks to connect the information system to a secure 

production environment are unacceptable, the information system is not authorized to 

operate.  Therefore, the system owner must improve the security measures of the 

information system to satisfy certain security standards before it can be authorized for 

operation.

The main component of the information system is the operating system, which 

must be properly secured to avoid the potential exploitation of system vulnerabilities and 

the compromise of inadequate security measures.  Since these operating systems are not 

properly secured out-of-the-box, an often rigorous process must be taken to properly 

secure the operating system so that it will satisfy the proper security requirements to 

operate in a secure and/or classified production environment.  Government departments 

and agencies have the necessary resources and skill sets to accomplish the C&A and 

corresponding security processes.  Most home users, small, and large business owners do 

not have to satisfy the same security requirements as the United States Government or the 

resources to do so.  This translates into countless insecure computer systems and 

networks connected to the Internet for cyber intruders to easily exploit and compromise 

for their malicious purposes.

Since the operating system is essential to the functionality of a computer or 

information system, a policy should be created to address cybersecurity concerns and 

protections prior to the release of the operating system.  Policy makers should mandate 

that software developers be accountable for implementing security measures set by the 

United States Government and to present evidence of the actual implementation of each 
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measure.  Developers must be held accountable for their actions and should not be given 

the freedoms to develop insecure products, which are the number one reason for the 

countless amounts of vulnerabilities and cyber attacks.  The fact is that attack methods 

are created to exploit vulnerabilities in software products so if software developers are 

held accountable to meet more stringent security requirements, there should be less 

vulnerabilities.  Due to a Cyberspace driven by innovation and fascinating conveniences, 

software developers are not liable for any damages caused by their lack of attention to 

proper security best practices.

According to a developer who holds about 90% of the operating system market 

share, their end-user license agreement, for one of their most widely deployed operating 

systems, states that, “In no event shall [Company X] or its suppliers be liable for any 

special, incidental, punitive, indirect, or consequential damages whatsoever arising out of 

or in any way related to the use of or inability to use this software” (Company X - The 

company’s name has been removed to avoid negative responses or repercussions caused 

by the use of this information; Schneier, 2004b).  These attitudes and poor practices, 

resulting in zero accountability, must be quickly addressed to improve the current state of 

cybersecurity.  According to security expert Schneier (2004b), “Software manufactures 

don’t have to produce a quality product because they face no consequences if they 

don’t” (p. 365).  If the United States Government continues to allow insecure software to 

be distributed, cybersecurity and its victims will continue to suffer the effects of 

malicious cyber activities.

Schneier (2004b) suggests that, “Legislatures could impose liability on the 

computer industry by forcing software manufactures to live with the same product 

liability laws that affect other industries” (p. xiv).  For instance, the National Highway 

Traffic Safety Administration of the United States Department of Transportation will not 

allow a motor vehicle manufacturer to release a new vehicle unless it satisfies the Federal 

Motor Vehicle Safety Standards and Regulations mandated by United States legislation; 
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Motor Vehicle Safety (1967) - 49 U.S.C. Chapter 301.  This legislation has a meaning and 

purpose to save lives and protect the vehicle operators.  If a motor vehicle manufacturer 

cannot meet the expectations mandated under the Motor Vehicle Safety (1967) statute, the 

motor vehicle will not be authorized for production.  If a motor vehicle is approved for 

production, these regulations and standards will also address the motor vehicle while it is 

in use on the highway systems of the United States (Motor Vehicle Safety, 1967).  Under 

the legislation for Motor Vehicle Safety (1967), a vehicle must pass regular inspections to 

ensure the operational safety of the vehicle.  In a similar manner, the United States 

Government should also formulate this recommended policy to mandate software 

developers to adhere to higher security standards and regulations.

The next step in developing policies for accountability should be directed towards 

businesses, which should be held accountable when they connect their computer systems 

and networks to the Internet.  As explained throughout this study, cyber intruders exploit, 

the often neglected, vulnerabilities in computer systems and networks owned and 

operated by others and then, utilize those systems for additional malicious activities.  

Since businesses are more interested in a positive revenue, they are less likely to invest 

their business resources into effective security measures for their computer systems and 

networks if there is no compelling reason.  As with software developers, there are no 

consequences for neglecting their due diligence to properly implement the necessary 

security measures to protect their computer systems and networks, which may store 

sensitive customer information.

To address the accountability issues with businesses, policy makers should create 

a policy that provides rigorous security regulations for every computer system and 

network a business desires to connect to the Internet.  These regulations should provide 

strong technical and operational security guidance, which should also address the 

protection of sensitive customer information.  There should be strict regulations for 

proper network separation, secure firewall configurations, security hardening for 
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computer systems, account and system patch management policies, and continuous 

system auditing and monitoring.  Most of the technical and operational cybersecurity 

direction should be referenced from proven security guidelines, such as the SANS 

Twenty Critical Security Controls for Effective Cyber Defense: Consensus Audit 

Guidelines (CAG).  The policy should also instruct business owners to successfully 

complete a comprehensive C&A type process similar to that of the United States 

Government.  The United States Government or a certified testing authority should 

validate that the businesses’ computer systems and networks are secured according to the 

mandated regulations.  There should also be a mandatory fine for businesses who neglect 

to adhere to the regulations of this policy.

Before a business office or restaurant is authorized to operate, they must satisfy 

the expectations of several different safety requirements, depending on their type of 

business.  For instance, a business may need to pass a building inspection, a fire safety 

inspection, a consumer safety inspection, and/or a food inspection.  If the business is 

unable to successfully satisfy the respective regulations, the inspector will not allow the 

business to operate.  For an already operational business that fails a periodic inspection, 

the inspector can either mandate the business to improve their situation or shut the 

business down.  These safety practices help a business to operate according to specific 

standards and regulations, which are meant to protect the consumer and ultimately save 

lives.  Cybersecurity for Internet dependent businesses should be handled in a similar 

manner.  Business owners should be held accountable by law, for any damages inflicted 

on customers or other businesses, in the occurrence that their computer systems and 

networks were compromised due to poor security practices.

Section 4.1d - A Recommendation for Proactive Enforcement

For decades, cyber intruders have terrorized the Internet, the World Wide Web, 

and countless victims who use online services and conveniences to accommodate their 
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busy lives.  The malicious motivations and curiosities of cyber intruders are infinite and 

as a result, they will continue to take advantage of vulnerable computer systems and 

networks for their criminal gains.  The victims who suffer identity theft, credit card fraud, 

vicious malware infections, and malicious cyber attacks receive no justice because the 

law simply cannot help them.  An innocent person who gets mugged in a dark alley has 

nothing but their own words to speak of their tangible and intangible losses from the 

terrible experience.  Cyber attack victims are in the same predicament in which they can 

only hope that someone else has information to help support their claim.  In 2009, there 

were 336,655 complaints submitted to the IC3 and with these complaints, approximately 

$559.7 million was lost due to the cyber criminals who continue to attack with impunity 

(IC3, 2010).  These are significant numbers with extraordinary losses that will continue 

to grow until policy makers take the necessary actions to respond to the malicious acts of 

cyber intruders.

The current criminal statutes, namely 18 U.S.C. section 1030, enacted to punish 

cyber criminals strongly depend on evidence of an intrusion to gain a conviction.  In 

Cyberspace, reliable evidence is often very difficult to obtain so the intruder easily 

evades apprehension in most cases.  If criminal or forensic investigators cannot trace a 

cyber attack in real time, their chances for obtaining incriminating evidence and 

identifying the intruder quickly decrease.  In the physical world, law enforcement 

officials will patrol the streets with the intentions of using their police presence to protect 

victims from potential criminal activity.  The act of constantly patrolling the streets 

causes criminals to think twice about committing crimes and as a result, crime rates 

decrease.  In most cases, the inexperienced or timid criminals will choose not to commit a 

crime if there is a higher probability that they could be apprehended.

Policy makers should create a policy that will grant law enforcement officials and 

investigators the proper authorities to proactively patrol Cyberspace for malicious 

activity.  The policy should address the same concerns and civil rights expressed in the 
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Fourth Amendment so that the authorities granted to law enforcement officials and 

investigators are not invasive or obstructive to privacy and constitutional issues.  The 

technical aspects required to protect the privacy and constitutional rights of Americans 

during a patrol of cyber activity are beyond the limits of this study.  However, similar to 

physical crimes, law enforcement officials, under audited conditions, would be searching 

for behaviors significant to that of cyber activity rather than the actual content being 

processed.

It is understood that the USA PATRIOT Act currently affords law enforcement 

officials the ability to search numerous digital communications and records involving 

foreign and domestic terrorism.  Also, that the USA PATRIOT Act may sometimes be 

misconstrued by law enforcement officials to investigate matters, which do not involve 

terroristic acts.  Although cyber attacks could be articulated as terrorist acts against the 

United States, most cyber intrusions are committed with the intentions of criminal gains.  

With that said, a policy to constitutionally allow law enforcement officials and 

investigators to patrol Cyberspace, while protecting the civil rights of Americans, will aid 

the United States Government with improving their current cybersecurity stance against 

cyber criminals.  The casual user of the Internet and the World Wide Web does not have 

the proper practical cybersecurity knowledge to properly defend themselves.  Therefore, 

the United States Government should be proactive in their efforts to seek out and 

apprehend cyber criminals to protect the innocent online users who have embraced 

Cyberspace.

Section 4.2 - Brief Scenarios of Cyber Attacks Against Critical Infrastructures of the 

United States

There have been numerous speculative reports from security researchers, security 

professionals, and the media hypothesizing catastrophic cyber attacks against the critical 

infrastructures of the United States.  The effects of the attacks range from the entire 
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collapse of the Internet, extended loss of public utilities or communications, and possible 

cyberwar.  It is most difficult to imagine fatal and/or catastrophic damages caused by 

attacks deployed from Cyberspace.  However, these devastating effects are possible and 

could outweigh the destruction of many natural disasters occurring simultaneously.  If the 

recommendations from the previous section are not strongly considered as viable 

solutions to improve cybersecurity policy, the calamities illustrated in the following 

scenarios are highly possible.  The information provided in these scenarios are not meant 

to provoke or conspire actual cyber attacks against the United States.  Rather, the 

following information should assist policy makers with envisioning possible futures, 

which might be mitigated by adopting the provided recommendations.

Section 4.2a - Financial and Economic Systems Scenario

Financial and economic systems have always been targets of criminal activities.  

Before the Internet and the World Wide Web, all banking, shopping, and trading 

transactions were conducted through conventional means, such as the telephone system 

or a mail carrier service.  An attack on the financial or economic system would involve 

the criminals to physically and most often, visibly perform their malicious actions.  With 

the Internet, attacks in cyberspace are easily automated to save time, usually invisible to 

the victim, and frequently untraceable to law enforcement.  The cyber attacker can exploit  

vulnerabilities in the computer systems and networks of financial and economic 

institutions without ever leaving their seat.  The following scenario will explain a cyber 

attack on the financial and economic systems of the United States and some of the effects 

of malicious cyber activities.

Over a five year period, a group of cyber intruders perform scanning techniques to 

locate computer systems with open communication ports, weak or no router firewall 

protection, and high speed Internet connections, which are always on and always 

connected.  The intruders use DNS cache poisoning to force the victims’ computer 
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systems to update its DNS cache with DNS information pointing to the intruders’ false 

banking and e-commerce websites, which collect the victims’ online banking credentials 

and credit card information.  The cyber intruders also perform SQL injection attacks 

against retail websites with poor security measures on their SQL databases.  With these 

SQL injection attacks, the intruders siphon countless database entries with customer 

identification and credit card information.  All together, the DNS cache poisoning and 

SQL injection attack methods allow the cyber intruders to collect several hundred million 

credit card numbers.  The false DNS and attack servers are hidden behind clouds of 

zombie systems acting as a proxy to conceal its true locations in foreign countries, which 

are not in the jurisdiction of the United States.

During the automated DNS cache poisoning and SQL injection attacks, the 

attackers perform reconnaissance on the routing and transfer schemes used by the Office 

of the Comptroller of the Currency (OCC), which regulates and supervises approximately  

$8.3 trillion at any given time.  The OCC is responsible for ensuring that the computer 

systems and networks of all the national banks and federal branches of foreign banks of 

the United States are protected.  The rudimentary guidelines set forth by FISMA is used 

by OCC to manage the security of these systems.  This means that the minimum 

cybersecurity protective and operational methods are used to ensure the prevention of 

cyber intrusions and exploitations on the OCC managed computer systems and networks.  

As the weaknesses of FISMA are common knowledge in the cybersecurity realm, the 

confident cyber intruders perform reconnaissance strategies on several of the OCC 

managed banking systems.  The intruders collect network traffic and analyze the 

information gathered through their reconnaissance and sniffing activities to learn the 

communication patterns and characteristics of the banks.    

The cyber intruders are able to narrow specific dates and times to several 

extremely large network transfers to a few national banks on the East Coast of the United 

States and a few federal banks spread out across foreign soil.  Since the OCC deals in 
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currency and large traffic patterns infer large money transfers, there is a very high 

probability that the cyber intruders have their criminal objectives properly sighted.  The 

cyber intruders then begin to target OCC and bank employees who work from home.  

Through various phishing attempts, the intruders are successful in social engineering 

three employees into installing a Trojan Horse Backdoor, which the attacker uses to 

remotely control the employees’ home computers and install additional malware.  When 

the three employees login to their employer’s computer systems from home, the 

intruders’ malware collects their username and password information and installs the 

Trojan Horse Backdoor on the employer’s computer systems.  With several hundred 

million credit card numbers and infiltration of the OCC managed systems, the cyber 

intruders begin their ploy to rob the financial systems of the United States.

In January, a week before the day that the largest transfers are made by OCC 

managed systems, the intruders begin to transfer $2.50 in cash to several offshore 

banking accounts using the stolen credit card numbers to verify that they are still active 

accounts.  Because of the small amount, the $2.50 will be overlooked by the banks and 

customers as a minor fee.  The verification exercise returns 200 million active credit card 

numbers and $500 million in cash.  At 6:00 PM on the night before the large OCC money 

transfer, the cyber intruders begin to withdraw one thousand dollars in cash from each of 

the 200 million credit card accounts.  During the early morning hours of the next day, the 

OCC managed systems begin to transmit its largest amount of money transfers from 

several locations.  Using the compromised systems inside the OCC managed network 

perimeter, the cyber intruders execute session hijacking attacks at the originating 

communication ends to avoid encryption prior to transmission.

Once the session is successfully hijacked, the intruders allow the OCC to continue 

transferring the large amounts of money.  However, the money transfers are transmitted 

to offshore bank accounts of the cyber intruders instead of the intended destinations.  

With these cyber attacks, the cyber intruders manage to steal a total of one trillion nine 
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hundred billion five hundred million dollars from the United States financial systems in 

less than 24 hours.  The United States Government suffers approximately 25% in 

financial losses, which directly affect the United States economy with increased debt and 

raised taxes.

Section 4.2b - Energy and Smart Meter Systems Scenario

The United States is the world’s largest consumer and producer of electric power, 

which is used to energize food and water distribution plants, warehouses that store health 

and medical supplies, emergency response systems, nuclear power plants, chemical 

storage facilities, communications and information technology infrastructures, dams and 

flood control systems, government facilities and information systems, and the electrical 

power distribution plants for millions of homes and businesses throughout the United 

States.  Electric power has become a reliable and vital necessity for America to live and 

operate on a daily basis.  If electric power was suddenly lost during the coldest months of 

the winter, much of the American population would suffer and even perish.  The 

following scenario will portray a cyber attack against the energy and smart meter systems 

of the United States.

On the night of the United States Thanksgiving Holiday, cyber intruders begin to 

launch phishing attacks distributed with millions of SPAM email messages, which boast 

of Black Friday and Christmas shopping sales.  The phishing and SPAM attacks are 

strategically directed to IP addresses within a 50 mile radius of all major electric power 

distribution plants across the United States, to include the computer and network systems 

of the distribution plants themselves.  The successful attacks infect each system with a 

polymorphic worm, which begins to propagate throughout the computer systems and 

networks of the electric power distribution plants.  The polymorphic worm was designed 

to evade anti-virus and intrusion detection and protection software so it by-passes these 
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security protections with ease.  Once each system is infected, the worm unloads a payload 

that establishes backdoor connections, which the cyber intruders use for remote control.

With unauthorized remote access and control, the cyber intruders begin to 

perform scanning and sniffing techniques against the infected computer systems and 

networks and in doing so, are able to discover all infected systems within the distribution 

plants.  The intruders then send updates to strengthen their polymorphic worm with more 

devious techniques to avoid detection and vicious payloads, which are now set to execute 

on a specific date and time.  With patience and exceptional computer systems and 

network knowledge, the cyber intruders are able to pinpoint the SCADA systems used to 

operate and regulate the massive power generators used to generate electric power.  The 

intruders also locate the computer systems and networks used to communicate with the 

tens of millions of smart meters deployed throughout major cities across the United 

States.  At 12:59 AM on January 20, the cyber intruders polymorphic worm launches a 

DoS attack against the smart meter systems to force these systems offline and to act as a 

diversion for the next wave of attacks.  After about an hour of DoS attacks, the worms 

begin to destroy the hard disk drives of most of the computer systems and networks 

located inside the electric power distributions plants.  These computer systems and 

networks provide vital monitoring and control capabilities for the power distribution 

systems.

The cyber intruders tactically keep the SCADA control systems online and 

connected to their own command and control systems.  Minutes following the hard drive 

destruction phase, the intruders begin to abruptly overload the massive power generators, 

which are taken down in minutes .  Near the end of the attacks on the generators, the 

cyber intruders command their worm to destroy the hard disk drives of the SCADA 

control systems.  After the successful cyber attacks on the energy sector, a chain reaction 

of large power surges causes severe and cascading damages to electrical power 
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substations, power transformers, and backup systems.  Most major cities, to include the 

entire Northeastern Coast and Midwestern States, experience total loss of electric power.

Once all emergency and backup power systems are depleted, the agriculture and 

food sector are unable to preserve all the perishable food items and the chemical sector 

loses the ability to control the climate for storing dangerous and deadly chemicals.  

Hospitals are unable to effectively treat patients, the health sector cannot properly store 

medicines and blood, nuclear power plants cannot manage nuclear reactors and waste.  

The communications and information technology sector are ineffective without power 

and cooling, the automated dam and flood control systems are inoperable, and a huge 

section of the defense department is vulnerable.  The banking and financial sector cannot 

effectively manage or protect their computer systems and networks, which is used to 

distribute money and store sensitive customer financial information.

Emergency services lose their technological capabilities to communicate, which 

dramatically hinders their emergency response plans.  Fuel stations do not have the power 

required to distribute fuel for emergency and consumer vehicles, public transportation, or 

backup generator systems.  The government and national security departments and 

agencies do not have the capabilities to utilize their sensitive information systems to 

communicate and perform their duties.  Millions of people suffer months in the freezing 

temperatures and many perish due to no heat or water, a limited food supply, or improper 

medical and emergency services for their survival.  All the probable effects of such a 

devastating cyber attack against the energy sector and the critical infrastructures of the 

United States are infinite and unfathomable.

Section 4.2c - Cyber 9/11 Scenario

The devastating terrorist attack on September 11, 2001, will always be one of the 

greatest tragedies to have ever affected the United States.  The terrorists managed to 
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physically compromise and manipulate the United States’ neglect for stringent security 

standards.  The attack took advantage of the insecure practices of the airport and airline 

personnel and then, managed to repurpose a widely trusted transportation medium for 

destruction of the economic systems of the United States and the confidence of the 

American people.  In the following Cyber 9/11 scenario, cyber intruders will use cyber 

attacks to exploit vulnerabilities in computer systems and networks, which use the 

Internet as a trusted medium for communication and transmission.

At 11:59 PM on December 31, 2010, a malicious group of cyber intruders use 

American-made technologies to launch a zero-day, flash worm, which is designed to 

build a botnet with fast flux technology.  The automated flash worm quickly and easily 

by-passes security protections and infects computer systems and networks without 

detection.  As a result, all existing botnets are taken over and combined with the newly 

infected zombies to create an enormous botnet, which is many times more powerful, 

intelligent, and defensive than the Storm Worm Botnet.  With this new and powerful 

botnet, the cyber intruders begin to exploit vulnerabilities in the OnStar system, the 

communication systems of the commuter rail transportation systems, and the computer 

systems and networks of the oil and gas industries.  The cyber intruders are able to gain 

unauthorized access and remote control to each of these computer systems and networks, 

which are used to burrow even deeper to increase the effects of the attack.  Once inside, 

the intruders monitor OnStar’s GPS systems, traffic patterns and schedules of commuter 

trains in major cities, and locate the SCADA control systems, which regulate and operate 

the oil and gas pumps and distribution systems.

On January 20, minutes before morning rush-hour along the I-5 on the West 

Coast, I-95 on the East Coast, and other major Interstate Highways throughout the United 

States, the cyber intruders begin to locate vehicles traveling at high speeds using the 

OnStar GPS tracking systems and suddenly begin to disable hundreds of vehicles.  The 

unexpected results of the disabled vehicles naturally causes drivers to panic and results in 
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a chain reaction of semitrailer truck and automobile accidents, which lead to thousands of 

fatalities.  Around the same time, the cyber intruders command their botnet to launch an 

overwhelming DDoS attack against the computer systems and networks of the commuter 

rail transportation systems throughout the United States.  At the most treacherous 

moment, when full passenger commuter trains approach busy and dangerous 

intersections, the intruders disable all communications for the commuter rail systems and 

cause high-speed trains to have head-on collisions, which causes thousands upon 

thousands of deaths.

While the devastating attacks against the transportation sector climax, the cyber 

intruders commence their next attack by sending a command to their flash worm to 

systematically overload the SCADA control systems of the oil and gas distribution and 

storage facilities.  When the command is received, the intruders continue with a barrage 

of DDoS attacks launched from their massive and powerful botnet to disguise the attack 

on the SCADA control systems.  The DDoS attack is also used to overrun and shut down 

the remaining computer systems and networks, which are desperately required to operate 

and manage the distribution and storage facilities.  The immediate results of the vicious 

cyber attacks are massive oil spills, large and extensive gas-fed explosions and fires, 

major damages to the oil refineries and pipelines of the United States, possible human 

losses, and a shattered American spirit.  The long-term results could be a sharp decline to 

an already struggling economy, major environmental issues, higher taxes and gas prices, 

and unreasonable cost increases for public transportation.  A Cyber 9/11 scenario could 

result in unimaginable and calamitous effects to the United States’ economy, the 

American people, and their way of life.

Section 4.2d - Cyber Warfare Scenario

For almost two decades, the possibilities and effects of cyber warfare have been 

discussed and debated among government officials, security researchers, and academia.  
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Many strongly believe that the United States of America is not prepared for the major 

challenges expected to arise if a cyberwar was launched against the critical infrastructures 

of the United States.  On the contrary, many believe that cyber warfare is a non-issue 

because no country or nation state has the capability or capacity to engage in cyber 

warfare with the United States.  In 1998, the United States supposedly engaged in cyber 

warfare to compromise air defense systems during the war in Kosovo and again in 2007 

to disable the cellular phone systems used by terrorists to detonate improvised explosive 

devices in Iraq and Afghanistan.  In 2009, the United States Cyber Command was 

established followed by the Air Force Cyber Command, the Marine Corps Forces 

Cyberspace Command, and the Navy Fleet Cyber Command in 2010.  There is much 

evidence to infer that the dawn of cyber warfare is imminent or already passed.  The 

following scenario will attempt to illustrate the possibility of a potential cyberwar waged 

against the United States of America.

Now that the cyber intruders have successfully targeted the financial, economic, 

energy, and transportation infrastructures and devastated the American citizens of the 

United States, they move forward with the next phase of their attack.  The next strike is 

focused against the national Emergency Alert System (EAS) used by the United States to 

notify and prepare its nation for the potential dangers, which could affect their country.  

Although much of the electrical power has already been shut off by the cyber attacks, the 

EAS can still broadcast emergency information to battery powered devices, such as AM, 

FM and satellite radios.  The cyber intruders use about half of the power and volume of 

their botnet to deploy a DDoS attack against the Plain Old Telephone Service (POTS) , 

Voice over Internet Protocol(VoIP), and wireless communication systems to disable 

communications services and remote capabilities, which could be used to activate the 

EAS.  The intruders aim the second half of their botnet to the national missile defense 

systems to thwart the capability to detect missile attacks against the United States.
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The cyber intruders begin to attack the vulnerable and unencrypted connections 

used to control the armed and unmanned drones operated by the United States Military.  

The intruders use a customized session hijack attack method, which launches a DoS 

attack against the military’s remote control command and hijack two drones.  The cyber 

attack is successfully and deliberately executed in two strategic areas near opposing 

countries to the United States.  With complete control of the armed and unmanned 

drones, the cyber intruders navigate the drones to nearby military installations of the 

foreign adversaries and launches several missiles.  This act of deception misleads the 

foreign governments into believing that the attack was commanded by the United States 

Military.  In retaliation, the countries collectively declare war against the United States of 

America and begin to launch attacks against United States Military bases near their 

countries’ borders.

The cyber intruders launch their final wave with political DoS attacks against the 

same foreign governments’ websites, which are defaced with statements of ethnic 

profanities and political propaganda falsely attributed to the United States.  Furious, the 

foreign nations order their military forces to launch an all out air and missile strike 

against the United States mainland.  Along with suffering the effects from the previous 

cyber attacks, the United States has also lost the capability to effectively operate their 

missile defense systems and their ability to notify their country of the incoming dangers.  

Although highly debated, cyber warfare has the potential to escalate into the next World 

War, which could result in apocalyptic destruction.
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CHAPTER 5

CONCLUSION

Through the research conducted for this policy study, it is possible to infer that the 

United States Government can no longer overlook the fragility of their critical 

infrastructures and the desperate need to create proactive, reliable, and highly resolved 

cybersecurity policies.  The United States Government should raise their expectations and 

standards for the cybersecurity policies and protective measures required to ensure that 

Cyberspace is a more secure and safe environment.  Cybersecurity is a pressing issue and 

it must be given the highest and absolute attention and immediate action before 

catastrophic consequences are rendered upon the American population.  Policy makers 

must comprehend and emphasize the importance of improving the United States’ current 

stance on cybersecurity to ensure that the tranquility and liberties of the American people 

are preserved.

The efforts of leadership and policy makers to improve cybersecurity policy for 

the United States is not congruent with the consequences experienced from countless 

cyber attacks, which occur every day.  The United States Government needs to wake up 

and answer the call to strengthen their stand against the malicious cyber intruders who 

continually subvert the democracy of the United States of America.  The American 

people can no longer wait for their government leaders to contemplate the appropriate 

responses to the cyber threats that target the nation’s critical infrastructures.  The actions 

of the United States Government must be definitive and resolute to address the 

cybersecurity issues, which blatantly deprive Americans of their constitutional freedoms.

The issues surrounding the lack of cybersecurity awareness and the lack of 

accountability of software developers continue to persist while resulting in vulnerable 

computer systems and networks, which easily fall victim to motivated and ambitious 

cyber intruders.  Each user of the Internet and the World Wide Web must gain a certain 
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level of awareness to properly defend themselves and their computer systems and 

networks against the malicious cyber intruders waiting to take advantage of them.  This is 

an extremely important concept to grasp.  If more users can increase their awareness of 

threats and countermeasures, cybersecurity will greatly improve.  Together, every 

individual must operate at a higher standard to steadily increase their awareness and the 

overall objectives of cybersecurity.

For too long, software developers have had free reign to innovate insecure 

software products while neglecting to protect the best interests of their consumers.  Policy 

makers must start at the root of the problem and mandate software developers to 

manufacture more secure products according to stringent security regulations set by the 

United States Government.  Cyber intruders continue to exploit the same fundamental 

malpractices of software developers and as a result, the same attacks are consistently 

successful due to insecure software development.  Software developers need to be held 

liable for their products.

Cyber intruders continue to deploy innovative and sophisticated techniques, 

which challenge security researchers and undermine the security measures meant to 

prevent cyber attacks.  Although larger in scale and cleverly evolved, attack methods 

have not changed all that much over the past several decades.  With that said, policy 

makers are not developing cybersecurity policy to regulate cyber attacks and effects that 

are completely new.  Most, if not all, of the information required to make informed 

decisions on cybersecurity policy is readily available.  Policy makers are trailing behind 

the malicious cyber intruders, but are not far off from developing the cybersecurity 

polices essential to govern Cyberspace.

The research conducted throughout this policy study will contribute to academia 

as it has visited several topics of great importance to cybersecurity and the research field.  

The general population misunderstands the differences between hackers and as a result, 
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are unable to distinguish the good ones from the bad.  Also, they do not have the 

necessary cybersecurity awareness to properly defend themselves from social engineering 

and other malicious cyber attacks.  This policy study clearly defines the benevolent 

security practitioners and malevolent cyber intruders and provides practical knowledge 

and a level of cybersecurity awareness, which can be used to prevent most malicious 

cyber activities from causing damage.

The practical knowledge and information contributed throughout this policy study 

also provides evidence of the fact that Cyberspace is itself in a state of vulnerability.  The 

Internet and the World Wide Web were created to provide reliable communications and 

convenience.  It was not developed with security in mind and as a result, people all across 

America continue to suffer consequences of malicious cyber activities.  In short, 

Cyberspace is neither secure nor safe so each person must do their part to protect 

themselves and others from malicious cyber intruders.

This policy study hopes to contribute to research by simply bringing attention to 

the cybersecurity problems affecting Cyberspace and the critical infrastructures of the 

United States.  Unfortunately, an issue of this magnitude must be persistently proclaimed 

across as many platforms as possible.  This study served as an opportunity to emphasize 

the immediate action and resolution required by the United States Government to 

improve cybersecurity policy.  If the information presented throughout this study can 

convince a single person to make the necessary efforts to improve their cybersecurity 

awareness, cybersecurity will have gained another advocate towards achieving 

improvement.  On the contrary, if no one takes the responsibility to improve their 

cybersecurity awareness, there could be undesirable changes and restrictions in the way 

the Internet and World Wide Web are accessed.

An additional contribution is that this policy study presented an interpretation of 

several cybersecurity policies written and enacted by the United States Government.  
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Many of these policies provide suitable legislation to deal with the overwhelming and 

persistent cyber threats deployed throughout Cyberspace.  However, there are many 

limitations and restrictions to these cybersecurity policies that hinder the investigation 

and prosecution processes, which are required to regulate and govern malicious cyber 

intruders.  The interpretations presented in this study provide an analysis of the current 

cybersecurity policies so that policy makers will be better prepared to improve the 

security of Cyberspace.

Finally, what is more important is that this study was able to contribute viable 

recommendations to the policy makers of the United States Government.  With these 

recommendations, policy makers can proactively and immediately change the United 

States’ current stance on cybersecurity.  These recommendations do not require years of 

research or large sums of financial support.  They only require a decision and an action 

from the policy makers of the United States.  Other researchers can expand upon these 

recommendations to address future cybersecurity issues, which will inevitably rise up to 

challenge security researchers and policy makers.  Cybersecurity can be considered a 

living issue and in order for it to successfully mature, it will always need a voice.

Future Research

Considering future research, this policy study has opened the door for other 

researchers to dive further into the realm of cybersecurity and Cyberspace.  The highly 

debated and often controversial dilemma of the privacy issues involved with 

cybersecurity would serve as a supplementary study or debate to this policy study.  Many 

users of the Internet and the World Wide Web disapprove of the ideas to implement 

stringent cybersecurity regulations in Cyberspace.  It would be beneficial to inform those 

unbelievers of the fact that there is currently no privacy in Cyberspace whatsoever.  That 

should spark a valuable question about privacy and cybersecurity.
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This policy study also touched on the research fields of cyber warfare, cyber 

espionage, and international cybersecurity policy.  Each of these areas can generate great 

opportunities to broaden ones knowledge or satisfy curiosities surrounding the cyber 

realm.  Cyber warfare is no longer a theory or a threat.  It is real and it has been 

successfully used by multiple nations to overcome the less fortunate and inadequately 

equipped adversary.  A deeper understanding into the challenges and effects of cyber 

warfare would greatly benefit the field of research.  Espionage has intrigued people since 

before the common era and in many instances, the information provided by these types of 

intelligence activities has saved countries from disaster.  In Cyberspace, espionage has 

evolved with the use of advanced technological capabilities and it has the ability to 

materialize more frequently as downtime does not exist.

As history has indicated, espionage usually has two sides and it has been 

speculated that several foreign governments have displayed an interest in gathering all the 

information they possibly can about the Federal departments and agencies, military 

forces, large government contractors, and intellectual property of the United States.  

Without international cybersecurity policies to address these issues, the United States 

Government will continue to fight a battle with no end.  A policy study on international 

cybersecurity would prove beneficial to both academia and the United States 

Government.  Valuable recommendations that address the issues of international 

cybersecurity will support policy makers in making informed decisions.

Another addition to research could be a continuation study to report on the status 

of the current administration’s efforts to improve cybersecurity policy and to implement 

the recommendations provided in section three of this policy study.  Much of the 

background has been set for research to build and improve upon the information 

presented in this study.  The difficulties surrounding cybersecurity are much too 

important to lose sight of.  The White House Administration residing during its first term 

has a very large and complex cybersecurity problem to deal with.  This problem can no 
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longer be overlooked and must be addressed before it is too late.  The American people 

deserve a solution that will preserve their tranquility and liberties in Cyberspace.

Limitations

The subject of cybersecurity has too many aspects, perspectives, and possibilities 

to cover in one study.  Due to the many different avenues of cybersecurity, this study was 

unable to cover all the fields of study involved with cybersecurity.  This study only 

focused on the issues that affected domestic policy.  While adopting a proactive stance, 

this study cannot account for all future developments.  Another limitation was the 

restriction of the terminology and technical understanding used throughout the study.  

Although layperson’s language was adequate to provide a high-level understanding of the 

issues surrounding cybersecurity, the deeper, technical workings of computer system and 

network security provide an extensive view into the intellectual consciousness of 

cybersecurity experts and cyber intruders.  Finally, time was a limitation to the research 

and output of this study.  More time would allow this study to follow the new 

developments of cybersecurity policy in the United States and the ongoing cyber attacks 

aimed at the critical infrastructures of the United States.  Overall, these limitations did not  

directly affect the final product.
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APPENDIX

anti-virus - a software program that searches a system’s directory and files for known 
malware. 

backdoor - an back-way communication channel that is used to gain unauthorized access 
to a system.

black hat hacker - “a hacker who breaks into a computer system or network with 
malicious intent” (http://searchsecurity.techtarget.com/sDefinition/
0,,sid14_gci550815,00.html, 2007, para. 1).

blue team - a team of incident handlers who respond to attacks on computer systems and 
networks. 

basic input/output system (BIOS) - a program used to boot a computer and manage the 
communication between the computer’s operating system and the attached hardware 
devices.

blue box - a keypad and a tone generator that was used to generate different tones to 
manipulate the telephone systems.

bot - also known as a robot or a zombie; a compromised system remotely controlled by a 
hacker and used to conduct malicious activities on the Internet in most cases.

botnet - also known as a robot network or a zombie army; multiple bots compiled to 
perform malicious activity with great numbers and great power.  botnets are used to 
deploy DDoS attacks and to send out large amounts of SPAM email. 

cache - a directly addressable memory space used to temporarily store data.

cracker - “One who breaks security on a system” (Raymond, 2003, para. 1).

code - a computer language used to write programs.

commercial-off-the-shelf (COTS) - pre-made products available for commercial use.

covert channel - a stealthy means to communicate using a system’s built-in resources, 
which were not meant for communication purposes.

denial of service (DoS) attack - a local or remote attack used to deny services to 
authorized users.
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distributed denial of service (DDoS) attack - a remote attack in which multiple bots are 
directed to attack one or more systems with the purpose of consuming network resources 
so that legitimate customers or users are denied service.

domain name service (DNS) - translates website names into an IP address.

drone - a remote-controlled, unmanned aircraft, ship, or vehicle.

ethical hacker - “a computer and network expert who attacks a security system on behalf 
of its owners, seeking vulnerabilities that a malicious hacker could exploit” (http://
searchsecurity.techtarget.com/sDefinition/0,,sid14_gci921117,00.html, 2009, para. 1).

exploit - an attack that makes use of a vulnerability of a system. 

firewall - a hardware device or software application used to control access in to and out 
of a computer system or network.

gray hat hacker - “who exploits a security weakness in a computer system or product to 
bring the weakness to the attention of the owners” (http://searchsecurity.techtarget.com/
sDefinition/0,,sid14_gci555449,00.html, 2007, para. 1).

hacker - person who truly understands the inner workings of computer and network 
systems and whose knowledge allows them to use technology in unintended ways.  Also, 
a person who illegally and maliciously attacks computer systems and networks that they 
do not have authorized access to use.

hash - a value computed from inputting data, (i.e., a value or a string of characters), into a 
hash function, or algorithm.

hypertext transfer protocol (HTTP) - the protocol, or set of rules, used to transfer data 
throughout the Internet. 

Internet protocol (IP) - the protocol, or set of rules, used to .

IP address - a number similar to a zip code and a street address used to identify systems 
connected to the Internet or any routed network.

Internet service provider (ISP) - a company that provides Internet or hosting services.

kernel - “the essential center of a computer operating system, the core that provides basic 
services for all other parts of the operating system” 
(http://searchenterpriselinux.techtarget.com/definition/kernel, 2000, para. 1).
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key logger - a software program or hardware device used to record each key entered on a 
keyboard.

malware - a malicious software program.  

operating system (OS) - a program that controls the operational functions of hardware 
and software within a system. 

packet - blocks of data used to transmit information over a network.

patch - a software solution used to repair a vulnerability or fault within a system.

payload - a malicious program used to deliver harmful effects to a computer system or 
network.

penetration test - the act of testing the security holes of a system.

program - multiple lines of code written to carry out a specific purpose.

promiscuous mode - allows a network device to see all network traffic.

phishing - a technical way to social engineer someone into providing sensitive 
information or to trick someone into performing an action.

phreak - a hacker who used various tones to manipulate the telephone system.

ping - a program used to troubleshoot or to confirm the connectivity of devices on a 
network.

ping sweep - a ping that sweeps across a range of systems to troubleshoot or to confirm 
the connectivity of devices on a network. 

port - a logical (or physical) portal used by programs or systems to communicate.

port knocking - a technique used to check if a port on a system is open.

protocol - a set of rules that define how programs communicate or operate.

really simple syndication (RSS) - a way to distribute web content using XML.

red team - a team of security practitioners that perform authorized penetration tests to 
measure the security of computer systems and networks
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remote access - a way to establish a remote connection.

rootkit - a collection of malicious programs used to compromise and manipulate a 
system.

router - a network device used to route packets.

script - one or more command(s) used to execute an action.

script kiddie - a person who does “mischief with scripts and rootkits written by 
others” (Raymond, 2003, para. 1).

secure sockets layer (SSL) - a protocol used to securely connect two systems.

shell - the UNIX version of a command line interface.

session - an established communication between two systems. 

sniffer - a program that sniffs, or captures, data off a network.

social engineering - a deceptive technique used by a hacker to gain information.

SPAM - unsolicited e-mail on the Internet.

spoofing - pretending or masquerading.

spyware - a program that inconspicuously captures data from a user.

string - a series of character or values.

time to live (TTL) - a value used to identify the life, or expiration, of a packet.

traceroute - a tool used to trace the route between a source and a destination.

transmission control protocol (TCP) - a connection-oriented protocol used to transmit 
data over a network in a reliable way.

trojan horse - “A malicious security-breaking program that is disguised as something 
benign, such as a directory lister, archiver, game, or (in one notorious 1990 case on the 
Mac) a program to find and destroy viruses!” (Raymond, 2003, para. 1).

tunneling - a technique used to create a tunnel within another communication channel.
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user datagram protocol (UDP) - a connectionless protocol used to transmit data over a 
network in an unreliable way.

virtual network computing (VNC) - a program that allows remote control of a system 
over a network.

virus - “a program or programming code that replicates by being copied or initiating its 
copying to another program, computer boot sector or document” (http://
searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213306,00.html, 2009, para. 1).

voice over Internet Protocol (VoIP) - a technology that allows voice to be transmitted as 
data packets over a network or the Internet.

vulnerability - a weakness or security hole.

vulnerability scanner - a program used to find a weakness or security hole in a system.

war dialing - a technique used to dial multiple telephone numbers until a modem is found.

White hat hacker - “a hacker who identifies a security weakness in a computer system or 
network but, instead of taking malicious advantage of it, exposes the weakness in a way 
that will allow the system's owners to fix the breach before it can be taken advantage by 
others (such as black hat hackers.)” (http://searchsecurity. techtarget.com/sDefinition/
0,,sid14_gci550882,00.html, 2009, para. 1)

wireless access point - a network device that provides wireless connectivity.

worm - “a self-replicating virus that does not alter files but resides in active memory and 
duplicates itself” (http://searchsecurity.techtarget.com/sDefinition/
0,,sid14_gci213386,00.html, 2009, para. 1).

zero-day exploit - an exploit that is released before a patch can be created to repair a 
particular weakness.
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